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Abstract

The purpose of the TLS Feature extension is to prevent downgrade
attacks that are not otherw se prevented by the TLS protocol. In
particul ar, the TLS Feature extension may be used to nandate support
for revocation checking features in the TLS protocol such as OCSP
stapling. Informng clients that an OCSP status response will always
be stapled permts an imediate failure in the case that the response
is not stapled. This in turn prevents a denial of service attack

t hat m ght otherw se be possible.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft wll expire on June 7, 2015.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions wth respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1. Definitions
1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1. 2. TLS Feature

In order to avoid the confusion that would occur in attenpting to
descri be an X 509 extension describing the use of TLS extensions, in
this docunent the term’extension’ is reserved to refer to X 509v3
extensions and the term ' feature’ is used to refer to a TLS

ext ensi on.
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2.

Pur pose

The purpose of the TLS Feature extension is to prevent downgrade
attacks that are not otherw se prevented by the TLS protocol.

Since the TLS protocol itself provides strong protection agai nst nost
forms of downgrade attack including dowmgrade attacks agai nst ci pher
suite choices offered and client credentials, the TLS Feature is only
rel evant to the validation of TLS protocol credentials. In
particular to the revocation status of the server credentials
present ed.

At the time of witing, the only TLS feature extensions that are

rel evant to the revocation status of credentials is the Certificate
St at us Request extension (status request) Miultiple Certificate Status
Ext ensi on (status_request v2) These extensions are used to support

i n-band exchange of OCSP tokens, otherw se known as OCSP stapling.
These extensions are described in [ RFC6066] and [draft-pettersen-tls-
ext-nmul tipl e-ocsp-03].

The OCSP stapling mechani sm described in [ RFC6066] permits a TLS
server to provide evidence of valid certificate status inband. Wen
this information is provided i nband, the privacy, perfornmance and
reliability concerns arising fromthe need to make a third party
connection during the TLS handshake are elimnated. A client cannot
however draw any conclusion fromthe absence of inband status
information unless it knows that the legitimte server would have
provided it. The status information m ght have been omtted because
the server does not support the extension or because the server is
wi tholding the information intentionally, know ng the certificate to
be invalid.

The inclusion of a TLS feature extension advertising the
status_request feature in the server end entity certificate permts a
client to fail immediately if the certificate status information is
not provided by the server. The need to query the OCSP responder is
elimnated entirely. This inproves client efficiency and nore
inmportantly prevents a denial of service attack against the client by
ei t her bl ocking the OCSP response or nounting a denial of service
attack agai nst the OCSP responder.

Since the TLS Feature extension is an option, it is not likely that
an attacker attenpting to obtain a certificate through fraud wll
choose to have a certificate issued with this extension. Such risks
are nore approrpriately addressed by mechani sns such as Certificate
Aut hority Authorization DNS records RFC 6844 [ RFC6844] that are
designed to prevent or mtigate m s-issue. Nevertheless a
Certification Authority MAY consider the presence or absence of a
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required TLS feature as one factor in determning the |evel of
additional scruitiny a request should be subject to.

A server offering an end entity certificate with a TLS feature
extensi on MJST satisfy a client request for the specified feature

unl ess this would be redundant as described below. Oherw se clients
MAY refuse connection. It is inportant therefore that a
Certification Authority only issue certificates that specify features
that match the configuration of the server and that the server is
capabl e of verifying that its configuration is conpatible with the
feature declaration of the certificates it offers. ldeally, the TLS
feature decl aration would be specified by the certificate request
generator as part of the certificate issue process.

A client feature request is redundant if the purpose of the request
is fully satisfied by another feature. For exanple, a server need
not satisfy a client request for the status request feature if the
status_request _v2 is offered and sati sfi ed.

In the case that the cached infornation feature is offered and
satisfied, a client request for the status_request or
status_request _v2 features is satisfied if and only if the cached
credentials referenced include the OCSP status information necessary
to establish the certificate status.

Thi s docunent describes the use of the TLS feature in PKIX end entity
and certificate signing certificate and a nmechani smthat MAY be used
to describe support for the specified features in-band for the nost
comonly used certificate registration protocol

3. Syntax
The TLS Feature extension has the follow ng fornat:
tls-feature OBJECT IDENTIFIER ::= { id-pe 24}
Features ::= SEQUENCE OF | NTEGER
The TLS Feat ure Extension SHOULD NOT be marked critical. RFC 5280
[ RFC5280] requires that inplenentations that do not understand the
extension MJST reject the certificate. Marking the TLS Feature
Extension critical breaks backward conpatibility and is not

recomended unless this is the desired behavior. |nplenentations
t hat process the extension MJST ignore the criticality bit setting.
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3. 1. TLS Feature

The obj ect nmenber Features is a sequence of TLS extension identifiers
(features) that a TLS server conpliant with the feature declaration
MJST support and satisfy on client request.

This specification does not require a TLS client to offer or support
any TLS feature regardless of whether it is specified in the server

certificate’s TLS Feature extension or not. In particular a client

MAY request and a server MAY support any TLS extension regardl ess of
whether it is specified in a TLS Feature extension or not.

If a TLS Feature extension specifies a TLS feature, a server offering
the certificate MJST support the extension specified and MJUST conply
with any specific requirenments specified for that feature in this
docurent or in the docunent that specifies the TLS feature.

3.1.1. status_request

If the TLS status_request feature is specified in the TLS Feature
extension and a TLS client specifies the status_request feature in
the Client Hello, a server MIUST return a valid OCSP token for the
specified server’s End Entity certificate in the response.

3.2. Use
3.2.1. Certificate Signing Request

If the certificate issue nmechani sm nakes use of the PKCS#10
Certificate Signing Request (CSR) [ RFC2986], the CSR MAY specify a
TLS Feature extension as a CSR attribute. A server or server

adm ni stration tool should only generate key signing requests that it
knows can be supported by the server for which the certificate is

i nt ended.

3.2.2. Certificate Signing Certificate

When present in a Certificate Signing Certificate (i.e., CA
certificate with the key usage extension value set to keyCert Sign),
the TLS Feature extension specifies a constraint on valid certificate
chains. Specifically, a certificate that is signed by a Certificate
Signing Certificate that contains a TLS Feature extensi on MJST
contain a TLS Feature extension which MJST offer the sane set or a
superset of the features advertised in the signing certificate.

Wiile relying parites (i.e., clients) MAY reject certificates that do

not conply with this requirenent, the use of TLS Feature extension in
Certificate Signing Certificates is primarily intended for use by

Hal | am Baker Expires June 7, 2015 [ Page 5]



| nt er net - Draf t X.509v3 TLS Feat ure Extension Decenmber 2014

3.

3.

3.

3.

parties seeking to evaluate the performance of certificate issuers
and MAY be ignored by clients.

2.3. End Entity Certificate

When specified in a server End Entity Certificate (i.e. a certificate
that specifies the id-kp-server EKU), the TLS Feature extension
specifies criteria that a server MIST neet to be conmpliant with the
feature decl aration.

In the case that a client determ nes that the server configuration is
inconsistent wwth the specified feature declaration it MAY reject the
TLS confi gurati on.

In the case that a client determ nes that the server configuration is
inconsistent with a feature declaration specifying support for the
TLS status_request extension it SHOULD reject the TLS configurati on.

3. Processing
3.1. Certification Authority

A CA SHOULD NOT issue certs with a TLS Feature extension unless there
is an affirmative statenent to the effect that the end entity intends
to support the specified features. For exanple the use of a Feature
extension in the CSR or through an out of band conmuni cati on.

3. 2. Server

A TLS server certificate containing a TLS Feature extension MAY be
used with any TLS server that supports the specified features. It is
not necessary for the server to provide support for the TLS Feature
extension itself. Such support is nevertheless desirable as it can
reduce the risk of administrative error.

A server SHOULD verify that its configuration is conpatible wth the
TLS Feature extension expressed in a certificate it presents. A
server MAY override |local configuration options if necessary to
ensure consi stency but SHOULD i nform the adm ni strator whenever such
an inconsitency is discovered.

A server SHOULD support generation of the Feature extension in CSRs
if key generation is supported.
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3.

5.

5.

5.

5.

3.3. dient

A client MIST treat a certificate with a TLS Feature extension that
is not consistent with the features offered by the server as invalid.
In the case that use of TLS with a valid certificate is nmandated by
explicit security policy, application protocol specification or other
means, the client MJUST refuse the connection.

If the use of TLS with a valid certificate is optional, a client MAY
accept the connection but MUST NOT treat the certificate as valid.
Acknowl edgenent s

[Li st of CABForum and PKI X contri but ors]
Security Considerations

1. Alternative Certificates and Certificate |Issuers

Use of the TLS Feature extension to mandate support for a particul ar
form of revocation checking is optional. This control can provide
protection in the case that a certificate wwth a TLS Feature is
conprom sed after issue but not in the case that the attacker obtains
an unmarked certificate froman issuer through fraud.

The TLS Feature extension is a post-issue security control. Such
ri sks can only be addressed by security controls that take effect
bef ore issue.

2. Denial of Service

A certificate Issuer could issue a certificate that intentionally
specified a feature statenent that they knew the server could not
support.

The risks of such refusal would appear to be negligible since a
Certificate Authority could equally refuse to issue the certificate.

3. Cipher Suite Downgrade Attack
The TLS Feature extension does not provide protection against a

ci pher suite downgrade attack. This is left to the existing controls
in the TLS protocol itself.
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0. | ANA Consi der ati ons

On approval, 1 ANA shall add in the SM Security for PKIX Certificate
Extension (1.3.6.1.5.5.7.1) registry the following entry:

Deci mal Description Ref er ences

24 i d-pe-tlsfeature {this RFC}
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