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1. Introduction

Thi s docunent describes an architecture for protocols and services to
support Unmanned Aircraft System Renote Identification and tracking
(UAS RID), plus RID-rel ated comuni cations. The architecture takes
into account both current (including proposed) regul ations and non-

| ETF techni cal standards.

The architecture adheres to the requirenents listed in the DRI P
Requi renments docunent [I-D.ietf-drip-reqs]. The requirenents
docunent provides an extended introduction to the problem space and
use cases.

1.1. Overview of Unmanned Aircraft System (UAS) Renote ID (R D) and
St andar di zati on

UAS Renote ldentification (RID) is an application enabler for a UAS
to be identified by Unmanned Aircraft Systens Traffic Managenent
(UTM and UAS Service Supplier (USS) (Appendix A) or third parties
entities such as |law enforcenent. Many considerations (e.g., safety)
dictate that UAS be renotely identifiable.

Cvil Aviation Authorities (CAAs) worldw de are mandati ng UAS RI D
CAAs currently pronul gate performance-based regul ati ons that do not
speci fy techniques, but rather cite industry consensus techni cal

st andards as acceptabl e neans of conpliance.

Federal Avi ation Adm nistration (FAA)

The FAA published a Notice of Proposed Rule Making [NPRM in 2019
and thereafter published a "Final Rule" in 2021 [ FAA R D,

i mposi ng requirenents on UAS manufacturers and operators, both
commercial and recreational. The rule clearly states that

Aut omat i ¢ Dependent Surveillance Broadcast (ADS-B) CQut and
transponders cannot be used to satisfy the RID requirenents on UAS
to which the rule applies (see Appendi x B)

Eur opean Uni on Avi ation Safety Agency (EASA)
The EASA published a [Del egated] regulation in 2019 i nposing

requi renments on UAS manufacturers and third-country operators,
including but not limted to RID requirenents. The EASA al so
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publ i shed in 2019 an [Inpl enenting] regul ation |ayi ng down
detail ed rules and procedures for UAS operations and operating
per sonnel .

American Society for Testing and Materials (ASTM

ASTM I nternational, Technical Commttee F38 (UAS), Subcomm ttee
F38.02 (Aircraft Qperations), Wrk Item W65041, devel oped the
ASTM [ F3411] Standard Specification for Renote | D and Tracki ng.

ASTM defines one set of RID information and two neans, MAC-I| ayer
broadcast and | P-l1ayer network, of communicating it. |If an UAS
uses both conmmuni cation nmet hods, the sanme information nust be

provi ded via both neans. [F3411] is cited by FAAin its RI D final
rule [FAA RID] as "a potential neans of conpliance” to a Renote ID
rul e.

The 3rd Generation Partnership Project (3GPP)

Wth release 16, the 3GPP conpleted the UAS RI D requirenent study
[ TS-22.825] and proposed a set of use cases in the nobile network
and the services that can be offered based on RID. Release 17
speci fication focuses on enhanced UAS service requirenents and
provi des the protocol and application architecture support that

wi |l be applicable for both 4G and 5G networks. The study of
Further Architecture Enhancenent for Uncrewed Aerial Vehicles
(UAV) and Urban Air Mbility (UAM [FS_AEUA] in release 18 further
enhances the comuni cati on nechani sm bet ween UAS and USS/ UTM  The
RI D di scussed in Section 3 may be used as the 3GPP CAA-level ID
for Renote Identification purposes.

1.2. Overview of Types of UAS Renote ID
1.2.1. Broadcast RID

[ F3411] defines a set of RID nessages for direct, one-way, broadcast
transm ssions fromthe UA over Bluetooth or W-Fi. These are
currently defined as MAC-Layer nessages. Internet (or other Wde
Area Network) connectivity is only needed for UAS registry

i nformati on | ookup by Observers using the directly received UAS | D
Broadcast RI D should be functionally usable in situations with no

I nternet connectivity.

The m ni num Broadcast RID data flowis illustrated in Figure 1.
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Figure 1

Broadcast RID provides information only about unmanned aircraft (UA)
within direct RF LOS, typically simlar to visual Light-O-Sight
(LOCS), with a range up to approximately 1 km This informati on nay
be ' harvested’ fromreceived broadcasts and nade avail able via the
Internet, enabling surveillance of areas too |arge for |ocal direct
vi sual observation or direct RF Iink based ID (see Section 6).

1.2.2. Network RID

[ F3411], using the sanme data dictionary that is the basis of
Broadcast RI D nessages, defines a Network Renote ldentification (Net-
RID) data flow as foll ows.

o The information to be reported via RID is generated by the UAS
(typically sonme by the UA and sonme by the GCS, e.g. their
respective GNSS derived | ocations).

o The information is sent by the UAS (UA or GCS) via unspecified
means to the cogni zant Network Renote ldentification Service
Provider (Net-RID SP), typically the USS under which the UAS is
operating if participating in UTM

0 The Net-RI D SP publishes via the D scovery and Synchroni zation
Service (DSS) over the Internet that it has operations in various
4-D airspace vol unes, describing the volunes but not the
oper at i ons.

0 An (bserver’s device, expected typically but not specified to be
web based, queries a Network Renote ldentification Display
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Provider (Net-RID DP), typically also a USS, about any operations
in a specific 4-D airspace vol une.

o Using fully specified web based nmet hods over the Internet, the
Net-RI D DP queries all Net-RID SP that have operations in vol unes
intersecting that of the Observer’s query for details on all such
oper ati ons.

o The Net-RI D DP aggregates information received fromall such Net-
RID SP and responds to the Cbserver’s query.

The mninmum Net-RID data flowis illustrated in Figure 2:
oo e e oo + Ahkkhkhkhkhkhhkhhkhhhkhkhk
| UA | * I nternet *
+--0------- 0--+ * *
| | * *
| | * * N +
T () oo |
| - Y ) B R o NET-RID SP
I I * * | I
| | * e e 0 |
| | * | * Fomm e +
I I * I *
| | * | * Fommmm e +
| | ' ERRREE roe---o
| | * * | NET-RID DP |
| | * e e 0 |
| | * | * Fomm e +
I I * I *
| | * | * Fommmm e +
RS TR 0--+ * Teee- - Feeo - - o Observer’s |
| GCS | * * | Device |
oo oo + Ahkkhkhhkhkhkhhkhhhhkk* o e e e e e e m o +

Figure 2

Command and Control (C2) nust flow fromthe GCS to the UA via sone
path, currently (in the year of 2021) typically a direct RF |link, but
Wi th increasing beyond Visual Line of Sight (BVLOS) operations
expected often to be wireless links at either end wth the Internet
bet ween.

Telenetry (at least UA's position and heading) flows fromthe UAto

the GCS via sone path, typically the reverse of the C path. Thus,
RID information pertaining to both the GCS and the UA can be sent, by
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whi chever has Internet connectivity, to the Net-RID SP, typically the
USS nmanagi ng t he UAS operati on.

The Net-RID SP forwards RID information via the Internet to
subscribed Net-RID DP, typically USS. Subscribed Net-RI D DP forward
RID information via the Internet to subscribed Cbserver devices.
Regul ations require and [ F3411] describes R D data el enents that nust
be transported end-to-end fromthe UAS to the subscri bed Observer
devi ces.

[ F3411] prescribes the protocols between the Net-RID SP, Net-RI D DP
and the Di scovery and Synchroni zation Service (DSS). It also

prescri bes data elenents (in JSON) between Cbserver and Net-RI D DP
DRI P coul d address standardi zati on of secure protocols between the UA
and GCS (over direct wireless and Internet connection), between the
UAS and the Net-RI D SP, and/or between the Net-RI D DP and Cbserver
devi ces.

Informative note: Neither link |ayer protocols nor the use of
links (e.g., the link often existing between the GCS and the
UA) for any purpose other than carriage of RID information is
in the scope of [F3411] Network RID.

1.3. Overview of USS Interoperability
Wth Net-RID, there is direct comunication between each UAS and its
USS. Miltiple USS exchange information with the assistance of a
Di scovery and Synchroni zation Service (DSS) so all USS collectively
have know edge about all activities in a 4D airspace.

The interactions anong an Cbserver, nultiple UAS, and their USS are
shown in Figure 3.
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Figure 3
1.4. Overview of DRIP Architecture

Figure 4 illustrates the general UAS RI D usage scenario. Broadcast
RID links are not shown as they reach fromany UA to any |istening
receiver in range and thus woul d obscure the intent of the figure.
Figure 4 shows, as context, some entities and interfaces beyond the
scope of DRIP (as currently (2022) chartered).
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*kkkkhkkhk*ikhhkkkhkkhkhi k% *kkkkhkkhk*hkhkhkkkhkkhkhi k%
* UAS1 * * UAS2 *
* * * *
R + DAA/ V2V R CE + ¥
* UA (o I I e *--0 UA | *
* 4--0--0--+ % * 4--0--0--+ %
* | * +------ + Lookups +---- - + * | *
* | | * | &P,OD o------. L ------ o PSOD | * | | *
] £ + | LR S
* | | * * | | *
* C2 | | * VZI ¥k kkkhkkkhkkkkk V2| * | | C2 *
* | L, K o e e o e e e e e e e - * K o e e e e e e e e e - * oo o ’ | *
* | * * * * | *
* | o====Net Rl D====* *====Net Rl D====0 | *
* 4+--0--+ * * | nternet * * +--0--+ *
* | GCS 0----- R * R R o GCS| *
I EE + * Registration * * Registration * +----- + *
* * (and UTM * * (and UTM * *
*kkkkhkkh*ihkhkkkhkkhkhih k% *kkkkhkkhkkikhkkkkk*k *kkkkhkkhkkhhkhkhkkhkkhkhik %k
| | |
Fommm oo oo - + | | | Fommm oo oo - +
| Public o---' | '---0 Private |
| Registry | | | Registry |
Fom e e - - + | Fom e e - - +
+--0--+
| DNS |
+----- +

GPOD: Ceneral Public Cbserver Device (for brevity in this figure)
PSOD: Public Safety Cbserver Device (for brevity in this figure)

Figure 4

DRIP is nmeant to | everage existing Internet resources (standard
protocols, services, infrastructures, and business nodels) to neet
UAS RID and closely related needs. DRIP will specify how to apply
| ETF standards, conpl enenting [F3411] and ot her external standards,
to satisfy UAS RID requirenents.

Thi s docunment outlines the DRIP architecture in the context of the
UAS RID architecture. This includes presenting the gaps between the
CAAs’ Concepts of Operations and [F3411] as it relates to the use of
Internet technol ogies and UA direct RF communications. |ssues

i nclude, but are not limted to:
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+ Design of trustworthy renote identifiers (Section 3).

* Mechanisns to | everage Domain Nane System (DNS [ RFC1034]),
Ext ensi bl e Provi si oning Protocol (EPP [RFC5731]) and
Regi stration Data Access Protocol (RDAP) ([RFC7482]) for
publ i shing public and private information (see Section 4.1 and
Section 4.2).

* Specific authentication nmethods and nessage payl oad formats to
enabl e verification that Broadcast R D nessages were sent by
the clai ned sender (Section 5) and that sender is in the
claimed registry (Section 4 and Section 5).

* Harvesting broadcast RI D nessages for UTM i ncl usion
(Section 6).

* Methods for instantly establishing secure comuni cations
bet ween an Observer and the pilot of an observed UAS
(Section 7).

* Privacy in RID nessages (PIl protection) (Section 10).

2. Terms and Definitions

2.1. Architecture Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
" SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTI ONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [ RFCB174] when, and only when, they appear in al
capitals, as shown above.

2.2. Abbreviations
EdDSA: Edwar ds- Curve Digital Signature Al gorithm

HH T: Hi erarchical HT
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2.

2.

3.

HI P: Host ldentity Protocol

H T: Host ldentity Tag

3. Cl ains, Assertions, Attestations, and Certificates

4.

This section introduces the terns "C ai ns", "Assertions",
"Attestations”, and "Certificates" as used in DRIP. DRIP certificate
has a different context conpared with security certificates and
Public Key Infrastructure used in X 509.

Cl ai ns:

Aclaimin DRIP is a predicate (e.g., "X is Y", "X has property
Y*, and nost inportantly "X owns Y' or "X is owned by Y").

Assertions:

An assertion in DRIP is a set of clains. This definition is
borrowed from JW [RFC7519] and COAM [ RFC8392].

Attest ati ons:

An attestation in DRIP is a signed assertion. The signer may be
the claimant or a related party with stake in the assertion(s).
Under DRIP this is normally used when an entity asserts a
relationship with another entity, along with other information,
and the asserting entity signs the assertion, thereby making it an
attestation.

Certificates:

A certificate in DRIP is an attestation, strictly over identity
information, signed by a third party. This third party should be
one with no stake in the attestation(s) its signing over.

Addi tional Definitions
Thi s docunment uses terns defined in [I-D.ietf-drip-reqgs].
HHI T as the DRIP Entity Identifier

This section describes the DRIP architectural approach to neeting the
basic requirenments of a DRIP entity identifier wthin external
techni cal standard ASTM [ F3411] and regul atory constraints. It
justifies and explains the use of Hierarchical Host ldentity Tags
(HHI Ts) as self-asserting | Pv6 addresses suitable as a UAS ID type
and nore generally as trustworthy nulti purpose renote identifiers.
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Self-asserting in this usage is given the Host ldentity (H), the
HH T ORCHI D construction and a signature of the HHIT by the H can
both be validated. The explicit registration hierarchy within the
HH T provides registry discovery (managed by a Registrar) to either
yield the H for 3rd-party (who is looking for ID attestation)
validation or prove the HHIT and H have uni quely been registered.

3.1. UAS Renote ldentifiers Problem Space

A DRIP entity identifier needs to be "Trustworthy" (See DRI P
Requirement GEN-1, ID-4 and ID-5in [I-Dietf-drip-regs]). This
means that given a sufficient collection of RID nessages, an Qbserver
can establish that the identifier clained therein uniquely belongs to
the claimant: that the only way for any other entity to prove
ownership of that identifier would be to obtain information that
ought to be available only to the legitinmate owner of the identifier
(e.g., a cryptographic private key).

To satisfy DRIP requirenents and maintain inportant security
properties, the DRIP identifier should be self-generated by the
entity it nanes (e.g., a UAS) and registered (e.g., with a USS, see
Requi rements GEN-3 and 1D 2).

Broadcast RI D, especially its support for Bluetooth 4, inposes severe
constraints. ASTM RID [F3411] allows a UAS ID of types 1, 2 and 3 of
20 bytes; a revision to [F3411], currently in balloting (as of Cct
2021), adds type 4, Session IDs, to be standardi zed by | ETF and ot her
st andard devel opnent organi zations (SDCs) as extensions to ASTM RI D
consunes one of those bytes to index the sub-type, leaving only 19
for the identifier (see DRIP Requirement ID-1). Likew se, the
maxi mum ASTM RI D [ F3411] Aut hentication Message payload is 201 bytes
for nost authentication types, but for type 5 also added in this
revision, for | ETF and other SDOs to devel op Specific Authentication
Met hods as extensions to ASTM RID, one byte is consunmed to index the
sub-type, leaving only 200 for DRI P authentication payl oads,
including one or nore DRIP entity identifiers and associ at ed

aut henti cati on dat a.

3.2, HHIT as A Trustworthy DRIP Entity ldentifier

A Renote ID that can be trustworthily used in the RI D Broadcast node
can be built froman asymmetric keypair. Rather than using a key
signing operation to claimownership of an ID that does not guarantee
name uni queness, in this nmethod the IDis cryptographically derived
directly fromthe public key. The proof of 1D ownership (verifiable
attestation, versus nmere clain) is guaranteed by signing this
cryptographic IDwth the associated private key. The associ ation
between the ID and the private key is ensured by cryptographically
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bi nding the public key with the ID, nore specifically the IDresults

fromthe hash of the public key. It is statistically hard for
anot her entity to create a public key that would generate (spoof) the
| D.

The basic H T is designed statistically unique through the
cryptographi ¢ hash feature of second-preimge resistance. The

crypt ogr aphi cal | y-bound addition of the H erarchy and an HHI T

regi stration process (e.g. based on Extensible Provisioning Protocol,
[ RFC5730]) provide conplete, global HH T uni queness. This
registration forces the attacker to generate the sane public key
rather than a public key that generates the sane HHIT. This is in
contrast to general IDs (e.g. a UU D or device serial nunber) as the
subject in an X 509 certificate.

A DRIP identifier can be assigned to a UAS as a static HH T by its
manuf acturer, such as a single H and derived HH T encoded as a
hardwar e serial nunber per [CTA2063A]. Such a static HH T SHOULD
only be used to bind one-tine use DRIP identifiers to the unique UA
Dependi ng upon inplenentation, this may leave a H private key in the
possessi on of the manufacturer (nore details in Section 9).

A UA equi pped for Broadcast R D SHOULD be provisioned not only with
its HHIT but also with the H public key fromwhich the HH T was
derived and the corresponding private key, to enable nessage
signature. A UAS equi pped for Network RI D SHOULD be provi si oned

i kewi se; the private key resides only in the ultimte source of
Network RID nmessages (i.e. on the UAitself if the GCSis nerely
relaying rather than sourcing Network R D nessages). Each Cbserver
devi ce SHOULD be provisioned either with public keys of the DRIP
identifier root registries or certificates for subordinate
registries.

HH Ts can al so be used throughout the USS/ UTM system The Qperators,
Private Information Registries, as well as other UTMentities, can
use HHITs for their IDs. Such HH Ts can facilitate DRIP security
functions such as used with HIP to strongly nutual ly authenticate and
encrypt commruni cati ons.

A self-attestation of a HHT used as a UAS ID can be done in as
little as 84 bytes, by avoiding an explicit encoding technol ogy |ike
ASN. 1 or Concise Binary Object Representation (CBOR [RFC8949]). This
attestation consists of only the HHIT, a tinmestanp, and the EdDSA
signature on them

In general, Internet access nay be needed to validate Attestations or

Certificates. This may be obviated in the nbost commobn cases (e. Q.
attestation of the UAS ID), even in disconnected environnents, by
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prepopul ating small caches on Cbserver devices with Registry public
keys and a chain of Attestations or Certificates (tracing a path
through the Registry tree). This is assumng all parties on the
trust path also use HHI Ts for their identities.

3.3. HHIT for DRIP Identifier Registration and Lookup

Renote I D needs a determnistic | ookup mechanismthat rapidly

provi des actionable information about the identified UA. G ven the

size constraints inposed by the Bluetooth 4 broadcast nedia, the UAS
IDitself needs to be a non-spoofable inquiry input into the |ookup.

A DRI P registration process based on the explicit hierarchy within a
HH T provi des manageabl e uni queness of the H for the HHIT. This is
t he def ense agai nst a cryptographi c hash second pre-inmage attack on
the HHHT (e.g. multiple H's yielding the sane HHI T, see Requirenent
ID-3). A lookup of the HHIT into this registration data provides the
registered H for HHI T proof. A first-come-first-serve registration
for a HH T provides determ nistic access to any ot her needed
actionable informati on based on inquiry access authority (nore
details in Section 4.2).

3.4. HHIT as a Cryptographic ldentifier

The only (known to the authors at the tinme of this witing) extant
types of | P address conpatible identifiers cryptographically derived
fromthe public keys of the identified entities are Cryptographically
CGener ated Addresses (CGAs) [ RFC3972] and Host ldentity Tags (H Ts)

[ RFC7401] . CGAs and HI Ts lack registration/retrieval capability. To
provide this, each HH T enbeds plaintext information designating the
hi erarchy within which is registered and a cryptographi c hash of that
i nformati on concatenated with the entity’s public key, etc. Although
hash col lisions may occur, the registrar can detect them and reject
regi stration requests rather than issue credentials, e.g., by
enforcing a first-clained, first-attested policy. Pre-inmge hash
attacks are also mtigated through this registration process, |ocking
the HHIT to a specific H

4. DRIP ldentifier Registration and Registries

DRI P registries hold both public and private UAS information
resulting fromthe DRIP identifier registration process. Gven these
different uses, and to inprove scalability, security, and sinplicity
of adm nistration, the public and private information can be stored
in different registries. This section introduces the public and
private information registries for DRIP identifiers. This DRIP
Identifier registration process satisfies the follow ng DRI P
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requirements defined in [I-D.ietf-drip-reqs]: GEN-3, GEN-4, ID-2, ID
4, 1D-6, PRIV-3, PRIV-4, REG1l, PRG 2, REG 3 and REG 4.

4.1. Public Information Registry
4.1.1. Background

The public registry provides trustable information such as
attestations of RID ownership and registration with the HDA

(Hi erarchical HI T Donain Authority). Optionally, pointers to the
registries for the HDA and RAA (Regi stered Assigning
Authority)inplicit in the RID can be included (e.g., for HDA and RAA
HH T| H used in attestation signing operations). This public
information will be principally used by Observers of Broadcast R D
nmessages. Data on UAS that only use Network RID, is available via an
bserver’s Net-RID DP that would tend to directly provide all public
registry information. The Qobserver may visually "see" these Net-RI D
UAS, but they may be silent to the Qoserver. The Net-RID DP is the
only source of information based on a query for an airspace vol une.

4.1.2. DNS as the Public DRIP lIdentifier Registry

A DRIP identifier SHOULD be registered as an Internet domain nane (at
an arbitrary level in the hierarchy, e.g. in .ip6.arpa). Thus DNS
can provide all the needed public DRIP information. A standardized
HH T FQDN (Fully Qualified Domain Nanme) can deliver the H via a HP
RR (Resource Record) [RFC8005] and other public information (e.g.,
RRA and HDA PTRs, and H P RVS (Rendezvous Servers) [RFC8004]). These
public information registries can use secure DNS transport (e.g. DNS
over TLS) to deliver public information that is not inherently
trustable (e.g. everything other than attestations).

4.2. Private Information Registry
4.2.1. Background

The private information required for DRIP identifiers is simlar to
that required for Internet domain nane registration. A DRIP
identifier solution can | everage existing Internet resources:

regi stration protocols, infrastructure, and busi ness nodels, by
fitting into an ID structure conpatible with DNS nanmes. The HH T

hi erarchy can provide the needed scal ability and nanagenent

structure. It is expected that the private registry function will be
provi ded by the sane organi zations that run a USS, and |ikely
integrated with a USS. The | ookup function nmay be inplenmented by the
Net - RI D DPs.
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4.2.2. EPP and RDAP as the Private DRIP Identifier Registry

A DRIP private information registry supports essential registry
operations (e.g. add, delete, update, query) using interoperable open
standard protocols. It can acconplish this by using the Extensible
Provi si oni ng Protocol (EPP [ RFC5730]) and the Registry Data Access
Prot ocol (RDAP RFC7480] [RFC7482] [RFC7483]). The DRIP private
information registry in which a given UAS is registered needs to be
findable, starting fromthe UAS ID, using the nethods specified in

[ RFC7484] .

4.2.3. Alternative Private DRI P Regi stry nethods

A DRIP private information registry m ght be an access controll ed DNS
(e.g. via DNS over TLS). Additionally, WbFinger [RFC7033] can be
depl oyed. These alternative nmethods may be used by Net-RID DP with
speci fic custoners.

5. DRI P Identifier Trust

Wiile the DRIP entity identifier is self-asserting, it al one does not
provide the "trustworthiness"” specified in [I-D.ietf-drip-reqs]. For
that it MJST be registered (under DRI P Registries) and be actively
used by the party (in nost cases the UA). For Broadcast RID this is
a challenge to balance the original requirenents of Broadcast RI D and
the efforts needed to satisfy the DRIP requirenents all under severe
constraints.

From recei ved Broadcast RI D nessages and information that can be

| ooked up using the received UAS IDin online registries or |ocal
caches, it is possible to establish |evels of trust in the asserted
i nformati on and the Operator.

An optim zation of different DRIP Authenticati on Messages al |l ows an
(bserver, wthout Internet connection (offline) or wwth (online), to
be able to validate a UAS DRIP IDin real-tinme. First is the sending
of Broadcast Attestations (over DRI P Link Authentication Messages)
containing the relevant registration of the UAs DRIP ID in the
claimed Registry. Next is sending DRIP Wapper Authentication
Messages that sign over both static (e.g. above registration) and
dynam cal ly changing data (such as UA | ocation data). Conbining
these two sets of information an Cbserver can piece together a chain
of trust and real-tine evidence to make their determ nation of the
UAs cl ai ns.

This process (conmbining the DRIP entity identifier, Registries and
Aut hentication Formats for Broadcast RI D) can satisfy the follow ng
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DRIP requirenment defined in [I-D.ietf-drip-regs]: GEN-1, GEN2, CEN
3, ID2, ID3, ID4 and I D 5.

6. Harvesting Broadcast Renote |ID nmessages for UTM I ncl usion

ASTM antici pated that regulators would require both Broadcast R D and
Network RID for large UAS, but allow RID requirenments for small UAS
to be satisfied with the operator’s choice of either Broadcast RID or
Network RID. The EASA initially specified Broadcast RI D for UAS of
essentially all UAS and is now al so considering Network RID. The FAA
RID Final Rules [FAA RID] permt only Broadcast RID for rule
conpliance, but still encourage Network RID for conplenentary
functionality, especially in support of UTM

One obvi ous opportunity is to enhance the architecture with gateways
from Broadcast RID to Network RID. This provides the best of both
and gives regulators and operators flexibility. It offers advantages
over either formof RID alone: greater fidelity than Network R D
reporting of planned area operations; surveillance of areas too |arge
for local direct visual observation and direct RF-LOS |ink based
Broadcast RID (e.g., a city or a national forest).

These gateways coul d be pre-positioned (e.g. around airports, public
gat herings, and other sensitive areas) and/or crowd-sourced (as
not hi ng nore than a smartphone with a suitable app is needed). As
Broadcast RID nedia have limted range, gateways receiving nessages
claimng locations far fromthe gateway can alert authorities or a
SDSP to the failed sanity check possibly indicating intent to
deceive. Surveillance SDSPs can use nessages Wth precise date/tine/
position stanps fromthe gateways to nultilaterate UA | ocati on,

i ndependent of the locations clainmed in the nessages, which are
entirely operator self-reported in UAS RID and UTM and thus are
subject not only to natural tine lag and error but al so operator

m sconfiguration or intentional deception.

Further, gateways with additional sensors (e.g. smartphones wth
canmeras) can provide independent information on the UA type and size,
confirmng or refuting those clains made in the R D nessages. This
Crowd Sourced Renote ID (CS-RID) would be a significant enhancenent,
beyond baseline DRIP functionality; if inplenented, it adds two nore
entity types.

Thi s approach satisfies the following DRI P requirenents defined in
[I-D.ietf-drip-regs]: CGEN5, CGEN 11, and REG 1.
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6.1. The CS-RI D Fi nder

A CS-RID Finder is the gateway for Broadcast Renote |ID Messages into
the UTM It perforns this gateway function via a CS-RID SDSP. A CS-
RID Finder could inplenent, integrate, or accept outputs from a
Broadcast RID receiver. However, it should not depend upon a direct
interface with a GCS, Net-RID SP, Net-RID DP or Network RID client.
It would present a TBD interface to a CS-RID SDSP, simlar to but
readi |y distinguishable fromthat between a GCS and a Net-RI D SP

6.2. The CS-RI D SDSP

A CS-RI D SDSP aggregates and processes (e.g., estimates UA | ocation
using including using nultilateration when possible) informtion
collected by CS-RID Finders. A CS-RI D SDSP shoul d appear (i.e.
present the sanme interface) to a Net-RID SP as a Net-RI D DP

7. DRI P Cont act

One of the ways in which DRIP can enhance [F3411] with i mediately
actionable information is by enabling an Cbserver to instantly
initiate secure conmunications with the UAS renpote pilot, Pilot In
Command, operator, USS under which the operation is being flown, or
other entity potentially able to furnish further information
regarding the operation and its intent and/or to i medi ately

i nfluence further conduct or termnation of the operation (e.g., land
or otherwi se exit an airspace volune). Such potentially distracting
comuni cati ons demand strong "AAA" (Authentication, Attestation,

Aut hori zati on, Access Control, Accounting, Attribution, Audit) per
applicable policies (e.g., of the cognizant CAA).

A DRIP entity identifier based on a HHI'T as outlined in Section 3
enbeds an identifier of the registry in which it can be found
(expected typically to be the USS under which the UAS is flying) and
the procedures outlined in Section 5 enable Observer verification of
that relationship. A DRIP entity identifier wiwth suitable records in
public and private registries as outlined in Section 5 can enabl e

| ookup not only of information regarding the UAS but also identities
of and pointers to information regarding the vari ous associ at ed
entities (e.g., the USS under which the UAS is flying an operation),

i ncl udi ng neans of contacting those associated entities (i.e.,

| ocators, typically I P addresses). An Qobserver equipped with H P can
initiate a Base Exchange (BEX) and establish a Bound End to End
Tunnel (BEET) protected by |IPsec Encapsul ating Security Payl oad (ESP)
encryption to a |ikew se equi pped and identified entity: the UA
itself, if operating autononously; the GCS, if the UAis renotely

pil oted and the necessary records have been popul ated in DNS;

i kewise the USS, etc. Certain preconditions are necessary: each
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10.

party to the communi cation needs a currently usable nmeans (typically
DNS) of resolving the other party’s DRIP entity identifier to a
currently usable locator (IP address); and there nust be currently
usabl e bidirectional IP (not necessarily Internet) connectivity
between the parties. Gven a BEET, arbitrary standard hi gher |ayer
protocols can then be used for Observer to Pilot (O2P) communi cations
(e.g., SIP [RFC3261] et seq), V2X comunications (e.g., [MAVLInk]),
etc. This approach satisfies DRIP requirement GEN-6 Contact,
supports satisfaction of requirenents [I-D.ietf-drip-reqs] GEN 8,
GEN-9, PRIV-2, PRIV-5 and REG 3, and is conpatible with all other
DRI P requi renents.

| ANA Consi derati ons
Thi s docunent does not nake any | ANA request.
Security Considerations

The security provided by asymretric cryptographic techni ques depends
upon protection of the private keys. A manufacturer that enbeds a
private key in an UA may have retained a copy. A manufacturer whose
UA are configured by a closed source application on the GCS which
comuni cates over the Internet with the factory may be sending a copy
of a UA or GCS self-generated key back to the factory. Keys nay be
extracted froma GCS or UA. The RI D sender of a small harm ess UA
(or the entire UA) could be carried by a | arger dangerous UA as a
"false flag." Conprom se of a registry private key could do

wi despread harm Key revocation procedures are as yet to be

determ ned. These risks are in addition to those involving Operator
key managenent practices.

Privacy & Transparency Considerations

Broadcast RI D nmessages can contain Personally Identifiable
Information (PIl). A viable architecture for PIl protection would be
symmetric encryption of the PIl using a session key known to the UAS
and its USS. Authorized Observers could obtain plaintext in either
of two ways. An Cbserver can send the UAS ID and the cyphertext to a
server that offers decryption as a service. An Cbserver can send the
UAS IDonly to a server that returns the session key, so that
(bserver can directly locally decrypt all cyphertext sent by that UA
during that session (UAS operation). |In either case, the server can
be: a Public Safety USS; the Cbserver’'s own USS; or the UA's USS if
the latter can be determ ned (which under DRIP it can be, fromthe
UAS IDitself). PIl can be protected unless the UAS is inforned
otherwise. This could cone as part of UTM operation authorization.

It can be special instructions at the start or during an operation.
Pll protection MIST not be used if the UAS | oses connectivity to the

Card, et al. Expires June 17, 2022 [ Page 19]



| nt er net - Draf t DRI P Architecture Decenmber 2021

11.

11.

11.

USS. The UAS always has the option to abort the operation if PI
protection is disallowed.
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Appendi x A.  Overview of Unmanned Aircraft Systens (UAS) Traffic
Managenment (UTM

A. 1. QOperation Concept

The National Aeronautics and Space Adm nistration (NASA) and FAA' s
effort of integrating UAS s operation into the national airspace
system (NAS) led to the devel opnent of the concept of UTM and the
ecosystemaround it. The UTM concept was initially presented in 2013
and version 2.0 was published in 2020 [ FAA UAS Concept O _Ops].

The eventual concept refinenent, initial prototype inplenentation,
and testing were conducted by the UTM research transition team which
is the joint workforce by FAA and NASA. Wirld efforts took place
afterward. The Single European Sky ATM Research (SESAR) started the
CORUS project to research its UTM counterpart concept, namnely
[USpace]. This effort is |led by the European Organization for the
Safety of Air Navigation (Eurocontrol).

Bot h NASA and SESAR have published the UTM concept of operations to
gui de the devel opnent of their future air traffic managenment (ATM
system and ensure safe and efficient integration of manned and
unmanned aircraft into the national airspace.

The UTM conprises UAS operation infrastructure, procedures and | ocal
regul ati on conpliance policies to guarantee safe UAS integration and
operation. The main functionality of a UM i ncludes, but is not
l[imted to, providing neans of conmuni cati on between UAS operators
and service providers and a platformto facilitate comuni cation
anong UAS service providers.

A. 2. UAS Service Supplier (USS)
A USS plays an inportant role to fulfill the key performnce
indicators (KPIs) that a UTM has to offer. Such an Entity acts as a

proxy between UAS operators and UTM service providers. |t provides
services like real-tinme UAS traffic nonitoring and pl anni ng,
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aeronautical data archiving, airspace and violation control,
interacting with other third-party control entities, etc. A USS can
coexist with other USS to build a |arge service coverage map that can
| oad- bal ance, relay, and share UAS traffic information.

The FAA works with UAS industry sharehol ders and pronotes the Low
Al titude Authorization and Notification Capability [LAANC] program
which is the first systemto realize some of the UTM envi si oned
functionality. The LAANC program can automate the UAS operati onal
intent (flight plan) subm ssion and application for airspace

aut horization in real-tinme by checking against nultiple aeronauti cal
dat abases such as airspace classification and operating rul es
associated with it, FAA UAS facility map, special use airspace,
Notice to Airmen (NOTAM, and Tenporary Flight Restriction (TFR)

A. 3. UTM Use Cases for UAS Qperations

This section illustrates a couple of use case scenari os where UAS
participation in UTM has significant safety inprovenent.

1. For a UAS participating in UTMand taking off or landing in a
controlled airspace (e.g., Cass Bravo, Charlie, Delta, and Echo
inthe United States), the USS under which the UAS is operating
is responsible for verifying UA registration, authenticating the
UAS operational intent (flight plan) by checking agai nst
designated UAS facility map database, obtaining the air traffic
control (ATC) authorization, and nmonitoring the UAS flight path
in order to maintain safe margins and foll ow the pre-authorized
sequence of authorized 4-D volunes (route).

2. For a UAS participating in UM and taking off or landing in
uncontrol |l ed airspace (ex. Cass Golf in the United States),
pre-flight authorization nust be obtained froma USS when
oper ati ng beyond-vi sual -of -sight (BVLOS). The USS either accepts
or rejects the received operational intent (flight plan) fromthe
UAS. Accepted UAS operation may share its current flight data
such as GPS position and altitude to USS. The USS may keep the
UAS operation status near real-tine and may keep it as a record
for overall airspace air traffic nonitoring.

Appendi x B. Autonmatic Dependent Surveillance Broadcast (ADS-B)

The ADS-B is the de jure technol ogy used in manned aviation for
sharing location information, fromthe aircraft to ground and
satellite-based systens, designed in the early 2000s. Broadcast R D
is conceptually simlar to ADS-B, but with the receiver target being
the general public on generally avail able devices (e.g. smartphones).
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For nunmerous technical reasons, ADS-B itself is not suitable for | ow
flying small UA. Technical reasons include but not limted to the
fol | ow ng:

1. Lack of support for the 1090 MHz ADS-B channel on any consuner
handhel d devi ces

2. Weight and cost of ADS-B transponders on CSWAP constrai ned UA

3. Limted bandwi dth of both uplink and downlink, which would Iikely
be saturated by | arge nunbers of UAS, endangering nmanned avi ati on

Under st andi ng t hese techni cal shortcom ngs, regul ators worl dw de have
rul ed out the use of ADS-B for the small UAS for which UAS RI D and
DRI P are intended.

Acknow edgenent s

The work of the FAA's UAS ldentification and Tracking (UAS | D)

Avi ation Rul emaking Comrittee (ARC) is the foundation of |ater ASTM
and proposed |ETF DRIP W5 efforts. The work of ASTM F38.02 in

bal ancing the interests of diverse stakeholders is essential to the
necessary rapid and w despread depl oynent of UAS RID. Thanks to

Al exandre Petrescu and Stephan Wenger for the hel pful and positive
comments. Thanks to chairs Daniel Mgault and Mohanmed Boucadair for
direction of our team of authors and editor, some of whom are
newconers to witing | ETF docunents. Thanks especially to Internet
Area Director Eric Vyncke for guidance and support.

Aut hors’ Addresses

Stuart W Card

AX Enterprize

4947 Commerci al Drive
Yorkville, NY 13495
USA

Emai | : stu.card@xenterprize.com
Adam W et huecht er

AX Enterprize

4947 Commercial Drive

Yorkville, NY 13495

USA

Emai | : adam wi et huecht er @xent erpri ze. com

Card, et al. Expires June 17, 2022 [ Page 25]



| nt er net - Draf t DRI P Architecture Decenmber 2021

Robert Moskowi t z
HTT Consul ting
Cak Park, M 48237

USA

Emai | : rgm@ abs. htt-consult.com
Shuai Zhao

Tencent

2747 Park Bl vd
Palo Alto 94588
USA

Emai | : shuai . zhao@ eee. org

Andrei Curtov
Li nkoepi ng University

| DA

Li nkoepi ng SE-58183 Li nkoepi ng
Sweden

Emai | : gurtov@cm org

Card, et al. Expires June 17, 2022 [ Page 26]



