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Status of this Menp

This RFC specifies an | AB standards track protocol for the Internet
conmuni ty.

Pl ease refer to the current edition of the "IAB Oficial Protocol
St andards" for the standardi zation state and status of this protocol.

This proposal is the product of the Point-to-Point Protocol Wrking
Group of the Internet Engineering Task Force (I ETF). Comrents on this
meno should be submitted to the | ETF Poi nt-to-Point Protocol Wrking
Group chair.

Distribution of this menop is unlimted.
Abst r act
The Point-to-Point Protocol (PPP) provides a nethod for transnitting
dat agrans over serial point-to-point links. PPP is conposed of three
parts:
1. A nethod for encapsul ating datagrans over serial |inks.

2. An extensible Link Control Protocol (LCP).

3. Afanmly of Network Control Protocols (NCP) for establishing
and configuring different network-Iayer protocols.

Thi s docunent defines the encapsul ati on schene, the basic LCP, and an
NCP for establishing and configuring the Internet Protocol (IP)
(called the I P Control Protocol, |PCP).

The options and facilities used by the LCP and the I PCP are defined
in separate docunments. Control protocols for configuring and
utilizing other network-layer protocols besides IP (e.g., DECNET,
CSl) are expected to be devel oped as needed.
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1. Introduction
1.1. Motivation

In the last few years, the Internet has seen explosive growh in the
nunber of hosts supporting TCP/IP. The vast mpjority of these hosts
are connected to Local Area Networks (LANs) of various types,

Et hernet being the npst common. Most of the other hosts are
connected through Wde Area Networks (WANs) such as X 25 style Public
Data Networks (PDNs). Relatively few of these hosts are connected
with sinple point-to-point (i.e., serial) links. Yet, point-to-point
links are anpong the ol dest net hods of data communi cati ons and al nost
every host supports point-to-point connections. For exanple,
asynchronous RS-232-C [1] interfaces are essentially ubiquitous.

One reason for the small number of point-to-point IP links is the

| ack of a standard encapsul ati on protocol. There are plenty of non-
standard (and at |east one defacto standard) encapsul ati on protocols
avai |l abl e, but there is not one which has been agreed upon as an
Internet Standard. By contrast, standard encapsul ati on schenes do
exi st for the transm ssion of datagrans over nost popul ar LANs.

One purpose of this neno is to renedy this problem But even nore

i mportantly, the Point-to-Point Protocol proposes nore than just an
encapsul ati on schenme. Point-to-Point |inks tend to exacerbate many
problenms with the current famly of network protocols. For instance,
assi gnment and nmanagenent of | P addresses, which is a problemeven in
LAN environments, is especially difficult over circuit swtched
point-to-point circuits (e.g., dialups).

Sone additional issues addressed by this specification of PPP include
asynchronous (start/stop) and bit-oriented synchronous encapsul ati on
networ k protocol multiplexing, link configuration, link quality
testing, error detection, and option negotiation for such
capabilities as network-|ayer address negotiation and data
conpressi on negoti ati on.

PPP addresses these issues by providing an extensible Link Contro
Protocol (LCP) and a famly of Network Control Protocols (NCP) to
negoti ate optional configuration parameters and facilities.
1.2. Overview of PPP
PPP has three mmi n conponents:
1. A nethod for encapsul ating datagrans over serial |inks. PPP

uses HDLC as a basis for encapsul ati ng datagrans over point-
to-point links. At this tinme, PPP specifies the use of
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asynchronous or synchronous duplex circuits, either dedicated
or circuit swtched

2. An extensible Link Control Protocol (LCP) to establish,
configure, and test the data-link connection

3. Afanmly of Network Control Protocols (NCP) for establishing
and configuring different network-layer protocols. PPP is
designed to allow the simnultaneous use of nultiple network-
| ayer protocols.

In order to establish conmunications over a point-to-point |ink, the
originating PPP would first send LCP packets to configure and test
the data link. After the |link has been establish and optiona
facilities have been negotiated as needed by the LCP, the originating
PPP woul d send NCP packets to choose and configure one or nore

net wor k-l ayer protocols. Once each of the chosen network-I|ayer
protocol s has been configured, datagrams from each network-I|ayer
protocol can be sent over the link

The link will remain configured for conmunications until explicit LCP
or NCP packets close the link down, or until some external event
occurs (e.g., inactivity timer expires or user intervention).

1.3. Oganization of the docunent

This menmo is divided into several sections. Section 2 discusses the
physi cal -1 ayer requirenments of PPP. Section 3 describes the Data

Li nk Layer including the PPP frame format and data |ink encapsul ation
schene. Section 4 specifies the LCP including the connection
establ i shnent and opti on negotiation procedures. Section 5 specifies
the IP Control Protocol (I1PCP), which is the NCP for the Internet
Protocol, and describes the encapsul ation of |P datagrans wthin PPP
packets. Appendi x A sunmarizes inportant features of asynchronous
HDLC, and Appendi x B describes an efficient table-|ookup al gorithm
for fast Franme Check Sequence (FCS) conputation
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2. Physical Layer Requirenents

The Point-to-Point Protocol is capable of operating across any
DTE/DCE interface (e.g., EIA RS-232-C, EIA RS-422, EIA RS-423 and

CC TT V.35). The only absolute requirement inposed by PPP is the
provision of a duplex circuit, either dedicated or circuit swtched,
whi ch can operate in either an asynchronous (start/stop) or
synchronous bit-serial node, transparent to PPP Data Link Layer
franes. PPP does not inmpose any restrictions regardi ng transni ssion
rate, other than those inposed by the particular DIE/DCE interface in
use.

PPP does not require the use of nodem control signals, such as
Request To Send (RTS), Cear To Send (CTS), Data Carrier Detect
(DCD), and Data Termi nal Ready (DTR). However, using such signals
when avail abl e can allow greater functionality and performance.
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3. The Data Link Layer

The Point-to-Point Protocol uses the principles, termnology, and
franme structure of the International O ganization For

St andardi zation’s (1SO High-level Data Link Control (HDLQC)
procedures (I1SO 3309-1979 [2]), as nodified by |ISO 3309: 1984/ PDADL
"Addendum 1: Start/stop transm ssion" [5]. |SO 3309-1979 specifies
the HDLC franme structure for use in synchronous environnents. |SO
3309: 1984/ PDAD1 specifies proposed nodifications to | SO 3309-1979 to
allow its use in asynchronous environments.

The PPP control procedures use the definitions and Control field
encodi ngs standardi zed in | SO 4335-1979 [3] and | SO 4335-

1979/ Addendum 1- 1979 [4]. The PPP frame structure is al so consistent
with CC TT Recommendation X. 25 LAPB [6], since that too is based on
HDLC.

Not e: |1SO 3309: 1984/ PDADL is a Proposed Draft standard. At
present, it seens that |SO 3309:1984/PDADl1 is stable and likely to
becone an International Standard. Therefore, we feel confortable
about using it before it becomes an International Standard. The
progress of this proposal should be tracked and encouraged by the
I nternet conmunity.

The purpose of this menp is not to docunent what is already
standardi zed in | SO 3309. W assune that the reader is already
famliar with HDLC, or has access to a copy of [2] or [6]. Instead,
this paper attenpts to give a concise summary and point out specific
options and features used by PPP. Since "Addendum 1: Start/stop
transm ssion”, is not yet standardized and widely available, it is
sunmari zed in Appendi x A

Per ki ns [ Page 4]



RFC 1171 Poi nt -t o- Poi nt Pr ot ocol July 1990

3.1. Frane Fornat

A summary of the standard PPP frame structure is shown bel ow. The
fields are transmtted fromleft to right.

Fomm e m e Fomm e m e Fomm e m e Fomm e m e S
| Fl ag | Address | Control | Protocol | Information
| 01111110 | 11111111 | 00000011 | 16 bits | *
S S S S T
T, Fomm oo - +
| FCS | Fl ag
| 16 bits | 01111110
R R +

This figure does not include start/stop bits (for asynchronous |inks)
or any bits or octets inserted for transparency. Wen asynchronous
links are used, all octets are transmtted with one start bit, eight
bits of data, and one stop bit. There is no provision in either PPP
or | SO 3309: 1984/ PDAD1 for seven bit asynchronous |inks.

To remai n consistent with standard Internet practice, and avoid
confusion for people used to reading RFCs, all binary nunbers in the
foll owi ng descriptions are in Mdst Significant Bit to Least
Significant Bit order, reading fromleft to right, unless otherw se
indicated. Note that this is contrary to standard | SO and CCI TT
practice which orders bits as transmitted (i.e., network bit order).
Keep this in mind when comparing this document with the internationa
st andards docunents.

Fl ag Sequence

The Flag Sequence is a single octet and indicates the begi nning or
end of a frane. The Flag Sequence consists of the binary sequence
01111110 (hexadeci mal 0x7e).

Address Field

The Address field is a single octet and contains the binary
sequence 11111111 (hexadeci mal Oxff), the All-Stations address.
PPP does not assign individual station addresses. The All-

Stati ons address shoul d al ways be recogni zed and received. The
use of other address |engths and values may be defined at a |ater
time, or by prior agreement. Franes wi th unrecognized Addresses
shoul d be reported through the nornmal network nanagenent facility.

Control Field

The Control field is a single octet and contains the binary
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sequence 00000011 (hexadeci mal 0x03), the Unnunbered Information
(U') conmand with the P/F bit set to zero. Franes with other
Control field values should be silently discarded.

Protocol Field

The Protocol field is two octets and its value identifies the
protocol encapsulated in the Infornation field of the frane. The
nost up-to-date values of the Protocol field are specified in the
nost recent "Assigned Numbers" RFC [12]. Initial values are also
listed bel ow

Protocol field values in the "cxxx" range identify datagrans as
bel onging to the Link Control Protocol (LCP) or associated
protocols. Values in the "8xxx" range identify datagranms bel ongi ng
to the famly of Network Control Protocols (NCP). Values in the
"Oxxx" range identify the network protocol of specific datagrans.

This Protocol field is defined by PPP and is not a field defined
by HDLC. However, the Protocol field is consistent with the |ISO
3309 extension nechanismfor Address fields. Al Protocols MJST be
odd; the least significant bit of the |east significant octet MJST
equal "1". Also, all Protocols MJST be assigned such that the

| east significant bit of the nobst significant octet equals "0".
Frames recei ved which don’t conmply with these rules should be
consi dered as having an unrecogni zed Protocol, and shoul d be
handl ed as specified by the LCP. The Protocol field is
transmtted and received nost significant octet first.
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The Protocol field is initially assigned as follows:

Val ue (i n hex) Pr ot oco

0001 to 001f reserved (transparency inefficient)
0021 I nternet Protoco

0023 * OSI Network Layer

0025 * Xerox NS | DP

0027 * DECnet Phase |V

0029 * Appl etal k

002b * Novel | | PX

002d * Van Jacobson Conpressed TCP/IP 1
002f * Van Jacobson Conpressed TCP/IP 2
8021 I nternet Protocol Control Protoco
8023 * OSI Network Layer Control Protoco
8025 * Xerox NS |DP Control Protoco

8027 * DECnet Phase |V Control Protoco
8029 * Appl etal k Control Protoco

802b * Novel |l | PX Control Protoco

802d * Reserved

802f * Reserved

c021 Li nk Control Protoco

c023 * User/ Password Aut hentication Protoco

* Reserved for future use; not described in this docunent.
Information Field

The Information field is zero or nore octets. The Information
field contains the datagramfor the protocol specified in the
Protocol field. The end of the Information field is found by

| ocating the closing Flag Sequence and allowi ng two octets for the
Frame Check Sequence field. The default maxi mum | ength of the
Information field is 1500 octets. By prior agreenment, consenting
PPP i npl ement ati ons may use ot her values for the maxi mum
Information field | ength.

On transm ssion, the Information field muy be padded with an
arbitrary nunber of octets up to the maximumlength. It is the
responsi bility of each protocol to di sanbi guate padding octets
fromreal information.

Frame Check Sequence (FCS) Field

The Frame Check Sequence field is normally 16 bits (two octets).
By prior agreenent, consenting PPP inplenentations may use a 32-
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bit (four-octet) FCS for inproved error detection

The FCS field is calculated over all bits of the Address, Control
Protocol and Information fields not including any start and stop
bits (asynchronous) and any bits (synchronous) or octets
(asynchronous) inserted for transparency. This does not include
the Flag Sequences or FCS field. The FCSis transnitted with the
coefficient of the highest termfirst.

For nmore information on the specification of the FCS, see | SO 3309
or COTT X 25.

Note: A fast, table-driven inplenentation of the 16-bit FCS
algorithmis shown in Appendix B. This inplenmentation is based
on [7], [8], and [9].
Modi fications to the Basic Frame Fornat
The Link Control Protocol can negotiate nodifications to the

standard PPP frame structure. However, nodified frames wll
al ways be clearly distinguishable from standard franes.
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4. The PPP Link Control Protocol (LCP)

The Link Control Protocol (LCP) provides a nethod of establishing,
configuring, maintaining and term nating the point-to-point
connection. LCP goes through four distinct phases:

Phase 1: Link Establishnent and Configuration Negotiation

Bef ore any network-1ayer datagrams (e.g., |IP) may be exchanged,
LCP rmust first open the connection through an exchange of

Confi gure packets. This exchange is conmplete, and the Qpen state
entered, once a Configure-Ack packet (described bel ow) has been
both sent and received. Any non-LCP packets received before this
exchange is conplete are silently discarded.

It is inmportant to note that LCP handles configuration only of the
link; LCP does not handl e configuration of individual network-

| ayer protocols. In particular, all Configuration Paraneters

whi ch are independent of particular network-1layer protocols are
configured by LCP. Al Configuration Options are assuned to be at
default values unless altered by the configuration exchange.

Phase 2: Link Quality Determ nation

LCP allows an optional Link Quality Determ nation phase follow ng
transition to the LCP Open state. |In this phase, the link is
tested to determine if the link quality is sufficient to bring up
net wor k-1 ayer protocols. This phase is completely optional. LCP
may del ay transm ssion of network-Ilayer protocol information unti
this phase is conpleted.

The procedure for Link Quality Determination is unspecified and
may vary frominplenentation to inplenmentation, or because of
user-configured paraneters, but only so |long as the procedure
doesn’t violate other aspects of LCP. One suggested nmethod is to
use LCP Echo- Request and Echo- Reply packets.

What is inportant is that this phase nay persist for any |length of
time. Therefore, inplenmentations should avoid fixed tinmeouts when
waiting for their peers to advance to phase 3.

Phase 3: Network-Layer Protocol Configuration Negotiation

Once LCP has finished the Link Quality Deternination phase,

net wor k-1 ayer protocols may be separately configured by the
appropriate Network Control Protocols (NCP), and nmay be brought up
and taken down at any time. |If LCP closes the link, it informs
the network-1ayer protocols so that they may take appropriate
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action.

Phase 4: Link Term nation
LCP may terminate the link at any tine. This will usually be done
at the request of a human user, but may happen because of a

physi cal event such as the | oss of carrier, or the expiration of
an idle-period tiner.
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4.1. The LCP Automaton
4.1.1. Overview

LCP is specified by a nunber of packet formats and a finite-state
automaton. This section presents an overview of the LCP autonaton,
followed by a representation of it as both a state diagramand a
state transition table.

There are three classes of LCP packets:

1. Link Establishment packets used to establish and configure a
link, (e.g., Configure-Request, Configure-Ack, Configure-Nak
and Confi gure-Reject)

2. Link Term nation packets used to termnate a link, (e.g.
Ter mi nat e- Request and Ter m nat e- Ack)

3. Link Maintenance packets used to manage and debug a |ink
(e.g., Code-Reject, Protocol-Reject, Echo-Request, Echo-Reply
and Di scar d- Request)

The finite-state automaton is defined by events, state transitions
and actions. Events include receipt of external commands such as
Open and Cd ose, expiration of the Restart timer, and receipt of
packets froma LCP peer. Actions include the starting of the Restart
timer and transm ssion of packets.

4.1.2. State D agram

The state di agram which foll ows descri bes the sequence of events for
reachi ng agreenment on Configuration Options (opening the PPP
connection) and for later closing of the connection. The state
machine is initially in the Cosed state (1). Once the Open state
(6) has been reached, both ends of the |ink have net the requirenent
of having both sent and received a Configure-Ack packet.

In the state diagram events are shown above horizontal I|ines.
Actions are shown bel ow horizontal lines. Two types of LCP packets -
Confi gure-Naks and Configure-Rejects - are not differentiated in the
state diagram As will be described |ater, these packets do indeed
serve different, though simlar, functions. However, at the |evel of
detail of this state diagram they always cause the sane transition

Since a nore detail ed specification of the LCP automaton is given in

a state transition table in the follow ng section, inplenmentation
shoul d be done by consulting it rather than this state diagram
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| | | --- too--oo- + - + sca | ||
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A | |
| RCR | | RTR |
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scr sta
Event s Actions
RCR - Recei ve- Confi gur e- Request scr - Send Confi gure-Request
RCA - Recei ve-Confi gure-Ack sca - Send Confi gure-Ack
RCN - Receive-Configure-Nak or Reject scn - Send Confi gure- Nak
RTR - Recei ve- Term nat e- Req or Reject
RTA - Recei ve-Term nat e- Ack str - Send Term nate- Req
AO - Active-Open sta - Sent Term nate-Ack
PO - Passive- (Open
C - dose
TO - Timeout
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PLD - Physi cal - Layer - Down
4.1.3. State Transition Table
The conplete state transition table follows. States are indicated
hori zontally, and events are read vertically. State transitions and
actions are represented in the form action/newstate. Two actions
caused by the sanme event are represented as actionl&action2.
| State
1 2 3 4 5 6 7
Events| C osed Listen Reg-Sent Ack-Rcvd Ack-Sent Open Cl osi ng
______ e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e e e e e e e m e e mmm i m - =
AO | scr/3 scr/ 3 3 4 5 6 scr/ 3
PO | 2 2 2* 4 5 6 stal 3*
c | 1 1 1* 1 str/7 str/7 7
TO | 1 2 scr/ 3 scr/ 3 scr/ 3 6 str/7*
PLD | 1 1 1 1 1 1 1
RCR+ | sta/l scré&scal/5 scalb scal 6 sca/5 scré&scalb 7
RCR- | sta/l scr&scn/3 scn/3 scn/ 4 scn/ 3 scré&scn/ 3 7
RCA | stal/l stal 2 4 scr/ 3 6 scr/ 3 7
RCN | stal/1l stal 2 scr/ 3 scr/ 3 scr/5 scr/ 3 7
RTR | stal/l stal 2 stal3 stal3 stal3 stall stal7
RTA | 1 2 3 3 3 1 1
RCI | 1 2 1 1 1 1 1
RUC | scj/1 scj/2 scj/1 scj/1 scj/1 scj/1 1 scjl7
RER | sta/l stal2 3 4 5 ser/ 6 7
Not es:
RCR+ - Recei ve- Confi gure- Request (Good)
RCR- - Recei ve- Confi gure- Request (Bad)
RCJ - Recei ve- Code- Rej ect
RUC - Recei ve- Unknown- Code
RER - Recei ve- Echo- Request
scj - Send- Code- Rej ect
ser - Send- Echo- Reply
* - Special attention necessary, see detailed text
4.1.4. Events
Transitions and actions in the LCP state nmachine are caused by
events. Some events are caused by commands executed at the | ocal end
(e.g., Active-Qpen, Passive-Open, and C ose), others are caused by
the recei pt of packets fromthe remote end (e.g., Receive-
Confi gur e- Request, Receive- Confi gure-Ack, Receive-Confi gure-Nak,
Recei ve- Term nat e- Request and Receive-Term nate-Ack), and still
others are caused by the expiration of the Restart tinmer started as
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the result of other events (e.g., Tineout).
Following is a list of LCP events.
Acti ve- Open (AO

The Active-Open event indicates the | ocal execution of an Active-
Open conmand by the network admini strator (human or progran).

When this event occurs, LCP should i mediately attenpt to open the
connection by exchangi ng configuration packets with the LCP peer

Passi ve- Open (PO

The Passive-Qpen event is sinmilar to the Active-Qpen event.
However, instead of inmediately exchangi ng configuration packets,
LCP should wait for the peer to send the first packet. This wll
only happen after an Active-Cpen event in the LCP peer

Close (O

The Cl ose event indicates the |local execution of a C ose conmand.
When this event occurs, LCP should imediately attenpt to cl ose
t he connecti on.

Ti meout (TO

The Ti neout event indicates the expiration of the LCP Restart
timer. The LCP Restart tinmer is started as the result of other
LCP events.

The Restart tiner is used to tinme out transnissions of Configure-
Request and Term nat e- Request packets. Expiration of the Restart
ti mer causes a Tineout event, which triggers the correspondi ng
Confi gur e- Request or Termi nat e- Request packet to be retransmtted.
The Restart tinmer MJST be configurable, but should default to
three (3) seconds.

Recei ve- Confi gur e- Request (RCR)
The Recei ve- Confi gure- Request event occurs when a Confi gure-
Request packet is received fromthe LCP peer. The Confi gure-
Request packet indicates the desire to open a LCP connection and
may specify Configuration Options. The Configure-Request packet
is more fully described in a |ater section

Recei ve- Confi gure- Ack ( RCA)

The Recei ve- Configure-Ack event occurs when a valid Configure-Ack
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packet is received fromthe LCP peer. The Configure-Ack packet is
a positive response to a Configure-Request packet.

Recei ve- Confi gur e- Nak ( RCN)

The Recei ve- Configure-Nak event occurs when a valid Configure-Nak
or Configure-Reject packet is received fromthe LCP peer. The
Confi gure-Nak and Configure-Reject packets are negative responses
to a Configure-Request packet.

Recei ve- Ter m nat e- Request (RTR)

The Recei ve- Ter m nat e- Request event occurs when a Term nat e-
Request packet is received fromthe LCP peer. The Termi nate-
Request packet indicates the desire to close the LCP connection

Recei ve- Ter m nat e- Ack ( RTA)

The Recei ve- Term nat e- Ack event occurs when a Term nat e- Ack packet
is received fromthe LCP peer. The Term nate-Ack packet is a
response to a Term nat e- Request packet.

Recei ve- Code- Rej ect (RCQJ)
The Recei ve- Code- Rej ect event occurs when a Code- Rej ect packet is
received fromthe LCP peer. The Code-Reject packet comruni cates
an error that inmediately cl oses the connection

Recei ve- Unknown- Code (RUC)

The Recei ve- Unknown- Code event occurs when an un-interpretable
packet is received fromthe LCP peer. The Code-Reject packet is a
response to an unknown packet.

Recei ve- Echo- Request ( RER)
The Recei ve- Echo- Request event occurs when a Echo- Request, Echo-
Reply, or Discard-Request packet is received fromthe LCP peer
The Echo-Reply packet is a response to a Echo- Request packet.
There is no reply to a Di scard-Request.

Physi cal - Layer - Down ( PLD)

The Physi cal - Layer-Down event occurs when the Physical Layer
indicates that it is down.
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4.1.5. Actions

Actions in the LCP state nachine are caused by events and typically
i ndicate the transm ssion of packets and/or the starting or stopping
of the Restart tiner. Following is a list of LCP actions.

Send- Confi gur e- Request (scr)

The Send- Confi gure- Request action transmits a Configure-Request
packet. This indicates the desire to open a LCP connection with a
specified set of Configuration Options. The Restart timer is
started after the Configure-Request packet is transnmitted, to
guard agai nst packet | oss.

Send- Confi gure- Ack (sca)

The Send- Configure-Ack action transmts a Configure-Ack packet.
Thi s acknow edges the recei pt of a Configure-Request packet with
an acceptable set of Configuration Options.

Send- Confi gur e- Nak (scn)

The Send- Configure-Nak action transmts a Configure-Nak or

Confi gure-Rej ect packet, as appropriate. This negative response
reports the recei pt of a Configure-Request packet with an
unaccept abl e set of Configuration Options. Configure-Nak packets
are used to refuse a Configuration Option value, and to suggest a
new, acceptable value. Configure-Reject packets are used to
refuse all negotiation about a Configuration Option, typically
because it is not recognized or inplemented. The use of
Configure-Nak vs. Configure-Reject is nore fully described in the
section on LCP Packet Formats.

Send- Termi nate- Req (str)

The Send- Ter m nat e- Request action transmits a Term nat e- Request
packet. This indicates the desire to close a LCP connection. The
Restart timer is started after the Terni nate-Request packet is
transmtted, to guard agai nst packet | oss.

Send- Ter m nat e- Ack (sta)

The Send- Ter m nat e- Request action transmits a Term nate- Ack
packet. This acknow edges the recei pt of a Terni nate-Request
packet or otherwi se confirns the belief that a LCP connection is
d osed.
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Send- Code- Rej ect (scj)

The Send- Code- Rej ect action transnmits a Code-Reject packet. This
i ndi cates the receipt of an unknown type of packet. This is an
unrecoverabl e error which causes immedi ate transitions to the

Cl osed state on both ends of the Iink.

Send- Echo- Reply (ser)

The Send- Echo-Reply action transmts an Echo-Reply packet. This
acknow edges the recei pt of an Echo- Request packet.

4.1.6. States
Following is a nore detail ed description of each LCP state.
Cl osed (1)

The initial and final state is the Closed state. In the d osed
state the connection is down and there is no attenpt to open it;
all connection requests frompeers are rejected. Physical-Layer-
Down events al ways cause an inmmedi ate transition to the C osed
state.

There are two events which cause a transition out of the O osed
state, Active-Open and Passive-Qpen. Upon an Active-Cpen event, a
Configure-Request is transmitted, the Restart timer is started,
and the Request-Sent state is entered. Upon a Passive-Qpen event,
the Listen state is entered inmediately. Upon receipt of any
packet, with the exception of a Term nate-Ack, a Term nate-Ack is
sent. Terminate-Acks are silently discarded to avoid creating a

| oop.

The Restart tiner is not running in the C osed state.

The Physical Layer connection nay be disconnected at any tine when
in the LCP C osed state.

Li sten (2)

The Listen state is simlar to the Closed state in that the
connection is down and there is no attenpt to open it. However,
peer connection requests are no |onger rejected.

Upon recei pt of a Configure-Request, a Configure-Request is

i Mmediately transmitted and the Restart tinmer is started. The
recei ved Configuration Options are exam ned and the proper
response is sent. |If a Configure-Ack is sent, the Ack-Sent state
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is entered. Qherwise, if a Configure-Nak or Configure-Reject is
sent, the Request-Sent state is entered. |In either case, LCP
exits its passive state, and begins to actively open the
connection. Term nate-Ack packets are sent in response to either
Confi gure- Ack or Confi gure-Nak packets,

The Restart tiner is not running in the Listen state.
Request - Sent (3)

In the Request-Sent state an active attenpt is made to open the
connection. A Configure-Request has been sent and the Restart
timer is running, but a Configure-Ack has not yet been received
nor has one been sent.

Upon recei pt of a Configure-Ack, the Ack-Received state is

i medi ately entered. Upon receipt of a Configure-Nak or

Confi gure-Reject, the Configure-Request Configuration Options are
adj usted appropriately, a new Configure-Request is transmtted
and the Restart tiner is restarted. Sinilarly, upon the
expiration of the Restart tiner, a new Configure-Request is
transmtted and the Restart timer is restarted. Upon receipt of a
Confi gure- Request, the Configuration Options are exam ned and if
acceptabl e, a Configure-Ack is sent and the Ack-Sent state is
entered. |If the Configuration Options are unacceptable, a
Configure-Nak or Configure-Reject is sent as appropriate.

Since there is an outstandi ng Configure-Request in the Request-
Sent state, special care nust be taken to inplenment the Passive-
Open and O ose events; otherwise, it is possible for the LCP peer
to think the connection is open. Processing of either event
shoul d be postponed until there is reasonabl e assurance that the
peer is not open. |In particular, the Restart timer should be
allowed to expire.

Ack- Recei ved (4)

In the Ack-Received state, a Configure-Request has been sent and a
Confi gure- Ack has been received. The Restart tiner is stil
runni ng since a Configure-Ack has not yet been transnitted.

Upon recei pt of a Configure-Request with acceptabl e Configuration
Options, a Configure-Ack is transmtted, the Restart tinmer is
stopped and the Open state is entered. |If the Configuration
Options are unacceptable, a Configure-Nak or Configure-Reject is
sent as appropriate. Upon the expiration of the Restart timer, a
new Confi gure-Request is transmtted, the Restart tiner is
restarted, and the state machine returns to the Request- Sent
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state.
Ack- Sent (5)

In the Ack-Sent state, a Configure-Ack and a Confi gure-Request
have been sent but a Configure-Ack has not yet been received. The
Restart tiner is always running in the Ack-Sent state.

Upon recei pt of a Configure-Ack, the Restart tinmer is stopped and
the Open state is entered. Upon receipt of a Configure-Nak or
Confi gure-Rej ect, the Configure-Request Configuration Options are
adj usted appropriately, a new Configure-Request is transmtted,
and the Restart timer is restarted. Upon the expiration of the
Restart tiner, a new Configure-Request is transnitted, the Restart
timer is restarted, and the state nachine returns to the Request-
Sent state.

Open (6)

In the Open state, a connection exists and data may be
comuni cated over the link. The Restart tiner is not running in
the Qpen state.

In normal operation, only two events cause transitions out of the
pen state. Upon receipt of a Cose conmmand, a Term nat e- Request
is transmtted, the Restart timer is started, and the d osing
state is entered. Upon receipt of a Term nate-Request, a
Termnate-Ack is transmtted and the Closed state is entered.
Upon recei pt of an Echo- Request, an Echo-Reply is transmtted.
Simlarly, Echo-Reply and D scard- Request packets are silently

di scarded or processed as expected. All other events cause

i mediate transitions out of the Open state and shoul d be handl ed
as if the state machine were in the Listen state.

G osing (7)

In the Cosing state, an active attenpt is nmade to close the
connection. A Term nate-Request has been sent and the Restart
timer is running, but a Term nate-Ack has not yet been received.

Upon recei pt of a Term nate-Ack, the Closed state is inmediately
entered. Upon the expiration of the Restart tinmer, a new

Term nate-Request is transmitted and the Restart tiner is
restarted. After the Restart timer has expired Max-Restart tines,
this action may be skipped, and the C osed state may be entered.
Max- Restart MJUST be a configurabl e paraneter.

Since there is an outstandi ng Term nate-Request in the O osing
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state, special care must be taken to inplenent the Passive-Qpen
event; otherwise, it is possible for the LCP peer to think the
connection is open. Processing of the Passive-Qpen event should
be postponed until there is reasonabl e assurance that the peer is
not open. In particular, the inplenmentation should wait until the
state machine would nornally transition to the C osed state
because of a Receive-Terni nate-Ack event or Max-Restart Ti meout
events.

4.2. Loop Avoi dance

Note that the protocol nakes a reasonable attenpt at avoiding
Configuration Option negotiation |oops. However, the protocol does

NOT guarantee that |oops will not happen. As with any negotiation
it is possible to configure two PPP inplenentations with conflicting
policies that will never converge. It is also possible to configure

pol i ci es which do converge, but which take significant tine to do so.
| mpl ementors shoul d keep this in mnd and shoul d i npl enent | oop

det ection nechani sns or higher level timeouts. |If a tinmeout is

i mpl emented, it MJUST be configurable.

4.3. Tinmers and Counters

There is one special tinmer used by LCP, the Restart tinmer. The
Restart tiner is used to tinme out transm ssions of Configure-Request
and Term nat e- Request packets. Expiration of the Restart tinmer
causes a Timeout event, and the correspondi ng Confi gure-Request or
Ter mi nat e- Request packet retransm ssion. The Restart tiner MJST be
configurabl e, but should default to three (3) seconds.

There is one additional restart paraneter, Max-Restarts. Max-
Restarts indicates the nunber of packet retransnissions that are
required before there is reasonabl e assurance that the Iink closed.
Max- Restarts MJST al so be configurable, but should default to ten
(10) retransm ssions.
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4.4. Packet Format

Exactly one Link Control Protocol packet is encapsulated in the
Information field of PPP Data Link Layer frames where the Protoco
field indicates type hex c021 (Link Control Protocol).

A summary of the Link Control Protocol packet format is shown bel ow
The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
i T S S s S S S S i S

| Code | Identifier | Length
s S S i I S R R e h T Tk e S S S o T S
| Data ...

+- - - -+
Code

The Code field is one octet and identifies the kind of LCP packet.
LCP Codes are assigned as foll ows:

Confi gur e- Request
Confi gur e- Ack
Confi gur e- Nak
Confi gur e- Rej ect
Ter m nat e- Request
Ter m nat e- Ack
Code- Rej ect
Pr ot ocol - Rej ect
Echo- Request

0 Echo- Repl y

1 Di scar d- Request

PPRPOO~NOOR_RWNE

| dentifier

The ldentifier field is one octet and aids in matching requests
and replies.

Length
The Length field is two octets and indicates the I ength of the LCP
packet including the Code, ldentifier, Length and Data fields.

Cctets outside the range of the Length field should be treated as
Dat a Li nk Layer paddi ng and shoul d be ignored on reception
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Dat a

The Data field is zero or nore octets as indicated by the Length
field. The format of the Data field is determ ned by the Code
field.

Regar dl ess of which Configuration Options are enabled, all LCP
packets are always sent in the full, standard form as if no
Configuration Options were enabled. This ensures that LCP
Confi gur e- Request packets are al ways recogni zabl e even when one end
of the link m stakenly believes the link to be Open

Thi s docunent describes Version 1 of the Link Control Protocol. In
the interest of sinplicity, there is no version field in the LCP
packet. If a new version of LCP is necessary in the future, the

intention is that a new Data Link Layer Protocol field value should
be used to differentiate Version 1 LCP fromall other versions. A
correctly functioning Version 1 LCP inplenentation will always
respond to unknown Protocols (including other versions) with an
easily recogni zabl e Version 1 packet, thus providing a determnistic
fall back mechani sm for inplenmentations of other versions.
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4.4.1. Configure-Request

Descri ption

A LCP inpl enentati on wi shing to open a connection MJUST transmit a
LCP packet with the Code field set to 1 (Configure-Request) and
the Options field filled with any desired changes to the default
i nk Configuration Options.

Upon reception of a Configure-Request, an appropriate reply MJST
be transnitted

A summary of the Configure-Request packet format is shown below. The
fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901

s S S o T i i S S i (i
| Code | ldentifier | Lengt h
R Rt i i i i e T I I S S S R i e S R e e i s o
| Options ...
+- - - +- +
Code
1 for Configure-Request.
[ dentifier
The ldentifier field should be changed on each transm ssion. On
reception, the Identifier field should be copied into the
Identifier field of the appropriate reply packet.
Opt i ons

The options field is variable in length and contains the list of
zero or nore Configuration Options that the sender desires to
negotiate. All Configuration Options are always negoti ated

si mul taneously. The format of Configuration Options is further
described in a later section.
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4.4.2. Configure-Ack

Descri ption

If every Configuration Option received in a Configure-Request is
bot h recogni zabl e and acceptable, then a LCP i nplenentation should
transmt a LCP packet with the Code field set to 2 (Configure-
Ack), the Identifier field copied fromthe received Confi gure-
Request, and the Options field copied fromthe received

Confi gure- Request. The acknow edged Confi gurati on Options MJST
NOT be reordered or nodified in any way.

On reception of a Configure-Ack, the lIdentifier field nust match
that of the last transmitted Configure-Request, or the packet is
invalid. Additionally, the Configuration Options in a Configure-
Ack must match those of the last transmitted Configure-Request, or
the packet is invalid. Invalid packets should be silently

di scar ded.

Reception of a valid Configure-Ack indicates that al
Configuration Options sent in the | ast Configure-Request are
accept abl e.

A sunmmary of the Configure-Ack packet format is shown bel ow. The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901

B T s i I S e i S i i S S e S
| Code | Identifier | Length
T i i I S i i SR S S e ok
| Options ...
+- - - -+
Code

2 for Configure-Ack.
I dentifier

The ldentifier field is a copy of the Identifier field of the
Confi gur e- Request whi ch caused this Configure-Ack.

Opt i ons

The Options field is variable in length and contains the list of
zero or nore Configuration Options that the sender is
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acknow edging. All Configuration Options are al ways acknow edged
si mul t aneousl y.

4.4.3. Configure-Nak

Descri ption

If every element of the received Configuration Options is

recogni zabl e but some are not acceptable, then a LCP

i mpl enentati on should transmt a LCP packet with the Code field
set to 3 (Configure-Nak), the Identifier field copied fromthe
recei ved Configure-Request, and the Options field filled with only
the unacceptabl e Configurati on Options fromthe Configure-Request.
Al'l acceptable Configuration Options should be filtered out of the
Confi gure- Nak, but otherw se the Configuration Options fromthe
Confi gur e- Request MJST NOT be reordered. Each of the nak’'d
Configuration Options MJST be nodified to a value acceptable to
the Configure-Nak sender. Finally, an inplenentation may be
configured to require the negotiation of a specific option. |If
that option is not listed, then that option may be appended to the
list of nak’d Configuration Options in order to request the renote
end to list that option in its next Configure-Request packet. The
appended option nust include a value acceptable to the Configure-
Nak sender.

On reception of a Configure-Nak, the lIdentifier field nust match
that of the last transmitted Configure-Request, or the packet is
invalid and should be silently discarded.

Reception of a valid Configure-Nak indicates that a new
Confi gure- Request should be sent with the Configuration Options
nodi fi ed as specified in the Configure-Nak

A summary of the Configure-Nak packet format is shown bel ow. The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T S T ST S S e T S S S S S S i

| Code | Identifier | Length

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Options ...

+- -4+ 4+

Code

3 for Configure-Nak.
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I dentifier

The ldentifier field is a copy of the Identifier field of the
Confi gur e- Request whi ch caused this Configure-Nak

Opt i ons
The Options field is variable in length and contains the |ist of

zero or nore Configuration Options that the sender is nak’ing.
Al'l Configuration Options are always nak’d sinultaneously.
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4.4.4. Configure-Reject

Descri ption

If sonme Configuration Options received in a Configure-Request are
not recogni zable or are not acceptable for negotiation (as
configured by a network manager), then a LCP inplenentation should
transmt a LCP packet with the Code field set to 4 (Configure-
Reject), the Identifier field copied fromthe recei ved Configure-
Request, and the Options field filled with only the unrecogni zed
Configuration Options fromthe Configure-Request. Al

recogni zabl e and negotiabl e Configuration Options nust be filtered
out of the Configure-Reject, but otherw se the Configuration
Options MJST not be reordered.

On reception of a Configure-Reject, the Identifier field nust
match that of the last transmtted Configure-Request, or the
packet is invalid. Additionally, the Configuration Options in a
Configure-Reject nust be a proper subset of those in the |ast
transm tted Configure-Request, or the packet is invalid. Invalid
packets should be silently discarded.

Reception of a Configure-Reject indicates that a new Configure-
Request shoul d be sent which does not include any of the
Configuration Options listed in the Configure-Reject.

A summary of the Configure-Reject packet format is shown bel ow. The
fields are transmtted fromleft to right.

0 1 2 3
012345678901234567890123456789¢01

T T R i e e e e o S e SRR R
| Code | Identifier | Length
B s i S i I i S S S i i
| Options ...
s
Code
4 for Configure-Reject.
I dentifier

The ldentifier field is a copy of the Identifier field of the
Confi gur e- Request whi ch caused this Configure-Reject.

Per ki ns [ Page 27]



RFC 1171 Poi nt -t o- Poi nt Pr ot ocol July 1990

Opt i ons
The Options field is variable in length and contains the |ist of

zero or nmore Configuration Options that the sender is rejecting.
Al'l Configuration Options are always rejected sinultaneously.
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4.4.5.

Ter mi nat e- Request and Ter m nat e- Ack

Descri ption

LCP i ncl udes Term nat e- Request and Term nate-Ack Codes in order to
provi de a nechani smfor closing a connection

A LCP inplenmentation wi shing to close a connection should transnit
a LCP packet with the Code field set to 5 (Term nate-Request) and
the Data field filled with any desired data. Term nate-Request
packets should continue to be sent until Term nate-Ack is

recei ved, the Physical Layer indicates that it has gone down, or a
sufficiently | arge nunber have been transmitted such that the
renote end is down with reasonable certainty.

Upon reception of a Term nate-Request, a LCP packet MJST be
transmtted with the Code field set to 6 (Ternmi nate-Ack), the
Identifier field copied fromthe Term nat e- Request packet, and the
Data field filled with any desired data.

Reception of an unelicited Term nate-Ack indicates that the
connection has been cl osed.

A sunmmary of the Term nat e- Request and Terni nate- Ack packet formats

is

0
0

shown below. The fields are transnitted fromleft to right.

1 2 3
1234567890123456789012345678901

i T S S s S S S S i S

Code | Identifier | Length |

T S T S I T S S S S A SH g

Data ...

R

Code

5 for Term nat e- Request;

6 for Term nate- Ack.

I dentifier

The ldentifier field is one octet and aids in matching requests
and replies.
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Dat

Per ki ns

a

The Data field is zero or nore octets and contai ns uninterpreted
data for use by the sender. The data may consi st of any binary
val ue and may be of any length fromzero to the established

maxi mum I nfornmation field | ength mnus four
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4.4.6. Code-Reject

Descri ption

Reception of a LCP packet with an unknown Code indicates that one
of the communi cating LCP inplenentations is faulty or inconplete.
This error MJST be reported back to the sender of the unknown Code
by transnmitting a LCP packet with the Code field set to 7 (Code-
Rej ect), and the inducing packet copied to the Rejected-Packet
field.

Upon reception of a Code-Reject, a LCP inplenentation should nmake
an imredi ate transition to the C osed state, and should report the
error, since it is unlikely that the situation can be rectified
aut omatical ly.

A sunmmary of the Code-Reject packet format is shown bel ow. The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i
| Code | ldentifier | Lengt h |
s S S o T i i S S i (i
| Rej ected-Packet

il i S S

Code
7 for Code-Reject.
I dentifier

The ldentifier field is one octet and is for use by the
transmtter.

Rej ect ed- Packet

The Rej ect ed-Packet field contains a copy of the LCP packet which
is being rejected. It begins with the rejected Code field; it
does not include any PPP Data Link Layer headers. The Rejected-
Packet shoul d be truncated to conply with the established maxi num
Information field | ength.
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4.4.7. Protocol - Rej ect

Descri ption

Reception of a PPP frame with an unknown Data Link Layer Protocol

i ndicates that the renote end is attenpting to use a protocol
which is unsupported at the local end. This typically occurs when
the renote end attenpts to configure a new, but unsupported
protocol. |If the LCP state machine is in the Open state, then
this error MIUST be reported back to the sender of the unknown
protocol by transmitting a LCP packet with the Code field set to 8
(Protocol -Reject), the Rejected-Protocol field set to the received
Protocol, and the Data field filled with any desired data.

Upon reception of a Protocol-Reject, a LCP inplenmentation should
stop transmtting frames of the indicated protocol.

Pr ot ocol - Rej ect packets may only be sent in the LCP Open state.
Prot ocol - Rej ect packets received in any state other than the LCP
Open state should be discarded and no further action should be

t aken.

A summary of the Protocol -Reject packet format is shown below. The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
I S T i S S S T S S S S D i S S S i

| Code | ldentifier | Lengt h |
s S S o T i i S S i (i
| Rej ect ed- Pr ot ocol | Rej ected-Information ...

i s i i S O e s s o N o
Code

8 for Protocol -Reject.
I dentifier

The ldentifier field is one octet and is for use by the
transmtter.

Rej ect ed- Pr ot ocol

The Rejected-Protocol field is two octets and contains the
Protocol of the Data Link Layer frame which is being rejected.
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Rej ect ed- I nfornmati on

The Rejected-Information field contains a copy fromthe frane
which is being rejected. It begins with the Information field,
and does not include any PPP Data Link Layer headers or the FCS
The Rejected-Information field should be truncated to conply with
the established maxi mum Information field | ength.
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4.4.8.

Echo- Request and Echo- Reply

Descri ption

LCP i ncl udes Echo- Request and Echo-Reply Codes in order to provide
a Data Link Layer | oopback mechanismfor use in exercising both
directions of the link. This is useful as an aid in debugging,
link quality deternination, performance testing, and for nunerous
ot her functions.

An Echo- Request sender transmits a LCP packet with the Code field
set to 9 (Echo-Request) and the Data field filled with any desired
data, up to but not exceeding the receiver’'s established naxi mum
Information field |l ength mnus eight.

Upon reception of an Echo- Request, a LCP packet MJST be
transmtted with the Code field set to 10 (Echo-Reply), the
Identifier field copied fromthe received Echo- Request, and the
Data field copied fromthe Echo-Request, truncating as necessary
to avoi d exceeding the peer’s established maxi mum I nf ormati on
field I ength.

Echo- Request and Echo- Reply packets may only be sent in the LCP
pen state. Echo-Request and Echo-Reply packets received in any
state other than the LCP Open state should be di scarded and no
further action should be taken

A summary of the Echo- Request and Echo-Reply packet formats is shown

Per ki ns

below. The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

| Code | Identifier | Length

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Magi c- Nunber

B ik o T e S S T ks e i S R T I e e S S e el ST S TR S e
| Data ...

+- - - -+

Code
9 for Echo-Request;

10 for Echo-Reply.
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I dentifier

The ldentifier field is one octet and aids in matching Echo-
Requests and Echo-Replies.

Magi c- Nunber

Dat

Per ki ns

The Magi c- Nunber field is four octets and aids in detecting
| oopbacked |inks. Unless nodified by a Configuration Option, the
Magi c- Nunmber MJUST al ways be transmtted as zero and MJST al ways be

i gnored on reception. Further use of the Magic-Nunber is beyond
the scope of this discussion

a

The Data field is zero or nore octets and contai ns uninterpreted
data for use by the sender. The data may consi st of any binary

val ue and may be of any length fromzero to the established
maxi mum I nformation field | ength m nus eight.
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4.4.9. Discard-Request
Descri ption

LCP includes a Discard-Request Code in order to provide a Data

Li nk Layer data sink nechanismfor use in exercising the local to
renote direction of the link. This is useful as an aid in
debuggi ng, perfornmance testing, and and for nunerous ot her

functi ons.

A discard sender transmts a LCP packet with the Code field set to
11 (Discard-Request) and the Data field filled with any desired
data, up to but not exceeding the receiver’'s established naxi mum
Information field |l ength minus eight.

A discard receiver MIST sinply throw away an Di scard- Request that
it receives.

Di scard- Request packets may only be sent in the LCP Open state.

A summary of the Discard-Request packet formats is shown bel ow. The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
s i T e S s it ST T e e S e S e o o o I T

| Code | ldentifier | Lengt h

B T T i R R el i T S I R S e S T e ik ST I S S e S I S
| Magi c- Nunber

T R i i o SEIE HIE S RIS R S I R S R R e e R R I i I i e e i i
| Data ...

+- - - -+

Code
11 for Discard-Request.
I dentifier

The ldentifier field is one octet and is for use by the D scard-
Request transmitter.

Magi c- Nunber
The Magi c- Nunber field is four octets and aids in detecting
| oopbacked links. Unless nodified by a configuration option, the

Magi c- Nunmber MUST al ways be transmtted as zero and MJST al ways be
i gnored on reception. Further use of the Magi c-Nunber is beyond
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Dat

Per ki ns

the scope of this discussion

a

The Data field is zero or nore octets and contai ns uninterpreted
data for use by the sender. The data may consist of any binary
val ue and may be of any length fromzero to the established

maxi mum I nfornmation field | ength mnus four
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4.5. Configuration Qptions

LCP Configuration Options allow nodifications to the standard
characteristics of a point-to-point link to be negoti at ed.
Negoti abl e nmodi fications include such things as the nmaxi mumreceive
unit, async control character mapping, the link authentication

net hod, etc. The Configuration Qptions thensel ves are described in
separate docunments. |If a Configuration Option is not included in a
Confi gur e- Request packet, the default value for that Configuration
Option is assumed.

The end of the list of Configuration Options is indicated by the end
of the LCP packet.

Unl ess ot herwi se specified, a specific Configuration Option should be
listed no nore than once in a Configuration Options list. Specific
Configuration Options may override this general rule and may be
listed nore than once. The effect of this is Configuration Option
specific and is specified by each such Configuration Option

Al so unl ess otherw se specified, all Configuration Options apply in a
hal f - dupl ex fashion. When negotiated, they apply to only one
direction of the link, typically in the receive direction when
interpreted fromthe point of view of the Configure-Request sender
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4.5.1. For mat

A summary of the Configuration Option format is shown bel ow. The
fields are transmtted fromleft to right.

0 1
0123456789012345672829
T S S T Sy S S A R

| Type | Lengt h | Data ...
s S il < wLoi ST S S S S SR NS

Type

The Type field is one octet and indicates the type of
Configuration Option. The nost up-to-date values of the Type
field are specified in the nmost recent "Assigned Nunmbers" RFC
[12].

Length

The Length field is one octet and indicates the length of this
Configuration Option including the Type, Length and Data fiel ds.
If a negotiable Configuration Option is received in a Configure-
Request but with an invalid Length, a Configure-Nak should be
transmtted which includes the desired Configuration Option with
an appropriate Length and Data.

Dat a

The Data field is zero or nore octets and indicates the val ue or
other information for this Configuration Option. The fornat and
l ength of the Data field is determ ned by the Type and Length
fields.
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5.

5.

A PPP Network Control Protocol (NCP) for IP

The I P Control Protocol (IPCP) is responsible for configuring,
enabl i ng, and disabling the I P protocol nodul es on both ends of the
point-to-point link. As with the Link Control Protocol, this is
acconpl i shed through an exchange of packets. |PCP packets nay not be
exchanged until LCP has reached the Network-Layer Protoco
Configuration Negotiation phase. |PCP packets received before this
phase is reached should be silently discarded. Likewise, IP

dat agrans may not be exchanged until |1PCP has first opened the
connection (reached the Open state).

The I P Control Protocol is exactly the same as the Link Control
Protocol with the foll owi ng exceptions:

Data Link Layer Protocol Field

Exactly one IP Control Protocol packet is encapsulated in the
Information field of PPP Data Link Layer franmes where the Protoco
field indicates type hex 8021 (IP Control Protocol).

Code field

Only Codes 1 through 7 (Configure-Request, Configure-Ack,

Confi gure- Nak, Configure-Reject, Terni nate-Request, Term nate-Ack
and Code-Reject) are used. Qher Codes should be treated as

unr ecogni zed and shoul d result in Code-Rejects.

Ti meout s

| PCP packets may not be exchanged until the Link Control Protoco
has reached the network-layer Protocol Configuration Negotiation
phase. An inplenmentation should be prepared to wait for Link
Quality testing to finish before timng out waiting for a
Configure-Ack or other response. It is suggested that an

i npl enentation give up only after user intervention or a
configurabl e anount of tine.

Configuration Option Types
The I PCP has a separate set of Configuration Options. The npst
up-to-date values of the type field are specified in the nost
recent "Assigned Nunbers" RFC [12].

1. Sending | P Datagrans

Bef ore any | P packets may be conmuni cated, both the Link Contro
Protocol and the IP Control Protocol mnust reach the Open state
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Exactly one | P packet is encapsulated in the Information field of PPP
Data Link Layer franes where the Protocol field indicates type hex
0021 (Internet Protocol).

The maxi mum | ength of an I P packet transmitted over a PPP link is the
sanme as the maximum |l ength of the Information field of a PPP data
link |ayer franme. Larger |IP datagrans nust be fragnmented as
necessary. |f a systemw shes to avoid fragnentati on and reassenbly,
it should use the TCP Maxi num Segnment Size option [13], or a similar
mechani sm to discourage others from sendi ng | arge datagrans.
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A.  Asynchronous HDLC

Thi s appendi x summarizes the nodifications to | SO 3309-1979 proposed
in 1SO 3309:1984/PDAD1. These nodifications allow HDLC to be used
with 8-bit asynchronous I|inks.

Transm ssi on Consi derati ons
Each octet is delinmited by a start and a stop el ement.
Fl ag Sequence

The Flag Sequence is a single octet and indicates the begi nning or
end of a frane. The Flag Sequence consists of the binary sequence
01111110 (hexadeci mal 0x7e).

Transpar ency

On asynchronous links, a character stuffing procedure is used.
The Control Escape octet is defined as binary 01111101
(hexadeci mal 0x7d) where the bit positions are nunbered 87654321
(not 76543210, BEWARE)

After FCS conputation, the transmtter exanmines the entire frane
between the two Flag Sequences. Each Flag Sequence, Contro
Escape octet and octet with value | ess than hexadeci mal 0x20 is
repl aced by a two octet sequence consisting of the Control Escape
octet and the original octet with bit 6 conplenented (i.e.
exclusive-or’d with hexadeci mal 0x20).

Prior to FCS conputation, the receiver exanines the entire frane
between the two Flag Sequences. Each octet with value | ess than
hexadeci mal 0x20 is sinply renmoved (it may have been inserted by
i nterveni ng data comuni cati ons equi prent). For each Contro
Escape octet, that octet is also renmoved, but bit 6 of the
following octet is conplenented. A Control Escape octet

i medi ately preceding the closing Flag Sequence indicates an
invalid frame.

Not e: The inclusion of all octets |ess than hexadeci mal 0x20
allows all ASCII control characters [10] excluding DEL (Del ete)
to be transparently communi cated through al nost all known data
conmuni cati ons equi pnent.

A few exanpl es may nmake this nore clear. Packet data is
transmtted on the link as foll ows:

Ox7e is encoded as 0x7d, Ox5e.
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0x7d is encoded as 0x7d, 0x5d.
0x01 i s encoded as 0x7d, O0x21

Aborting a Transmi ssion

On

asynchronous |inks, frames may be aborted by transmitting a "0"

stop bit where a "1" bit is expected (fram ng error) or by
transmtting a Control Escape octet followed i mediately by a
cl osi ng Fl ag Sequence.

I nter-

On

frame Time Fil

asynchronous links, inter-octet and inter-franme tine fil

shoul d be acconplished by transmitting continuous "1" bits (mark-
hold state).

Per ki ns

Note: On asynchronous links, inter-frame time fill can be

vi ewed as extended inter-octet tine fill. Doing so can save
one octet for every frane, decreasing delay and increasing
bandwi dth. This is possible since a Flag Sequence may serve as
both a frame close and a frane begin. After having received
any frane, an idle receiver will always be in a frane begin
state.

Robust transmitters should avoid using this trick over-

zeal ously since the price for decreased delay is decreased
reliability. Noisy links may cause the receiver to receive

gar bage characters and interpret themas part of an incom ng
frane. |If the transmitter does not transmit a new opening Fl ag
Sequence before sending the next frame, then that frame will be
appended to the noise characters causing an invalid frame (with
high reliability). Transmitters should avoid this by
transmtting an open Fl ag Sequence whenever "appreciable tinme"
has el apsed since the prior closing Flag Sequence. It is
suggested that inplementations will achieve the best results by
al ways sendi ng an opening Flag Sequence if the new frane is not
back-to-back with the last. The maxi mum val ue for "appreciable
time" is likely to be no greater than the typing rate of a sl ow
to average typist, say 1 second.
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B. Fast Frame Check Sequence (FCS) | nplenentation
B.1. FCS Computation Method

The foll owi ng code provides a table | ookup conputation for
cal cul ating the Frame Check Sequence as data arrives at the
interface. The table is created by the code in section 2.

/*
* ul6 represents an unsigned 16-bit nunber. Adjust the typedef for
* your hardware
*/

typedef unsi gned short ul6;

/*
* FCS | ookup table as cal culated by the table generator in section 2.
*/
static ulé fcstab[256] = {
0x0000, 0x1189, 0x2312, 0x329b, 0x4624, 0x57ad, 0x6536, O0x74bf,
0x8c48, 0x9dcl, Oxafb5a, Oxbed3, Oxca6c, Oxdbeb5, 0xe97e, Oxf8f7,
0x1081, 0x0108, 0x3393, 0x221a, 0x56a5, 0x472c, 0x75b7, 0x643e,
0x9cc9, 0x8d40, Oxbfdb, Oxae52, Oxdaed, O0xch64, Oxfoff, 0xe876,
0x2102, 0x308b, 0x0210, 0x1399, 0x6726, Ox76af, 0x4434, 0x55bd,
Oxad4a, Oxbcc3, 0x8e58, 0x9fdl, Oxeb6e, Oxfae7, 0xc87c, O0xdof5,
0x3183, 0x200a, 0x1291, 0x0318, 0x77a7, 0x662e, 0x54b5, 0x453c,
Oxbdcb, Oxac42, 0x9ed9, 0x8f50, Oxfbef, Oxea66, 0xd8fd, 0xc974,
0x4204, 0x538d, 0x6116, O0x709f, 0x0420, 0x15a9, 0x2732, 0x36bb
Oxce4d4c, Oxdfch, Oxed5e, Oxfcd7, 0x8868, 0x99el, Oxab7a, Oxbaf 3,
0x5285, 0x430c, 0x7197, 0x601e, 0x14al, 0x0528, 0x37b3, 0x263a,
Oxdecd, Oxcf44, Oxfddf, Oxecb6, 0x98e9, 0x8960, Oxbbfb, Oxaa72,
0x6306, 0x728f, 0x4014, 0x519d, 0x2522, 0x34ab, 0x0630, 0x17b9,
Oxef 4e, Oxfec7, Oxcc5c, 0Oxddd5, Oxa96a, 0xb8e3, 0x8a78, 0x9bf1,
0x7387, 0x620e, 0x5095, 0x411lc, 0x35a3, 0x242a, 0x16bl, 0x0738,
Oxffcf, Oxeed46, Oxdcdd, Oxcd54, 0xb9eb, 0xa862, 0x9af9, 0x8b70,
0x8408, 0x9581, Oxa7la, 0xb693, 0xc22c, 0xd3ab5, O0xel3e, O0xfO0b7,
0x0840, 0x19c9, 0x2b52, 0x3adb, 0x4e64, Ox5fed, 0x6d76, Ox7cff,
0x9489, 0x8500, 0xb79b, 0xa612, Oxd2ad, 0xc324, Oxflbf, 0xe036,
0x18c1l, 0x0948, 0x3bd3, O0x2aba, Ox5eeb5, 0x4f6c, O0x7df7, 0x6c7e,
Oxa50a, 0xb483, 0x8618, 0x9791, 0xe32e, Oxf2a7, 0xc03c, 0xdlb5,
0x2942, 0x38ch, 0x0a50, 0x1bd9, O0x6f66, O0x7eef, 0x4c74, O0x5dfd,
0xb58b, 0xa402, 0x9699, 0x8710, Oxf3af, 0xe226, 0xdObd, O0xcl134,
0x39c3, 0x284a, Oxladl, 0x0b58, Ox7fe7, Ox6e6e, 0x5c¢cf5, 0x4d7c,
0xc60c, 0xd785, Oxeble, O0xf497, 0x8028, 0x91al, O0xa33a, 0xb2b3,
Ox4a44, Ox5bcd, 0x6956, 0x78df, 0x0c60, 0Ox1de9, 0x2f72, O0x3efb,
0xd68d, 0Oxc704, Oxf59f, 0Oxe416, 0x90a9, 0x8120, Oxb3bb, 0xa232,
Ox5ach, 0x4b4c, 0x79d7, 0x685e, Oxlcel, 0x0d68, 0x3ff3, 0x2e7a,
Oxe70e, Oxf687, 0xc4lc, 0xd595, Oxal2a, Oxb0Oa3, 0x8238, 0x93bl
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0x6b46, Ox7acf, 0x4854, 0x59dd, 0x2d62, O0x3ceb, 0x0e70, Ox1ff9,
Oxf 78f, 0Oxe606, 0xd49d, 0xc514, Oxblab, 0xa022, 0x92b9, 0x8330,
0x7bc7, Ox6ade, 0x58d5, 0x495c, 0x3de3, Ox2c6a, Oxlefl, OxOf78

b
#defi ne PPPI NI TFCS Ooxffff /* Initial FCS value */
#def i ne PPPGOODFCS OxfOb8 /* Cood final FCS value */
/-k
* Calculate a new fcs given the current fcs and the new data.
*/

ulé pppfcs(fcs, cp, len)
regi ster ulé fcs;
regi ster unsigned char *cp
register int len

{
ASSERT( si zeof (ul6) == 2);
ASSERT(((ul6) -1) > 0);
while (len--)
fcs = (fcs >> 8) ~ festab[(fcs ~ *cp++) & Oxff];
return (fcs);
}
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Fast FCS tabl e generator

The foll owi ng code creates the | ookup table used to cal cul at

Cenerate a FCS table for the HDLC FCS.

July 1990

e the

Code liberally borrowed from Mohsen Banan and D. Hugh Redel nei er

*
*
*
* Drew D. Perkins at Carnegie Mellon University.
*
*
*

* The HDLC polynomi al: x**0 + x**5 + x**12 + x**16 (0x8408)
*/
#define P 0x8408

mai n()

{ . . .
regi ster unsigned int b, v;
register int i;

printf("typedef unsigned short ul6;\n");
printf("static ul6é fcstab[256] = {");
for (b=0; ;) {

if (b %8 == 0)

printf("\n");
v = b;
for (i =8; i--;

v=v~&l ?’(v >> 1) NP ov >>1;

printf("0x%4x", v & OxFFFF);
if (++b == 256)

br eak;
printf(",");

}
printf("\n};\n");
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Security Considerations
Security issues are not discussed in this nmeno.
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