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This menmo provides information for the Internet community. It does
not specify an Internet standard. Distribution of this meno is
unlimted.

Abst ract

Thi s docunent is an overview of the X 500 standard for people not
famliar with the technology. It conpares and contrasts Directory
Servi ces based on X. 500 with several of the other Directory services
currently in use in the Internet. This paper also describes the
status of the standard and provides references for further

i nformati on on X. 500 i npl enentati ons and technical information

A primary purpose of this paper is to illustrate the vast
functionality of the X 500 protocol and to show how it can be used to
provide a gl obal directory for human use, and can support ot her
appl i cations which would benefit fromdirectory services, such as
mai n prograns.

This FYI RFC is a product of the Directory Information Services
(pilot) Infrastructure Working Group (DISI). A conbined effort of
the User Services and the OSI Integration Areas of the Internet
Engi neering Task Force (I ETF).

1. | NTRODUCTI ON

As the pace of industry, science, and technol ogi cal devel opnent

qui ckened over the past century, it becane increasingly probable that
someone in a geographically distant |ocation would be trying to solve
the sane problenms you were trying to solve, or that sonmeone in a
geographically distant |ocation would have sone vital information

whi ch i npi nged on your research or business. The stupendous growth
in the tel econmunications industry, fromtel egraphs to tel ephones to
conput er networks, has alleviated the problem of being able to
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conmuni cate wi th anot her person, PROVI DED THAT YOU KNOW HOW TO REACH
THEM

Thus, along with the expansion of the tel ecomunications
infrastructure canme the devel opnent of Directory Services. In this
paper, we will discuss various nodels of directory services, the
limtations of current nodels, and sone sol utions provided by the
X. 500 standard to these linitations.

2 MODELS OF DI RECTORY SERVI CES
2.1 The tel ephone conpany’'s directory services.

A nmodel many peopl e think of when they hear the words "Directory
Services" is the directory service provided by the |ocal tel ephone
conpany. A local tel ephone conmpany keeps an on-line list of the nanes
of people with phone service, along with their phone nunbers and
their address. This information is available by calling up Directory
Assi stance, giving the nane and address of the party whose nunber you
are seeking, and waiting for the operator to search his database. It
is additionally available by | ooking in a phone book published yearly
on paper.

The phone conpanies are able to offer this invaluable service because
they adm ni ster the pool of phone nunbers. However, this service has
sone limtations. For instance, you can find someone’s number only if
you know their name and the city or location in which they live. If
two or nore people have listings for the same nane in the sane
locality, there is no additional information which with to select the
correct nunber. In addition, the printed phone book can have

i nformati on which is as much as a year out of date, and the phone
conpany’s internal directory can be as much as two weeks out of date.
A third problemis that one actually has to call Directory assistance
in a given area code to get information for that area; one cannot

call a single nunber consistently.

For busi nesses which advertise in the Yell ow Pages, there is sone
additional information stored for each business; unfortunately, that
information is unavail abl e through Directory Assistance and nust be
gl eaned fromthe phone book.

2.2 Some currently available directory services on the Internet.

As the Internet is conprised of a vast congl oneration of different
peopl e, conputers, and conmputer networks, with none of the hierarchy
i nposed by the phone system on the area codes and exchange prefi xes,
any directory service nust be able to deal with the fact that the
Internet is not structured; for exanple, the hosts foo.com and
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v2.foo.com nay be on opposite sides of the world, the .edu domain
maps onto an enornous nunber of organi zations, etc. Let's look at a
few of the services currently available on the Internet for directory
type services.

2.2.1 The finger protocol

The finger protocol, which has been inplenented for UNI X systens and
a small nunmber of other machines, allows one to "finger" a specific
person or usernanme to a host running the protocol. This is invoked by
typing, for exanple, "finger clw@mazatzal.nerit.edu". A certain set
of information is returned, as this exanple froma UN X system finger
operation shows, although the output format is not specified by the

pr ot ocol
Logi n nane: clw In real life: Chris Wider
Directory: /usr/clw Shel |l : /bin/csh
On since Jul 25 09:43:42 4 hours 52 minutes Idle Tinme
Pl an:

Hone: 971-5581

where the first three lines of information are taken fromthe UN X
operating systens information and the line(s) of information
following the "Plan:" line are taken froma file nanmed .plan which
each user nodifies. Limtations of the fingerd programinclude: a)
One must al ready know which host to finger to find a specific person
b) since primarily UNI X nachines run fingerd, people who reside on
ot her types of operating systens are not |ocateable by this method,
c) fingerd is often disabled on UNIl X systens for security purposes,
d) if one wishes to be found on nore than one system one nust make
sure that all the .plan files are consistent, and e) there is no way
to search the .plan files on a given host to (for exanple) find
everyone on mazatzal .nmerit.edu who works on X 500. Thus, fingerd has
alimted usefulness as a piece of the Internet Directory.

2.2.2 whois

The whois utility, which is available on a wide of variety of
systens, works by querying a centralized database maintained at the
DDN NI C, which was for nmany years |located at SRl International in
Menl o Park, California, and is now | ocated at GSI. This database
contains a large anmount of information which primarily deals with
peopl e and equi prent which is used to build the Internet. SRl (and
now GSI) has been able to collect the information in the WHO S

dat abase as part of its role as the Network Information Center for
the TCP/IP portion of the Internet.

The whois utility is ubiquitous, and has a very sinple interface. A
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typi cal whois query |ook like:
whoi s Reynol ds
and returns information |ike:

Reynol ds, John F. (JFR22) 532JFR@OML. NWAC. SEAO06. NAVY. M L

(702) 426-2604 (DSN) 830-2604
Reynol ds, John J. (JJR40) ansel -1 g-pl - a@ONMOUTH EMH3. ARMY. M L

(908) 532-3817 (DSN) 992-3817
Reynol ds, John W (JWR46) EAAV- AP@GBEQUL- EMHL. ARMY. M L

(DSN) 723-3358
Reynol ds, Joseph T. (JTR10) JREYNOLDS@AXRV- NES. NAVY. M L

011- 63-47-885-3194 (DSN) 885-3194

Reynol ds, Joyce K (JKR1l) JKREY@ SI. EDU (213) 822-1511
Reynol ds, Keith (KR35) kei t hr @CO. CO (408) 425-7222
Reynol ds, Kenneth (KR94) (502) 454-2950

Reynol ds, Kevin A (KR39) REYNOLDS@UGWAY- EMHL. ARMY. M L
(801) 831-5441 (DSN) 789-5441
Reynol ds, Lee B. (LBR9) reynol ds@ECHNET. NM ORG  (505) 345-6555

a further | ookup on Joyce Reynolds with this command |ine:
whoi s JKR1
returns:

Reynol ds, Joyce K. (JKR1) JKREY@ SI . EDU
Uni versity of Southern California
I nformation Sciences Institute
4676 Admralty Vay
Mari na del Rey, CA 90292
(310) 822-1511

Record | ast updated on 07-Jan-91.

The whoi s dat abase al so contains informati on about Donmain Name System
(DNS) and has sone informati on about hosts, mmjor regional networks,
and | arge parts of the MLNET system

The WHO S dat abase is | arge enough and conprehensive enough to
exhibit many of the flaws of a |large centralized database: a) As the
dat abase i s nmai ntai ned on one nachi ne, a processor bottl eneck forces
sl ow response during times of peak querying activity, even if many of
these queries are unrel ated, b) as the database is mmintai ned on one
machi ne, a storage bottl eneck forces the database adninistrators to
severely limt the amount of information which can be kept on each
entry in the database, c) all changes to the database have to be
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nailed to a "hostmaster"” and then physically reentered into the
dat abase, increasing both the turnaround tine and the Iikelihood for
a mistake in transcription

2.2.3 The Domai n Name System

The Domain Name Systemis used in the Internet to keep track of host
to | P address mappi ng. The basic nmechanismis that each donain, such
as merit.edu or k-12.edu, is registered with the NIC, and at tinme of
registration, a primary and (perhaps) some secondary naneservers are
identified for that domain. Each of these naneservers nust provide
host nane to | P address mapping for each host in the domain. Thus,
the nameservice is supplied in a distributed fashion. It is also
possible to split a domain into subdomains, with a different
nanmeserver for each subdomain

Al t hough in many cases one uses the DNS w t hout being aware of it,
because humans prefer to renenber nanes and not | P addresses, it is
possible to interactively query the DNS with the nslookup utility. A
sanpl e session using the nslookup utility:

hone. nerit.edu(l): nslookup
Default Server: nmerit.edu
Address: 35.42.1.42

> scanf.nerit.edu
Server: nerit.edu
Address: 35.42.1.42

Name: scanf.nmerit. edu
Address: 35.42.1.92

> 35.42.1.92
Server: nerit.edu
Address: 35.42.1.42

Nanme: [35.42.1.92]
Address: 35.42.1.92

Thus, we can explicitly determ ne the address associated with a given

host. Reverse name mapping is also possible with the DNS, as in this
exanpl e:
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hone. nerit.edu(2): traceroute ans. net
traceroute to ans.net (147.225.1.2), 30 hops nax, 40 byte packets
1 t3peer (35.1.1.33) 11 ns 5 ms 5 s
2 enss (35.1.1.1) 6 ns 6 ns8 6 nNB
9 192.77.154.1 (192.77.154.1) 51 nms 43 ns 49 ns
10 nis.ans.net (147.225.1.2) 53 ns 53 s 46 ns

At each hop of the traceroute, the programattenpts to do a reverse
| ookup through the DNS and di spl ays the results when successful.

Al t hough the DNS has served superlatively for the purpose it was
devel oped, i.e. to allow nai ntenance of the nanespace in a

di stributed fashion, and to provide very rapid | ookups in the
nanmespace, there are, of course, sone limtations. Although there has
been sone di scussion of including other types of information in the
DNS, to find a given person at this time, assum ng you know where she
wor ks, you have to use a conbination of the DNS and finger to even
nake a stab at finding her. Also, the DNS has very linmited search
capabilities right now. The lack of search capabilities al one shows
that we cannot provide a rich Directory Service through the DNS

THE X 500 MODEL OF DI RECTORY SERVI CE

X.500 is a COTT protocol which is designed to build a distributed,
gl obal directory. It offers the follow ng features:

* Decentralized Mintenance:
Each site running X. 500 is responsible ONLY for its |ocal part
of the Directory, so updates and nai ntenance can be done instantly.

* Powerful Searching Capabilities:
X. 500 provides powerful searching facilities that allow users to
construct arbitrarily conpl ex queri es.

* Single dobal Nanespace:
Much |i ke the DNS, X. 500 provides a single honbgeneous nanespace
to users. The X 500 nanespace is nore flexible and expandabl e
than the DNS.

* Structured Information Framework:
X. 500 defines the information framework used in the directory,
al l owi ng | ocal extensions.
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* Standards-Based Directory:
As X. 500 can be used to build a standards-based directory,
applications which require directory information (e-nail
aut omat ed resource | ocators, special-purpose directory tools)
can access a planet’s worth of information in a uniform nmanner
no matter where they are based or currently running.

3.1 Acronym City, or How X 500 Works

The ' 88 version of the X 500 standard tal ks about 3 nodels required
to build the X.500 Directory Service: the Directory Mdel, the

I nformati on Model, and the Security Moddel. In this section, we will
provide a brief overview of the Directory and Information Mdels
sufficient to explain the vast functionality of X 500.

3.1.1 The Informati on Mdde

To illustrate the Information Mddel, we will first show how
information is held in the Directory, then we will show what types of
i nformati on can be held in the Directory, and then we will see how
the information is arranged so that we can retrieve the desired

pi eces fromthe Directory.

3.1.1.1 Entries

The primary construct holding information in the Directory is the
"entry". Each Directory entry contains information about one object;
for exanple, a person, a conputer network, or an organization. Each
entry is built froma collection of "attributes”, each of which holds
a single piece of informati on about the object. Sone attributes which
m ght be used to build an entry for a person would be "surnane",

"t el ephonenunber"”, "postal address", etc. Each attribute has an

associ ated "attribute syntax", which describes the type of data that
attribute contains, for exanple, photo data, a tine code, or a string
of letters and nunbers. As an exanple, let’s look at part of an entry
for a person.

Entry for John Smith contains:

attribute ---> surNane= Smith <--- attribute val ue
| ---> tel ephoneNunber = 999-9999 <--- attribute val ue
|--->title= Janitor <--- attribute value

The attribute syntax for the surNanme attribute woul d be

Casel gnoreString, which would tell X 500 that surNane could contain
any string, and case would not matter; the attribute syntax for the
t el ephoneNunber attribute woul d be Tel ephoneNunber, which woul d
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specify that tel ephoneNunber could contain a string conposed of
digits, dashes, parenthesis, and a plus sign. The attribute syntax
for the title attribute would al so be CaselgnoreString. A good
anal ogy i n database terns for what we’ ve seen so far mght be to
think of a Directory entry as a database record, an attribute as a
field in that record, and an attribute syntax as a field type

(deci mal numnber, string) for a field in a record.

3.1.1.2 nj ect C asses

At this point in our description of the information nodel, we have no
way of knowi ng what type of object a given entry represents. X 500
uses the concept of an "object class" to specify that information,
and an attribute named "objectd ass" which each entry contains to
specify to which object class(es) the entry bel ongs.

Each object class in X 500 has a definition which lists the set of
mandatory attributes, which nust be present, and a set of optiona
attributes, which may be present, in an entry of that class. An given
obj ect class A nay be a subclass of another class B, in which case
object class A inherits all the mandatory and optional attributes of
Bin addition to its own.

The object classes in X. 500 are arranged in a hierarchical manner

according to class inheritance; the foll owi ng di agram shows a part of
the object class hierarchy.
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| | "top" has one nandatory
| top | attribute "objectd ass"”
| | and nooptional attributes.

| every other object class is a

| country | | organization

“country" inherits one

mandatory attribute from"top",

"obj ectd ass", adds one nore
mandatory attribute "c" (for
country), and has two optiona
attributes, "description" and
"searchGui de". Any subcl ass of

“country" would inherit all of the
mandat ory and optional attributes
of the "country" class, including

the attribute which "country"
i nherited from"top".

Fi gure 1.

|
|
| | | subclass of "top"..
|
|

| "organi zati on" inherits one

| mandat ory attribute from

| "top", "objectd ass"; adds one
nore nandatory attribute "O'
(for organi zation), and has
many optional attributes. Any
subcl ass of "organization"
woul d inherit all of the
mandat ory and opti ona
attributes from"organi zati on"
including the attribute which
"organi zation" inherited
from"top".

One mmj or benefit of the object class concept is that it is in many
cases very easy to create a new object class which is only a slight
nodi fication or extension of a previous class. For exanple, if | have
al ready defined an object class for "person" which contains a

person’s name, phone nunber,

addr ess,

and fax nunber, | can easily

define an "lInternet person" object class by defining "Internet

person” as a subcl ass of "person",

attribute of "e-mail address".
Person" object class, all ny "person" type attributes are inherited

from "person". There are other

this paper.

3.1.1.3 X. 500" s nanespace.

with the additional optiona
Thus in nmy definition of the "Internet

benefits which are beyond the scope of

X. 500 hierarchically organi zes the nanespace in the Directory
I nformati on Base (DI B); recal

called the Directory Information Tree (DI T).

that this hierarchical organization is

Each entry in the DB

occupies a certain location in the DIT. An entry which has no

children is called a | eaf entry,

an entry which has children is

call ed a non-leaf node. Each entry in the DIT contains one or nore
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attributes which together conprise the Relative Distingui shed Nane
(RDN) of that entry, there is a "root" entry (which has no
attributes, a special case) which fornms the base node of the DI T. The
Di stingui shed Name of a specific entry is the sequence of RDNs of the
entries on the path fromthe root entry to the entry in question. A

di agram here will help to clarify this:
Level of DT Root RDN Di stingui shed Nane
r oot * not hi ng {1}
[ ]\
country (ot her /A
things at this / | \ Cc=us {c=us}
| evel) c=gb C=us c=ca
[ ]\
/ | \
/ | \
or gani zati on 0=SRI o=Merit o0=DEC o=Merit {c=us, o=Merit}
(ot her things /A \
at this level) / | \
/ | \
Third | evel cn=Chris Weider cn=Chris Weider {c=us, o=Merit,

cn=Chris Weider}

Figure 2: Building a DN from RDNs (adapted from a
diagramin the X 500 (88) Blue Book)

Each entry in this tree contains nore attributes than have been shown
here, but in each case only one attribute for each entry has been
used for that entry’s RDN. As noted above, any entry in the tree
could use nore than one attribute to build its RDN. X 500 al so all ows
the use of alias nanes, so that the entry {c=us, o=Merit, cn=Chris
Wei der} could be al so found through an alias entry such as {c=us,
0=SRI, ou=FOX Project, cn=Drone 1} which would point to the first
entry.

3.1.2 The Directory Mde

Now t hat we’ ve seen what kinds of information can be kept in the
Directory, we should | ook at how the Directory stores this
informati on and how a Directory users accesses the information. There
are two conponents of this nodel: a Directory User Agent (DUA), which
accesses the Directory on behalf of a user, and the Directory System
Agent, which can be viewed as holding a particular subset of the D B
and can al so provide an access point to the Directory for a DUA

Now, the entire DIB is distributed through the world-w de collection
of DSAs which formthe Directory, and the DSAs enpl oy two techni ques
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to allowthis distribution to be transparent to the user, called
"chai ning" and "referral”. The details of these two techniques would
take up anot her page, so it suffices to say that to each user, it
appears that the entire global directory is on her desktop. (O
course, if the information requested is on the other side of the
world, it may seemthat the desktop directory is a bit slow for that
request...)

3.2 The functionality of X 500

To describe the functionality of X 500, we will need to separate
three stages in the evolution of X 500: 1) the 1988 standard, 2)
X.500 as inplenented in QU PU, and 3) the (proposed) 1992 standard.
We will list some of the features described in the 1988 standard,
show how they were inplenmented in QU PU, and di scuss where the 1992
standard will take us. The QUI PU inpl enmentati on was chosen because
a) it is widely used in the U S. and European Directory Services
Pilot projects, and b) it works well. For a survey of other X 500

i npl enentati ons and a catal ogue of DUAs, see [Lang].

3.2.1 Functionality in X 500 (88)

There are a nunber of advantages that the X 500 Directory accrues
sinmply by virtue of the fact that it is distributed, not limted to a
singl e machi ne. Anobng these are:

* An enornously |arge potential nanmespace.
Since the Directory is not limted to a single machine, nany
hundreds of machi nes can be used to store Directory entries.

* The ability to allow | ocal administration of |ocal data
An organi zation or group can run a |l ocal DSA to master their
information, facilitating nuch nore accurate data throughout
the Directory.

The functionality built into the X 500(88) standard includes:

* Advanced searching capabilities.
The Directory supports arbitrarily conpl ex searches at an
attribute level. As the object classes a specific entry
bel ongs to is maintained in the objectCl ass attribute, this
also allows Directory searches for specific types of objects.
Thus, one could search the c=US subtree for anyone with a | ast
nane beginning with S, who al so has either a fax nunmber in the
(313) area code or an e-mmil address ending in umch. edu
This feature of X 500 also helps to provide the basic
functionality for a Yell ow Pages service.
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* A uni form nanespace with |ocal extensibility.
The Directory provides a uniform namespace, but |oca
speci alized directories can also be inplemented. Locally
defi ned extensions can include new object classes, new
attributes, and new attribute types.

* Security issues.
The X. 500 (88) standards define two types of security for
Directory data: Sinple Authentication (which uses passwords),
and Strong Authentication (which uses cryptographic keys).
Si npl e authenticati on has been w dely inplenented, strong
aut hentication has been |l ess widely inplenented. Each of
these authentication techniques are i nvoked when a user or
process attenpts a Directory operation through a DUA

In addition to the gl obal benefits of the X 500 standard, there are
many | ocal benefits. One can use their |ocal DSA for conpany or
canpus wi de directory services; for exanple, the University of

M chigan is providing all the canmpus directory services through
X.500. The DUAs are available for a wi de range of platforns,

i ncl udi ng X- Wndows systemnms and Maci nt oshes.

3.2.2 Functionality added by QU PU

Functionality beyond the X 500 (88) standard inplenmented by QU PU
i ncl udes:

* Access control lists.
An access control list is a way to provide security for each
attribute of an entry. For exanple, each attribute in a given
entry can be pernmitted for detect, conpare, read, and nodify
per m ssions based on the reader’s nmenbership in various groups.
For exanple, one can specify that sone information in a given
entry is public, some can be read only by nmenbers of the
organi zati on, and sone can only be nodified by the owner of
the entry.

* Replication.
Replication provides a nethod whereby frequently accessed
information in a DSA other than the | ocal one can be kept by
the |l ocal DSA on a "slave" basis, with updates of the "slave"
data provided automatically by QU PU fromthe "naster" data
residing on the foreign DSA. This provides alternate access
points to that data, and can nmake searches and retrievals
nore rapid as there is nuch | ess overhead in the form or
networ k transport.
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3.3 Current limtations of the X 500 standard and i npl enentati ons.

As flexible and forward | ooking as X. 500 is, it certainly was not
designed to sol ve everyone's needs for all time to come. X 500 is not
a general purpose database, nor is it a Data Base Managenent System
(DBMS). X.500 defines no standards for output formats, and it
certainly doesn't have a report generation capability. The technica
nmechani sns are not yet in place for the Directory to contain

i nformati on about itself, thus new attributes and new attribute types
are rather slowy distributed (by hand).

Searches can be slow, for two reasons: a) searches across a w dely
di stributed portion of the nanespace (c=US, for exanple) has a del ay
which is partially caused by network transmission times, and can be
conpounded by inplenmentations that cache the partial search returns
until everyone has reported back, and b) some inplenentations are

sl ow at searching anyway, and this is very sensitive to such things
as processor speed and avail abl e swap space. Another inplenentation
"problenf is a tradeoff with security for the Directory: nopst

i mpl ement ati ons have an administrative limt on the amunt of

i nformati on which can be returned for a specific search. For
exanple, if a search returns 1000 hits, 20 of those night be

di spl ayed, with the rest lost. Thus a person performng a | arge
search m ght have to performa nunber of small searches. This was

i mpl enent ed because an organi zati on m ght want to nake it hard to
“troll" for the organization's entire database.

Al so, there is at the monent no cl ear consensus on the ideal shape of
the DIT, or on the idea structure of the object tree. This can make
it hard to add to the current corpus of X 500 work, and the nunber of
RFCs on various aspects of the X 500 depl oyment is growi ng nonthly.

Despite this, however, X 500 is very good at what it was designed to
do; i.e., to provide primary directory services and "resource
| ocation" for a wide band oftypes of information

3.4 Things to be added in X 500 (92).
The 1988 version of the X 500 standard proved to be quite sufficient
to start building a Directory Service. However, many of the new
functions inplenmented in QU PU were necessary if the Directory were
to function in a reasonable manner. X 500 (92) will include
formalized and standardi zed versions of those advances, including
* A formalized replication procedure.

* Enhanced searching capaciti es.
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* Formalization of access control mechanisns, including access
control lists.

Each of these will provide a richer Directory, but you don't have to
wait for theml You can become part of the Directory today!

4: WHAT X. 500 CAN DO FOR YOU TODAY
4.1 Current applications of X 500

X.500 is filling Directory Services needs in a | arge nunber of
countries. As a directory to locate people, it is provided in the

U S. as the Wite Pages Pilot Project, run by PSI, and in Europe
under the PARADI SE Project as a series of nation-wide pilots. It is
al so being used by the FOX Project in the United States to provide
WHO S services for people and networks, and to provide directories of
objects as disparate as NNC Profiles and a pilot K-12 Educators
directory. It is also being investigated for its ability to provide
resource location facilities and to provide source |location for WAI'S
servers. In fact, in alnost every area where one could inmagine
needing a directory service (particularly for distributed directory
services), X.500 is either providing those services or being expanded
to provide those services.

In particular, X 500 was envisioned by its creators as providing
directory services for electronic nmail, specifically for X 400. It is
being used in this fashion today at the University of M chigan
everyone at the University has a unified nail address, e.g.
Chris. Wi der @m ch. edu. An X 500 server then reroutes that nail to
the appropriate user’'s real mail address in a transparent fashion
Simlarly, Sprint is using X. 500 to adm nistrate the address space
for its internal X 400 rmail systens.

Those of us working on X. 500 feel that X.500's strengths lie in
providing directory services for people and objects, and for
providing prinary resource |location for a | arge nunber of online
services. We think that X. 500 is a najor conponent (though not the
only one) of a global Yellow Pages service. W would also like to
encour age each of you to join your national pilot projects; the nore
coverage we can get, the easier you will be able to find the people
you need to contact.
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5. For Further Information

For further information, the authors recomend the follow ng
docunent s:

Weider, C., and J. Reynolds, "Executive Introduction to Directory
Services Using the X 500 Protocol", FYI 13, RFC 1308, ANS, ISl
March 1992.

Lang, R, and R Wight, Editors, "A Catal og of Avail able X 500
| mpl ement ations”, FYl 11, RFC 1292, SRI International, Lawence
Ber kel ey Laboratory, January 1992.

Barker, P., and S. Hardcastle-Kille, "The COSINE and I nternet
X. 500 Schemn", RFC 1274, University College London, Novenber 1991

Hardcastle-Kille, S., "Replication Requirenents to provide an
Internet Directory using X 500", RFC 1275, University College
London, Novenber, 1991.

Hardcastle-Kille, S., "Replication and Distributed Operations
extensions to provide an Internet Directory using X 500", RFC
1276, University Coll ege London, November 1991

Hardcastle-Kille, S., "Encoding Network Addresses to support
operation over non-CSlI |ower |ayers", RFC 1277, University Coll ege
London, Novenber 1991.

Hardcastle-Kille, S., " A string encoding of Presentation
Address", RFC 1278, University Coll ege London, Novenber 1991.

Hardcastle-Kille, S., "X 500 and Donmi ns", RFC 1279, University
Col I ege London, Novenber 1991.

6. Security Considerations

Security issues are discussed in section 3.
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