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Abst ract

This menmo presents an el aboration of the SNMP adni ni strative node
set forth in [1]. This nodel provides a unified conceptual basis for
admi ni stering SNMP protocol entities to support

o authentication and integrity,

o privacy,

o access control, and

o the cooperation of nmultiple protocol entities.

Pl ease send comments to the SNWP Security Devel opers nailing |ist
(snnp-sec-dev@i s. conj.

I nt roducti on

This meno presents an el aboration of the SNVP adninistrative nodel

set forth in [1]. It describes how the el aborated admnistrative
nodel is applied to realize effective network managenent in a variety
of configurations and environnents.

The nodel described here entails the use of distinct identities for
peers that exchange SNVP nessages. Thus, it represents a departure
fromthe comunity-based adninistrative nodel set forth in [1]. By
unanbi guously identifying the source and intended recipient of each
SNVP message, this new strategy inproves upon the historica
conmuni ty schenme both by supporting a nore conveni ent access contro
nodel and allow ng for effective use of asymmetric (public key)
security protocols in the future

El erents of the Model
1 SNWP Party

A SNMP party is a conceptual, virtual execution context whose
operation is restricted (for security or other purposes) to an

admi ni stratively defined subset of all possible operations of a
particul ar SNVP protocol entity (see Section 3.2). Wenever a SNWP
protocol entity processes a SNWP nessage, it does so by acting as a
SNVP party and is thereby restricted to the set of operations defined
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for that party. The set of possible operations specified for a SNW
party may be overlapping or disjoint with respect to the sets of
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si bl e operations of the SNWP protocol entity.
hitecturally, each SNVP party conprises
a single, unique party identity,

a single authentication protocol and associ ated
paranmeters by which all protocol nmessages origi nated by
the party are authenticated as to origin and integrity,

a single privacy protocol and associ ated paraneters by
whi ch all protocol nessages received by the party are
protected from di scl osure,

a single MB view (see Section 3.6) to which al
nmanagenent operations perforned by the party are
appl i ed, and

a logical network | ocation at which the party executes,
characterized by a transport protocol domain and
transport addressing information.

ceptual ly, each SNWP party may be represented by an ASN. 1 val ue

h the foll owi ng syntax:

SnnpParty ::= SEQUENCE ({

partyldentity

OBJECT | DENTI FI ER
partyTDomai n

OBJECT | DENTI FI ER
partyTAddr

OCTET STRI NG
partyProxyFor

OBJECT | DENTI FI ER
partyMaxMessageSi ze

| NTEGER
part yAut hPr ot oco

OBJECT | DENTI FI ER
partyAut hd ock

| NTEGER
partyAut hLast Msg

| NTEGER
part yAut hNonce

| NTEGER
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partyAut hPrivate
OCTET STRI NG,
partyAut hPublic
OCTET STRI NG
partyAut hLi fetime
| NTEGER
partyPri vProtoco
OBJECT | DENTI FI ER
partyPri vPrivate
OCTET STRI NG
partyPrivPublic
OCTET STRI NG

For each SnmpParty val ue that represents a SNMP party, the follow ng
statenents are true:

o Its partyldentity conponent is the party identity.

o Its partyTDomai n conponent is called the transport
domai n and indicates the kind of transport service by
whi ch the party receives network managenent traffic.
An exanple of a transport domain is
rfcl351Domai n (SNVP over UDP, using SNWP
parties).

o Its partyTAddr conponent is called the transport
addressing information and represents a transport
service address by which the party receives network
managenent traffic.

o Its partyProxyFor conponent is called the proxied
party and represents the identity of a second SNWP
party or other managenent entity with which
interaction may be necessary to satisfy received
nmanagenent requests. In this context, the val ue
noProxy signifies that the party responds to received
managenment requests by entirely | ocal mechanismns.

o Its partyMaxMessageSi ze conponent is called the
maxi mum nessage size and represents the length in
octets of the largest SNWP nessage this party is
prepared to accept.

o Its partyAut hProtocol component is called the

aut hentication protocol and identifies a protocol and a
mechani sm by which all nessages generated by the party
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are authenticated as to integrity and origin. In this
context, the value noAuth signifies that nessages
generated by the party are not authenticated as to
integrity and origin.

Its partyAut hC ock conponent is called the

aut hentication clock and represents a notion of the
current tinme that is specific to the party. The
significance of this conmponent is specific to the
aut henti cati on protocol .

Its partyAut hLast Msg conponent is called the

| ast-tinestanp and represents a notion of tine
associated with the nbpst recent, authentic protoco
nmessage generated by the party. The significance of this
conponent is specific to the authentication protocol

Its partyAut hNonce conponent is called the nonce

and represents a nonotonically increasing integer
associated with the nbpst recent, authentic protoco
nessage generated by the party. The significance of this
conponent is specific to the authentication protocol

Its partyAut hPrivate conponent is called the private
aut hentication key and represents any secret val ue
needed to support the authentication protocol. The
significance of this conmponent is specific to the
aut henti cati on protocol .

Its partyAut hPublic conponent is called the public

aut hentication key and represents any public val ue that
may be needed to support the authentication protocol
The significance of this conponent is specific to the
aut henti cati on protocol .

Its partyAuthLifetime conponent is called the
lifetinme and represents an adm nistrative upper bound
on acceptable delivery delay for protocol nessages
generated by the party. The significance of this
conponent is specific to the authentication protocol

Its partyPrivProtocol conponent is called the privacy
protocol and identifies a protocol and a nechani sm by
which all protocol nessages received by the party are
protected fromdisclosure. In this context, the value
noPriv signifies that nmessages received by the party are
not protected from di scl osure.
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o Its partyPrivPrivate conponent is called the private
privacy key and represents any secret val ue needed to
support the privacy protocol. The significance of this
conponent is specific to the privacy protocol

o Its partyPrivPublic component is called the public
privacy key and represents any public value that nmay be
needed to support the privacy protocol. The significance
of this conponent is specific to the privacy protocol

[f, for all SNWMP parties realized by a SNVWP protocol entity, the
aut hentication protocol is noAuth and the privacy protocol is noPriv,
then that protocol entity is called non-secure.

3.2 SNVP Protocol Entity

A SNMP protocol entity is an actual process which perfornms network
nmanagenent operations by generating and/or responding to SNWP
protocol nessages in the manner specified in [1]. Wen a protoco
entity is acting as a particular SNV party (see Section 3.1), the
operation of that entity nust be restricted to the subset of al
possi bl e operations that is admnistratively defined for that party.

By definition, the operation of a SNVMP protocol entity requires no
concurrency between processing of any single protocol nessage (by a
particul ar SNVP party) and processing of any other protocol nessage
(by a potentially different SNVMP party). Accordingly, inplenentation
of a SNWP protocol entity to support nore than one party need not be
mul ti-threaded. However, there may be situations where inplenentors
may choose to use nulti-threadi ng.

Architecturally, every SNVWP entity maintains a | ocal database that
represents all SNWP parties known to it -- those whose operation is
realized locally, those whose operation is realized by proxy
interactions with renote parties or devices, and those whose
operation is realized by renpte entities. In addition, every SNW
protocol entity maintains a |ocal database that represents an access
control policy (see Section 3.11) that defines the access privil eges
accorded to known SNWP parti es.

3.3 SNVP Managenent Station
A SNMP managenent station is the operational role assunmed by a SNWP
party when it initiates SNVP nmanagenent operations by the generation
of appropriate SNVWP protocol nessages or when it receives and
processes trap notifications.

Sonetimes, the term SNVP nanagenent station is applied to partia
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i npl enentati ons of the SNWP (in graphics workstations, for exanple)
that focus upon this operational role. Such partial inplenentations
may provide for convenient, |ocal invocation of managenent services,
but they may provide little or no support for perform ng SNWP
managenment operations on behalf of renpte protocol users.

3.4 SNVP Agent

A SNMP agent is the operational role assumed by a SNVP party when it
performs SNMP management operations in response to received SNWP
prot ocol nmessages such as those generated by a SNVWP nanagenent
station (see Section 3.3).

Sonetimes, the term SNVWP agent is applied to partial inplenmentations
of the SNWP (i n enbedded systens, for exanple) that focus upon this
operational role. Such partial inplenentations provide for
realization of SNVP managenent operations on behal f of renote users
of managenent services, but they nay provide little or no support for
| ocal invocation of such services.

3.5 Vi ew Subtree

A view subtree is the set of all MB object instances which have a
conmon ASN. 1 OBJECT I DENTIFIER prefix to their names. A view subtree
is identified by the OBJECT | DENTI FI ER val ue which is the | ongest
OBJECT | DENTI FI ER prefix comopn to all (potential) M B object
instances in that subtree.

3.6 M B Vi ew

A MB viewis a subset of the set of all instances of all object
types defined according to the Internet-standard SM [2] (i.e., of
the universal set of all instances of all MB objects), subject to

the follow ng constraints:

o Each element of a MB view is uniquely naned by an
ASN. 1 OBJECT | DENTI FI ER val ue. As such
identically nanmed instances of a particular object type
(e.g., in different agents) nust be contained within
different MB views. That is, a particul ar object
i nstance name resolves within a particular MB view to
at nost one object instance.

o Every MB view is defined as a collection of view
subtrees.
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3.7 SNVP Managenent Commruni cati on

A SNVP nmanagenent communi cation is a conmunication from one specified
SNVWP party to a second specified SNWP party about managenent
information that is represented in the MB view of the appropriate
party. In particular, a SNVP managenent comruni cati on may be

0 a query by the originating party about information in
the MB view of the addressed party (e.g., getRequest
and get Next Request),

0 an indicative assertion to the addressed party about
information in the MB view of the originating party
(e.g., getResponse or trapNotification), or

0 an inperative assertion by the originating party about
information in the MB view of the addressed party
(e.g., setRequest).

A managenent comuni cation is represented by an ASN. 1 value with the

synt ax
SnnmpMgmt Com :: = [1] I MPLICI T SEQUENCE {
dst Party
OBJECT | DENTI FI ER
srcParty
OBJECT | DENTI FI ER
pdu
PDUs
}

For each SnmpMgnt Com val ue that represents a SNVP managenent
conmuni cation, the follow ng statements are true:

o Its dstParty conponent is called the destination and
identifies the SNWP party to which the communi cati on
is directed.

o Its srcParty conponent is called the source and
identifies the SNWP party from which the
conmuni cation is originated.

o Its pdu conponent has the form and significance
attributed to it in [1].
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3.8 SNWVP Aut henti cat ed Managenent Communi cation

A SNMP aut henti cat ed nanagenent commruni cation is a SNVP managenent
conmuni cati on (see Section 3.7) for which the originating SNMP party
is (possibly) reliably identified and for which the integrity of the
transm ssion of the comrunication is (possibly) protected. An

aut henti cat ed managenent comuni cation is represented by an ASN. 1
value with the syntax

SnnpAut hMsg ::= [1] I MPLICI T SEQUENCE {
aut hl nfo
ANY, - defined by authentication protoco
aut hDat a
SnmpMgnt Com

For each SnnmpAut hMsg val ue that represents a SNWP aut henti cated
managenment communi cation, the following statements are true

o Its authlnfo conponent is called the authentication
i nformati on and represents information required in
support of the authentication protocol used by the
SNVP party originating the nmessage. The detail ed
significance of the authentication information is specific
to the authentication protocol in use; it has no effect on
the application semantics of the communicati on other
than its use by the authentication protocol in
det erm ni ng whet her the comruni cation is authentic or
not .

o Its authData conponent is called the authentication
data and represents a SNMP managenent
conmuni cati on.

3.9 SNVP Private Managenment Comruni cation
A SNMWP private managenent conmunication is a SNVWP aut henti cated
management conmuni cati on (see Section 3.8) that is (possibly)

protected fromdiscl osure. A private managenment commruni cation is
represented by an ASN. 1 value with the syntax
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3.

SnnpPrivMsg ::=[1] I MPLICI T SEQUENCE {
pri vDst
OBJECT | DENTI FI ER,
pri vDat a

[1] IMPLICIT OCTET STRI NG

For each SnmpPrivMsg val ue that represents a SNWVP private managenent
conmuni cation, the follow ng statements are true:

o Its privDst conponent is called the privacy destination
and identifies the SNMP party to which the
conmuni cation is directed.

o Its privData conponent is called the privacy data and
represents the (possibly encrypted) serialization
(according to the conventions of [3] and [1]) of a SNWP
aut henti cat ed managenent comuni cati on (see
Section 3.8).

10 SNVP Managemnent Communi cation d ass

A SNMP managenent communi cation class corresponds to a specific SNWP
PDU type defined in [1]. A nmanagenent conmunication class is
represented by an ASN. 1 | NTEGER val ue according to the type of the
identifying PDU (see Table 1).

Get

Get Next

Cet Response

Set

Trap 1

DO NE

Tabl e 1: Management Conmuni cation C asses

The val ue by which a communication class is represented is conputed
as 2 raised to the value of the ASN. 1 context-specific tag for the
appropriate SNVP PDU.

A set of managenment communi cation classes is represented by the ASN. 1
| NTEGER val ue that is the sumof the representations of the

conmuni cation classes in that set. The null set is represented by the
val ue zero.
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3.11 SNVP Access Control Policy

A SNMP access control policy is a specification of a |ocal access
policy in terns of the network nmanagenment conmmuni cation cl asses which
are authorized between pairs of SNMP parties. Architecturally, such a
specification conprises three parts:

o the targets of SNMP access control - the SNWP parties
that may perform management operations as requested
by management comruni cati ons recei ved from ot her
parties,

o the subjects of SNWMP access control - the SNWP parties
that may request, by sendi ng nanagenent
comuni cations to other parties, that management
operations be perforned, and

o the policy that specifies the classes of SNW
nmanagenent conmuni cations that a particular target is
aut horized to accept froma particul ar subject.

Access to individual MB object instances is determined inmplicitly
since by definition each (target) SNMP party performnms operations on
exactly one MB view. Thus, defining the pernmtted access of a
(reliably) identified subject party to a particular target party
effectively defines the access pernmitted by that subject to that
target’s MB view and, accordingly, to particular MB object

i nst ances.

Conceptual ly, a SNMP access policy is represented by a collection of
ASN. 1 values with the foll ow ng syntax:

Acl Entry ::= SEQUENCE ({
acl Tar get
OBJECT | DENTI FI ER
acl Subj ect

OBJECT | DENTI FI ER
acl Privil eges
| NTEGER

For each such value that represents one part of a SNWP access policy,
the followi ng statenents are true:
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3.

o Its acl Target conmponent is called the target and
identifies the SNWP party to which the partial policy
permits access.

o Its acl Subject conmponent is called the subject and
identifies the SNWP party to which the partial policy
grants privil eges.

o Its aclPrivileges conponent is called the privileges and
represents a set of SNMP managenent communi cation
cl asses that are authorized to be processed by the
specified target party when received fromthe specified
subj ect party.

12 SNMP Proxy Party

A SNMP proxy party is a SNV party that perfornms managenent
operations by communicating with another, logically renpte party.

When conmuni cation between a logically renpote party and a SNVP proxy
party is via the SNMP (over any transport protocol), then the proxy
party is called a SNWP native proxy party. Deploynent of SNWP native
proxy parties is a means whereby the processing or bandwi dth costs of
managenent nmay be anortized or shifted -- thereby facilitating the
construction of |arge nanagenent systens.

When conmuni cation between a logically renpte party and a SNVP proxy
party is not via the SNMP, then the proxy party is called a SNW
foreign proxy party. Deployment of foreign proxy parties is a neans
wher eby ot herwi se unmanageabl e devices or portions of an internet may
be managed via the SNWP

The transparency principle that defines the behavior of a SNW party
in general applies in particular to a SNMP proxy party:

The manner in which one SNVP party processes
SNWVP protocol nessages received from anot her
SNVP party is entirely transparent to the latter.

The transparency principle derives directly fromthe historical SNW
phi | osophy of divorcing architecture frominplenentation. To this

di chotony are attributable many of the npbst val uable benefits in both
the informati on and distribution nodels of the nmanagenent franmework,
and it is the architectural cornerstone upon which | arge nmanagenent
systens may be built. Consistent with this philosophy, although the

i mpl enentati on of SNMP proxy agents in certain environments nay
resenbl e that of a transport-layer bridge, this particular

i npl enentation strategy (or any other!) does not nerit specia
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recognition either in the SNVP nanagenent architecture or in standard
nmechani sns for proxy adm nistration

Implicit in the transparency principle is the requirenent that the
semanti cs of SNMP managenent operations are preserved between any two
SNVP peers. In particular, the "as if sinmultaneous" senantics of a
Set operation are extrenely difficult to guarantee if its scope
extends to nmanagenent information resident at multiple network

| ocations. For this reason, proxy configurations that admit Set
operations that apply to information at multiple |ocations are

di scour aged, although such operations are not explicitly precluded by
the architecture in those rare cases where they m ght be supported in
a conformant way.

Also inplicit in the transparency principle is the requirenent that,
throughout its interaction with a proxy agent, a managenent station
is supplied with no information about the nature or progress of the
proxy mnmechani sns by which its requests are realized. That is, it
shoul d seemto the nanagenent station -- except for any distinction
in underlying transport address -- as if it were interacting via SNW
directly with the proxied device. Thus, a timeout in the

conmuni cati on between a proxy agent and its proxied device should be
represented as a timeout in the conmunication between the managenent
station and the proxy agent. Simlarly, an error response froma
proxi ed device should -- as nuch as possible -- be represented by the
correspondi ng error response in the interaction between the proxy
agent and managenent station

3.13 Pr ocedur es

This section describes the procedures foll owed by a SNMP protoco
entity in processing SNVP nessages. These procedures are independent
of the particular authentication and privacy protocols that may be in
use.

3.13.1 Generating a Request

This section describes the procedure foll owed by a SNWP protoco
entity whenever either a nanagenent request or a trap notification is
to be transnmitted by a SNMP party.

1. An ASN. 1 SnnpMgnt Com val ue is constructed for
whi ch the srcParty conponent identifies the originating
party, for which the dstParty conponent identifies the
receiving party, and for which the other conponent
represents the desired nanagenent operation.
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2. The local database is consulted to deternmine the
aut hentication protocol and other relevant information
for the originating SNV party.

3. An ASN. 1 SnnpAut hMsg value is constructed with
the follow ng properties:

o Its authlnfo conponent is constructed according
to the authentication protocol specified for the
originating party.

In particular, if the authentication protocol for the
originating SNWP party is identified as noAuth,

then this conponent corresponds to the OCTET

STRI NG val ue of zero |ength.

o Its authData conponent is the constructed
SnnpMymt Com val ue.

4. The | ocal database is consulted to determ ne the privacy
protocol and other relevant information for the receiving
SNVP party.

5. An ASN. 1 SnmpPrivMsg value is constructed with the
foll owi ng properti es:

o Its privDst conponent identifies the receiving
SNVP party.

o Its privData conponent is the (possibly
encrypted) serialization of the SnnpAut hMsg
val ue according to the conventions of [3] and [1].

In particular, if the privacy protocol for the
receiving SNVWP party is identified as noPriv, then
the privData conmponent is unencrypted.

Q herwi se, the privData conponent is processed
according to the privacy protocol

6. The constructed SnmpPrivMsg value is serialized
according to the conventions of [3] and [1].

7. The serialized SnnpPrivMsg value is transnmtted

using the transport address and transport donmain for
the receiving SNWP party.
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3.13.2 Processi ng a Recei ved Comruni cati on

This section describes the procedure foll owed by a SNWP protoco
entity whenever a management comruni cation is received.

1. If the received nessage is not the serialization (according
to the conventions of [3] and [1]) of an ASN. 1
SnnpPrivMsg val ue, then that message is di scarded
wi t hout further processing.

2. The | ocal database is consulted for information about
the receiving SNVWP party identified by the privDst
conponent of the SnmpPrivMsg val ue.

3. If information about the receiving SNWP party is absent
fromthe | ocal database, or specifies a transport donain
and address which indicates that the receiving party’s
operation is not realized by the | ocal SNWP protoco
entity, then the received nessage is discarded w thout
further processing.

4. An ASN. 1 OCTET STRING value is constructed
(possi bly by decryption, according to the privacy
protocol in use) fromthe privData conponent of said
SnnpPrivMsg val ue.

In particular, if the privacy protocol recorded for the
party is noPriv, then the OCTET STRI NG val ue
corresponds exactly to the privData conponent of the
SnnpPri vMsg val ue.

5. If the OCTET STRING value is not the serialization
(according to the conventions of [3] and [1]) of an ASN. 1
SnnpAut hMsg val ue, then the received nessage is
di scarded wi thout further processing.

6. If the dstParty conponent of the authData
conponent of the obtai ned SnnpAut hMsg val ue is
not the sane as the privDst conponent of the
SnnpPrivMsg val ue, then the received nessage is
di scarded wi thout further processing.

7. The local database is consulted for information about
the originating SNWP party identified by the srcParty
conponent of the authData conponent of the
SnnpAut hMsg val ue.
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8. If information about the originating SNVWP party is
absent fromthe |ocal database, then the received
nmessage i s discarded w thout further processing.

9. The obtai ned SnmpAut hMsg val ue i s eval uat ed
according to the authentication protocol and ot her
rel evant information associated with the originating
SNWP party in the |ocal database.

In particular, if the authentication protocol is identified
as noAut h, then the SnnpAut hMsg val ue is al ways
eval uated as authentic.

10. If the SnnpAut hMsg val ue is eval uated as
unaut hentic, then the received nessage is discarded
wi t hout further processing, and an authentication failure
i s noted.

11. The ASN. 1 SnnmpMgmt Com val ue is extracted from
t he aut hData conponent of the SnnpAut hMsg
val ue.

12. The | ocal database is consulted for access privil eges
permtted by the local access policy to the originating
SNVP party with respect to the receiving SNVWP party.

13. The nmnagenent communi cation class is determ ned
fromthe ASN. 1 tag val ue associated with the
SnnpMynt Com val ue.

14. |f the managenent commruni cation class of the received
nessage is either 16 or 4 (i.e., Trap or CetResponse) and
this class is not anpbng the access privileges, then the
recei ved nmessage is discarded wthout further processing.

15. If the managenent commruni cation class of the received
nessage i s not anong the access privil eges, then the
recei ved message i s discarded w thout further processing
after generation and transm ssion of a response nessage.
Thi s response nessage is directed to the originating
SNWP party on behalf of the receiving SNWP party. Its
var-bind-list and request-id conmponents are identica
to those of the received request. Its error-index
conponent is zero and its error-status conponent is
readOnly.

16. If the proxied party associated with the receiving SNWP
party in the |ocal database is identified as noProxy,
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then the managenent operation represented by the
SnnpMgm Com val ue is perfornmed by the receiving

SNVP protocol entity with respect to the MB view
identified with the receiving SNMP party according to
the procedures set forth in [1].

17. |If the proxied party associated with the receiving SNWP
party in the |ocal database is not identified as noProxy,
then the managenment operation represented by the
SnnpMgmt Com val ue i s performed through
appropriate cooperation between the receiving SNW
party and the identified proxied party.

In particular, if the transport domain associated with
the identified proxied party in the |local database is
rfcl351Domai n, then the operation requested by

the received nessage is performed by the generation of a
correspondi ng request to the proxied party on behal f of
the receiving party. If the received nessage requires a
response fromthe | ocal SNWP protocol entity, then that
response i s subsequently generated fromthe response (if
any) received fromthe proxied party corresponding to
the newly generated request.

3.13.3 CGenerating a Response

This section describes the procedure foll owed by a SNWP protoco
entity whenever a response to a managenent request is generated.

The procedure for generating a response to a SNVP nanagenent request
is identical to the procedure for transmtting a request (see Section
3.13.1), except for the derivation of the transport domain and

address information. In this case, the response is transmitted using
the transport domain and address from whi ch the correspondi ng request
originated -- even if that is different fromthe transport

information recorded in the |ocal database.
4. Application of the Mde
This section describes how the adm nistrative nodel set forth above
is applied to realize effective network managenent in a variety of
configurations and environnments. Several types of adm nistrative
configurations are identified, and an exanpl e of each is presented.
4.1 Non- Secure M ni mal Agent Configuration

This section presents an example configuration for a m niml, non-
secure SNVP agent that interacts with one or nore SNMP managenent
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stations. Table 2 presents information about SNVP parties that is
known both to the m ninmal agent and to the nmanager, while Table 3
presents similarly common information about the |ocal access policy.

As represented in Table 2, the exanple agent party operates at UDP
port 161 at |IP address 1.2.3.4 using the party identity gracie; the
exanpl e manager operates at UDP port 2001 at |P address 1.2.3.5 using
the identity george. At nminimum a non-secure SNMP agent

i mpl ement ati on nust provide for administrative configuration (and
non-vol atil e storage) of the identities and transport addresses of
two SNVP parties: itself and a renote peer. Strictly speaking, other

i nformati on about these two parties (including access policy

i nformati on) need not be configurable.

Suppose that the nanagi ng party george w shes to interrogate the
agent named gracie by issuing a SNMP Get Next request nmessage. The
manager consults its |ocal database of party information. Because the
aut hentication protocol for the party george is recorded as noAuth,
the Get Next request nessage generated by the nanager is not

I dentity graci e geor ge
(agent) (manager)

Domai n rfcl351Domai n rfcl1351Domai n

Addr ess 1.2.3.4, 161 1.2.3.5, 2001

Proxi ed Party noPr oxy noPr oxy

Aut h Pr ot noAut h noAut h

Auth Priv Key " "
Aut h Pub Key " "

Aut h C ock 0 0
Aut h Last Msg 0 0
Auth Lifetine 0 0
Priv Prot noPriv noPriv

Priv Priv Key " "
Priv Pub Key " "

Table 2: Party Information for Mninmal Agent

Tar get Subj ect Privil eges
graci e geor ge 3
geor ge gracie 20

Tabl e 3: Access Information for Mnimal Agent

authenticated as to origin and integrity. Because, according to the
manager’ s database, the privacy protocol for the party gracie is
noPriv, the GetNext request nessage is not protected from di sclosure.
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Rather, it is sinply assenbled, serialized, and transmitted to the
transport address (IP address 1.2.3.4, UDP port 161) associated in
the manager’s database with the party gracie.

VWhen the Get Next request message is received at the agent, the
identity of the party to which it is directed (gracie) is extracted
fromthe nmessage, and the receiving protocol entity consults its

| ocal database of party information. Because the privacy protocol for
the party gracie is recorded as noPriv, the received nessage is
assuned not to be protected fromdisclosure. Simlarly, the identity
of the originating party (george) is extracted, and the |ocal party
dat abase i s consulted. Because the authentication protocol for the
party george is recorded as noAuth, the received nessage is

i medi ately accepted as aut hentic.

The received nmessage is fully processed only if the access policy

dat abase | ocal to the agent authorizes Get Next request conmunications
by the party george with respect to the agent party gracie. The
access policy database presented as Tabl e 3 authorizes such

comuni cations (as well as Get operations).

VWen the received request is processed, a Get Response nessage is
generated with gracie as the source party and george, the party from
which the request originated, as the destination party. Because the
aut hentication protocol for gracie is recorded in the |ocal party
dat abase as noAuth, the generated Get Response nessage i s not
authenticated as to origin or integrity. Because, according to the

| ocal dat abase, the privacy protocol for the party george is noPriv,
the response nessage is not protected fromdi scl osure. The response
nessage is transmtted to the transport address from which the
correspondi ng request originated -- without regard for the transport
address associated with george in the |ocal database.

When the generated response is received by the manager, the identity
of the party to which it is directed (george) is extracted fromthe
nessage, and the manager consults its |ocal database of party

i nfornmati on. Because the privacy protocol for the party george is
recorded as noPriv, the received response is assuned not to be
protected fromdisclosure. Simlarly, the identity of the originating
party (gracie) is extracted, and the | ocal party database is

consul ted. Because the authentication protocol for the party gracie
is recorded as noAuth, the received response is i medi ately accepted
as aut henti c.

The received nmessage is fully processed only if the access policy
dat abase | ocal to the manager authorizes Get Response communi cati ons
by the party gracie with respect to the manager party george. The
access policy database presented as Tabl e 3 authorizes such response
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nessages (as well as Trap nessages).
.2 Secure M nimal Agent Configuration

This section presents an exanple configuration for a secure, mninma
SNVP agent that interacts with a single SNVMP managenent station

Table 4 presents infornati on about SNVP parties that is known both to
the mininmal agent and to the nanager, while Table 5 presents
simlarly comon information about the | ocal access policy.

The interaction of manager and agent in this configuration is very
simlar to that sketched above for the non-secure mniml agent --
except that all protocol nessages are authenticated as to origin and
integrity and protected fromdi scl osure. This exanple requires
encryption in order to support distribution of secret keys via the
SNWP itself. A nore el aborate exanple conprising an additional pair
of SNMP parties could support the exchange of non-secret information
in aut henticated nmessages w thout incurring the cost of encryption

An actual secure agent configuration nmay require SNVP parties for

whi ch the authentication and privacy protocols are noAuth and noPriv,
respectively, in order to support clock synchronization (see [4]).
For clarity, these additional parties are not represented in this
exanpl e.

I dentity ollie stan

(agent) (manager)
Donmi n rfc1351Domai n rfc1351Domai n
Addr ess 1.2.3.4, 161 1.2.3.5, 2001
Proxi ed Party noPr oxy noPr oxy
Aut h Pr ot nd5Aut hPr ot ocol nmd5Aut hPr ot oco
Auth Priv Key "0123456789ABCDEF" "GH JKL0123456789"
Aut h Pub Key " "
Aut h C ock 0 0
Aut h Last Msg 0 0
Auth Lifetine 500 500
Priv Prot desPri vPr ot ocol desPri vProt oco
Priv Priv Key " MNOPQR0123456789" " STUVWK0123456789"

Priv Pub Key " "

Table 4: Party Information for Secure M nimal Agent
Tar get Subj ect Privil eges
ollie st an 3

st an ollie 20

Table 5: Access Information for Secure M ninmal Agent
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As represented in Table 4, the exanple agent party operates at UDP
port 161 at I P address 1.2.3.4 using the party identity ollie; the
exanpl e manager operates at UDP port 2001 at |IP address 1.2.3.5 using
the identity stan. At mininum a secure SNVP agent inplenmentation
must provide for admi nistrative configuration (and non-vol atile
storage) of relevant information about two SNVP parties: itself and a
renote peer. Both ollie and stan authenticate all messages that they
generate by using the SNVMP authentication protocol nd5Aut hProtoco

and their distinct, private authentication keys. Although these
private authentication key val ues ("0123456789ABCDEF" and

"GH JKL0123456789") are presented here for expository purposes,

know edge of private authentication keys is not normally afforded to
human beings and is confined to those portions of the protoco

i mpl ementation that require it.

When usi ng the md5Aut hProtocol, the public authentication key for
each SNWP party is never used in authentication and verification of
SNWP exchanges. Al so, because the nd5Aut hProtocol is symretric in
character, the private authentication key for each party nust be
known to another SNMP party with which authenticated comunication is
desired. In contrast, asymetric (public key) authentication

prot ocol s woul d not depend upon sharing of a private key for their
operation.

Al'l protocol nessages originated by the party stan are encrypted on
transm ssion using the desPrivProtocol privacy protocol and the
private key "STUWK0123456789"; they are decrypted upon reception
according to the same protocol and key. Simlarly, all messages
originated by the party ollie are encrypted on transm ssion using the
desPri vProtocol protocol and private privacy key "MOPQR0123456789"
they are correspondingly decrypted on reception. As with

aut henti cation keys, know edge of private privacy keys is not
normal |y afforded to human beings and is confined to those portions
of the protocol inplementation that require it.

4.3 Proxy Configuration

This section presents exanples of SNMP proxy configurations. On one
hand, foreign proxy configurations provide the capability to manage
non- SNMP devi ces. On the other hand, native proxy configurations
allow an administrator to shift the conputational burden of rich
managenent functionality away from network devices whose prinary task
is not managenent. To the extent that SNWP proxy agents function as
poi nts of aggregation for nanagenent information, proxy
configurations may al so reduce the bandw dth requirements of |arge-
scal e nmanagenment activities.

The exanpl e configurations in this section are sinplified for
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clarity: actual configurations may require additional parties in
order to support clock synchroni zation and distribution of secrets.

4.3.1 Forei gn Proxy Configuration

This section presents an exanple configuration by which a SNWP
nmanagenent station nmay nanage network el enents that do not thensel ves
support the SNMP. This configuration centers on a SNMP proxy agent
that realizes SNMP nmanagenent operations by interacting with a non-
SNWVP devi ce using a proprietary protocol

Table 6 presents infornmati on about SNVP parties that is recorded in
the | ocal database of the SNWP proxy agent. Table 7 presents

i nformati on about SNWP parties that is recorded in the |ocal database
of the SNMP managenent station. Table 8 presents information about
the access policy specified by the | ocal adm nistration.

As represented in Table 6, the proxy agent party operates at UDP port
161 at I P address 1.2.3.5 using the party identity noe; the exanple
nmanager operates at UDP port 2002 at |IP address 1.2.3.4 using the
identity larry. Both larry and noe authenticate all nessages that
they generate by using the protocol md5Aut hProtocol and their

di stinct, private authentication keys. Al though these private

aut hentication key val ues ("0123456789ABCDEF" and

I dentity larry noe curly
(manager) (proxy) (proxi ed)

Domai n rfcl351Domai n rfcl351Domai n acneMgm Prtc

Addr ess 1.2.3.4, 2002 1.2.3.5, 161 0x98765432

Proxi ed Party noPr oxy curly noPr oxy

Aut h Pr ot md5Aut hPr ot ocol md5Aut hPr ot ocol noAut h

Auth Priv Key  "0123456789ABCDEF" "GHI JKL0123456789" "
Aut h Pub Key o o "

Aut h C ock 0 0 0
Aut h Last Msg 0 0 0
Auth Lifetine 500 500 0
Priv Prot noPriv noPriv noPriv

Priv Priv Key
Pr i V Pub Key nn nn nn

Table 6: Party Information for Proxy Agent
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| dentity larry noe
(manager) (proxy)
Donai n rfcl351Domai n rfcl351Domai n
Addr ess 1.2.3.4, 2002 1.2.3.5, 161
Proxi ed Party noPr oxy noPr oxy
Aut h Prot md5Aut hPr ot ocol md5Aut hPr ot oco
Auth Priv Key "0123456789ABCDEF" " CGHI JKL0123456789"
Aut h Pub Key " "
Aut h d ock 0 0
Aut h Last Msg 0 0
Auth Lifetine 500 500
Priv Prot noPri v noPri v

Priv Priv Key
Priv Pub Key

Davi n,

Table 7: Party Information for Managenent Station

Tar get Subj ect Privil eges
noe larry 3
larry noe 20

Tabl e 8: Access Information for Forei gn Proxy

"CGH JKL0123456789") are presented here for expository purposes,

know edge of private keys is not nornmally afforded to human bei ngs
and is confined to those portions of the protocol inplementation that
require it.

Al though all SNWP agents that use cryptographic keys in their
comuni cation with other protocol entities will alnopst certainly
engage in private SNMP exchanges to distribute those keys, in order
to sinplify this exanple, neither the managenent station nor the

proxy agent sends or receives private SNMP communi cations. Thus, the
privacy protocol for each of themis recorded as noPriv.
The party curly does not send or receive SNVP protocol nessages;

rather, all communication with that party proceeds via a hypothetica
proprietary protocol identified by the value acneMgm Prtcl. Because
the party curly does not participate in the SNMP, nmany of the
attributes recorded for that party in a |ocal database are ignored.

In order to interrogate the proprietary device associated with the
party curly, the managenent station larry constructs a SNVP Get Next
request and transmits it to the party noe operating (see Table 7) at
UDP port 161, and IP address 1.2.3.5. This request is authenticated
using the private authentication key "0123456789ABCDEF. "
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When that request is received by the party noe, the originator of the
nessage is verified as being the party larry by using | ocal know edge
(see Table 6) of the private authentication key "0123456789ABCDEF. "
Because party larry is authorized to i ssue GetNext requests with
respect to party noe by the rel evant access control policy (Table 8),
the request is accepted. Because the |ocal database records the
proxied party for party noe as curly, the request is satisfied by its
translation into appropriate operations of the acmeMyntPrtcl directed
at party curly. These new operations are transmtted to the party
curly at the address 0x98765432 in the acneMgm Prtcl domain

When and if the proprietary protocol exchange between the proxy agent
and the proprietary device concludes, a SNVWP Get Response nmanagenent
operation is constructed by the SNMP party noe to relay the results
to party larry. This response conmuni cation is authenticated as to
origin and integrity using the authentication protocol

nmd5Aut hPr ot ocol and private authentication key "GH JKL0123456789"
specified for transmssions fromparty nmoe. It is then transmitted to
the SNVWP party larry operating at the nmanagenment station at IP
address 1.2.3.4 and UDP port 2002 (the source address for the
correspondi ng request).

VWen this response is received by the party larry, the originator of
the nessage is verified as being the party noe by using | oca

know edge (see Table 7) of the private authentication key

"GH JKL0123456789. " Because party nmoe is authorized to issue

Get Response comuni cations with respect to party larry by the

rel evant access control policy (Table 8), the response is accepted,
and the interrogation of the proprietary device is conplete.

It is especially useful to observe that the database of SNWP parties
recorded at the proxy agent (Table 6) need be neither static nor
confi gured exclusively by the management station. For instance,
suppose that, in this exanple, the acmreMgntPrtcl was a proprietary,
MAC- | ayer nechani sm for managi ng stations attached to a |ocal area
network. In such an environnent, the SNVP party noe would reside at a
SNVP proxy agent attached to such a LAN and coul d, by participating
in the LAN protocols, detect the attachment and di sconnection of
various stations on the LAN. In this scenario, the SNVP proxy agent
could easily adjust its |local database of SNMP parties to support

i ndi rect managenent of the LAN stations by the SNVP nanagenent
station. For each new LAN station detected, the SNVP proxy agent
woul d add to its database both an entry anal ogous to that for party
curly (representing the new LAN station itself) and an entry

anal ogous to that for party noe (representing a proxy for that new
station in the SNMP donmain).

By using the SNVMP to interrogate the database of parties held locally
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by the SNWP proxy agent, a SNMP nmanagenent station can di scover and
interact with new stations as they are attached to the LAN.

4.3.2 Nati ve Proxy Configuration

This section presents an exanple configuration that supports SNWP

native proxy operations -- indirect interaction between a SNWP agent
and a management station that is nmediated by a second SNMP (proxy)
agent .

This exanple configuration is simlar to that presented in the

di scussion of SNWP foreign proxy above. In this exanple, however, the
party associated with the identity curly receives nessages via the
SNWP, and, accordingly interacts with the SNMP proxy agent npe using
aut henti cated SNMP conmuni cati ons.

Table 9 presents informati on about SNVP parties that is recorded in
the | ocal database of the SNWP proxy agent. Table 7 presents

i nfornmati on about SNWP parties that is recorded in the |ocal database
of the SNMP managenment station. Table 10 presents informati on about
the access policy specified by the I ocal admnistration

As represented in Table 9, the proxy party operates at UDP port 161
at | P address 1.2.3.5 using the party identity noe;

I dentity larry noe curly
(manager) (proxy) (proxi ed)

Donai n rfcl351Domai n rfcl351Domai n rfcl351Domai n

Addr ess 1.2.3.4, 2002 1.2.3.5, 161 1.2.3.6, 16

Proxied Party noProxy curly noPr oxy

Aut h Prot nd5Aut hPr ot ocol nd5Aut hPr ot ocol nd5Aut hPr ot oco

Auth Priv Key "0123456789ABCDEF" "GHI JKL0123456789" " MNOPQR0123456789"
Aut h Pub Key nn nn nn

Aut h C ock 0 0 0

Auth Last Msg O 0 0

Auth Lifetime 500 500 500
Priv Prot noPriv noPriv noPriv

Priv Priv Key
Pr i V Pub Key nn nn nn

Table 9: Party Information for Proxy Agent
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Tar get Subj ect Privil eges

noe larry 3
larry noe 20
curly noe 3
noe curly 20

Tabl e 10: Access Information for Native Proxy

the exanpl e manager operates at UDP port 2002 at |P address 1.2.3.4
using the identity larry; the proxied party operates at UDP port 161
at | P address 1.2.3.6 using the party identity curly. Messages
generated by all three SNVWP parties are authenticated as to origin
and integrity by using the authentication protocol nd5Aut hProtoco
and distinct, private authentication keys. Although these private key
val ues ("0123456789ABCDEF, " "GH JKL0123456789," and
"MNOPQR0123456789") are presented here for expository purposes,

know edge of private keys is not nornally afforded to human bei ngs
and is confined to those portions of the protocol inplenentation that
require it.

In order to interrogate the proxied device associated with the party
curly, the managenent station larry constructs a SNVP Get Next request
and transmts it to the party noe operating (see Table 7) at UDP port
161 and I P address 1.2.3.5. This request is authenticated using the
private authentication key "0123456789ABCDEF. "

When that request is received by the party nmoe, the originator of the
message is verified as being the party larry by using | ocal know edge
(see Table 9) of the private authentication key "0123456789ABCDEF. "
Because party larry is authorized to i ssue GetNext (and Get) requests
with respect to party noe by the rel evant access control policy
(Table 10), the request is accepted. Because the |ocal database
records the proxied party for party noe as curly, the request is
satisfied by its translation into a correspondi ng SNVP Get Next

request directed fromparty noe to party curly. This new

conmuni cation is authenticated using the private authentication key
"GH JKL0123456789" and transnitted to party curly at the |IP address
1.2.3.6.

VWhen this new request is received by the party curly, the originator
of the nessage is verified as being the party noe by using | oca

know edge (see Table 9) of the private authentication key

"GH JKL0123456789. " Because party noe is authorized to i ssue Get Next
(and Get) requests with respect to party curly by the rel evant access
control policy (Table 10), the request is accepted. Because the |oca
dat abase records the proxied party for party curly as noProxy, the
Get Next request is satisfied by local nechanisns. A SNVP Get Response
nessage representing the results of the query is then generated by
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party curly. This response conmmunication is authenticated as to
origin and integrity using the private authentication key
"MNOPQR0123456789" and transnitted to party nmoe at | P address 1.2.3.5
(the source address for the correspondi ng request).

When this response is received by party noe, the originator of the
nessage is verified as being the party curly by using | ocal know edge
(see Table 9) of the private authentication key "MOPQR0123456789."
Because party curly is authorized to i ssue Get Response conmuni cati ons
with respect to party moe by the rel evant access control policy
(Table 10), the response is not rejected. Instead, it is translated
into a response to the original GetNext request fromparty larry.
This response is authenticated as to origin and integrity using the
private authentication key "GH JKL0123456789" and is transnitted to
the party larry at I P address 1.2.3.4 (the source address for the
original request).

When this response is received by the party larry, the originator of
the nessage is verified as being the party noe by using | oca

know edge (see Table 7) of the private authentication key

"GH JKL0123456789. " Because party moe is authorized to issue

Get Response comuni cations with respect to party larry by the

rel evant access control policy (Table 10), the response is accepted,
and the interrogation is conplete.

4.4 Publ i c Key Configuration

This section presents an exanpl e configuration predicated upon a
hypot heti cal security protocol. This hypothetical protocol would be
based on asymetric (public key) cryptography as a neans for
providing data origin authentication (but not protection against

di scl osure). This exanple illustrates the consistency of the

admini strative nodel with public key technol ogy, and the extension of
the exanple to support protection against disclosure should be
apparent.
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| dentity

Donai n

Addr ess

Proxi ed Party
Aut h Prot
Auth Priv Key
Aut h Pub Key
Aut h d ock
Aut h Last Msg
Auth Lifetine
Priv Prot
Priv Priv Key
Priv Pub Key

Table 11: Party Information for

SNMP Admi ni strative Model

ollie

(agent)
rfcl351Domai n
1.2.3.4, 161
noPr oxy
pkAut hPr ot oco
" 0123456789ABCDEF"
0

0

500

noPri v

July 1992

stan
(manager)
rfcl351Domai n
1.2.3.5, 2004
noPr oxy
pkAut hPr ot oco
"ghij kl 0123456789"
0

0

500

noPri v

Publ i c Key Agent

The exanpl e configuration conprises a single SNVP agent that

interacts with a single SNVP nmanagenent station

Tables 11 and 12

present information about SNWP parties that is by the agent and

manager,
| oca

As represented in Table 11,

respectively,
access policy that

while Table 5 presents information about the
is known to both manager and agent.

the exanpl e agent party operates at UDP

port 161 at |IP address 1.2.3.4 using the party identity ollie; the

exanpl e manager operates at UDP port 2004 at
Both ollie and stan authenticate al

the identity stan.

| P address 1.2.3.5 using
nessages t hat

they generate as to origin and integrity by using the hypothetical

SNWVP aut henti cati on protoco

private
| dentity

Donai n

Addr ess

Proxi ed Party
Aut h Pr ot
Auth Priv Key
Aut h Pub Key
Aut h C ock
Aut h Last Msg
Auth Lifetinme
Priv Prot
Priv Priv Key
Priv Pub Key

Tabl e 12:

Party Information for
Station

ollie

(agent)
rfcl351Domai n
1.2.3.4, 161
noPr oxy
pkAut hPr ot oco
"0123456789abcdef "
0

0

500

noPri v
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pkAut hPr ot oco

and their distinct,

stan
(manager)
rfcl351Domai n
1.2.3.5, 2004
noPr oxy
pkAut hPr ot oco
"CGHI JKL0123456789"
0

0

500

noPri v

Publ i c Key Managenent
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aut hentication keys. Although these private authentication key val ues
("0123456789ABCDEF" and "GH JKL0123456789") are presented here for
exposi tory purposes, know edge of private keys is not normally

af forded to human beings and is confined to those portions of the
protocol inplenmentation that require it.

In nbst respects, the interaction between nmanager and agent in this
configuration is alnost identical to that in the example of the

m ni mal , secure SNMP agent descri bed above. The nost significant
difference is that neither SNMP party in the public key configuration
has know edge of the private key by which the other party
authenticates its transm ssions. |Instead, for each received

aut henti cated SNMP conmuni cation, the identity of the originator is
verified by applying an asymetric cryptographic algorithmto the
recei ved nmessage together with the public authentication key for the
originating party. Thus, in this configuration, the agent knows the
manager’s public key ("ghijkl 0123456789") but not its private key
("GH JKL0123456789"); simlarly, the manager knows the agent’s public
key ("0123456789abcdef") but not its private key
("0123456789ABCDEF") .

For simplicity, privacy protocols are not addressed in this example
configuration, although their use would be necessary to the secure,
automated distribution of secret keys.

4.5 M B Vi ew Confi gurations

This section describes a convention for the definition of MB views
and, using that convention, presents exanple configurations of MB
views for SNWP parti es.

A MB viewis defined by a collection of view subtrees (see Section
3.6), and any M B view nmay be represented in this way. Because MB
view definitions may, in certain cases, conprise a very |arge numnber
of view subtrees, a convention for abbreviating MB view definitions
i s desirable.

The convention adopted in [5] supports abbreviation of MB view
definitions in ternms of famlies of view subtrees that are either

i ncluded in or excluded fromthe definition of the rel evant MB vi ew.
By this convention, a table locally maintained by each SNVP entity
defines the MB view associated with each SNVP party realized by that
entity. Each entry in the table represents a famly of view subtrees
that (according to the status of that entry) is either included in or
excluded fromthe MB view of some SNWP party. Each table entry
represents a subtree famly as a pairing of an OBJECT | DENTI FI ER
value (called the famly nane) together with a bitstring val ue
(called the family mask). The fam |y mask i ndi cates which
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subidentifiers of the associated famly nanme are significant to the
definition of the represented subtree famly. For each possible MB
obj ect instance, that instance belongs to the view subtree famly
represented by a particular table entry if

o the OBJECT | DENTI FI ER nane of that MB
obj ect instance conprises at |east as many subidentifiers
as does the fanmly name for said table entry, and

o each subidentifier in the name of said M B object
i nstance mat ches the correspondi ng subidentifier of the
rel evant fam |y nane whenever the corresponding bit of
the associated famly mask i s non-zero.

The appearance of a M B object instance in the MB view for a
particular SNVP party is related to the menbership of that instance
in the subtree famlies associated with that party in local table
entries:

olf a MB object instance bel ongs to none of the rel evant
subtree fam lies, then that instance is not in the MB
view for the rel evant SNWP party.

olIf a MB object instance belongs to the subtree famly
represented by exactly one of the relevant table entries,
then that instance is included in, or excluded from the
relevant M B view according to the status of that entry.

olIf a MB object instance belongs to the subtree famlies
represented by nore than one of the relevant table
entries, then that instance is included in, or excluded
from the relevant M B view according to the status of
the single such table entry for which, first, the associated
fam |y name conprises the greatest nunber of
subi dentifiers, and, second, the associated famly nane is
| exi cographi cally greatest.

The subtree famly represented by a table entry for which the
associated fanmily mask is all ones corresponds to the single view
subtree identified by the famly nane for that entry. Because the
convention of [5] provides for inplicit extension of fam |y mask

val ues with ones, the subtree fanmly represented by a table entry
with a fam |y mask of zero | ength always corresponds to a single view
subtree.
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Party ldentity Status Fam |y Nane Fam |y Mask
| ucy i ncl ude i nternet "“"h
Table 13: View Definition for M nimal Agent

Using this convention for abbreviating MB view definitions, some of
the nost conmon definitions of MB views may be conveniently

expressed. For exanple, Table 13 illustrates the MB view definitions
required for a minimal SNMP entity that locally realizes a single
SNWP party for which the associated M B view enbraces all instances

of all MB objects defined within the internet network managenent
framework. The represented table has a single entry. The SNWP party
(lucy) for which that entry defines the MB viewis identified in the
first colum. The status of that entry (include) signifies that any
M B obj ect instance belonging to the subtree fanily represented by
that entry nay appear in the MB view for party lucy. The fam ly name
for that entry is internet, and the zero-length fam |y nask val ue
signifies that the relevant subtree fanly corresponds to the single
view subtree rooted at that node.

Anot her exanple of MB view definition (see Table 14) is that of a
SNWVP protocol entity that locally realizes nmultiple SNVWP parties with
distinct MB views. The M B view associated with the party |ucy
conprises all instances of all MB objects defined within the

i nternet network managenent franmework, except those pertaining to the
admi ni stration of SNWMP parties. In contrast, the MB view attributed
to the party ricky contains only MB object instances defined in the
system group of the internet-standard M B together with those object

i nstances by which SNVP parties are adm ni stered.

A nmore conplicated exanple of MB view configuration illustrates the
abbreviation of related collections of view subtrees by view subtree
famlies (see Table 15). In this

Party ldentity Status Fam |y Nane Fam |y Mask
| ucy i ncl ude i nternet ""h
l ucy excl ude snnmpParties "“"h
ricky i ncl ude system "“"h
ricky i ncl ude snmpParties "“"h

Table 14: View Definition for Miultiple Parties

exanpl e, the MB view associated with party lucy includes all object
i nstances in the systemgroup of the internet-standard M B together
with some information related to the second network interface
attached to the managed devi ce. However, this interface-rel ated

i nformati on does not include the speed of the interface. The famly
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mask val ue "FFAO"h in the second table entry signifies that a MB

obj ect instance belongs to the relevant subtree fanmly if the initia
prefix of its nane places it within the ifEntry portion of the
registration hierarchy and if the eleventh subidentifier of its name
is 2. The MB object instance representing the speed of the second
network interface belongs to the subtree famlies represented by both
the second and third entries of the table, but that particular
instance is excluded fromthe MB view for party |lucy because the

| exi cographically greater of the relevant fanmly nanes appears in the
table entry with status excl ude.

The M B view for party ricky is also defined in this exanple. The
MB view attributed to the party ricky includes all object instances
in the icnp group of the internet-standard M B, together with al
information relevant to the fifth network interface attached to the
managed device. In addition, the MB view attributed to party ricky

i ncl udes the nunber of octets received on the fourth attached network
interface.

Wil e, as suggested by the exanpl es above, a w de range of MB view
configurations are efficiently supported by the abbreviated
representation of [5], prudent MB design can sonetines further
reduce the size and conplexity of the nost

Party ldentity Status Fam |y Name Fam |y Mask
l ucy i ncl ude system "“"h

l ucy i ncl ude { ifEntry 0 2} "FFAO0" h

l ucy excl ude { ifSpeed 2 } ""h

ricky i ncl ude icnp ""h

ricky i ncl ude { ifEntry 0 5} "FFAQ" h

ri cky i ncl ude { ifInCctets 4 } ""h

Tabl e 15: More El aborate View Definitions

likely MB view definitions. On one hand, it is critical that
nechani sns for MB view configuration inpose no absolute constraints
ei t her upon the access policies of |local adm nistrations or upon the
structure of M B nanespaces; on the other hand, where the nbst comon
access policies are known, the configuration costs of realizing those
policies may be slightly reduced by assigning to distinct portions of
the registration hierarchy those M B objects for which |ocal policies
nost frequently require distinct treatnment. The relegation in [5] of
certain objects to a distinct arc in the MB nanespace is an exanple
of this kind of optimzation.
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5. Compatibility

I deally, all SNMP managenent stations and agents woul d comuni cate
exclusively using the secure facilities described in this meno. In
reality, many SNMP agents may inplenment only the insecure SNWVP
mechani sns described in [1] for sone tine to cone.

New SNMP agent inpl enentations should never inplenment both the

i nsecure mechanisms of [1] and the facilities described here. Rather
consi stent with the SNVP phil osophy, the burden of supporting both
sorts of communi cation should fall entirely upon managers. Perhaps
the best way to realize both old and new nodes of comrunication is by
the use of a SNWP proxy agent deployed locally on the sanme system
with a managenent station inplenentation. The nmanagenent station

i mpl enentation itself operates exclusively by using the newer, secure
nodes of communi cation, and the | ocal proxy agent translates the
requests of the manager into ol der, insecure nodes as needed.

It should be noted that proxy agent inplenentations may require
additional information beyond that described in this meno in order to
acconplish the requisite translation tasks inplicit in the definition
of the proxy function. This information could easily be retrieved
froma filestore

6. Security Considerations

It is inmportant to note that, in the exanple configuration for native
proxy operations presented in this meno, the use of symetric

crypt ography does not securely prevent direct comrunication between
the SNVP managenent station and the proxied SNVMP agent.

Wil e secure isolation of the managenent station and the proxied
agent can, according to the adm nistrative nodel set forth in this
meno, be realized using synmetric cryptography, the required
configuration is nore conplex and is not described in this neno.
Rather, it is recomended that native proxy configurations that
require secure isolation of nanagenent station from proxi ed agent be
i mpl enented using security protocols based on asymetric (or "public
key") cryptography. However, no SNMP security protocols based on
asymmetric cryptography are currently defined.

In order to participate in the admnistrative nodel set forth in this
meno, SNWVP i npl ementations nust support |ocal, non-volatile storage
of the local party database. Accordingly, every attenpt has been nmade
to mnimze the amount of non-volatile storage required.
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