Net wor k Wor ki ng Group D. Katz
Request for Comments: 1377 ci sco
Novenber 1992
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Status of this Menp

This RFC specifies an | AB standards track protocol for the Internet
conmuni ty, and requests discussion and suggestions for inprovenents.
Pl ease refer to the current edition of the "IAB Oficial Protoco

St andards" for the standardization state and status of this protocol
Distribution of this nmeno is unlimted.

Abst r act

The Point-to-Point Protocol (PPP) [1] provides a standard nethod of
encapsul ati ng Network Layer protocol information over point-to-point
links. PPP also defines an extensible Link Control Protocol, and
proposes a famly of Network Control Protocols (NCPs) for
establ i shing and configuring different network-1ayer protocols.

Thi s docunent defines the NCP for establishing and configuring OS
Net wor k Layer Protocols.

This menmo is the product of the Point-to-Point Protocol Wrking G oup
of the Internet Engineering Task Force (IETF). Comments on this nmeno
shoul d be submitted to the ietf-ppp@ecdavis.edu mailing |ist.
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I nt roduction
PPP has three mai n conponents:
1. A nethod for encapsul ating datagrans over serial |inks.

2. A Link Control Protocol (LCP) for establishing, configuring,
and testing the data-1ink connection

3. Afanmly of Network Control Protocols (NCPs) for establishing
and configuring different network-Iayer protocols.

In order to establish conmunications over a point-to-point |ink, each
end of the PPP link nust first send LCP packets to configure and test
the data link. After the link has been established and optiona
facilities have been negoti ated as needed by the LCP, PPP nust send
NCP packets to choose and configure one or nore network-I|ayer
protocols. Once each of the chosen network-|ayer protocols has been
configured, datagrams from each network-|ayer protocol can be sent
over the |ink.

The link will remain configured for comruni cations until explicit LCP
or NCP packets close the link down, or until some external event
occurs (an inactivity tinmer expires or network adm nistrator

i ntervention).

Sl Network Layer Protocols over PPP

A nunber of protocols have been defined for the Network Layer of OSI

i ncludi ng the Connectionl ess Network Layer Protocol (CLNP, |SO 8473)
[3], the End Systemto Internediate Systemrouting protocol (ES-IS,

| SO 9542) [4], the Internediate Systemto Internediate Systemrouting
protocol (IS 1S, 1SO 10589) [5], and the Inter-Domai n Routeing
Protocol (IDRP, CD 10747) [6]. Generally, these protocols were
designed to run over non-reliable data |ink protocols such as PPP

Net wor k Layer Protocol Identifier (NLPID)

Sl Network Layer protocols can be discrimnated according to the
first octet in each Network Protocol Data Unit (NPDU, that is,
packet), known as the Network Layer Protocol ldentifier (NLPID),
which is defined in SO TR 9577 [7]. This allows the various
protocols to be run over a common data |ink without any

di scrimnator bel ow the network |ayer.
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I nactive Network Layer Protoco

| SO TR 9577 reserves a NLPID val ue of zero to represent the

"I nactive Network Layer Protocol", as defined in |ISO 8473. The
i nactive network |ayer protocol MJST NOT be used over PPP. This
assures that whichever OSI network |ayer protocol is used wll
have a non-zero NLPI D val ue.

Connection-Ori ented Network Protoco

The OSI Connection-Oriented Network Protocol (1SO 8208) [8],

ef fectively the Packet Layer of CCITT X 25, is intended to be run
over a reliable data link, such as | EEE 802.2 type Il or LAPB.
Therefore, the unreliable data |link service provided by PPP is not
appropriate for use with |1 SO 8208.

Connecti onLess Network Protocol (CLNP)

The ConnectionLess Network Protocol offers a sinmple non-reliable
dat agram service very simlar to IP, and is designed to run over a
non-reliable data |link service, such as provided by PPP

End- System to | ntermnmedi at e- System Protocol (ES-1YS)

Kat z

ES Hellos and IS Hellos are retransnmitted on a periodic tinmner-
driven basis (based on expiration of the "Configuration Tiner").
The resulting ES and IS configuration information is invalidated
on a tiner driven basis, based on expiration of the "Holding
Timer" for each piece of information. The value of a Hol ding
Timer is set by the source of the information, and transmitted in
the Holding Time field of the appropriate ES-1S packet. [|SO 9542
recomrends that the holding time field is set to approxi mately
twice the Configuration Tiner paraneter, such that even if every
other Hello packet is lost the configuration information will be
retained (inmplying that the Holding Timer is actually set to
slightly nore than twice the Configuration Tiner).

CGeneral ly, the recomendation in | SO 9542 is sufficient for PPP
links. For very unreliable links, it may be necessary to set the
Holding Tiner to be slightly nore than three tines the
Configuration Timer to ensure that |oss of configuration
information is an unusual event.

Redirect information is not transmtted on point-to-point |inks,
but may be transmitted on general topol ogy subnetworks, which in
turn may make use of PPP. Redirect information is sent on a
event-driven basis (based on a CLNP packet being forwarded by a
router out the incomng interface), but redirect information is
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invalidated on a tinmer-driven basis. Loss of a single redirect
may result in a subsequent data packet being sent to the sane
incorrect router, which will re-issue the redirect. This operates
in the same manner as ICMP redirects for | P packets, and does not
pose any problem for operation over PPP |inks.

I nternedi ate-Systemto |Internedi ate-System Protocol (1S-19)
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IS-1S allows for broadcast |inks (typically LANs), point-to-point
links (such as PPP), and general topology |inks (such as X 25

net wor ks) which are nodelled as a collection of point-to-point

l'i nks.

There are four types of IS 1S packets: |1S-1S Hello Packets, Link
State Packets (LSPs), Conpl ete Sequence Number Packets (CSNPs),
and Partial Sequence Nunmber Packets (PSNPs).

IS-1S Hell o nessages are transmtted periodically on point-to-
point |inks (based on expiration of the "ISISHello" tiner).
Routers expect to receive |S-1S Hello packets periodically.
Specifically, the 1S-1S Hello packet specifies a "Holding Tinme".

If no subsequent 1S-1S Hello is received over the correspondi ng
link for the specified time period, then the neighboring router is
assuned to have been di sconnected or to be down. It is highly
undesireable for links to "flap" up and down unnecessarily, which
inmplies that the holding tine needs to be |arge enough that a link
is very unlikely to be declared down due to a failure to receive
an |S-1S Hello. This inplies that running IS-1S over unreliable
data links requires the Holding time to be greater than "k" tines
the ISISHello tinmer, where k is chosen such that the loss of k
consecutive IS 1S Hello's is rare. If the quality of the link is
poor, then the Holding Time will need to be increased or the

"1 SI SHel | 0" tinme decreased.

LSPs are acknow edged by the 1S-1S protocol (via use of partia
sequence nunber packets). A lost LSP will be recovered fromwth
no probl em provided that PPP Iinks are treated the same way as

ot her point-to-point links. On those rare occasions where a
partial sequence number packet is lost, this might result in the
retransm ssion of a link state packet over a single |link, but wll
not inpact the correct operation of the routing algorithm

CSNPs are sent upon link startup on a point-to-point link. This
does not need to be changed for PPP. |If a CSNP fragnent is | ost
upon startup it is nmerely loss of an optim zation -- LSPs that did
not need to be transmtted over the link will be transmtted. |If
a periodic CSNP fragnent is lost it nerely means that detection of
| ow probability database corruption will take |onger
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PSNPs function as ACKs. Loss of a PSNP may result in an
unnecessary retransm ssion of an LSP, but does not prevent correct
operation of the routing protocol

I nt er- Domai n Rout ei ng Protocol (1DRP)

| DRP expects to run over datagram|links, but requires reliable
exchange of IDRP information. For this reason, |IDRP contains
built-in reliability mechani sms which ensure that packets will be
recei ved correctly.

2. A PPP Network Control Protocol (NCP) for CS

The OSI Network Layer Control Protocol (OSINLCP) is responsible for
configuring, enabling, and disabling the OSI protocol nodul es on both
ends of the point-to-point link. OSINLCP uses the same packet
exchange machani sm as the Link Control Protocol (LCP). OSINLCP
packets may not be exchanged until PPP has reached the Network-Layer
Prot ocol phase. OSINLCP packets received before this phase is
reached should be silently discarded.

The OSI Network Layer Control Protocol is exactly the sane as the
Li nk Control Protocol [1] with the follow ng exceptions:

Franme Modifications

The packet may utilize any nodifications to the basic frame format
whi ch have been negotiated during the Link Establishment phase.

Data Link Layer Protocol Field

Exactly one OSI NLCP packet is encapsulated in the Information
field of a PPP Data Link Layer frane where the Protocol field
i ndi cates type hex 8023 (OSI Network Layer Control Protocol).

Code field

Only Codes 1 through 7 (Configure-Request, Configure-Ack,

Confi gure- Nak, Configure-Reject, Term nate-Request, Terninate-Ack
and Code-Reject) are used. Qher Codes should be treated as

unr ecogni zed and should result in Code-Rejects.

Ti meout s
OSI NLCP packets may not be exchanged until PPP has reached the
Net wor k- Layer Protocol phase. An inplenentation should be

prepared to wait for Authentication and Link Quality Determ nation
to finish before timng out waiting for a Configure-Ack or other
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response. It is suggested that an inplenentation give up only
after user intervention or a configurable anbunt of tine.

Configuration Option Types
CSI NLCP has one Configuration Option, which is defined bel ow
2.1. Sending OSI NPDUs

Bef ore any Network Protocol Data Units (NPDUs) may be comuni cat ed,
PPP must reach the Network-Layer Protocol phase, and the OSI Network
Layer Control Protocol nust reach the Opened state.

Exactly one OSI NPDU is encapsulated in the Information field of a
PPP Data Link Layer franme where the Protocol field indicates type hex
0023 (OSI Network Layer).

The maxi mum | ength of an OSI NPDU transnmitted over a PPP link is the
sanme as the maxi mum |l ength of the Information field of a PPP data
link |ayer frame. Larger NPDUs nust be segnmented as necessary. If a
system wi shes to avoi d segnmentation and reassenbly, it should use
transport |ayer nechani sns to di scourage others from sendi ng | arge
PDUs .

2.2. NPDU Alignnent

CSl protocols have peculiar alignnent problenms due to the fact that
they are often encapsulated in data link protocols wth odd-1ength
headers, while PPP defaults to even-length headers. A router
switching an OSI packet may find that the begi nning of the packet
falls on an inconveni ent nenory boundary when the hardware used to
transmt the packet to its next hop requires a particular alignnent.
This situation can be addressed by the use of |eading zero paddi ng.

VWhen sending, an inplementation MAY insert one to three octets of
zero between the PPP header and the OSI NPDU. These zero octets

correspondi ngly reduce the maxi mum |l ength of the NPDU that nmay be
transmtted.

On reception, any such | eading zero octets (if present) MJIST be
renoved. Regardl ess of whether |eading zero padding is used, an
i npl enentati on MUST al so be able to receive a PPP packet with any
arbitrary alignnent of the NPDU

2.3. Network Layer Addressing Information

OSI NLCP does not define a separate configuration option for the
exchange of OSI Network Layer address information. |Instead, the ES-
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IS protocol, |SO 9542, should be used. This protocol provides a
mechani smfor determning the Network Layer address(es) of the

nei ghbor on the link, as well as determining if the neighbor is an
End Systemor an Intermedi ate System

A draft addendumto ES-1S [9] is being defined in ISOto add support
for dynam ¢ address assignnent. This addendum has currently passed
the formal "Committee Draft" (CD) letter ballot.

3. OSINLCP Configuration Options

OSI NLCP Configuration Options allow negotiatiation of desirable
Internet Protocol parameters. OSINLCP uses the sane Configuration
Option format defined for LCP [1], with a separate set of Options.

The npst up-to-date values of the OSINLCP Option Type field are
specified in the nobst recent "Assigned Numbers" RFC [2]. Current
val ues are assigned as foll ows:

1 Al'i gn- NPDU
3.1. Align-NPDU
Descri ption

This Configuration Option provides a way for the receiver to
negotiate a particular alignnent of the OSI NPDU. Enpirica

evi dence suggests that the greatest tine deficit for re-alignnent
exi sts at the receiver.

The alignnent is acconplished through conbinati on of PPP header
conpression with | eading zero padding (see above). It is
recommended that alignment be entirely through header conpression
conbi nati ons whenever possible. For exanple, an alignnent of 3
coul d be achi eved by conbi ni ng unconpressed PPP Address and
Control fields (2 octets) with a conpressed PPP Protocol field (1
octet).

This option is negotiated separately in each direction. A

recei ver whi ch does not need alignnment MJST NOT request the
option. A sender which desires alignment prior to sending SHOULD
Configure-Nak with an appropriate val ue.

| mpl ementation Note: In a conplex environment, there night be
several conflicting needs for alignment. It is recomended
that the receiver request alignment based on the needs of the
hi ghest speed next hop link. Also, greater efficiency mght be
obt ai ned by negotiating upstreamthe val ues requested by
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downstream PPP |inks, since those packets will not need a
change in alignnent on transit.

The alignnent request is advisory, and failure to agree on an

al i gnment MUST NOT prevent the OSINLCP fromreaching the Opened
state. By default, the alignment is done according to the needs
of the sender, and all receivers MJST be capabl e of accepting
packets with any alignment.

Vernacular: |If you don't like this option, you can refuse to
negotiate it, and you can send whatever alignment you want.
However, if you accept the peer’s alignnent option, then you
MUST transmt packets with the agreed alignment.

A summary of the Align-NPDU Configuration Option format is shown
bel ow. The fields are transmtted fromleft to right.

0 1 2
012345678901234567890123
I S i sl o o S S S S S
| Type | Length | Al'i gnnent |
s S S S T ah T o ST S S S S S S S =

Type

1
Length

3
Al'i gnnent

This field specifies the offset of the beginning of the OSI NPDU
relative to the beginning of the PPP packet header (not including
any | eadi ng Fl ag Sequences).

A value of 1 through 4 requires an offset of that specific |length,
nodul o 4. For exanple, a value of 1 would require no paddi ng when
the PPP Address, Control, and Protocol fields are conpressed. One
octet of |eading zero paddi ng woul d be necessary when the PPP
header is full sized.

A val ue of 255 requests an offset of an odd length (1 or 3). A
val ue of 254 requests an offset of an even length (2 or 4). |If
the sender is not capable of dynamically varying the amount of
paddi ng, it MJST NAK with one of the two specific val ues.
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