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The PPP Appl eTal k Control Protocol (ATCP)
Status of this Meno

This RFC specifies an | AB standards track protocol for the Internet
conmuni ty, and requests discussion and suggestions for inprovenents.
Pl ease refer to the current edition of the "IAB Oficial Protoco

St andards" for the standardization state and status of this protocol
Distribution of this nmeno is unlimted.

Abst r act

The Point-to-Point Protocol (PPP) [1] provides a standard nethod of
encapsul ati ng Network Layer protocol information over point-to-point
links. PPP also defines an extensible Link Control Protocol, and
proposes a famly of Network Control Protocols (NCPs) for
establ i shing and configuring different network-1ayer protocols.

Thi s docunent defines the NCP for establishing and configuring the
Appl eTal k Protocol [3] over PPP

This memp is a joint effort of the AppleTal k-1P Wrking Goup and the
Poi nt -t o-Poi nt Protocol Working Group of the Internet Engineering
Task Force (IETF). Comments on this nmeno should be submitted to the
ietf-ppp@cdavis.edu mailing |list.
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1. Introduction

PPP has three mmi n conponents:
1. A nethod for encapsul ating datagrans over serial |inks.

2. A Link Control Protocol (LCP) for establishing, configuring,
and testing the data-1ink connection

3. Afanmly of Network Control Protocols (NCPs) for establishing
and configuring different network-Iayer protocols.

In order to establish conmunications over a point-to-point |ink, each
end of the PPP Iink nust first send LCP packets to configure and test
the data link. After the link has been established and optiona
facilities have been negoti ated as needed by the LCP, PPP nust send
NCP packets to choose and configure one or nore network-I|ayer
protocols. Once each of the chosen network-|ayer protocols has been
configured, datagrams from each network-|ayer protocol can be sent
over the |ink.

The link will remain configured for conmunications until explicit LCP
or NCP packets close the link down, or until some external event
occurs (an inactivity timer expires or network adm nistrator

i ntervention).

2. A PPP Network Control Protocol (NCP) for AppleTal k

The Appl eTal k Control Protocol (ATCP) is responsible for configuring,
enabl i ng, and disabling the Appl eTal k protocol npdul es on both ends
of the point-to-point link. ATCP uses the sanme packet exchange
nmachani smas the Link Control Protocol (LCP). ATCP packets nay not
be exchanged until PPP has reached the Network-Layer Protocol phase.
ATCP packets received before this phase is reached should be silently
di scar ded.

The Appl eTal k Control Protocol is exactly the sane as the Link
Control Protocol [1] with the followi ng exceptions:

Frame Modifications

The packet may utilize any nodifications to the basic frame format
whi ch have been negotiated during the Link Establishment phase.
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Data Li nk Layer Protocol Field

Exactly one ATCP packet is encapsulated in the Information field
of a PPP Data Link Layer franme where the Protocol field indicates
type hex 8029 (AppleTal k Control Protocol).

Code field

Only Codes 1 through 7 (Configure-Request, Configure-Ack,

Confi gure- Nak, Configure-Reject, Termn nate-Request, Term nate-Ack
and Code-Reject) are used. Qher Codes should be treated as

unr ecogni zed and should result in Code-Rejects.

Ti meout s

ATCP packets may not be exchanged until PPP has reached the

Net wor k- Layer Protocol phase. An inplenentation should be
prepared to wait for Authentication and Link Quality Determ nation
to finish before tinmng out waiting for a Configure-Ack or other
response. It is suggested that an inplenmentation give up only
after user intervention or a configurable anbunt of tine.

Configuration Option Types

ATCP has a distinct set of Configuration Options, which are
def i ned bel ow.

2.1. Sending Appl eTal k Dat agrans

Bef ore any Appl eTal k packets may be comuni cated, PPP nust reach the
Net wor k- Layer Protocol phase, and the Appl eTal k Control Protocol nust
reach the Opened state.

Unl ess ot herwi se negotiated (via option 4), exactly one Appl eTal k
packet is encapsulated in the Information field of a PPP Data Link
Layer frame where the Protocol field indicates type hex 0029

(Appl eTal k).

Note that the negotiation of conpression may inply the use of

di fferent encapsul ati on and hence different protocol fields. These
di fferent protocol fields inply packet types which are sub-protocols
of the base Appl eTal k NCP

An encapsul at ed Appl eTal k packet begins with an extended DDP
(Dat agram Del i very Protocol) header -- also known as a Long DDP
header. The maxi mum |l ength of a DDP datagramis 599 octets.

Since there is no standard nethod for fragnmenting and reassenbling
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Appl eTal k datagrans, it is required that PPP |inks supporting
Appl eTal k allow at | east 599 octets in the information field of a
data link |layer frane.

2.2. Half-Routers

One nodel for routers in [3] is two renpote AppleTal k routers |inked
as "half-routers" without a Node ID or Network nunber assigned to
either side of the link. Wen acting as half-routers, the only

ef fect on transported packets is that the hop count is incremented
when it is received over the link. Routing updates received over a
hal f-router link should also increnent the hop count of routing table
updat es.

As part of normal operation, AppleTalk will send RTMP Routing updates
every 10 seconds.

3. ATCP Configuration Options

ATCP Configuration Options allow negotiation of desirable AppleTal k
parameters. ATCP uses the same Configuration Option format defined
for LCP [1], with a separate set of Options.

The nobst up-to-date values of the ATCP Option Type field are
specified in the nost recent "Assigned Nunmbers" RFC [2]. Current
val ues are assigned as foll ows:

1 Appl eTal k- Addr ess

2 Rout i ng- Pr ot oco

3 Suppr ess- Broadcast s

4 AT- Conpr essi on- Prot oco
5 RESERVED

6 Server-information

7 Zone-i nformation

8 Def aul t - Rout er - Addr ess
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3.1. Appl eTal k- Addr ess
Descri ption

This Configuration Option provides a way to negotiate the

Appl eTal k network and node nunber to be used on the |ocal end of
the link. 1t allows the sender of the Configure-Request to state
whi ch Appl eTal k- address is desired, or to request that the peer
provide the information. The peer can provide this information by
NAKi ng the option, and returning a valid Appl eTal k- addr ess.

I f negotiation about the renote Appl eTal k-address is required, and
the peer did not provide the option in its Configure-Request, the
option SHOULD be appended to a Configure-Nak. The value of the
Appl eTal k- address gi ven nust be acceptable as the renote

Appl eTal k- address, or indicate a request that the peer provide the
i nf or mati on.

By default, no AppleTal k address is assigned. A network or node
nunber specified as zero in a Configure-Request shall be
interpreted as requesting the rembte end to specify a value via a
Configure-Nak. A network or node nunber specified as zero in a
Confi gure-Ack shall be interpreted as agreenent that no val ue

exi sts.

An i npl enentati on which requires that no Appl eTal k addresses be
assigned (such as a internediate systemto internediate system
"hal f-routing") MJST Configure-Reject all AppleTal k- Addr ess
Confi guration Options.

An i npl enentati on which requires that AppleTal k addresses be
assigned to it (such as a end system) MJST fail configuration if
the renpte side Configure-Rejects all AppleTal k- Address requests,
or fails to provide a valid val ue.

If this option is negotiated, the two sides MJST negotiate a
conmon Appl eTal k network nunmber and two uni que Appl etal k node
nunbers. The network number MAY be zero but the Appletal k node
nunbers MJST be non-zero. Values selected for network and node
nunbers nust adhere to the ranges defined in [3].

The Appl eTal k protocol, phase 2, defines the concept of "extended"
and "non-extended" networks. Extended networks can support a

| arge nunber (hundreds) of nodes, and requires nultiple network
nunbers and nultiple zone nanes to be nmanaged effectively. Non-
ext ended networks can only support a small nunber of devices, and
require only a single network nunmber and zone nane to be nanaged
ef fectively.
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If a PPP link transporting Appl eTal k is assigned an Appl eTal k
address, it must have the "non-extended" characteristics as
defined in [3].

The format of the network and node data is defined to be the sane
as the "AppleTal k address" in [3], chapter 3, "AppleTal k AARP
packet formats on Ethernet and token ring"

A summary of the Appl eTal k- Address Configuration Option format is
shown below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
e SER S I S U S S S S R S S SR S ok T

| Type | Length | Reser ved | AT- Net |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| AT- Net | AT- Node

T S S ik St N S S

Type

1
Length

6
Reser ved

This octet is reserved and MIUST be set to zero on transm ssion and
i gnored on reception

AT- Net
The two octet AT-Net is the desired | ocal AppleTal k network nunber
of the sender of the Configure-Request. This two octet quantity
represents a 16 bit unsigned nunber sent "network byte order"
(rmost significant octet first).

AT- Node

The one octet AT-Node is the desired | ocal AppleTal k node I D of
the sender of the Configure-Request.
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3.2. Routing-Protoco
Descri ption

This Configuration Option provides a way to negotiate the use of a
specific routing protocol. In particular, "half-routers" may want
to exchange routing information using a protocol optimzed for the
PPP connection. By default, AppleTalk RTMP (Routing Table

Mai nt enance Protocol) routing information is sent over the PPP
connecti on.

By default, AppleTalk RTMP routing information is sent over the
PPP connecti on.

A summary of the Routing-Protocol Configuration Option format is
shown below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
e SER S I S U S S S S R S S SR S ok T

| Type | Length | Rout i ng- Pr ot ocol
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Data ...

i

Type
2
Length
>= 4
Rout i ng- Pr ot oco

The Routing-Protocol field is two octets and indicates the type of
Routi ng- Protocol desired. This two octet quantity represents a 16
bit number sent "network byte order" (nost significant octet
first).

Negoti ati on of some routing protocols inplies that you wll
recei ve packet types which transport these protocols.

For exanpl e, negotiating AppleTal k AURP to exchange routing

information inplies both sides will accept EDDP type packets,
since this is the transport type used by AURP
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3. 3.

Par ker

Initial values are assigned as foll ows:

Val ue Pr ot oco
0 No routing informati on exchange
1 Appl eTal k RTMP is used to exchange routing information
2 Appl eTal k AURP is used to exchange routing information
3 Appl eTal k ABGP is used to exchange routing information

Dat a

The Data field is zero or nbre octets and contains additional data
as determined by the routing protocol indicated in the Routing-
Prot ocol field.

None of the Routing-Protocol options defined here require
addi ti onal data.

Suppr ess- Broadcast s

Descri ption

This Configuration Option provides a way to negotiate the
suppressi on of Appl eTal k broadcast datagranms which nmight otherw se
use up limtted PPP bandwi dth. This Configuration Option is used
to informthe renpte end that no Appl eTal k broadcast datagrans of
a given DDP type should be sent.

This option is useful when negotiated by a single end system It
allows the local end systemto request that broadcast packets
generated on a renote network not be propagated across the PPP
link. In the case of a single end systemconnected to a | arge
network, this can be used to suppress regul ar NBP | ookups
generated by other end systens on the renpte network. This wll
nean that protocols such as NBP can no | onger be used to find
network entities on the | ocal system but since the option
configuration is asymretric, it does not inhibit the |oca
systemis ability to find network entities on the renote network.

By default, no Appl eTal k broadcast datagramnms are suppressed. Note
that this option may conflict with other options (such as Routing
Protocol). [If so, the Suppress-Broadcasts option takes

pr ecedence.

A summary of the Suppress-Broadcasts Configuration Option format is
shown below. The fields are transmtted fromleft to right.

[ Page 8]



RFC 1378 PPP ATCP Novenber 1992

3. 4.

Par

0 1 2 3
012345678901234567890123456789¢01

R Rt i i i i e T I I S S S R i e S R e e i s o
| Type | Lengt h | DDP-Type 1 | DDP-Type 2
B s i S i I i S S S i i
| etc...
+- - - -+
Type
3
Lengt h
>= 2
DDP- Types
A vector of one or nore single octet DDP type val ues, each of
which are to be suppressed if sent to the broadcast address.
If no data is present (the length = 2), all broadcast packets are
to be suppressed, regardl ess of DDP type.
AT- Conpr essi on- Prot oco
Descri ption
This Configuration Option provides a way to negotiate the use of a
specific conpression protocol. By default, conpression is not
enabl ed.

A summary of the AT- Compression-Protocol Configuration Option fornat
is shown below. The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
A S S S e i S R T S S i SR S

| Type | Length | AT- Conpr essi on- Pr ot ocol
B s i S i I i S S S i i
| Data ...

R

Type
4
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Length
>= 4

AT- Conpr essi on- Prot oco
The AT-Conpression-Protocol field is two octets and indicates the
conpressi on protocol desired. Values for this field are always
the sane as the PPP Data Link Layer Protocol field values for that
same conpressi on protocol
The nost up-to-date val ues of the AT-Conpression-Protocol field
are specified in the nost recent "Assigned Nunmbers" RFC [2].
Current val ues are assigned as foll ows:

Val ue (in hex) Pr ot oco

none defi ned

Dat a

The Data field is zero or nore octets and contains additional data
as determined by the particular conpression protocol

3.5. Server-information
Descri ption

This Configuration Option provides a way to obtain infornmation
about the conmmuni cations server providing the renpte side of the
PPP connecti on.

The nature of this option is advisory only. It is provided as a
nmeans of inproving an end systenis ability to provide a sinple
user interface.

A summary of the Server-Information Option format is shown bel ow
The fields are transmitted fromleft to right.
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0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| Type | Lengt h | Server-cl ass

B s i S i I i S S S i i
| Server-inplementation-id

e S S e e e e s th sk S R SR S
| Server-nane ..

e e o E TR h

Type
6
Lengt h
>= 8
Server-cl ass
The Server-class field is two octets and indicates the class of
the conmmuni cati on server providing the renote end of the PPP
connecti on.
Initial values are assigned as foll ows:
Val ue d ass
1 Appl eTal k PPP Dial -in server.
The server-inplenmentation-id is a four byte version
id, with the first byte defined as the ngjor
versi on number (1-255) and the second byte defined

as the m nor version nunber (1-255).

The third and fourth bytes are undefined and shoul d
be zero.

2 Generic Appl eTal k PPP i npl emrent ati on.

The server-inplenentation-id is undefined and
vendor specific.

3 Both dial-in server and router
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Server-inplenentation-id

The Server-inplenmentation-id field is four octets and indicates
the version of the conmmunication server providing the rempte end
of the PPP connection

Server - nane

This optional field contains the "AppleTalk ASCI1" nane of the
server. The character codes used in "AppleTalk ASCI 1" are defined
in [3], appendix D, "Character codes". The length of the nane is
bounded by the option |ength.

3.6. Zone-Infornmation

Descri ption

This Configuration Option provides a way to obtain information
about the Appl eTal k zone used for the PPP connection

The nature of this option is advisory only. It is provided as a
means of inproving the end systemis ability to provide a sinple
user interface.

A sunmmary of the Zone-Information Option format is shown bel ow. The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
do e e e e e e e e e e e e e e e e e e e e e e e e e e e e e - -

| Type | Lengt h | Zone- nane. . .

ki i i S e o ok e
Type
7
Lengt h
>= 3
Zone- namne

This field contains the "AppleTalk ASCI 1" zone name in which the
server resides. The character codes used in "AppleTalk ASCII" are
defined in [3], appendix D, "Character codes". The length of the
nane i s bounded by the option |ength.
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3.7. Defaul t-Router-Address

Descri ption

This Configuration Option provides a way to obtain information
about a "default" Appletalk router which nay be used to obtain
network infornmati on such as zone nanes. It is provided as a neans
of obtaining the address of a router in the case both sides of the
link are end systens.

Any Appl eTal k RTMP packets recei ved shoul d supercede information
negotiated in this option

By default, no default router is present.

A summary of the Default-Router-Address Option format is shown bel ow.
The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T S T ST S S e T S S S S S S i

| Type | Length | Reser ved | AT- Net |
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| AT- Net | AT- Node |

T S T

Type

8
Lengt h

6
Reserved

This octet is reserved and MIUST be set to zero on transm ssion and
i gnored on reception.

AT- Net
The two octet AT-Net is the AppleTal k network nunber of the
default router. This two octet quantity represents a 16 bit

unsi gned nunmber sent in "network byte order"” (nost significant
octet first).
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A

AT- Node

The one octet AT-Node is the AppleTal k node I D of the default
router.

ATCP Reconmended Options

The ATCP is designed to support three different nbdes of operation
Each node pl aces constraints on the configuration options used and
the val ues negoti at ed.

The options for server information, zone information and default
router address are "informational" options provided by one end of the
connection and are not intended to be negotiated. These options are
provided to support a higher Ievel of service to dial-in end systens.

The options which SHOULD be negotiated in each case are outlined
bel ow. Any option not |isted may be rejected.

End Systemto Internmediate System- "dial-in"

Thi s node of operation is intended to support end systemdial-in.

Appl eTal k- Addr ess (required)

Rout i ng- Protocol (required, no routing protocol)

Suppr ess- Broadcasts (optional)

AT- Conpr essi on- Prot ocol (optional)

Server-information (optional, request fromend system

O~ WNE
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Internediate systemto Internediate system- wi th network nunber

Thi s node of operation is intended to support WAN-to-WAN, i.e.,
router to router, connections where the link is configured with a
net wor k numnber.

1 Appl eTal k- Address (required, nets nust be zero or equal)
2 Rout i ng- Prot ocol (optional)
3 Suppr ess- Broadcasts (optional)

Internedi ate systemto Internedi ate system - w thout network nunber

This node of operation is intended to support WAN-to-WAN, i.e.,
router to router, connections where the link is not configured with a
network nunber. Routers in this nmode are referred to as "half-
routers” in [3].

1 Appl eTal k- Address (optional, nets & nodes MJUST be zero)
2 Rout i ng- Prot ocol (optional)
3 Suppr ess-Broadcasts (optional, suppress all broadcasts)
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