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1. Executive Summary

Thi s docunent defines nessage encryption and authentication
procedures, in order to provide privacy-enhanced mail (PEM services
for electronic mail transfer in the Internet. It is intended to
becorme one menber of a related set of four RFCs. The procedures
defined in the current docurment are intended to be conmpatible with a
wi de range of key managenent approaches, including both synmetric
(secret-key) and asymmetric (public-key) approaches for encryption of
data encrypting keys. Use of symetric cryptography for nessage text
encryption and/or integrity check conputation is anticipated. RFC
1422 specifies supporting key managenent mechani sms based on the use
of public-key certificates. RFC 1423 specifies algorithms, nopdes,
and associated identifiers relevant to the current RFC and to RFC
1422. RFC 1424 provides details of paper and electronic fornats and
procedures for the key nmanagenent infrastructure being established in
support of these services.

Privacy enhancenent services (confidentiality, authentication,
nmessage integrity assurance, and non-repudiation of origin) are

of fered through the use of end-to-end cryptography between origi nator
and recipient processes at or above the User Agent level. No specia
processing requirenents are i nposed on the Message Transfer System at
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endpoints or at internediate relay sites. This approach all ows
privacy enhancenent facilities to be incorporated selectively on a
site-by-site or user-by-user basis w thout inmpact on other Internet
entities. |Interoperability anong heterogeneous conmponents and mai
transport facilities is supported.

The current specification's scope is confined to PEM processing
procedures for the RFC-822 textual mail environnent, and defines the
Cont ent - Dormai n i ndi cator val ue "RFC822" to signify this usage.
Fol I ow-on work in integration of PEM capabilities with other

nmessagi ng environnments (e.g., MME) is anticipated and will be
addressed in separate and/or successor docunents, at which point
additional Content-Domain indicator values will be defined.

2. Term nol ogy

For descriptive purposes, this RFC uses some terns defined in the OS
X. 400 Message Handling System Model per the CCI TT Recomrendati ons.
This section replicates a portion of (1984) X 400's Section 2.2.1,
"Description of the WMHS Moddel: Overview' in order to make the
term nol ogy clear to readers who may not be familiar with the OSI MHS
Model

In the [MHS] nodel, a user is a person or a conputer application. A
user is referred to as either an originator (when sending a nessage)
or a recipient (when receiving one). M Service elenments define the
set of message types and the capabilities that enable an originator
to transfer messages of those types to one or nore recipients.

An originator prepares nessages with the assistance of his or her
User Agent (UA). A UA is an application process that interacts with
the Message Transfer System (MIS) to subnmit nmessages. The MIS
delivers to one or nore recipient UAsS the nmessages subnmitted to it.
Functions performed solely by the UA and not standardi zed as part of
the MH Service elenents are called | ocal UA functions.

The MIS is conmposed of a nunber of Message Transfer Agents (MIAs).
Operating together, the MIAs rel ay nessages and deliver themto the

i ntended recipient UAs, which then nake the nessages available to the
i ntended recipients.

The coll ection of UAs and MIAs is called the Message Handling System

(MHS). The MHS and all of its users are collectively referred to as
t he Message Handl i ng Environnent.
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3.

Services, Constraints, and Inplications

Thi s RFC defines nechani sns to enhance privacy for el ectronic nai
transferred in the Internet. The facilities discussed in this RFC
provi de privacy enhancenent services on an end-to-end basis between
originator and recipient processes residing at the UA | evel or above.
No privacy enhancenents are offered for nmessage fields which are
added or transforned by internmediate relay points between PEM
processi ng conponents.

If an originator elects to perform PEM processi ng on an out bound
nessage, all PEM provided security services are applied to the PEM
nessage’s body in its entirety; selective application to portions of
a PEM nessage is not supported. Authentication, integrity, and (when
asymmetri c key nmanagenment is enployed) non-repudi ation of origin
services are applied to all PEM nessages; confidentiality services
are optionally sel ectable.

In keeping with the Internet’s heterogeneous constituenci es and usage
nodes, the measures defined here are applicable to a broad range of
Internet hosts and usage paradigns. |In particular, it is worth
noting the follow ng attributes:

1. The nechanisns defined in this RFC are not restricted to a
particul ar host or operating system but rather allow
i nteroperability anbng a broad range of systens. Al
privacy enhancenents are inplenmented at the application
| ayer, and are not dependent on any privacy features at
| ower protocol |ayers.

2. The defined nmechani snms are conpatible with non-enhanced
I nternet conponents. Privacy enhancenents are inpl enented
in an end-to-end fashion which does not inpact nai
processing by intermediate relay hosts which do not
i ncorporate privacy enhancenent facilities. It is
necessary, however, for a nessage’s originator to be
cogni zant of whether a nessage’s intended recipient
i mpl enents privacy enhancenents, in order that encoding and
possi bl e encryption will not be performed on a nessage whose
destination is not equi pped to perform corresponding inverse
transformations. (Section 4.6.1.1.3 of this RFC describes a
PEM nmessage type ("M C-CLEAR') which represents a signed,
unencrypted PEM nessage in a formreadabl e without PEM
processing capabilities yet validatable by PEM equi pped
reci pients.)

3. The defined mechani sns are conpatible with a range of mai
transport facilities (MAs). Wthin the Internet,
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electronic mail transport is effected by a variety of SMIP
[2] inplenmentations. Certain sites, accessible via SMIP
forward mail into other nmail processing environments (e.g.
USENET, CSNET, BITNET). The privacy enhancenents nust be
able to operate across the SMIP realm it is desirable that
they also be conmpatible with protection of electronic nai
sent between the SMIP environment and ot her connected

envi ronnent s.

The defined nmechani snms are conpatible with a broad range of
el ectronic mail user agents (UAs). A large variety of

el ectronic mail user agent prograns, with a corresponding
broad range of user interface paradigns, is used in the
Internet. In order that electronic mail privacy
enhancenents be available to the broadest possible user
conmuni ty, sel ected nechani sns shoul d be usable with the

wi dest possible variety of existing UA prograns. For
purposes of pilot inplenentation, it is desirable that
privacy enhancenent processing be incorporable into a
separate program applicable to a range of UAs, rather than
requiring internal nodifications to each UA with which PEM
services are to be provided.

The defined mechani sns allow electronic mail privacy
enhancenent processing to be perforned on personal computers
(PCs) separate fromthe systens on which UA functions are

i mpl enented. G ven the expanding use of PCs and the linited
degree of trust which can be placed in UA inplementations on
many nulti-user systenms, this attribute can allow many users
to process PEMwith a higher assurance level than a strictly
UA-i nt egrat ed approach woul d al | ow.

The defi ned nechani snms support privacy protection of
electronic mail addressed to mailing lists (distribution
lists, in I SO parlance).

The nmechani sns defined within this RFC are conpatible with a
vari ety of supporting key nmanagenent approaches, including
(but not limted to) manual pre-distribution, centralized
key distribution based on symetric cryptography, and the
use of public-key certificates per RFC 1422. Different

key managenent nechani sns nay be used for different

reci pients of a nulticast nessage. For two PEM

i npl enentations to interoperate, they nmust share a conmmon
key managenent mechani sm support for the mechani sm defi ned
in RFC 1422 is strongly encouraged.
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In order to achieve applicability to the broadest possible range of
Internet hosts and nail systens, and to facilitate pil ot

i mpl enentati on and testing without the need for prior and pervasive
nodi fications throughout the Internet, the foll ow ng design
principles were applied in selecting the set of features specified in
this RFC

1. This RFC s neasures are restricted to inplenentation at
endpoints and are anenable to integration with existing
Internet mail protocols at the user agent (UA) |evel or
above, rather than necessitating nodifications to existing
mail protocols or integration into the nessage transport
system (e.g., SMIP servers).

2. The set of supported neasures enhances rather than restricts
user capabilities. Trusted inplenentations, incorporating
integrity features protecting software from subversion by
| ocal users, cannot be assuned in general. No nmechanisns
are assuned to prevent users fromsending, at their
di scretion, nessages to which no PEM processi ng has been
applied. In the absence of such features, it appears nore
feasible to provide facilities which enhance user services
(e.g., by protecting and authenticating inter-user traffic)
than to enforce restrictions (e.g., inter-user access
control) on user actions.

3. The set of supported neasures focuses on a set of functiona
capabilities selected to provide significant and tangible
benefits to a broad user community. By concentrating on the
nost critical set of services, we aimto maxim ze the added
privacy value that can be provided with a nodest |evel of
i mpl ement ation effort.

Based on these principles, the following facilities are provided:

1. disclosure protection,

2. originator authenticity,

3. nessage integrity neasures, and

4. (if asymmetric key managerment is used) non-repudiation of
origin,

but the foll owi ng privacy-rel evant concerns are not addressed:

1. access control
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traffic flow confidentiality,
address list accuracy,
routing control

issues relating to the casual serial reuse of PCs by
mul tiple users,

assurance of message receipt and non-deniability of receipt,

aut omati c associ ati on of acknow edgnents with the nmessages
to which they refer, and

nmessage duplicate detection, replay prevention, or other
streamoriented services

Processi ng of Messages

Message Processing Overview

Thi s subsection provides a high-level overview of the conponents and
processing steps involved in electronic mail privacy enhancenent
processi ng. Subsequent subsections will define the procedures in
nore detail.

4.1.1 Types of Keys

A two-Il evel keying hierarchy is used to support PEM transm ssion

Li nn

1

Data Encrypting Keys (DEKs) are used for encryption of
nessage text and (with certain choices anong a set of
alternative algorithns) for conputation of nessage integrity
check (M C) quantities. In the asymetric key managemnent
environnent, DEKs are al so used to encrypt the signed
representations of MCs in PEM nessages to which
confidentiality has been applied. DEKs are generated
individually for each transnitted nmessage; no
predistribution of DEKs is needed to support PEM
transm ssi on.

I nterchange Keys (I Ks) are used to encrypt DEKs for

transm ssion within nessages. Odinarily, the same K will
be used for all messages sent froma given originator to a
given recipient over a period of tine. Each transnitted
nmessage includes a representation of the DEK(s) used for
nmessage encryption and/or M C computation, encrypted under
an individual K per named recipient. The representation is
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associated with Originator-ID and Recipient-1D fields
(defined in different forms so as to distinguish symmetric
fromasymretric cases), which allow each individua
recipient to identify the 1K used to encrypt DEKs and/or

M Cs for that recipient’s use. Gven an appropriate 1K a
reci pient can decrypt the corresponding transmtted DEK
representation, yielding the DEK required for nessage text
decryption and/or M C validation. The definition of an IK
di ffers dependi ng on whether synmetric or asymmetric
cryptography is used for DEK encryption:

2a. Wen symetric cryptography is used for DEK
encryption, an IKis a single symmetric key shared
between an originator and a recipient. In this
case, the same IKis used to encrypt MCs as well
as DEKs for transm ssion. Version/expiration
information and I A identification associated with
the originator and with the recipient nust be
concatenated in order to fully qualify a symetric
I K.

2b. VWhen asynmmetric cryptography is used, the IK
conponent used for DEK encryption is the public
conponent [8] of the recipient. The |IK conponent
used for MC encryption is the private conmponent of
the originator, and therefore only one encrypted
M C representati on need be included per nmessage,
rather than one per recipient. Each of these IK
conponents can be fully qualified in a Recipient-I1D
or Originator-ID field, respectively.
Al ternatively, an originator’s | K conponent nay be
determined froma certificate carried in an
"Originator-Certificate:" field.

4.1.2 Processing Procedures

When PEM processing is to be performed on an outgoi ng nessage, a DEK
is generated [1] for use in nessage encryption and (if a chosen MC
algorithmrequires a key) a variant of the DEK is formed for use in
M C comput ation. DEK generation can be omtted for the case of a
message where confidentiality is not to be applied, unless a chosen
M C conputation algorithmrequires a DEK. Qher paranmeters (e.g.
Initialization Vectors (1Vs)) as required by selected encryption

al gorithnms are al so generat ed.

One or nore Originator-1D and/or "Originator-Certificate:" fields are
included in a PEM nessage’s encapsul ated header to provide recipients
with an identification conponent for the IK(s) used for nmessage
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processing. All of a nmessage’s Originator-ID and/or "Origi nator-
Certificate:" fields are assunmed to correspond to the same princi pal
the facility for inclusion of multiple such fields acconodates the
prospect that different keys, algorithms, and/or certification paths
may be required for processing by different recipients. Wen a
nessage includes recipients for which asymetric key nmanagenent is
enpl oyed as well as recipients for which symetric key nmanagenent is
enpl oyed, a separate Originator-ID or "Originator-Certificate:" field
precedes each set of recipients.

In the symretric case, per-recipient |IK conponents are applied for
each individually naned recipient in preparation of ENCRYPTED, M C
ONLY, and M C- CLEAR nessages. A correspondi ng "Recipient-I1D
Symmetric:" field, interpreted in the context of the nost recent
preceding "Originator-1D Symmetric:" field, serves to identify each
IK. In the asymmetric case, per-recipient |IK conponents are applied
only for ENCRYPTED nessages, are independent of originator-oriented
header el enents, and are identified by "Recipient-I1D Asymmetric:"
fields. Each Recipient-ID field is followed by a "Key-Info:" field,
which transfers the nessage’s DEK encrypted under the | K appropriate
for the specified recipient.

VWhen symetric key managenent is used for a given recipient, the
"Key-Info:" field follow ng the correspondi ng "Recipient-1D
Symmetric:" field also transfers the nmessage’s conputed M C,
encrypted under the recipient’s | K Wen asynmetric key managenent is
used, a "M CInfo:" field associated with an "Oiginator-1D
Asynmmetric:" or "Originator-Certificate:" field carries the nessage’s
M C, asymmetrically signed using the private conponent of the
originator. |If the PEM nessage is of type ENCRYPTED (as defined in
Section 4.6.1.1.1 of this RFC), the asymmetrically signed MCis
symmetrically encrypted using the same DEK, algorithm encryption
node and ot her cryptographic paranmeters as used to encrypt the
nmessage text, prior to inclusion in the "MCInfo:" field.

4.1.2.1 Processing Steps

A four-phase transformation procedure is enployed in order to
represent encrypted nessage text in a universally transnissible form
and to enabl e nessages encrypted on one type of host conmputer to be
decrypted on a different type of host conputer. A plaintext nessage
is accepted in local form using the host’s native character set and
line representation. The local formis converted to a canonica
nessage text representation, defined as equivalent to the inter-SMIP
representati on of nessage text. This canonical representation forns
the input to the MC conmputation step (applicable to ENCRYPTED, M C
ONLY, and M C- CLEAR nessages) and the encryption process (applicable
t o ENCRYPTED nessages only).
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For ENCRYPTED PEM nessages, the canonical representation is padded as
required by the encryption algorithm and this padded canonica
representation is encrypted. The encrypted text (for an ENCRYPTED
nmessage) or the unpadded canonical form (for a M C ONLY nessage) is
then encoded into a printable form The printable formis conposed
of a restricted character set which is chosen to be universally
representabl e across sites, and which will not be disrupted by
processing within and between MIS entities. M C CLEAR PEM nessages
onmit the printable encoding step.

The output of the previous processing steps is conbined with a set of
header fields carrying cryptographic control information. The
resulting PEM nessage is passed to the electronic mail systemto be
included within the text portion of a transmitted nessage. There is
no requirenent that a PEM nessage conprise the entirety of an MIS
nmessage’s text portion; this allows PEM protected i nformation to be
acconpani ed by (unprotected) annotations. It is also permssible for
nmul ti pl e PEM nessages (and associ ated unprotected text, outside the
PEM nmessage boundaries) to be represented within the encapsul at ed
text of a higher-1level PEM nessage. PEM nessage signatures are

f orwar dabl e when asymetric key managenent is enpl oyed; an authorized
reci pient of a PEM message with confidentiality applied can reduce
that nessage to a signed but unencrypted formfor forwardi ng purposes
or can re-encrypt that nessage for subsequent transm ssion

When a PEM nessage is received, the cryptographic control fields
within its encapsul ated header provide the information required for
each authorized recipient to performMC validation and decryption of
the received nessage text. For ENCRYPTED and M C-ONLY nessages, the
printable encoding is converted to a bitstring. Encrypted portions
of the transmtted nessage are decrypted. The MC is validated.

Then, the recipient PEM process converts the canonical representation
to its appropriate local form

4,1.2.2 Error Cases

A variety of error cases may occur and be detected in the course of
processing a recei ved PEM nessage. The specific actions to be taken
in response to such conditions are local matters, varying as
functions of user preferences and the type of user interface provided
by a particular PEMinpl ementation, but certain genera
recomendati ons are appropriate. Syntactically invalid PEM nmessages
shoul d be flagged as such, preferably with collection of diagnostic
i nformati on to support debuggi ng of inconpatibilities or other
failures. RFC 1422 defines specific error processing requirenents
relevant to the certificate-based key managenent nechani sns defi ned
t herei n.
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Syntactically valid PEM nessages which yield MC failures raise
speci al concern, as they may result fromattenpted attacks or forged
nmessages. As such, it is unsuitable to display their contents to
reci pient users without first indicating the fact that the contents’
authenticity and integrity cannot be guaranteed and then receiving
positive user confirmation of such a warning. M C CLEAR nessages
(discussed in Section 4.6.1.1.3 of this RFC) rai se special concerns,
as MC failures on such nessages may occur for a broader range of
beni gn causes than are applicable to other PEM nessage types.

4.2 Encryption Al gorithnms, Mdes, and Paraneters

For use in conjunction with this RFC, RFC 1423 defines the
appropriate al gorithns, nodes, and associated identifiers to be used
for encryption of nmessage text with DEKs.

The nmechani sns defined in this RFC incorporate facilities for
transm ssi on of cryptographic paraneters (e.g., pseudorandom
Initializing Vectors (1Vs)) with PEM nessages to which the
confidentiality service is applied, when required by symetric
nessage encryption algorithms and nodes specified in RFC 1423.

Certain operations require encryption of DEKs, MCs, and digita
signatures under an |IK for purposes of transm ssion. A header
facility indicates the nmode in which the IKis used for encryption.
RFC 1423 specifies encryption algorithmand node identifiers and

m ni mum essential support requirenments for key encryption processing.

RFC 1422 specifies asymmetric, certificate-based key managenent
procedures based on CCl TT Recommendati on X 509 to support the nessage
processi ng procedures defined in this docunent. Support for the key
managenment approach defined in RFC 1422 is strongly recommended. The
nessage processing procedures can al so be used with symretric key
management, given prior distribution of suitable symetric |Ks, but
no current RFCs specify key distribution procedures for such |Ks.

4.3 Privacy Enhancenment Message Transformations
4.3.1 Constraints

An el ectronic mail encryption mechani sm nust be conpatible with the
transparency constraints of its underlying electronic mai

facilities. These constraints are generally established based on
expected user requirenments and on the characteristics of anticipated
endpoi nt and transport facilities. An encryption mechani smnust al so
be conpatible with the |ocal conventions of the computer systens
which it interconnects. Qur approach uses a canonicalization step to
abstract out |ocal conventions and a subsequent encoding step to
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conformto the characteristics of the underlying nail transport
medi um (SMIP).  The encodi ng conforms to SMIP constraints. Section
4.5 of RFC 821 [2] details SMIP's transparency constraints.

To prepare a nmessage for SMIP transm ssion, the follow ng
requi renents nust be net:

1. Al characters nust be nmenbers of the 7-bit ASCI| character
set .

2. Text lines, delimted by the character pair <CR><LF>, nust
be no nore than 1000 characters | ong.

3. Since the string <CR><LF>. <CR><LF> indicates the end of a
nmessage, it must not occur in text prior to the end of a
nmessage.

Al t hough SMIP specifies a standard representation for line delinmters
(ASCI| <CR><LF>), nunerous systems in the Internet use a different
native representation to delimt lines. For exanple, the <CR><LF>

sequences delimting lines in mail inbound to UNI X systens are
transforned to single <LF>s as mail is witten into | ocal mail box
files. Lines in mail incomng to record-oriented systens (such as

VAX VMB) may be converted to appropriate records by the destination
SMIP server [3]. As aresult, if the encryption process generated
<CR>s or <LF>s, those characters m ght not be accessible to a
reci pi ent UA program at a destination which uses different line

delimting conventions. It is also possible that conversion between
tabs and spaces may be perforned in the course of nmapping between
inter-SMIP and local format; this is a nmatter of local option. |If

such transformati ons changed the formof transmtted ci phertext,
decryption would fail to regenerate the transmitted plaintext, and a
transmtted MC would fail to conpare with that conputed at the
destination.

The conversion performed by an SMIP server at a systemwi th EBCDI C as
a native character set has even nobre severe inpact, since the
conversion fromEBCDIC into ASCII is an information-I|osing
transformation. In principle, the transformati on function mappi ng
bet ween i nter-SMIP canoni cal ASCI| nessage representation and | oca
format could be noved fromthe SMIP server up to the UA, given a
neans to direct that the SMIP server should no | onger performthat
transformation. This approach has a najor di sadvantage: interna
file (e.g., mailbox) formats woul d be inconpatible with the native
forns used on the systenms where they reside. Further, it would
require nodification to SMIP servers, as mail would be passed to SMIP
in adifferent representation than it is passed at present.
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4.3.2 Approach

Qur approach to supporting PEM across an environnent in which

i nternedi ate conversions may occur defines an encoding for mail which
is uniformy representable across the set of PEM UAs regardl ess of
their systens’ native character sets. This encoded formis used (for
speci fi ed PEM nessage types) to represent mail text in transit from
originator to recipient, but the encoding is not applied to enclosing
MIS headers or to encapsul ated headers inserted to carry contro

i nformati on between PEM UAs. The encoding’s characteristics are such
that the transformations antici pated between origi nator and reci pi ent
UAs will not prevent an encoded nessage from bei ng decoded properly
at its destination.

Four transformation steps, described in the follow ng four
subsections, apply to outbound PEM nessage processing:

4.3.2.1 Step 1. Local Form

This step is applicable to PEM nessage types ENCRYPTED, M C-ONLY, and
M C-CLEAR. The nessage text is created in the systenis native
character set, with lines delinmted in accordance with | oca
conventi on.

4.3.2.2 Step 2: Canonical Form

This step is applicable to PEM nessage types ENCRYPTED, M C-ONLY, and
M C-CLEAR. The nessage text is converted to a universal canonica
form simlar to the inter-SMIP representation [4] as defined in RFC
821 [2] and RFC 822 [5]. The procedures perforned in order to
acconplish this conversion are dependent on the characteristics of
the local formand so are not specified in this RFC

PEM canoni cal i zati on assures that the nmessage text is represented
with the ASCII character set and "<CR><LF>" line delimters, but does
not performthe dot-stuffing transformati on discussed in RFC 821
Section 4.5.2. Since a nessage is converted to a standard character
set and representation before encryption, a transferred PEM nessage
can be decrypted and its MC can be validated at any type of
destinati on host computer. Decryption and MC validation is
performed before any conversi ons which nmay be necessary to transform
the nessage into a destination-specific local form

4.3.2.3 Step 3: Authentication and Encryption
Aut henti cation processing is applicable to PEM nmessage types

ENCRYPTED, M C-ONLY, and M C CLEAR  The canonical formis input to
the selected MC conputation algorithmin order to conpute an
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integrity check quantity for the nessage. No padding is added to the
canoni cal form before subnission to the MC conputation algorithm

al t hough certain MC algorithms will apply their own padding in the
course of conputing a MC

Encryption processing is applicable only to PEM nessage type
ENCRYPTED. RFC 1423 defines the paddi ng techni que used to support
encryption of the canonically-encoded nessage text.

4.3.2.4 Step 4: Printable Encoding

This printable encoding step is applicable to PEM nessage types
ENCRYPTED and M C-ONLY. The sane processing is also enployed in
representation of certain specifically identified PEM encapsul at ed
header field quantities as cited in Section 4.6. Proceeding from
left to right, the bit string resulting fromstep 3 is encoded into
characters which are universally representable at all sites, though
not necessarily with the sane bit patterns (e.g., although the
character "E" is represented in an ASCl|-based system as hexadeci nal
45 and as hexadecinmal C5 in an EBCDI C based system the |oca
significance of the two representations is equivalent).

A 64-character subset of International Al phabet 1A5 is used, enabling
6 bits to be represented per printable character. (The proposed
subset of characters is represented identically in IA5 and ASCI|.)
The character "=" signifies a special processing function used for
paddi ng within the printable encodi ng procedure.

To represent the encapsul ated text of a PEM nmessage, the encoding
function’s output is delimted into text lines (using |oca
conventions), with each line except the last containing exactly 64
printable characters and the final line containing 64 or fewer
printable characters. (This line length is easily printable and is
guaranteed to satisfy SMIP's 1000-character transmitted line |length
[imt.) This folding requirenent does not apply when the encoding
procedure is used to represent PEM header field quantities; Section
4.6 discusses fol ding of PEM encapsul ated header fi el ds.

The encodi ng process represents 24-bit groups of input bits as output
strings of 4 encoded characters. Proceeding fromleft to right across
a 24-bit input group extracted fromthe output of step 3, each 6-bit
group is used as an index into an array of 64 printable characters.
The character referenced by the index is placed in the output string.
These characters, identified in Table 1, are selected so as to be

uni versally representable, and the set excludes characters with
particul ar significance to SMIP (e.g., ".", "<CR>", "<LF>").
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Speci al processing is perforned if fewer than 24 bits are avail abl e
in an input group at the end of a nmessage. A full encoding quantum
is always conpleted at the end of a nessage. When fewer than 24
input bits are available in an input group, zero bits are added (on
the right) to forman integral number of 6-bit groups. CQutput
character positions which are not required to represent actual input
data are set to the character "=". Since all canonically encoded
output is an integral nunmber of octets, only the foll owi ng cases can
arise: (1) the final quantum of encoding input is an integra

multiple of 24 bits; here, the final unit of encoded output wll be
an integral nmultiple of 4 characters with no "=" padding, (2) the
final quantum of encoding input is exactly 8 bits; here, the fina
unit of encoded output will be two characters followed by two "="
paddi ng characters, or (3) the final quantum of encoding input is
exactly 16 bits; here, the final unit of encoded output will be three

characters foll owed by one paddi ng character.

Val ue Encodi ng Value Encoding Value Encoding Val ue Encodi ng
0 A 17 R 34 i 51 z
1B 18 S 35 j 52 0
2 C 19T 36 k 53 1
3D 20 U 37 | 54 2
4 E 21 V 38 m 55 3
5F 22 W 39 n 56 4
6 G 23 X 40 o 57 5
7 H 24 Y 41 p 58 6
8 I 25 7 42 ¢ 59 7
9 26 a 43 r 60 8

10 K 27 b 44 s 61 9
11 L 28 ¢ 45 t 62 +
12 M 29 d 46 u 63 /
13 N 30 e 47 v
14 O 31 f 48 w (pad) =
15 P 32 g 49 x
16 Q 33 h 50 y

Printabl e Encodi ng Characters
Table 1
4.3.2.5 Summary of Transformations
In summary, the outbound nessage is subjected to the follow ng
conposition of transformations (or, for some PEM nessage types, a

subset thereof):

Transmt_Form = Encode( Encrypt (Canoni cal i ze(Local _Form))
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The inverse transformations are performed, in reverse order, to
process inbound PEM nessages:

Local _Form = DeCanoni cal i ze( Deci pher (Decode(Transmt_Form))

Note that the local formand the functions to transform nmessages to
and from canonical formnmy vary between the originator and recipient
systens without |oss of information

4.4 Encapsul ati on Mechani sm

The encapsul ation techni ques defined in RFC-934 [6] are adopted for
encapsul ati on of PEM nessages within separate enclosing MIS nessages
carrying associ ated MIS headers. This approach offers a nunber of
advantages relative to a flat approach in which certain fields within
a single header are encrypted and/or carry cryptographic contro
information. As far as the MIS is concerned, the entirety of a PEM
nessage will reside in an MIS nessage’s text portion, not the MIS
nessage’ s header portion. Encapsul ation provides generality and
segregates fields with user-to-user significance fromthose
transformed in transit. Al fields inserted in the course of
encryption/authentication processing are placed in the encapsul at ed
header. This facilitates conpatibility with mail handling prograns
whi ch accept only text, not header fields, frominput files or from
ot her prograns.

The encapsul ati on techni ques defined in RFC-934 are consistent with
existing Internet mail forwarding and bursting mechani sms. These
techni ques are designed so that they nmay be used in a nested manner
The encapsul ation techni ques may be used to encapsul ate one or nore
PEM nmessages for forwarding to a third party, possibly in conjunction
with interspersed (non-PEM text which serves to annotate the PEM
nmessages.

Two encapsul ation boundaries (EB s) are defined for delinmting
encapsul at ed PEM nessages and for distinguishing encapsul ated PEM
nessages frominterspersed (non-PEM text. The pre-EB is the string
Moa-- BEA N PRI VACY- ENHANCED MESSAGE- - - - - ", indicating that an
encapsul ated PEM nessage follows. The post-EB is either (1) another
pre-EB indicating that another encapsul ated PEM nessage foll ows, or
(2) the string "----- END PRI VACY- ENHANCED MESSAGE- - - - - " indicating
that any text that immediately follows is non-PEMtext. A specia
poi nt nust be noted for the case of M C CLEAR nessages, the text
portions of which may contain |lines which begin with the "-"
character and which are therefore subject to special processing per
RFC- 934 forwardi ng procedures. Wen the string "- " mnust be
prepended to such a line in the course of a forwardi ng operation in
order to distinguish that |Iine froman encapsul ati on boundary, MC
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conputation is to be perforned prior to prepending the "- " string.
Figure 1 depicts the encapsul ation of a single PEM nessage.
This RFC places no a priori limts on the depth to which such

encapsul ati on may be nested nor on the nunber of PEM nmessages which
may be grouped in this fashion at a single nesting level for
forwarding. A inplenentation conpliant with this RFC rmust not
preclude a user fromsubmtting or receiving PEM nessages which
exploit this encapsul ation capability. However, no specific

requi rements are |evied upon inplenentations with regard to how this
capability is made available to the user. Thus, for exanmple, a
conpliant PEM i nplenmentation is not required to automatically detect
and process encapsul ated PEM nessages.

In using this encapsulation facility, it is inportant to note that it
is inappropriate to forward directly to a third party a nessage that

i s ENCRYPTED because reci pients of such a nessage woul d not have
access to the DEK required to decrypt the nessage. |Instead, the user
forwardi ng the nmessage must transformthe ENCRYPTED nessage into a

M C-ONLY or MCCLEAR formprior to forwarding. Thus, in order to
conply with this RFC, a PEM i npl enentati on nust provide a facility to
enable a user to performthis transformation, while preserving the

M C associated with the original nessage.

If a user wishes PEM provided confidentiality protection for
transmtted i nformation, such information nmust occur in the
encapsul ated text of an ENCRYPTED PEM nessage, not in the enclosing
MIS header or PEM encapsul ated header. If a user wi shes to avoid
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Encapsul at ed Message

Pre- Encapsul ati on Boundary (Pre-EB)
----- BEG N PRI VACY- ENHANCED MESSAGE- - - - -

Encapsul at ed Header Portion
(Contains encryption control fields inserted in plaintext.
Exanpl es i nclude "DEK-Info:" and "Key-Info:".
Note that, although these control fields have line-oriented
representations simlar to RFC 822 header fields, the set
of fields valid in this context is disjoint fromthose used
in RFC 822 processing.)

Bl ank Line
(Separ at es Encapsul at ed Header from subsequent
Encapsul ated Text Portion)

Encapsul ated Text Portion
(Cont ai ns nmessage data encoded as specified in Section 4.3.)

Post - Encapsul ati on Boundary ( Post - EB)
----- END PRI VACY- ENHANCED MESSAGE- - - - -

Encapsul at ed Message For mat
Figure 1

di scl osi ng the actual subject of a nessage to unintended parties, it
is suggested that the enclosing MIS header contain a "Subject:" field
i ndicating that "Encrypted Mail Fol |l ows".

If an integrity-protected representation of information which occurs
wi thin an encl osi ng header (not necessarily in the sane format as
that in which it occurs within that header) is desired, that data can
be included within the encapsul ated text portion in addition to its
inclusion in the enclosing MI'S header. For exanple, an originator

wi shing to provide recipients with a protected indication of a
nmessage’s position in a series of nessages could include within the
encapsul ated text a copy of a timestanp or nessage counter val ue
possessi ng end-to-end significance and extracted from an encl osi ng
MIS header field. (Note: nmilbox specifiers as entered by end users
i ncorporate | ocal conventions and are subject to nodification at

i nternediaries, so inclusion of such specifiers within encapsul ated
text should not be regarded as a suitable alternative to the

aut hentication semantics defined in RFC 1422 and based on X 500

Di stingui shed Names.) The set of header information (if any) included
within the encapsul ated text of messages is a local matter, and this
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RFC does not specify formatting conventions to distinguish replicated
header fields from other encapsul ated text.

4.5 Ml for Mailing Lists

When mail is addressed to mailing lists, two different nethods of
processi ng can be applicable: the IK-per-list nmethod and the |K-per-
reci pient nethod. Hybrid approaches are also possible, as in the
case of I K-per-list protection of a nessage on its path from an
originator to a PEM equi pped mailing list exploder, followed by IK-
per-recipient protection fromthe exploder to individual |ist
recipients.

If a nessage’s originator is equipped to expand a destination mailing
list into its individual constituents and elects to do so (IK-per-
reci pient), the nmessage’s DEK (and, in the symretric key nanagenent
case, MC) wll be encrypted under each per-recipient K and all such
encrypted representations will be incorporated into the transmtted
nessage. Note that per-recipient encryption is required only for the
relatively small DEK and M C quantities carried in the "Key-Info:"
field, not for the nessage text which is, in general, much |arger

Al t hough nmore I Ks are involved in processing under the |IK-per-

reci pient nethod, the pairwi se I Ks can be individually revoked and
possessi on of one | K does not enable a successful masquerade of

anot her user on the |ist.

If a message’s originator addresses a nmessage to a |ist nane or
alias, use of an I K associated with that nane or alias as a entity
(IK-per-list), rather than resolution of the name or alias to its
constituent destinations, is inplied. Such an IK nust, therefore, be
available to all list nenmbers. Unfortunately, it inplies an

undesi rabl e I evel of exposure for the shared 1K, and makes its
revocation difficult. Moreover, use of the IK-per-list nethod all ows
any holder of the list’s K to masquerade as another originator to
the list for authentication purposes.

Pure | K-per-list key nanagenent in the asynmetric case (with a common
private key shared anmong multiple |ist nenbers) is particularly

di sadvant ageous in the asymetric environment, as it fails to
preserve the forwardabl e authentication and non-repudi ation
characteristics which are provided for other nmessages in this
environnent. Use of a hybrid approach with a PEM capabl e expl oder is
therefore particularly recomrended for protection of nmailing Iist
traffic when asymetric key managenent is used; such an expl oder
woul d reduce (per discussion in Section 4.4 of this RFC) incom ng
ENCRYPTED nessages to M C-ONLY or M C-CLEAR form before forwarding
them (perhaps re-encrypted under individual, per-recipient keys) to
i st menbers.
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4.6 Summary of Encapsul at ed Header Fi el ds

This section defines the syntax and semantics of the encapsul ated
header fields to be added to nessages in the course of privacy
enhancenent processing.

The fields are presented in three groups. Normally, the groups wll
appear in encapsul ated headers in the order in which they are shown,
though not all fields in each group will appear in all nmessages. The
followi ng figures show the appearance of snall exanple encapsul at ed
messages. Figure 2 assumes the use of symetric cryptography for key
managenent. Figure 3 illustrates an exanpl e encapsul at ed ENCRYPTED
nessage in which asymetric key managenent is used.

----- BEG N PRI VACY- ENHANCED MESSAGE- - - - -

Proc- Type: 4, ENCRYPTED

Cont ent - Domai n: RFC822

DEK- | nf o: DES- CBC, F8143EDE5960C597

Oiginator-1DSymetric: |linn@endi a. enet. dec. com,

Reci pi ent-1D-Symmetric: |inn@endia.enet.dec.comptf-knc, 3

Key- | nf o: DES- ECB, RSA- MD2, 9FD3AAD2F2691B9A,
B70665BB9BF7CBCDA60195DB94F727D3

Reci pient-1 D Symretric: pemdev@is.comptf-knc, 4

Key- | nf o: DES- ECB, RSA- MD2, 161A3F75DC82EF26,
E2EF532C65CBCFF79F83A2658132DB47

LLr HBOeJzyhP+/ f SSt dWBokeEnv47j xe7SJ/ i N72ohNcUk2j HEUSoH1nvNSI W.9M
8t Ej mF/ zxB+bATM Pj CUWz8Lr 9w oXI kj HU BLpvXROUr Uz YbkNpkOagV2l zUpk
J6U RRGcDSvzr soK+oNvqu6z7Xs5Xf z5r DgUcM K1Z6720dcBWEGs DLp TpSCnpot

dXd/ H5LVDWhonNv POWQUHE ==

----- END PRI VACY- ENHANCED MESSACE- - - - -

Exanmpl e Encapsul ated Message (Symmetric Case)
Figure 2

Figure 4 illustrates an exanpl e encapsul ated M C- ONLY nessage in

whi ch asymretric key nanagenent is used; since no per-recipient keys
are involved in preparation of asymretric-case M C ONLY nessages,

this exanpl e shoul d be processable for test purposes by arbitrary PEM
i npl enent ati ons.

Ful I y-qualified domain names (FQDNs) for hosts, appearing in the

mai | box nanmes found in entity identifier subfields of "Originator-
ID-Symetric:" and "Recipient-1D Symretric:" fields, are processed in
a case-insensitive fashion. Unless specified to the contrary, other
field argunments (including the user nane conponents of nail box nanes)
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are to be processed in a case-sensitive fashion

In nbst cases, nunmeric quantities are represented in header fields as
conti guous strings of hexadecimal digits, where each digit is
represented by a character fromthe ranges "0"-"9" or upper case
"A'"-"F'. Since public-key certificates and quantities encrypted
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----- BEG N PRI VACY- ENHANCED MESSAGE- - - - -

Proc- Type: 4, ENCRYPTED

Cont ent - Domai n: RFC822

DEK- | nf o: DES- CBC, BFF968AA74691AC1

Oiginator-Certificate:
M | Bl TCCASc CAWMDQYJKoZI hvc NAQECBQAWUTEL MAk GA1UEBhMCVWIMKI DAeBgNV
BAOTFLITQSBEYXRhI FN Y3VyaXR5L CBJbnmivuMBWDQYDVQQLEWZCZXRhI DExDz AN
BgNVBAs TBk 5 PVEFSWI Ae FwO 5 MT A5 MDQx ODIVA MT da Fw0 5 Mz A5 VDIVk CDVA MT Za MEUx
Cz AJBgNVBAYTAI VTMSAWHgG YDVQKEX d SUOEgRGFOYSBTZWN1cm 0eSwgSWbj Lj EU
MBI GALUEAXM_VGVz dCBVc2Vy| DEWATAKBgRVCAEBAg! CAANLADBI AKEAWHZHI 7i +
yJcqgDt j JCowz TdBJr dAi LANSC+Cnnj QJELyuQ BgkGr gl h3j 8/ xOf M+Yr syF1u3F
LZPVt zI ndhYFJQ DAQABMAOGCSGSI b3DQEBAgUAALKACKr OPgphJdYwlj +YPt cl g
i W FPUN5j J79Khf g7ASFxskYKEM RNZV/ HZDZQEht VaU7Jxf zs2wf X5by Mp2X3U/
5XUXGx 7qus DgHQGs 7IJkOVWBCWLT uSWWg NAw==

Key- 1 nfo: RSA,
| 3r Rl GXUGMAF8j s5wCzRTkdhG34PTHIRZY9TuvmD3MENM7f x6qc5udi xps2Lng0+
wGe ti Unt ovt Kdi nz6ZQ aQ==

| ssuer-Certificate:
M | B3DCCAUg CAQowDQYJKoZI hvc NAQECBQAWT z EL MAk GA1UEBhMCVWIMK I DAeBgNV
BAOTFLITQSBEYXRhI FNI Y3VyaXR5L CBJ bmvuMBwWDQYDVQQL EWZCZXRhI DExDTAL
BgNVBAs TBFRM EwHh c NOTEWOT Ax MDgwivDAWMh ¢ NOT 1 wOT Ax MDc 1 OTUSW BRMB W
CQYDVQQGEW] VUz EgMBAGALUECh MXUl NBI ERhdGEgU2V] dXJpdHks| El uYy4xDz AN
BgNVBAs TBkJI dGEgMIEPMAO GAL UECX MGTk 9 UQVJI ZMHAWCY YEVQyBAQ CAr wDYgAw
XwWJYCsnp6l QCxYykNl ODwut F/ j MI3kL+3Pj YyHOnK+/ 9r Lg6X65B/ LD4bJH: CBXW
cgAz/ 7R7Xhj YCmOPcgbdzoACZt | | ETr Kr cJi DYoP+DkZ8k1gCk 7hQHpbl wi DAQAB
MAOGCSgGSI b3DQEBAgUAA3BAAI CPv4f 9Cx/ t Y4+p+4DB7M/+t KZnvBoy 8z goM30x
dD2j Mz/ 3HsyWKWJSFOeH AJB3qr 9zosGA7pyWnTf 3aSy 2nBO7 Cvk p UNRBc XUp E+x
EREZd9++320f GBI Xai al nOgVUn0Oz SYgugi QQ77nJLDUj 0hQehCi zEs5wJJ35a5h

M C- I nf o: RSA- MD5, RSA,
UdFJR8u/ Tl Ghf H65i eewe2l OMt 00a3vZCvVNGBZI r f/ 7nr gz\WDABz 8WONs XSexv
Aj RFbHoNPz BuxwnmOAFe AOHIszL4yBvhG

Reci pi ent -1 D- Asynmetri c:
MFEx Cz AJBgNVBAYTAI VTMSAWHG YDVQQKEXd SUOEgRGFOYSBTZWNLcm Oe Swg S|
Lj EPMAOGALUECX MEQMVO YSAX MBWDQYDVQQLEWZOT1RBU k=,
66

Key- I nfo: RSA,
O6BS1WWOCTYHPt S3bM.D+L0Ohej dvX6Qv1HK2ds2s QPEaXhX8EhvVphHYTj wekdW
7x023Jx2vTAhOYHMeqqQ A==

geW j / YJ2Uf 5ng9yznPbt DOnYl oSwW uVIFRYx+gzY+8i Xd/ NQr XHf i 6/ MhPf PF3d
j 1 qCIAxvI d2xgqQ mJzoSladr 7kQQbc/ | uadlLgKeq3ci FzEv/ MoZhA==
----- END PRI VACY- ENHANCED MESSAGE- - - - -

Exanpl e Encapsul at ed ENCRYPTED Message (Asymmetric Case)
Fi gure 3
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using asymetric algorithnms are large in size, use of a nore space-
ef ficient encoding technique is appropriate for such quantities, and
the encodi ng nechani smdefined in Section 4.3.2.4 of this RFC
representing 6 bits per printed character, is adopted for this

pur pose.

Encapsul at ed headers of PEM nessages are fol ded using whitespace per
RFC 822 header fol ding conventions; no PEM specific conventions are
defined for encapsul ated header folding. The exanple shown in Figure
4 shows (inits "MGCInfo:" field) an asymmetrically encrypted
quantity in its printably encoded representation, illustrating the
use of RFC 822 folding.

In contrast to the encapsul ated header representations defined in RFC
1113 and its precursors, the field identifiers adopted in this RFC do
not begin with the prefix "X-" (for exanple, the field previously
denoted "X-Key-Info:" is now denoted "Key-Info:") and such prefixes
are not to be emtted by inplenentations conformant to this RFC. To
sinmplify transition and interoperability with earlier

i mpl enentations, it is suggested that inplenentations based on this
RFC accept incom ng encapsul ated header fields carrying the "X-"
prefix and act on such fields as if the "X-" were not present.
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————— BEG N PRI VACY- ENHANCED MESSAGE- - - - -

Proc- Type: 4, M C O\NLY

Cont ent - Domai n: RFC822

Oiginator-Certificate:

M | Bl TCCASc CAWMDQYJKoZI hvc NAQECBQAWUTEL MAk GA1UEBhMCVWIKI DAeBgNV
BAOTF1ITQSBEYXRhI FNI Y3VyaXR5L CBJbmvu MBWDQYDVQQLEWZCZXRhI DExDz AN
BgNVBAs TBk 5 PVEFSWI Ae Fw0 5 MT A5 VDQx ODIVA MT d aFwO 5 Mz A5 IVDIvik ODIVA MT Za VEUx
Cz AJBgNVBAYTAI VTMSAWHg YDVQRKEX d SUOEgRGFOYSBTZWN1cm 0OeSwgSWej Lj EU
MBI GALUEAXM_VGVz dCBVc2Vy | DEWATAKBgRVCAEBAg! CAANLADBI AKEAWHZHI 7i +
yJcqDt j JCowz TdBJIr dAi LANSC+Cnnj QJELyuQ BgkG gl h3j 8/ xOf M+Yr syF1u3F
LZPVt zI ndhYFJQ DAQABMAOGCSqGSI b3DQEBAgUAALKACKr OPgphJdYwlj +YPt cl g
i W FPUN5j J79Khf g7ASFxsk YKEM RNZV/ HZDZQEht VaU7Jxf zs2wf X5by Mp2X3U/
5XUXGx 7qus DgHQGs 7k OWBCWLf uSWUgNAw==

| ssuer-Certificate:

M | B3DCCAUg CAQowDQYJKoZI hvc NAQECBQAWT z EL MAk GA1UEBhMCVVIMK I DAeBgNV
BAOTF1ITQSBEYXRhI FNI Y3VyaXR5LCBJbmvuMBwWDQYDVQQLEWZCZXRhI DEXDTAL
BgNVBAs TBFRMQ EwHh ¢ NOTEWOT Ax MDgwivDAWWh ¢ NOT | wOT Ax MDe 1 OTUSVW BRMQB W
CQYDVQQGEEW] VUz EgMBAGATUECh MXUl NBI ERhdGEgU2Vj dXJpdHks| El uYy4xDz AN
BgNVBAs TBkJI dGEgMIEPMAO GALUECX MGTk 9 UQVJ ZMHAWCY YEVQyBAQ CAr wDYgAwW
XwWJYCsnp6l QCxYykN ODwut F/ j MI3kL+3Pj YyHOnK+/ 9r Lg6X65B/ LD4bJH: CBEXW
cqAz/ 7TR7Xhj YCrDPcqbdzoACZt I | ETr Kr cJi DYoP+DkZ8k1gCk 7hQHpbl wi DAQAB
MAOGCSgGS| b3DQEBAgUAA3BAAI CPv4f 9Gx/ t Y4+p+4DB7 MW+t KZnvBoy 8z goM3aOx
dD2j Mz/ 3HsyWKWJSFOeH AJB3qr 9zosGA7pyWnTf 3aSy 2nBO7 Cvk p UNRBC XUp E+x
EREZd9++320f GBI Xai al nOgVUn0Oz SYgugi QQ77nJLDUj 0hQehC zEs5wJJ35a5h
M C I nfo: RSA- MD5, RSA,

j V2OfF HrnnXHUSbnL8k PAad/ n5Q TDZI bVuxvZAOVRZ5q5+Ej | 5bQvgNeqOUNQ r 6
Et ETK2QDeVMCy XsdJ| A8f A==

LSBBI GLI c3NhZ2UgZnBy| HVzZSBpbi BOZXNOaWsnLgOKLSBGh2xsb3dpbrtgaXvy
YSBi bGFuayBsaWsl OgOKDQoUad zI G zI HRoZSBI brmQuDQo=
----- END PRI VACY- ENHANCED MESSAGE- - - - -

Exanpl e Encapsul ated M C-ONLY Message (Asynmetric Case)
Figure 4
4.6.1 Per-Mssage Encapsul ated Header Fields
This group of encapsul ated header fields contains fields which occur
no nmore than once in a PEM nmessage, generally preceding all other
encapsul at ed header fiel ds.
4.6.1.1 Proc-Type Field
The "Proc-Type:" encapsul ated header field, required for all PEM
nmessages, identifies the type of processing performed on the

transmtted nmessage. Only one "Proc-Type:" field occurs in a
nessage; the "Proc-Type:" field nust be the first encapsul ated header
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field in the nessage.

The "Proc-Type:" field has two subfields, separated by a conma. The
first subfield is a deci mal number which is used to distinguish anong

i nconpati bl e encapsul ated header field interpretati ons which may
arise as changes are nmde to this standard. Messages processed
according to this RFCwill carry the subfield value "4" to

di stingui sh them from nessages processed in accordance with prior
RFCs. The second subfield assunes one of a set of string val ues,
defined in the foll owi ng subsections.

4.6.1.1.1 ENCRYPTED

The "ENCRYPTED' specifier signifies that confidentiality,

aut hentication, integrity, and (given use of asymretric key
management) non-repudiation of origin security services have been
applied to a PEM nessage’ s encapsul ated text. ENCRYPTED nmessages
require a "DEK-Info:" field and individual Recipient-1D and "Key-
Info:" fields for all message recipients.

4.6.1.1.2 MCGO\WLY

PEM

The "M C-ONLY" specifier signifies that all of the security services
speci fied for ENCRYPTED nessages, with the exception of
confidentiality, have been applied to a PEM nessage’s encapsul at ed
text. M C ONLY nessages are encoded (per Section 4.3.2.4 of this RFQ)
to protect their encapsul ated text agai nst nodifications at nessage
transfer or relay points.

Specification of M C ONLY, when applied in conjunction with certain
conbi nati ons of key nanagenent and M C al gorithm options, pernmts
certain fields which are superfluous in the absence of encryption to
be omtted fromthe encapsul ated header. |In particular, when a

keyl ess M C conputation is enployed for recipients for whom
asymmetric cryptography is used, "Recipient-I1D Asymmetric:" and
"Key-Info:" fields can be omitted. The "DEK-Info:" field can be
omtted for all "M C ONLY" nessages.

4.6.1.1.3 MG CLEAR

The "M C- CLEAR' specifier represents a PEM nessage with the same
security service selection as for a M C O\LY nessage. The set of
encapsul at ed header fields required in a M C CLEAR nessage is the
same as that required for a M C ONLY nessage.

M C- CLEAR nessage processing omits the encoding step defined in
Section 4.3.2.4 of this RFC to protect a nessage’s encapsul ated text
agai nst nodifications within the MIS. As a result, a MC CLEAR
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nessage’s text can be read by recipients | acking access to PEM
software, even though such recipients cannot validate the nessage’s
si gnature. The canoni cal encoding discussed in Section 4.3.2.2 is
performed, so interoperation anong sites with different native
character sets and line representations is not precluded so | ong as
those native formats are unanbi guously translatable to and fromthe
canonical form (Such interoperability is feasible only for those
characters which are included in the canonical representation set.)

QOrmi ssion of the printable encoding step inplies that M C CLEAR
message MCs will be validatable only in environments where the MIS
does not nodify nessages in transit, or where the nodifications
perfornmed can be deternmined and i nverted before MC validation
processing. Failed MC validation on a M C CLEAR nessage does not,
therefore, necessarily signify a security-relevant event; as a
result, it is reconmended that PEMinplenentations reflect to their
users (in a suitable | ocal fashion) the type of PEM nessage being
processed when reporting a MC validation failure.

A case of particular relevance arises for inbound SMIP processing on
systenms which delimt text lines with |ocal native representations

ot her than the SMIP-conventional <CR><LF>. Wen mail is delivered to
a UA on such a system and presented for PEM processing, the <CR><LF>
has al ready been translated to local form In order to validate a

M C- CLEAR nessage’s MC in this situation, the PEM nodul e nust
recanoni cali ze the i ncom ng nessage in order to deternmine the inter-
SMIP representati on of the canonically encoded nessage (as defined in
Section 4.3.2.2 of this RFC), and must conpute the reference MC
based on that representation

4.6.1.1.4 CRL

The "CRL" specifier indicates a special PEM nessage type, used to
transfer one or nore Certificate Revocation Lists. The format of PEM
CRLs is defined in RFC 1422. No user data or encapsul ated text
acconpani es an encapsul ated header specifying the CRL nessage type; a
correctly-formed CRL nessage’s PEM header is inmmediately foll owed by
its term nating nmessage boundary line, with no blank |ine

i nt ervening.

Only three types of fields are valid in the encapsul ated header
conprising a CRL nessage. The "CRL:" field carries a printable
representation of a CRL, encoded using the procedures defined in
Section 4.3.2.4 of this RFC. "CRL:" fields may (as an option) be
followed by no nore than one "Originator-Certificate:" field and any
nunber of "lssuer-Certificate:" fields. The "Originator-Certificate:"
and "lssuer-Certificate:" fields refer to the nost recently previous
"CRL:" field, and provide certificates useful in validating the
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signature included in the CRL. "Oiginator-Certificate:" and
"Issuer-Certificate:" fields' contents are the sane for CRL nessages
as they are for other PEM nessage types.

4.6.1.2 Content-Domain Field

The " Content-Donmi n:" encapsul ated header field describes the type of
content which is represented within a PEM nessage’s encapsul at ed
text. It carries one string argunment, whose value is defined as
"RFC822" to indicate processing of RFC-822 nmail as defined in this
specification. It is anticipated that additional "Content-Donain:"
val ues will be defined subsequently, in additional or successor
docunents to this specification. Only one "Content-Donmain:" field
occurs in a PEM message; this field is the PEM nessage’s second
encapsul ated header field, imediately follow ng the "Proc-Type:"
field.

4.6.1.3 DEK-Info Field

The "DEK-Info:" encapsul ated header field identifies the nessage text
encryption algorithmand node, and al so carries any cryptographic
paranmeters (e.g., 1Vs) used for message encryption. No nore than one
"DEK-Info:" field occurs in a nessage; the field is required for al
nessages specified as "ENCRYPTED' in the "Proc-Type:" field.

The "DEK-Info:" field carries either one argunent or two argunents
separated by a conma. The first argunment identifies the algorithm
and node used for message text encryption. The second argunent, if
present, carries any cryptographic paraneters required by the
algorithmand node identified in the first argunment. Appropriate
nessage encryption algorithns, nodes and identifiers and
correspondi ng cryptographic paraneters and fornmats are defined in RFC
1423.

4.6.2 Encapsul ated Header Fields Normally Per-Mssage

This group of encapsul ated header fields contains fields which
ordinarily occur no nmore than once per nessage. Depending on the key
management option(s) enpl oyed, sone of these fields nay be absent
from sone nessages.

4.6.2.1 Oiginator-1D Fields

Oiginator-1D encapsul ated header fields identify a nmessage’s
originator and provide the originator’s IK identification conmponent.
Two varieties of Originator-1D fields are defined, the "Originator-
| D-Asymmetric:" and "Originator-1D-Synmetric:" field. An
"Originator-1D-Symretric:" header field is required for all PEM
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nessages enpl oying synmetric key managenent. The anal ogous
"Originator-1D Asymretric:" field, for the asymetric key managenent
case, is used only when no corresponding "Originator-Certificate:"
field is included.

Most comonly, only one Originator-1D or "Originator-Certificate:"
field will occur within a nessage. For the symretric case, the IK

i dentification conmponent carried in an "Oiginator-ID Synmetric:"
field applies to processing of all subsequent "Recipient-ID
Symmetric:" fields until another "Originator-1D Symmetric:" field
occurs. It isillegal for a "Recipient-ID Symetric:" field to occur
before a corresponding "Originator-1D Symmetric:" field has been
provided. For the asymmetric case, processing of "Recipient-I1D
Asymmetric:" fields is logically independent of preceding
"Originator-1D Asymretric:" and "Originator-Certificate:" fields
Multiple Originator-ID and/or "Originator-Certificate:” fields may
occur in a nmessage when different originator-oriented | K conponents
nust be used by a nessage’s originator in order to prepare a nessage
so as to be suitable for processing by different recipients. In
particular, multiple such fields will occur when both symetric and
asymmetric cryptography are applied to a single nessage in order to
process the nessage for different recipients.

Oiginator-1D subfields are delimted by the conmma character (","),
optionally followed by whitespace. Section 5.2, Interchange Keys,

di scusses the semantics of these subfields and specifies the al phabet
fromwhich they are chosen.

4.6.2.1.1 Oiginator-1D-Asymmetric Field
The "Originator-1D Asynmmetric:" field contains an Issuing Authority
subfield, and then a Version/Expiration subfield. This field is used
only when the information it carries is not available from an
included "Originator-Certificate:” field.

4.6.2.1.2 Oiginator-I1D Symetric Field

The "Originator-1D-Symmetric:" field contains an Entity ldentifier
subfield, followed by an (optional) |ssuing Authority subfield, and
then an (optional) Version/Expiration subfield. Optiona
"Originator-1D-Symretric:" subfields may be omtted only if rendered
redundant by information carried in subsequent "Recipient-ID
Symmetric:" fields, and will normally be omitted in such cases.
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4.6.2.2 Oiginator-Certificate Field

The "Originator-Certificate:" encapsul ated header field is used only
when asynmmetric key managenent is enployed for one or nore of a
nmessage’s recipients. To facilitate processing by recipients (at

| east in advance of general directory server availability), inclusion
of this field in all nmessages is strongly recomended. The field
transfers an originator’s certificate as a nuneric quantity,
conprised of the certificate’s DER encodi ng, represented in the
header field with the encodi ng nechani smdefined in Section 4.3.2.4
of this RFC. The semantics of a certificate are discussed in RFC
1422.

4.6.2.3 MCInfo Field

The "M C-Info:" encapsul ated header field, used only when asynmetric
key managenent is enployed for at |east one recipient of a nessage,
carries three argunents, separated by commas. The first argunent
identifies the al gorithmunder which the acconpanying MC is
conputed. The second argunent identifies the al gorithm under which
the acconpanying MC is signed. The third argunent represents a MC
signed with an originator’s private key.

For the case of ENCRYPTED PEM nessages, the signed MCis, in turn
symmetrically encrypted using the sanme DEK, algorithm npde and
cryptographic paranmeters as are used to encrypt the nmessage’s
encapsul ated text. This neasure prevents unauthorized recipients
from determ ni ng whether an intercepted nessage corresponds to a
predet er mi ned pl ai nt ext val ue.

Appropriate MC algorithns and identifiers, signature algorithnms and
identifiers, and signed MC fornats are defined in RFC 1423.

A"MCInfo:" field will occur after a sequence of fields beginning
with a "Originator-1D-Asymmetric:" or "Originator-Certificate:” field
and foll owed by any associated "Issuer-Certificate:" fields. A
"MCInfo:" field applies to all subsequent recipients for whom
asymmetri c key nanagenent is used, until and unl ess overridden by a
subsequent "Originator-1D Asymetric:" or "Originator-Certificate:"
and corresponding "M C-Info:".

4.6.3 Encapsul ated Header Fields with Variable Gccurrences
Thi s group of encapsul ated header fields contains fields which wll
normal |y occur variable nunbers of times within a nmessage, with

nunbers of occurrences ranging fromzero to non-zero val ues which are
i ndependent of the nunmber of recipients.
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4.6.3.1 |Issuer-Certificate Field

The "Issuer-Certificate:" encapsul ated header field is meaningfu
only when asymetric key nanagenment is used for at |east one of a
nmessage’s recipients. A typical "lssuer-Certificate:" field would
contain the certificate containing the public conponent used to sign
the certificate carried in the nessage’'s "Originator-Certificate:"
field, for recipients’ use in chaining through that certificate's
certification path. Oher "lssuer-Certificate:" fields, typically
representing higher points in a certification path, also may be

i ncluded by an originator. It is recommended that the "I ssuer-
Certificate:" fields be included in an order corresponding to
successive points in a certification path |eading fromthe origi nator
to a common point shared with the message’s recipients (i.e., the
Internet Certification Authority (ICA), unless a |l ower Policy
Certification Authority (PCA) or CAis common to all recipients.)
More information on certification paths can be found in RFC 1422.

The certificate is represented in the sane nanner as defined for the
"Originator-Certificate:" field (transporting an encoded
representation of the certificate in X509 [7] DER form, and any
"Issuer-Certificate:" fields will ordinarily follow the "Oigi nator-
Certificate:" field directly. Use of the "Issuer-Certificate:" field
is optional even when asymetric key managenent is enployed, although
its incorporation is strongly reconmended in the absence of alternate
directory server facilities fromwhich recipients can access issuers’
certificates.

4.6.4 Per-Recipient Encapsul ated Header Fields

The encapsul ated header fields in this group appear for each of an
"ENCRYPTED' nessage’s naned recipients. For "M CONLY" and "M C
CLEAR' nessages, these fields are omitted for recipients for whom
asymmetri c key management is enployed in conjunction with a keyl ess
M C algorithmbut the fields appear for recipients for whom synmetric
key managenent or a keyed M C algorithmis enpl oyed.

4.6.4.1 Recipient-1D Fields

A Recipient-1D encapsul ated header field identifies a recipient and
provides the recipient’s IKidentification conmponent. One
Recipient-I1D field is included for each of a nessage’s naned

reci pients. Section 5.2, Interchange Keys, discusses the semantics of
the subfields and specifies the al phabet from which they are chosen
Reci pient-1D subfields are delinited by the comma character (","),
optionally foll owed by whitespace.

Li nn [ Page 29]



RFC 1421 Privacy Enhancenent for Electronic Mil February 1993

For the symretric case, all "Recipient-I1D Symetric:" fields are
interpreted in the context of the nbst recent preceding "Oiginator-
ID-Synmetric:" field. It is illegal for a "Recipient-1D Symetric:"
field to occur in a header before the occurrence of a correspondi ng
"Originator-I1D-Symetric:" field. For the asymretric case,
"Recipient-1D Asymetric:" fields are logically independent of a
nessage’s "Originator-1D Asymetric:" and "Originator-Certificate:"
fields. "Recipient-ID Asymmetric:" fields, and their associated
"Key-Info:" fields, are included followi ng a header’s origi nator-
oriented fields.

4.6.4.1.1 Recipient-ID Asymetric Field

The "Recipient-1D Asymmetric:" field contains, in order, an |ssuing
Aut hority subfield and a Version/Expiration subfield.

4.6.4.1.2 Recipient-I1D Symmetric Field

The "Recipient-1D Symretric:" field contains, in order, an Entity
Identifier subfield, an (optional) Issuing Authority subfield, and an
(optional) Version/Expiration subfield.

4.6.4.2 Key-Info Field

One "Key-Info:" field is included for each of a nessage’s naned
recipients. In addition, it is recomended that PEM i npl ementations
support (as a locally-selectable option) the ability to include a
"Key-Info:" field corresponding to a PEM nessage’s ori gi nator,
following an Originator-1D or "Originator-Certificate:" field and
bef ore any associated Recipient-1D fields, but inclusion of such a
field is not a requirenment for confornmance with this RFC

Each "Key-Info:" field is interpreted in the context of the nost
recent preceding Originator-ID, "Originator-Certificate:", or
Recipient-I1D field; normally, a "Key-Info:" field will imediately
follow its associ ated predecessor field. The "Key-Info:" field s
argunent (s) differ depending on whether symmetric or asymretric key
managenent is used for a particular recipient.

4.6.4.2.1 Symetric Key Managenent

When symetric key nanagenent is enployed for a given recipient, the
"Key-Info:" encapsul ated header field transfers four itens, separated
by conmas: an | K Use Indicator, a MC AlgorithmIndicator, a DEK and
a MC. The IK Use Indicator identifies the algorithm and node in
which the identified | K was used for DEK and M C encryption for a
particul ar recipient. The MC AlgorithmIndicator identifies the MC
conputation algorithmused for a particular recipient. The DEK and
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M C are symetrically encrypted under the IKidentified by a
precedi ng "Recipient-1D Synmetric:" field and/or prior "Originator-
I D-Synmetric:" field.

Appropriate symretric encryption algorithnms, nodes and identifiers,
M C conputation algorithns and identifiers, and encrypted DEK and M C
formats are defined in RFC 1423.

4.6.4.2.2 Asymetric Key Managenent

VWhen asymmetric key managenent is enployed for a given recipient, the
"Key-Info:" field transfers two quantities, separated by a comma.

The first argunent is an IK Use Indicator identifying the algorithm
and node in which the DEK is asymetrically encrypted. The second
argunent is a DEK, asymetrically encrypted under the recipient’s
public conponent.

Appropriate asymetric encryption algorithns and identifiers, and
encrypted DEK formats are defined in RFC 1423.

5. Key Managenent

Several cryptographic constructs are involved in supporting the PEM
nmessage processing procedure. A set of fundanental elenments is
assuned. Data Encrypting Keys (DEKs) are used to encrypt nessage
text and (for sone M C conputation algorithnms) in the nessage
integrity check (MC) computation process. Interchange Keys (IKs)
are used to encrypt DEKs and M Cs for transm ssion with nessages. In
a certificate-based asymmetric key managenent architecture,
certificates are used as a neans to provide entities’ public
conponents and other information in a fashion which is securely bound
by a central authority. The renainder of this section provides nore
i nformation about these constructs.

5.1 Data Encrypting Keys (DEKs)

Data Encrypting Keys (DEKs) are used for encryption of nessage text
and (with sone M C conputation algorithns) for conputation of nessage

integrity check quantities (MGCs). |In the asymetric key managenent
case, they are also used for encrypting signed MCs in ENCRYPTED PEM
messages. It is strongly recommended that DEKs be generated and used

on a one-tinme, per-nessage, basis. A transmitted nessage wll
i ncorporate a representation of the DEK encrypted under an
appropriate interchange key (1K) for each of the naned recipients.

DEK generation can be perforned either centrally by key distribution

centers (KDCs) or by endpoint systens. Dedicated KDC systens may be
able to inplenent stronger algorithns for random DEK generation than
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can be supported in endpoint systens. On the other hand,
decentralization allows endpoints to be relatively self-sufficient,
reduci ng the level of trust which nust be placed in conponents other
than those of a nessage’s originator and recipient. Mreover,
decentral i zed DEK generation at endpoints reduces the frequency with
whi ch originators nust nmake real -tinme queries of (potentially unique)
servers in order to send mail, enhancing conmuni cations availability.

When symmetric key managenent is used, one advantage of centralized
KDC- based generation is that DEKsS can be returned to endpoints

al ready encrypted under the | Ks of message recipients rather than
providing the IKs to the originators. This reduces |K exposure and
sinmplifies endpoi nt key managenent requirenents. This approach has
| ess value if asymmetric cryptography is used for key managenent,
since per-recipient public | K conponents are assunmed to be generally
avai | abl e and per-originator private |IK conponents need not
necessarily be shared with a KDC

5.2 Interchange Keys (IKs)

I nt erchange Key (1K) components are used to encrypt DEKs and M Cs.

In general, IK granularity is at the pairw se per-user |evel except
for mail sent to address lists conprising nultiple users. |In order
for two principals to engage in a useful exchange of PEM using
conventional cryptography, they nmust first possess comon | K
conponents (when symetric key managenent is used) or conplenentary

| K conponents (when asymetric key managenment is used). When
symretric cryptography is used, the IK consists of a single

conponent, used to encrypt both DEKs and M Cs. When asymetric
cryptography is used, a recipient’s public conponent is used as an IK
to encrypt DEKs (a transformation invertible only by a recipient
possessing the correspondi ng private conponent), and the originator’s
private conponent is used to encrypt MCs (a transformation
invertible by all recipients, since the originator’s certificate
provides all recipients with the public conponent required to perform
M C val i dati on.

Thi s RFC does not prescribe the neans by which interchange keys are
made available to appropriate parties; such neans may be centralized
(e.g., via key management servers) or decentralized (e.g., via

pai rwi se agreenment and direct distribution anbng users). |In any
case, any given | K conponent is associated with a responsible Issuing
Authority (1A). Wen certificate-based asymmetric key nanagenent, as
di scussed in RFC [ 1422, is enployed, the I A function is perforned by
a Certification Authority (CA).

VWhen an | A generates and distributes an | K conponent, associ ated
control information is provided to direct howit is to be used. 1In
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order to select the appropriate IK(s) to use in nessage encryption
an originator nust retain a correspondence between | K conponents and
the recipients with which they are associated. Expiration date

i nformati on must also be retained, in order that cached entries my
be invalidated and replaced as appropri ate.

Since a nessage may be sent with nultiple | K conponents identified,
corresponding to nultiple intended recipients, each recipient’s UA
must be able to determine that recipient’s intended | K conmponent.
Moreover, if no corresponding | K conponent is available in the

reci pient’ s database when a nessage arrives, the recipient nust be
able to identify the required I K conponent and identify that IK
conponent’s associated IA. Note that different IKs may be used for
di fferent nessages between a pair of communi cants. Consider, for
exanpl e, one nessage sent fromA to B and anot her nessage sent (using
the IK-per-list nethod) fromA to a mailing list of which Bis a
menber. The first message woul d use | K conponents associ at ed
individually with A and B, but the second woul d use an | K conponent
shared anong |ist nenbers.

When a PEM nessage is transnitted, an indication of the I K conponents
used for DEK and M C encryption must be included. To this end,
Oiginator-1D and Reci pi ent-1D encapsul ated header fields provide
(sonme or all of) the follow ng data

1. ldentification of the relevant Issuing Authority (IA
subfi el d)
2. ldentification of an entity with which a particular IK

conponent is associated (Entity Identifier or El subfield)
3. Version/Expiration subfield

In the asymetric case, all necessary information associated with an
originator can be acquired by processing the certificate carried in
an "Originator-Certificate:" field; to avoid redundancy in this case,
no "Originator-ID Asymmetric:" field is included if a correspondi ng
"Originator-Certificate:" appears.

The comma character (",") is used to delimt the subfields within an
Oiginator-1D or Recipient-ID. The IA El, and version/expiration
subfields are generated froma restricted character set, as
prescribed by the followi ng BNF (using notation as defined in RFC
822, Sections 2 and 3. 3):
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| Ksubfl d = 1*i a- char
i a- char = DAT/ ALPHA / """ [ "+ [ (" [ ")" [/
R A B e B Y A A
BZ N N Y Y R S A

An exanple Recipient-ID field for the synmretric case is as follows:
Reci pient-1D-Symetric: |inn@endi a. enet. dec.com ptf-knt, 2

This exanple field indicates that A "ptf-knc" has issued an IK
conponent for use on nessages sent to "linn@endia.enet.dec.cont
and that the | A has provided the nunber 2 as a version indicator for
that | K conponent.

An exanple Recipient-ID field for the asymmetric case is as foll ows:

Reci pi ent -1 D- Asynmetri c:
MFEx Cz AJBgNVBAYTAI VTMSAWHG YDVQQKEXd SUOEgRGFOYSBTZWNLcm Oe Swg S|
Lj EPMAOGAL UECX MBQMVO YSAX MBWDQYDVQQLEWZOT1RBU k=, 66

This exanple field includes the printably encoded BER representation
of a certificate' s issuer distinguished nanme, along with the
certificate serial nunber 66 as assigned by that issuer

5.2.1 Subfield Definitions

The foll owi ng subsections define the subfields of Originator-1D and
Reci pient-1D fields.

5.2.1.1 Entity ldentifier Subfield

An entity identifier (used only for "Originator-1D Symmetric:" and
"Recipient-1D Symmetric:" fields) is constructed as an | Ksubfld.
More restrictively, an entity identifier subfield assunes the
following form

<user >@domai n- qual i fi ed- host >

In order to support universal interoperability, it is necessary to
assune a universal formfor the namng information. For the case of
installations which transformlocal host names before transm ssion
into the broader Internet, it is strongly recommended that the host
nane as presented to the Internet be enployed.
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5.2.1.2 |Issuing Authority Subfield

An A identifier subfield is constructed as an | Ksubfld. This RFC
does not define this subfield s contents for the symretric key
management case. Any prospective | As which are to issue symretric
keys for use in conjunction with this RFC nust coordinate assi gnment
of TAidentifiers in a manner (centralized or hierarchic) which
assures uni queness.

For the asymretric key nanagenment case, the I Aidentifier subfield
will be formed fromthe ASN. 1 BER representation of the distinguished
nane of the issuing organization or organizational unit. The

di stingui shed encoding rules specified in dause 8.7 of
Recommendati on X. 509 ("X. 509 DER') are to be enployed in generating
this representation. The encoded binary result will be represented
for inclusion in a transmtted header using the procedure defined in
Section 4.3.2.4 of this RFC.

5.2.1.3 Version/Expiration Subfield

A version/expiration subfield is constructed as an | Ksubfld. For the
symmetri c key nmanagement case, the version/expiration subfield fornat
is permtted to vary anong different 1As, but nust satisfy certain
functional constraints. An |A s version/expiration subfields nust be
sufficient to distinguish anbng the set of | K conponents issued by
that 1A for a given identified entity. Use of a nonotonically

i ncreasi ng nunber is sufficient to distinguish among the IK
conponents provided for an entity by an I A; use of a tinmestanp
additionally allows an expiration tine or date to be prescribed for
an | K conponent.

For the asymretric key nanagenent case, the version/expiration
subfield s value is the hexadeci mal serial number of the certificate
bei ng used in conjunction with the originator or recipient specified
inthe "Oiginator-1D- Asymetric:" or "Recipient-ID Asymmetric:"
field in which the subfield occurs.

5.2.2 1K Cryptoperiod |Issues

An | K conponent’s cryptoperiod is dictated in part by a tradeoff

bet ween key managenent overhead and revocation responsiveness. It
woul d be undesirable to delete an | K conponent pernanently before
recei pt of a nessage encrypted using that |IK conponent, as this would
render the nmessage permanently undeci pherable. Access to an expired
| K conponent woul d be needed, for exanple, to process mail received
by a user (or system) which had been inactive for an extended period
of time. 1In order to enable very old I K conponents to be deleted, a
nessage’s recipient desiring encrypted |local |ong term storage should
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transformthe DEK used for nessage text encryption via re-encryption
under a locally maintained |K, rather than relying on | A nai ntenance
of old I K components for indefinite periods.

6. User Nam ng

Uni que naming of electronic mail users, as is needed in order to

sel ect correspondi ng keys correctly, is an inmportant topic and one
whi ch has received (and continues to receive) significant study. For
the symretric case, |K conmponents are identified in PEM headers
through use of mail box specifiers in traditional Internet-w de form
("user @omai n-qual i fied-host"). Successful operation in this node
relies on users (or their PEMinpl enmentations) being able to

det erm ne the universal -form names corresponding to PEM origi nators
and recipients. If a PEMinplenmentation operates in an environment
where addresses in a local formdiffering fromthe universal formare
used, translations nmust be performed in order to map between the

uni versal formand that | ocal representation

The use of user identifiers unrelated to the hosts on which the
users’ mail boxes reside offers generality and value. X 500

di stingui shed names, as enployed in the certificates of the
recommended key managenent infrastructure defined in RFC 1422,
provide a basis for such user identification. As directory services
becorme nore pervasive, they will offer originators a neans to search
for desired recipients which is based on a broader set of attributes
than mail box specifiers alone. Future work is anticipated in
integration with directory services, particularly the mechani sns and
nam ng schema of the Internet OSI directory pilot activity.

7. Exanple User Interface and | npl enentation

In order to place the mechani sms and approaches di scussed in this RFC
into context, this section presents an overview of a hypothetica

pr ot otype i npl enentati on. This inplenmentation is a standal one
program which is invoked by a user, and i es above the existing
UA sublayer. 1|In the UNIX system and possibly in other environnents
as well, such a programcan be invoked as a "filter" within an

electronic mail UA or a text editor, sinplifying the sequence of
operations which nust be performed by the user. This form of
integration offers the advantage that the program can be used in
conjunction with a range of UA prograns, rather than being
conpatible only with a particular UA

When a user wi shes to apply privacy enhancenments to an out goi ng
nmessage, the user prepares the nessage’s text and invokes the

st andal one program which in turn generates output suitable for
transm ssion via the UA. Wen a user receives a PEM nessage, the UA
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delivers the nessage in encrypted form suitable for decryption and
associ at ed processing by the standal one program

In this prototype inplenmentation, a cache of |IK conponents is

mai ntained in a local file, with entries managed nanual | y based on

i nformati on provided by originators and recipients. For the
asymmetri ¢ key nanagenent case, certificates are acquired for a
user’s PEM correspondents; in advance and/or in addition to retrieva
of certificates fromdirectories, they can be extracted fromthe
"Originator-Certificate:" fields of received PEM nessages.

The I K/certificate cache is, effectively, a sinple database i ndexed
by mail box nanes. | K conponents are selected for transnmtted
nessages based on the originator’'s identity and on recipient names,
and corresponding Originator-1D, "Originator-Certificate:", and
Recipient-I1D fields are placed into the nmessage’s encapsul at ed
header. When a message is received, these fields are used as a basis
for a lookup in the database, yielding the appropriate | K conponent
entries. DEKs and cryptographic paraneters (e.g., |Vs) are generated
dynam cally within the program

Options and destination addresses are sel ected by command |ine
argunents to the standal one program The function of specifying
destinati on addresses to the privacy enhancenment programis |ogically
di stinct fromthe function of specifying the correspondi ng addresses
to the UA for use by the MIS. This separation results fromthe fact
that, in nmany cases, the local formof an address as specified to a
UA differs fromthe Internet global formas used in "Originator-I1D
Symmetric:" and "Recipient-I1D Symetric:" fields.

8. M ninmum Essential Requirenents

This section summari zes particular capabilities which an
i mpl enentati on nust provide for full conformance with this RFC.

RFC 1422 specifies asymmetric, certificate-based key managenent
procedures to support the nessage processing procedures defined in
this docunment; PEM i npl enentati on support for these key managenent
procedures is strongly encouraged. |Inplenentations supporting these
procedures must al so be equi pped to display the names of originator
and recipient PEMusers in the X. 500 DN form as authenticated by the
procedures of RFC 1422.

The nessage processing procedures defined here can al so be used with
symmetri c key nmanagenent techni ques, though no RFCs anal ogous to RFC
1422 are currently available to provide correspondi ngly detail ed
description of suitable symmetric key nanagement procedures. A
conpl ete PEM i npl ementation nust support at |east one of these
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asymmetric and/or synmetric key managenent nodes.

A full inplenentation of PEMis expected to be able to send and
recei ve ENCRYPTED, M C-ONLY, and M C- CLEAR messages, and to receive
CRL nessages. Sone |evel of support for generating and processing
nested and annot ated PEM nessages (for forwardi ng purposes) is to be
provi ded, and an inplenentation should be able to reduce ENCRYPTED
nessages to M CONLY or M C CLEAR for forwardi ng. Fully-confornmant

i mpl ement ati ons nust be able to emit Certificate and |ssuer-
Certificate fields, and to include a Key-Info field corresponding to
the originator, but users or configurers of PEM i npl enentati ons may
be all owed the option of deactivating those features.

9. Descriptive Gamar

This section provides a granmar describing the construction of a PEM
nessage.

; PEM BNF representation, using RFC 822 notation

; inports field neta-syntax (field, field-nane, field-body,

; field-body-contents) from RFC- 822, sec. 3.2

; inports DIGA T, ALPHA, CRLF, text from RFC- 822

; Note: algorithmand node specifiers are officially defined

in RFC 1423
<penmmsg> ::= <preeb>
<penmhdr >
[ CRLF <pent ext >] ; absent for CRL nmessage
<post eb>
<preeb> ::= "----- BEG N PRI VACY- ENHANCED MESSAGE- - - - - " CRLF
<posteb> ::= "----- END PRI VACY- ENHANCED MESSACE- - - - - " CRLF / <preeb>
<pent ext> ::= <encbi nbody> ; for ENCRYPTED or M C-ONLY nessages
| *(<text> CRLF) ; for MG CLEAR
<permhdr> ::= <nornal hdr> / <crl hdr>
<normal hdr> ::= <proctype>

<cont ent donmai n>
[ <deki nf 0>] ; needed i f ENCRYPTED
(1*(<origflds> *<recipflds>)) ; symmetric case --
; recipflds included for all proc types
/[ ((1*<origflds>) *(<recipflds>)) ; asymetric case --
; recipflds included for ENCRYPTED proc type
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<crl hdr> ::= <proctype>
1*(<crl > [<cert>] *(<issuercert>))

<asymmorig> ::= <origid-asympr / <cert>
<origflds> ::= <asymori g> [ <keyi nfo>] *(<issuercert>)
<m ci nf o> ; asymetric
[ <origid-sym® [ <keyinfo>] ; symmetric
<reci pflds> ::= <recipi d> <keyi nf o>

; definitions for PEM header fields

<proctype> ::= "Proc-Type" ":" "4" " " <pentypes> CRLF
<contentdomai n> ::= "Content-Domain" ":" <contentdescrip> CRLF
<dekinfo> ::= "DEK-Info" ":" <dekalgid> [ "," <dekparaneters> ] CRLF
<symm d> ::= <IKsubfld> "," [<IKsubfld>] "," [<I|Ksubfld>]
<asymm d> ::= <IKsubfld> "," <IKsubfld>
<origid-asym® ::= "Originator-ID-Asymmetric" ":" <asynm d> CRLF
<origid-syme ::= "Originator-ID Synmetric" ":" <synm d> CRLF
<recipid> ::= <recipid-asymm® / <recipid-synm>
<recipid-asymm ::= "Recipient-1D Asymmetric" ":" <asynm d> CRLF
<recipid-symmp ::= "Recipient-ID Symetric" ":" <synm d> CRLF
<cert> ::= "Originator-Certificate" ":" <enchin> CRLF
<issuercert> ::= "lIssuer-Certificate" ":" <enchin> CRLF
<micinfo> ::= "MGC-Info" ":" <mcalgid>"," <ikalgid>","
<asymsi gnni c> CRLF
<keyinfo> ::= "Key-Info" ":" <ikalgid>"," <mcalgid>",6"
<synmencdek> "," <symencm c> CRLF ; Symmetric case
/ "Key-Info" ":" <ikalgid>"," <asynmencdek>
CRLF ; asymretric case
<crl> ::="CRL" ":" <enchin> CRLF
<pentypes> ::= "ENCRYPTED' / "M C-ONLY" / "M C-CLEAR' / "CRL"
<encbinchar> ::= ALPHA / DIGT / "+" [ /" | "="
<enchi ngrp> ::= 4*4<enchi nchar >
<enchi n> ::= 1*<enchi ngrp>
<encbi nbody> ::= *(16*16<enchi ngrp> CRLF) [1*16<encbhi ngrp> CRLF]
<l Ksubfl d> ::= 1*<i a-char>
; Note: "," renmpved from <i a-char> set so that Oig-1D and Recip-I1D
; fields can be delimted with commas (not colons) like all other
; fields
<ia-char> ::= DIG@T/ ALPHA / "™ [ "+" [ "(" [ ")" [
B B R A B B ¢
7 T A e B A S
<hexchar> ::= DGEGT/ "A"/ "B"/ "C" [/ "D/ "E" [ "F"

;. no | ower case
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Thi s specification defines one value ("RFC822") for
<contentdescrip>. other values nmay be defined in future in
separate or successor docunents

;contentdescrip> 1= "RFCB822"

The following itens are defined in RFC 1423
<dekal gi d>
<dekpar anet er s>
<m cal gi d>
<i kal gi d>
<asynsi gnm c>
<synmencdek>
<symencni c>
<asynencdek>

NOTES:

[1] Key generation for MC conputation and nessage text encryption
may either be perfornmed by the sending host or by a
centralized server. This RFC does not constrain this design
alternative. Section 5.1 identifies possible advantages of a
centralized server approach if synmmetric key managenent is
enpl oyed.

[2] Postel, J., "Sinple Mail Transfer Protocol", STD 10,
RFC 821, August 1982.

[3] This transformation should occur only at an SMIP endpoi nt, not
at an intervening relay, but nmay take place at a gateway
system | inking the SMIP real mwi th other environnents.

[4] Use of a canonicalization procedure simlar to that of SMIP
was sel ected because its functions are widely used and
i npl enented within the Internet nmail conmunity, not for
purposes of SMIP interoperability with this internediate
result.

[5] Crocker, D., "Standard for the Format of ARPA Internet Text
Messages", STD 11, RFC 822, August 1982.

[6] Rose, M T. and Stefferud, E. A, "Proposed Standard for
Message Encapsul ation", RFC 934, January 1985.

[7] CCITT Recommendation X 509 (1988), "The Directory -
Aut henti cati on Framework".
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[8] Throughout this RFC we have adopted the ternms "private
conponent” and "public conponent” to refer to the quantities
whi ch are, respectively, kept secret and nmade publicly
available in asymmetric cryptosystens. This convention is
adopted to avoi d possible confusion arising fromuse of the
term"secret key" to refer to either the former quantity or to
a key in a symretric cryptosystem

Pat ent St at enent

This version of Privacy Enhanced Mail (PEM relies on the use of

pat ented public key encryption technol ogy for authentication and
encryption. The Internet Standards Process as defined in RFC 1310
requires a witten statement fromthe Patent holder that a |license
will be nade avail able to applicants under reasonable terns and
conditions prior to approving a specification as a Proposed, Draft or
I nternet Standard.

The Massachusetts Institute of Technol ogy and the Board of Trustees
of the Leland Stanford Junior University have granted Public Key
Partners (PKP) exclusive sub-licensing rights to the foll ow ng
patents issued in the United States, and all of their correspondi ng
forei gn patents:

Crypt ographi ¢ Apparatus and Mt hod
("Diffie-Hellman")........ ... ... .. ... . ... No. 4, 200, 770

Public Key Cryptographi c Apparatus
and Method ("Hellman-Merkle")......... .. ... ... ... No. 4,218, 582

Crypt ographi ¢ Comuni cati ons System and
Method (" RSA") . ... No. 4, 405, 829

Exponenti al Cryptographi c Apparat us
and Method ("Hellman-Pohlig")......... ... ... ... No. 4,424,414

These patents are stated by PKP to cover all known nethods of
practicing the art of Public Key encryption, including the variations
col l ectively known as El Ganal

Public Key Partners has provided witten assurance to the Internet
Society that parties will be able to obtain, under reasonabl e,

nondi scrimnatory terns, the right to use the technol ogy covered by
these patents. This assurance is docunented in RFC 1170 titled
"Public Key Standards and Licenses". A copy of the witten assurance
dated April 20, 1990, may be obtained fromthe Internet Assigned
Nunber Authority (I ANA).
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The Internet Society, Internet Architecture Board, |nternet

Engi neering Steering Goup and the Corporation for National Research
Initiatives take no position on the validity or scope of the patents
and patent applications, nor on the appropriateness of the terns of
the assurance. The Internet Society and other groups mentioned above
have not made any determ nation as to any other intellectual property
rights which nay apply to the practice of this standard. Any further
consi deration of these matters is the user’s own responsibility.

Security Consi derations

This entire docunent is about security.
Aut hor’ s Addr ess

John Linn

EMai | : 104-8456@rci mai | . com
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