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1. Executive Summary

Thi s docunent describes three types of service in support of Internet
Privacy- Enhanced Mail (PEM [1-3]: key certification, certificate-
revocation list (CRL) storage, and CRL retrieval. Such services are
among those required of an RFC 1422 [2] certification authority.

O her services such as certificate revocation and certificate
retrieval are left to the certification authority to define, although
they may be based on the services described in this docunent.

Each service involves an electronic-mail request and an el ectronic-
mail reply. The request is either an RFC 1421 [1] privacy-enhanced
nessage or a nessage with a new syntax defined in this docunent. The
new syntax follows the general RFC 1421 syntax but has a different
process type, thereby distinguishing it fromordinary privacy-
enhanced nessages. The reply is either an RFC 1421 privacy-enhanced
nmessage, or an ordinary unstructured message.

Replies that are privacy-enhanced nessages can be processed |ike any

ot her privacy-enhanced nessage, so that the new certificate or the
retrieved CRLs can be inserted into the requestor’s database during
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normal privacy-enhanced mail processing.

Certification authorities may al so require non-electronic fornms of
request and may return non-electronic replies. It is expected that
descriptions of such fornms, which are outside the scope of this
docunent, will be available through a certification authority’s
"information" service.

2. Overview of Services
This section describes the three services in general terns.

The el ectronic-nmail address to which requests are sent is left to the
certification authority to specify. It is expected that certification
authorities will advertise their addresses as part of an
"informati on" service. Replies are sent to the address in the
"Reply-To:" field of the request, and if that field is omtted, to
the address in the "From" field.

2.1 Key Certification

The key-certification service signs a certificate containing a

speci fied subject name and public key. The service takes a
certification request (see Section 3.1), signs a certificate
constructed fromthe request, and returns a certification reply (see
Section 3.2) containing the new certificate.

The certification request specifies the requestor’s subject name and
public key in the formof a self-signed certificate. The
certification request contains two signatures, both conputed with the
requestor’s private key:

1. The signature on the self-signed certificate, having the
crypt ographi ¢ purpose of preventing a requestor from
requesting a certificate with another party’s public key.
(See Section 4.)

2. A signature on sonme encapsul ated text, having the
practical purpose of allowing the certification authority
to construct an ordinary RFC 1421 privacy-enhanced
nmessage as a reply, with user-friendly encapsul ated text.
(RFC 1421 does not provide for nessages with
certificates but no encapsul ated text; and the self-
signed certificate is not "user friendly" text.) The text
shoul d be sonething i nnocuous like "Hello world!"

A requestor would typically send a certification request after
generating a public-key/private-key pair, but may also do so after a
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change in the requestor’s distingui shed nane.

A certification authority signs a certificate only if both signatures
in the certification request are valid.

The new certificate contains the subject nanme and public key fromthe
sel f-signed certificate, and an issuer nane, serial nunber, validity
peri od, and signature algorithmof the certification authority’s
choice. (The validity period may be derived fromthe self-signed
certificate.) Followi ng RFC 1422, the issuer may be any whose

di stingui shed nanme is superior to the subject’s distinguished nane,
typically the one closest to the subject. The certification authority
signs the certificate with the issuer’s private key, then transforns
the request into a reply containing the new certificate (see Section
3.2 for details).

The certification reply includes a certification path fromthe new
certificate to the RFC 1422 Internet certification authority. It may
al so include other certificates such as cross-certificates that the
certification authority considers hel pful to the requestor.

2.2 CRL Storage

The CRL storage service stores CRLs. The service takes a CRL-storage
request (see Section 3.3) specifying the CRLs to be stored, stores
the CRLs, and returns a CRL-storage reply (see Section 3.4)

acknow edgi ng the request.

The certification authority stores a CRL only if its signature and
certification path are valid, follow ng concepts in RFC 1422
(Al'though a certification path is not required in a CRL-storage
request, it may help the certification authority validate the CRL.)

2.3 CRL Retrieva

The CRL retrieval service retrieves the |atest CRLs of specified
certificate issuers. The service takes a CRL-retrieval request (see
Section 3.5), retrieves the latest CRLs the request specifies, and
returns a CRL-retrieval reply (see Section 3.6) containing the CRLs.

There may be nore than one "latest” CRL for a given issuer, if that
i ssuer has nore than one public key (see RFC 1422 for details).

The CRL-retrieval reply includes a certification path from each
retrieved CRL to the RFC 1422 Internet certification authority. It
may al so include other certificates such as cross-certificates that
the certification authority considers hel pful to the requestor.
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3. Syntax

This section describes the syntax of requests and replies for the
three services, giving sinple exanples.

3.1 Certification request
A certification request is an RFC 1421 M C-ONLY or M C- CLEAR
privacy-enhanced nmessage containing a self-signed certificate. There

is only one signer.

The fields of the self-signed certificate (which has type
Certificate, as in RFC 1422) are as foll ows:

version is O

serial Number is arbitrary; the value 0 is suggested unless the
certification authority specifies otherw se

signature is the algorithmby which the self-signed
certificate is signed; it need not be the sane as the
al gorithm by which the requested certificate is to be
si gned

i ssuer is the requestor’s distinguished nane

validity is arbitrary; the value with start and end both at
12: 00am GMI, January 1, 1970, is suggested unless the
certification authority specifies otherw se

subj ect is the requestor’s distinguished nane

subj ect Publ i cKeylnfo is the requestor’s public key

The requestor’s M C encryption al gorithmmnmust be asymmetric (e.g.

RSA) and the M C al gorithm nust be keyless (e.g., RSA-MD2, not MAC),
so that anyone can verify the signature.
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Exanpl e:

To: cert-service@a. domain
From requestor @ost. donmain

----- BEG N PRI VACY- ENHANCED MESSAGE- - - - -

Proc- Type: 4, M C ONLY

Cont ent - Domai n: RFC822

Oiginator-Certificate: <requestor’'s self-signed certificate>
M C-I nfo: RSA, RSA- MD2, <requestor’s signature on text>

<t ext >
----- END PRI VACY- ENHANCED MESSACGE- - - - -

3.2 Certification reply

A certification reply is an RFC 1421 M G- ONLY or M C- CLEAR privacy-
enhanced nessage containing a new certificate, its certification path
to the RFC 1422 Internet certification authority, and possibly other
certificates. There is only one signer. The "M C-Info:" field and
encapsul ated text are taken directly fromthe certification request.
The reply has the same process type (M CONLY or M C CLEAR) as the
request.

Since the reply is an ordinary privacy-enhanced nessage, the new
certificate can be inserted into the requestor’s database during
normal privacy-enhanced mail processing. The requestor can forward
the reply to other requestors to dissemnate the certificate.

Exanpl e:

To: requestor @ost. domai n
From cert-service@a. domain

----- BEG N PRI VACY- ENHANCED MESSAGE- - - - -

Proc-Type: 4, M C O\LY

Cont ent - Domai n: RFC822

Oiginator-Certificate: <requestor’'s new certificate>
| ssuer-Certificate: <issuer’'s certificate>

M C-I nfo: RSA, RSA- MD2, <requestor’s signature on text>

<t ext >
----- END PRI VACY- ENHANCED MESSACGE- - - - -
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3.3 CRL-storage request

A CRL-storage request is an RFC 1421 CRL-type privacy-enhanced
nmessage containing the CRLs to be stored and optionally their
certification paths to the RFC 1422 Internet certification authority.

Exanpl e:

To: cert-service@a. domain
From requestor @ost. donmain

----- BEG N PRI VACY- ENHANCED MESSAGE- - - - -

Proc- Type: 4, CRL

CRL: <CRL to be stored>

Oiginator-Certificate: <CRL issuer’s certificate>

CRL: <another CRL to be stored>

Oiginator-Certificate: <other CRL issuer’s certificate>
----- END PRI VACY- ENHANCED MESSAGE- - - - -

3.4 CRL-storage reply

A CRL-storage reply is an ordinary nmessage acknow edgi ng the storage
of CRLs. No particular syntax is specified.

3.5 CRL-retrieval request

A CRL-retrieval request is a new type of privacy-enhanced nessage,
di stingui shed from RFC 1421 privacy-enhanced nessages by the process
type CRL- RETRI EVAL- REQUEST.

The request has two or nore encapsul ated header fields: the required
"Proc-Type:" field and one or nore "lIssuer:" fields. The fields nust
appear in the order just described. There is no encapsul ated text, so
there is no blank line separating the fields from encapsul ated text.
Each "lssuer:" field specifies an issuer whose latest CRL is to be
retrieved. The field contains a value of type Nane specifying the

i ssuer’s distinguished nanme. The value is encoded as in an RFC 1421
"Originator-1D Asymretric:" field (i.e., according to the Basic
Encoding Rules, then in ASCII).
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Exanpl e:

To: cert-service@a. domain
From requestor @ost. donmain

----- BEA N PRI VACY- ENHANCED MESSAGE- - - - -

Proc- Type: 4, CRL- RETRI EVAL- REQUEST

| ssuer: <issuer whose latest CRL is to be retrieved>

| ssuer: <another issuer whose latest CRL is to be retrieved>
----- END PRI VACY- ENHANCED MESSAGE- - - - -

3.6 CRL-retrieval reply

A CRL-retrieval reply is an RFC 1421 CRL-type privacy-enhanced
nmessage containing retrieved CRLs, their certification paths to the
RFC 1422 Internet certification authority, and possibly other
certificates.

Since the reply is an ordinary privacy-enhanced nessage, the
retrieved CRLs can be inserted into the requestor’s database during
normal privacy-enhanced mail processing. The requestor can forward
the reply to other requestors to dissem nate the CRLs.

Exanpl e:

To: requestor @ost. domai n
From cert-service@a. domain

----- BEG N PRI VACY- ENHANCED MESSAGE- - - - -

Proc-Type: 4,CRL

CRL: <issuer’s |atest CRL>

Oiginator-Certificate: <issuer’'s certificate>

CRL: <other issuer’s latest CRL>
Oiginator-Certificate: <other issuer’s certificate>
----- END PRI VACY- ENHANCED MESSAGE- - - - -

Pat ent St at enent

This version of Privacy Enhanced Mail (PEM relies on the use of

pat ented public key encryption technol ogy for authentication and
encryption. The Internet Standards Process as defined in RFC 1310
requires a witten statement fromthe Patent holder that a |license
will be nade avail able to applicants under reasonable terns and
conditions prior to approving a specification as a Proposed, Draft or
I nt ernet Standard.
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The Massachusetts Institute of Technol ogy and the Board of Trustees
of the Leland Stanford Junior University have granted Public Key
Partners (PKP) exclusive sub-licensing rights to the foll ow ng
patents issued in the United States, and all of their correspondi ng
forei gn patents:

Crypt ographi ¢ Apparatus and Mt hod
("Diffie-Hellman")........ ... ... .. ... . ... No. 4, 200, 770

Public Key Cryptographi c Apparatus
and Method ("Hellman-Merkle")......... .. ... ... ... No. 4,218, 582

Crypt ographi ¢ Comuni cati ons System and
Method ("RSA") .. ..t No. 4,405, 829

Exponenti al Cryptographi c Apparat us
and Method ("Hellman-Pohlig").............. ... ... No. 4,424,414

These patents are stated by PKP to cover all known nethods of
practicing the art of Public Key encryption, including the variations
col l ectively known as El Ganal

Public Key Partners has provided witten assurance to the Internet
Society that parties will be able to obtain, under reasonable,

nondi scrimnatory terns, the right to use the technol ogy covered by
these patents. This assurance is docunented in RFC 1170 titled
"Public Key Standards and Licenses". A copy of the witten assurance
dated April 20, 1990, may be obtained fromthe Internet Assigned
Nunber Authority (I ANA).

The Internet Society, Internet Architecture Board, I|nternet

Engi neering Steering Goup and the Corporation for National Research
Initiatives take no position on the validity or scope of the patents
and patent applications, nor on the appropriateness of the terns of
the assurance. The Internet Society and other groups mentioned above
have not made any determ nation as to any other intellectual property
rights which nay apply to the practice of this standard. Any further
consi deration of these matters is the user’s own responsibility.

Security Consi derations

The self-signed certificate (Section 3.1) prevents a requestor from
requesting a certificate with another party’'s public key. Such an
attack woul d give the requestor the ninor ability to pretend to be
the originator of any nmessage signed by the other party. This attack
is significant only if the requestor does not know the nessage being
signed, and the signed part of the nessage does not identify the
signer. The requestor would still not be able to decrypt nessages
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i ntended for the other party, of course.
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