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1. Introduction
This menmo defines an extension to the Managenment |nformation Base
(MB) for use with network managenent protocols in the Internet
conmunity. In particular, it defines objects for the nanagenent of
character stream devi ces.
2. The SNWPv2 Networ k Management Framewor k
The SNMPv2 Networ k Managenent Framework consists of four mmjor
conponents. They are:
0 RFC 1442 [1] which defines the SM, the nechanisns used for
descri bing and nam ng objects for the purpose of managenent.
o] STD 17, RFC 1213 [2] defines MB-11, the core set of managed

objects for the Internet suite of protocols.
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o] RFC 1445 [3] which defines the adm nistrative and ot her
architectural aspects of the framework.

o] RFC 1448 [4] which defines the protocol used for network
access to managed objects.

The Framework pernits new objects to be defined for the purpose of
experimentation and eval uation.

2.1. (Object Definitions

Managed objects are accessed via a virtual information store, terned
the Managenment Infornmation Base or MB. bjects in the MB are
defined using the subset of Abstract Syntax Notation One (ASN. 1)
defined in the SM. |In particular, each object object type is named
by an OBJECT | DENTI FI ER, an admini stratively assigned name. The
object type together with an object instance serves to uniquely
identify a specific instantiation of the object. For human

conveni ence, we often use a textual string, terned the descriptor, to
refer to the object type

3. Overview

The Character MB applies to ports that carry a character stream

whet her physical or virtual, serial or parallel, synchronous or
asynchronous. The npbst common exanpl e of a character stream device
is a hardware termnal port with an RS-232 interface. Another common
hardware exanple is a parallel printer port, say with a Centronics
interface. The concept also includes virtual term nal ports, such as
a software connection point for a renote console.

The Character MB is mandatory for all systens that offer character
streamports. This includes, for exanple, terninal servers,
gener al - pur pose time-sharing hosts, and even such systens as a bridge

with a (virtual) console port. It may or may not include character
ports that do not support network sessions, depending on the systems
needs.

The Character M B s central abstraction is a port. Physical ports
have a one-to-one correspondence with hardware ports. Virtual ports
are software entities anal ogous to physical ports, but with no

har dwar e connect or.

Each port supports one or nore sessions. A session represents a
virtual connection that carries characters between the port and sone
partner. Sessions typically operate over a stack of network
protocols. A typical session, for exanple, uses Tel net over TCP
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The M B conprises one base object and two tables, detailed in the
following sections. The tables contain objects for ports and
sessi ons.

The M B intentionally contains no distinction between what is often
cal | ed permanent and operational or volatile data bases. For the
purposes of this MB, handling of such distinctions is inplenentation
specific.

3.1. Relationship to Interface MB

The Character M B does not relate directly to the Interface MB [1],
since it is not intrinsically a network interface. On the other

hand, in nmost inplenmentations where it is present, it will be above a
physi cal subl ayer interface, such as the RS-232-like [2] or
Parall el -printer-like [3] MBs. Such physical interfaces typically
are represented by a rowin the interface table (ifTable), identified
by a val ue of iflndex.

4. Definitions
CHARACTER-M B DEFI NI TIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
Count er 32, Integer32, CGauge32, Ti neTicks
FROM SNWPv2- SM
Aut onompbusType, | nstancePoi nter
FROM SNMPv2-TC
I nt erfacel ndex
FROM | F-M B
transm ssion, mnib-2
FROM RFC1213-M B
MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNMPv 2- CONF;

char MODULE- | DENTI TY
LAST- UPDATED "9405261700Z"
ORGANI ZATI ON "I ETF Character M B Wrking G oup”
CONTACT- | NFO
" Bob St ewart
Postal : Xypl ex, Inc.
295 Foster Street
Littleton, MA 01460

Tel : 508-952-4816
Fax: 508-952-4887
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E-mail: rlstewart @ng. xypl ex. conf
DESCRI PTI ON
"The M B nmodul e for character stream devices."
:={ mb-2 19 }

Portl ndex ::= TEXTUAL- CONVENTI ON

DI SPLAY-HI NT "d"

STATUS current

DESCRI PTI ON
"A uni que value, greater than zero, for each
character port in the managed system It is
recommended that val ues are assigned contiguously
starting from1l. The value for each interface sub-
| ayer nust remain constant at |east fromone re-
initialization of the entity’s network nanagenent
systemto the next re-initialization

In a system where the character ports are attached
to hardware represented by an iflndex, it is
conventional, but not required, to nmake the
character port index equal to the correspondi ng
i flndex."

SYNTAX | nt eger 32

-- Generic Character information

char Nurmber OBJECT- TYPE

SYNTAX | nt eger 32

MAX- ACCESS r ead-only

STATUS curr ent

DESCRI PTI ON
"The nunber of entries in charPortTable, regardless
of their current state."

::={ char 1}

-- the Character Port table

char Port Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Char PortEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Alist of port entries. The nunber of entries is
gi ven by the value of charNunber."

::={ char 2}
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char Port Entry OBJECT- TYPE
SYNTAX Char PortEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Status and paraneter values for a character port."
| NDEX { charPortlndex }
::={ charPortTable 1}

CharPortEntry ::=
SEQUENCE {

char Por t | ndex
Port | ndex,

char Por t Nane
Di spl ayStri ng,

char Port Type
| NTEGER,

char Por t Har dwar e
Aut ononousType,

char Por t Reset
| NTEGER,

char Port Adm nSt at us
| NTEGER,

char Port Qper St at us
| NTEGER,

char Port Last Change
Ti meTi cks,

char Por t | nFl owType
| NTEGER,

char Por t Qut Fl owType
| NTEGER,

char Port | nFl owSt at e
| NTEGER,

char Por t Qut Fl owSt at e
| NTEGER,

char Port | nCharacters
Count er 32,

char Por t Qut Char acters
Count er 32,

char Port Adm nOri gin
| NTEGER,

char Por t Sessi onMaxi num
| NTEGER,

char Por t Sessi onNunber
Gauge32,

char Por t Sessi onl ndex
| NTEGER,

char Port | nFl owTypes
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OCTET STRI NG,
char Por t Qut Fl owTypes
CCTET STRI NG,
char Port Lower | f | ndex

| nt er f acel ndex

}

char Port | ndex OBJECT- TYPE

SYNTAX Port | ndex

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"“A uni que value for each character port, perhaps
corresponding to the sane value of iflndex when the
character port is associated with a hardware port
represented by an iflndex."

::={ charPortEntry 1}

char Port Name OBJECT- TYPE

SYNTAX Di splayString (SIZE (0..32))

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"An administratively assigned nanme for the port,
typically with sone |ocal significance."

::={ charPortEntry 2}

char Port Type OBJECT- TYPE
SYNTAX | NTEGER { physical (1), virtual (2) }
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON
"The port’s type, 'physical’ if the port represents
an external hardware connector, 'virtual’ if it does
not."

::={ charPortEntry 3}

char Por t Har dwar e OBJECT- TYPE

SYNTAX Aut ononpbusType

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"A reference to hardware M B definitions specific to
a physical port’'s external connector. For exanple,
if the connector is RS-232, then the value of this
object refers to a MB sub-tree defining objects
specific to RS-232. If an agent is not configured
to have such val ues, the agent returns the object

St ewar t
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identifier:

nul | Har dware OBJECT IDENTIFIER ::={ 0 O }

::={ charPortEntry 4 }

char Port Reset OBJECT- TYPE

SYNTAX | NTEGER { ready(1l), execute(2) }

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"A control to force the port into a clean, initia
state, both hardware and software, disconnecting al
the port’s existing sessions. In response to a
get-request or get-next-request, the agent always
returns 'ready’ as the value. Setting the value to
'execute’ causes a reset."

::={ charPortEntry 5 }

char Port Adm nSt at us OBJECT- TYPE

SYNTAX | NTEGER { enabl ed(1), disabled(2), off(3),
mai nt enance(4) }

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The port’s desired state, independent of flow
control. ’'enabled indicates that the port is

all owed to pass characters and form new sessi ons.
"di sabled” indicates that the port is allowed to
pass characters but not form new sessions. 'off’
i ndicates that the port is not allowed to pass
characters or have any sessions. 'mmintenance

i ndi cates a nmmi ntenance node, exclusive of norm
operation, such as running a test.

"enabl ed’ corresponds to i fAdm nStatus 'up’
"di sabl ed” and 'off’ correspond to i fAdm nStatus
"down’. ’'nmaintenance’ corresponds to ifAdm nStatus
"test’."

::={ charPortEntry 6 }

char Port Qper St at us OBJECT- TYPE

St ewar t

SYNTAX | NTEGER { up(1l), down(2),
mai nt enance(3), absent(4), active(5) }
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The port’s actual, operational state, independent
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of flow control. ’'up’ indicates able to function
normal ly. ’'down’ indicates inability to function

char

for adnministrative or operational reasons.
"mai nt enance’ indicates a nmai ntenance node,

excl usive of normal operation, such as running a
test. ’'absent’ indicates that port hardware is not
present. 'active' indicates up with a user present

(e.g. logged in).

"up’ and 'active’ correspond to ifQOperStatus 'up
"down’ and 'absent’ correspond to ifOperStatus
"down’. ’'nmaintenance’ corresponds to ifQperStatus
"test'."

::={ charPortEntry 7 }

Port Last Change OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme at the tine the port entered
its current operational state. |If the current state

was entered prior to the last reinitialization of
the | ocal network managenent subsystem then this
obj ect contains a zero value."

::={ charPortEntry 8 }

-- charPortl nFl owType is deprecated in favor of
-- char Port | nFl owTypes

char

St ewar t

Por t | nFl owType OBJECT- TYPE
SYNTAX | NTEGER { none(1), xonXoff(2), hardware(3),
ctsRts(4), dsrDtr(5) }

MAX- ACCESS read-wite

STATUS depr ecat ed

DESCRI PTI ON
"The port’s type of input flow control. 'none’
i ndicates no flow control at this |level or bel ow
"xonXof f’ indicates software flow control by
recogni zi ng XON and XOFF characters. ' hardware
i ndicates flow control delegated to the |ower |evel,
for exanple a parallel port.

"ctsRts’ and 'dsrDtr’ are specific to RS-232-1ike
ports. Although not architecturally pure, they are
i ncluded here for sinplicity’ s sake."

::={ charPortEntry 9 }
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-- charPort Qut Fl owType is deprecated in favor of
-- char Port Qut Fl owTypes

char Por t Qut Fl owType OBJECT- TYPE
SYNTAX | NTEGER { none(1), xonXoff(2), hardware(3),
ctsRts(4), dsrDtr(5) }
MAX- ACCESS read-write
STATUS depr ecat ed
DESCRI PTI ON

"The port’s type of output flow control. ’none
i ndi cates no flow control at this |evel or bel ow

"xonXof f’ indicates software flow control by

recogni zi ng XON and XOFF characters. ' hardware’

i ndicates flow control delegated to the | ower
for exanple a parallel port.

"ctsRts’ and 'dsrDtr’ are specific to RS-232-1ike
ports. Although not architecturally pure, they are

i ncluded here for sinplicy's sake."
::={ charPortEntry 10 }

char Port | nFl owSt at e OBJECT- TYPE

SYNTAX | NTEGER { none(1), unknown(2), stop(3), go(4) }

MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The current operational state of input flow contro

on the port. ’'none’ indicates not applicable.
"unknown’ indicates this |evel does not know.

"stop’ indicates flow not allowed. ’'go' indicates

flow all owed. "
::={ charPortEntry 11 }

char Por t Qut Fl owSt at e OBJECT- TYPE

SYNTAX | NTEGER { none(1), unknown(2), stop(3), go(4) }

MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON
"The current operational state of output flow
control on the port. ’'none’ indicates not
applicable. ’'unknown’ indicates this |evel does not
know. ’'stop’ indicates flow not allowed. ’go

i ndicates flow al |l owed. "
::={ charPortEntry 12 }

char Port | nCharacters OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-only

St ewar t
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STATUS curr ent

DESCRI PTI ON
"Total nunber of characters detected as input from
the port since systemre-initialization and while
the port operational state was 'up’, '"active , or
"mai ntenance’, including, for exanple, framng, flow
control (i.e. XON and XOFF), each occurrence of a
BREAK condition, locally-processed input, and input
sent to all sessions.”

::={ charPortEntry 13 }

char Port Qut Char act ers OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Total nunber of characters detected as output to
the port since systemre-initialization and while
the port operational state was 'up’, 'active', or
"mai ntenance’, including, for exanple, framing, flow
control (i.e. XON and XOFF), each occurrence of a
BREAK condition, locally-created output, and out put
received fromall sessions.”

::={ charPortEntry 14 }

char Port Admi nOri gi n OBJECT- TYPE
SYNTAX | NTEGER { dynanic(1), network(2), local(3),
none(4) }
MAX- ACCESS read-write
STATUS current

DESCRI PTI ON
"The administratively allowed origin for
establishing session on the port. ’'dynanmic’' allows

"network’ or 'local’ session establishnment. ’'none
di sal | ows sessi on establishnment."”
::={ charPortEntry 15 }

char Por t Sessi onMaxi mum OBJECT- TYPE

SYNTAX | NTEGER (-1..2147483647)

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The maxi mum nunber of concurrent sessions allowed
on the port. A value of -1 indicates no maxi mum
Setting the maximumto | ess than the current numnber
of sessions has unspecified results.”

::={ charPortEntry 16 }
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char Por t Sessi onNunmber OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of open sessions on the port that are in
the connecting, connected, or disconnecting state."
::={ charPortEntry 17 }

char Por t Sessi onl ndex OBJECT- TYPE

SYNTAX | NTEGER (0..2147483647)
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON
"The val ue of charSesslndex for the port’s first or
only active session. |If the port has no active

session, the agent returns the value zero."
::={ charPortEntry 18 }

char Por t | nFl owTypes OBJECT- TYPE

SYNTAX OCTET STRING (S| ZE (1))
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON
"The port’s types of input flow control at the
software level. Hardware-level flow control is

i ndependently controlled by the appropriate
har dwar e-| evel M B

A val ue of zero indicates no flow control
Dependi ng on the specific inplenentation, any or
all conbi nations of flow control nay be chosen by
addi ng t he val ues:

128 xonXoff, recogni zing XON and XOFF characters
64 engHost, ENQ ACK to allow i nput to host
32 engTerm ACK to allow output to port

::={ charPortEntry 19 }

char Por t Qut Fl owTypes OBJECT- TYPE

St ewar t

SYNTAX OCTET STRING (S| ZE (1))
MAX- ACCESS read-write
STATUS current

DESCRI PTI ON
"The port’s types of output flow control at the
software | evel. Hardware-level flow control is

i ndependently controlled by the appropriate
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har dwar e-1 evel M B

A val ue of zero indicates no flow control
Dependi ng on the specific inplenentation, any or
all conbinations of flow control may be chosen by
addi ng t he val ues:

128 xonXoff, recognizing XON and XOFF characters
64 engHost, ENQ ACK to allow i nput to host
32 engTerm ACK to allow output to port

::={ charPortEntry 20 }

char Port Lower | f I ndex OBJECT- TYPE

SYNTAX | nterfacel ndex

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The iflndex value of the | ower |evel hardware supporting
this character port, zero if none."

::={ charPortEntry 21 }

-- the Character Session table

char SessTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Char SessEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Alist of port session entries."
::={ char 3}

char SessEntry OBJECT- TYPE

SYNTAX Char SessEntry

MAX- ACCESS not - accessi bl e

STATUS curr ent

DESCRI PTI ON
"Status and paraneter values for a character port
session.”

| NDEX { char SessPort | ndex, char Sesslndex }

::= { charSessTable 1 }

Char SessEntry :: =
SEQUENCE {
char SessPor t | ndex
Por t | ndex,
char Sessl ndex
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char

| NTEGER
char SessKi | |
| NTEGER
char SessSt at e
| NTEGER
char SessPr ot oco
Aut ononousType,
char SessOperOrigin
| NTEGER
char Sessl nChar acters
Count er 32,
char SessQut Char act er s
Count er 32,
char SessConnectionl d
| nst ancePoi nt er,
char SessStart Ti ne
Ti meTi cks

}

SessPort | ndex OBJECT- TYPE
SYNTAX Port | ndex

MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON

"The val ue of charPortlndex for the port to which
this session bel ongs."

::={ charSessEntry 1 }

Sessl| ndex OBJECT- TYPE

Character M B

SYNTAX | NTEGER (1..2147483647)

MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The session index in the context of the port,
non-zero positive integer
port need not be sequenti al
reused for different ports.
port 3 may both have a session 2 at the sane tine.
Session i ndexes may have any valid integer val ue,
wi th any meani ng convenient to the agent

i mpl enentation.”
::= { charSessEntry 2 }

char SessKi || OBJECT- TYPE

St ewar t

SYNTAX | NTEGER { ready(1),
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

execute(2) }

port 1 and

July 1994

Session indexes within a
Sessi on i ndexes may be
For exanpl e,
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"A control to termnate the session. In response to
a get-request or get-next-request, the agent always
returns 'ready’ as the value. Setting the value to
'execute’ causes termnation."

::={ charSesskEntry 3}

char SessSt at e OBJECT- TYPE
SYNTAX | NTEGER { connecting(1l), connected(2),
di sconnecting(3) }
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON
"The current operational state of the session
di sregarding flow control. 'connected indicates
that character data could flow on the network side
of session. ’'connecting indicates noving from
nonexi stent toward ’'connected’. ’disconnecting

i ndi cates noving from’connected or 'connecting to
nonexi stent . "
::={ charSessEntry 4 }

char SessPr ot ocol OBJECT- TYPE

SYNTAX Aut ononobusType

MAX- ACCESS r ead-only

STATUS curr ent

DESCRI PTI ON
"The network protocol over which the session is
runni ng. O her OBJECT | DENTI FI ER val ues may be
defi ned el sewhere, in association with specific
protocols. However, this docunent assigns those of
known interest as of this witing."

::={ charSessEntry 5 }

wel | KnownPr ot ocol s OBJECT IDENTIFIER ::= { char 4}

protocol & her OBJECT | DENTIFIER ::
prot ocol Tel net OBJECT | DENTI FI ER : :
prot ocol Rl ogi n OBJECT | DENTI FI ER : :
pr ot ocol Lat OBJECT | DENTI FI ER ::
pr ot ocol X29 OBJECT | DENTI FI ER : :
pr ot ocol Vtp OBJECT | DENTI FI ER ::

wel | KnownPr ot ocol s
wel | KnownPr ot ocol s
wel | KnownPr ot ocol s
wel | KnownPr ot ocol s
wel | KnownPr ot ocol s
wel | KnownPr ot ocol s

P N e e T T e
OO WNE
v e e e e

char SessQper Ori gin OBJECT- TYPE
SYNTAX | NTEGER { unknown(1), network(2), local(3) }
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
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"The session’s source of establishnent."”
::={ charSessEntry 6 }

char Sessl nChar acters OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"This session's subset of charPortlnCharacters.”
::={ charSessEntry 7 }

char SessQut Char act ers OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"This session’s subset of charPortCut Characters."
::= { charSessEntry 8 }

char SessConnecti onl d OBJECT- TYPE

SYNTAX | nst ancePoi nt er

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"Areference to additional local MB information.
Thi s should be the highest available related MB
correspondi ng to char SessProtocol, such as Tel net.
For exanple, the value for a TCP connection (in the
absence of a Telnet MB) is the object identifier of

tcpConnState. |If an agent is not configured to have
such val ues, the agent returns the object
identifier:

nul | Connectionld OBJECT IDENTIFIER ::={ 0 0 }

::= { charSessEntry 9 }

char SessStart Ti ne OBJECT- TYPE

St ewar t

SYNTAX Ti meTi cks

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme in MB-2 when the session
entered connecting state."

::= { charSessEntry 10 }
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conformance i nformation

char Conf or mance OBJECT | DENTI FI ER :

char G oups

conpl i ance statenments

char Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON

OBJECT | DENTI FI ER ::
char Conpl i ances OBJECT | DENTI FI ER :

M B

{ char 5}

{ char Conformance 1 }
{ char Confornmance 2 }

"The conpliance statenment for SNWPv2 entities

whi ch have Character

MODULE this nmodul e

hardware interfaces."

MANDATORY- GROUPS { char Group }

.. = { charConpliances 1}

-- units of conformance
char G oup OBJECT- GROUP

OBJECTS { char Nunber, charPortl
char Port Type,
char Por t Admi nSt at us,
char Port Last Change,
char Por t | nFl owSt at e,
char Port Adm nCOri gi n,
char Port | nFl owTypes,
char Port | nChar acters,
char Por t Sessi onNunber
char Port Lower | f | ndex,
char SessPort | ndex,
char SessKi | |,
char SessPr ot ocol
char Sessl| nChar act er s,
char SessConnecti onl d,

STATUS current

DESCRI PTI ON

"A collection of object

applicable to all Char

::={ charGoups 1}

END

St ewar t

char Por t Har dwar e,

ndex, char Port Nane,

char Por t Qper St at us,

char Por t Qut FI owSt at e,
char Por t Sessi onMaxi num
char Por t Qut Fl owTypes,
char Por t Qut Char act er s,
, char Port Sessi onl ndex,

char Sessl ndex,
char SessSt at e
char SessQper Ori gi n,

char SessQut Char act er s,
char SessStart Ti ne }

s providing information
acter interfaces."

char Port Reset ,
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7. Security Considerations

Security issues are not discussed in this meno.
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