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Abst r act

Thi s docunent was submitted to the I1Png Area in response to RFC 1550.
Publication of this docunment does not inply acceptance by the I Png
Area of any ideas expressed within. Coments should be submitted to
the big-internet @unnari.oz.au mailing list. This RFC specifies
criteriarelated to nobility for consideration in design and

sel ection of the Next Generation of I|P.
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| nt roducti on

This version of this meno was conm ssioned by the IPng area of the
| ETF in order to define a set of criteria to be used in evaluating
the protocol s being proposed for adoption as the next generation of
| P.

The criteria presented here were culled from several sources,
including "I P Version 7" [1], "IESG Del i berations on Routing and
Addressing" [2], "Towards the Future Internet Architecture" [3], the
| Png Requirenments BOF held at the Washington D.C. | ETF Meeting in
Decermber of 1992, the |IPng Wirking Group neeting at the Seattle | ETF
meeting in March 1994, the di scussions held on the Big-Internet
mailing list (big-internet@unnari.oz.au, send requests to join to
bi g-i nternet-request @unnari.oz.au), discussions with the IPng Area
Directors and Directorate, and the nailing lists devoted to the

i ndi vidual 1Png efforts.

Thi s docunent presunes that a new | P-layer protocol is actually
desired. There is sone discussion in the community as to whether we
can extend the life of IPv4 for a significant anmount of tine by
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better engineering of, e.g., routing protocols, or we shoul d devel op
| Png now. This question is not addressed in this document.

We would like to gratefully acknow edge the assistance of literally
hundreds of people who shared their views and insights with us.
However, this nmeno is solely the personal opinion of the authors and
in no way represents, nor should it be construed as representing, the
opi nion of the 1SCC, the | AB, the IRTF, the IESG the I|ETF, the
Internet conmunity as a whole, nor the authors’ respective enployers.

2. CGoals

We believe that by developing a list of criteria for evaluating
proposals for | P The Next Generation (IPng), the IETF will make it
easi er for devel opers of proposals to prioritize their work and
efforts and nake reasoned choices as to where they shoul d spend
relatively more and less time. Furthernore, a list of criteria my
hel p the | ETF community determ ne which proposals are serious
contenders for a next generation IP, and which proposals are
insufficient to the task. Note that these criteria are probably not
sufficient to nake final decisions about which proposal is best.
Questions such as whether to trade a little performance (e.qg.
packets per second routed) for slightly nmore functionality (e.g.
nore flexible routing) cannot be easily addressed by a sinple list of
criteria. However, at mninmm we believe that protocols that neet
these criteria are capable of serving as the future |Png.

This set of criteria originally began as an ordered list, with the
goal of ranking the inmportance of various criteria. Eventually, the
| ayout evolved into the current form where each criterion was
presented wi thout weighting, but a tinme franme, indicating

approxi mately when a specific criterion, or feature of a criterion
shoul d be avail abl e was added to the specification

We have attenpted to state the criteria in the formof goals or

requi renents and not denmand specific engineering solutions. For
exanpl e, there has been talk in the comunity of making route
aggregation a requirenment. W believe that route aggregation is not,
in and of itself, a requirenent but rather one part of a solution to
the real problemof scaling to some very |arge, conplex topol ogy.
Therefore, route aggregation is NOT listed as a requirenent; instead,
the nore general functional goal of having the routing scale is
listed instead of the particular mechani smof route aggregation

In determining the relative timng of the various criteria, we have
had two guiding principles. First, IPng nust offer an internetwork
service akin to that of IPv4, but inproved to handl e the well-known
and wi del y-understood problens of scaling the Internet architecture
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to nore end-points and an ever increasing range of bandwi dths.
Second, it must be desirable for users and network nanagers to
upgrade their equipnment to support IPng. At a minimum this second
point inplies that there nmust be a straightforward way to transition
systenms fromIPv4 to IPng. But it also strongly suggests that |Png
shoul d of fer features that |Pv4 does not; new features provide a
notivation to deploy |IPng nore quickly.

3. Note on Term nol ogy

The existing proposals tend distingui sh between end-poi nt
identification of, e.g., individual hosts, and topol ogi cal addresses
of network attachnent points. 1In this menbo we do not nake that
distinction. W use the term"address"” as it is currently used in
IPv4; i.e., for both the identification of a particular endpoint or
host AND as the topol ogi cal address of a point on the network. W
presune that if the endpoint/ address split remains, the proposals
wi Il make the proper distinctions with respect to the criteria
enuner at ed bel ow.

4. Ceneral Principles
4.1 Architectural Simplicity

In anything at all, perfectionis finally attai ned not
when there is no | onger anything to add, but when there
is no |longer anything to take away.

Ant oi ne de Sai nt - Exupery

We believe that nmany comunications functions are nore appropriately
performed at protocol |ayers other than the IP layer. W see
protocol stacks as hourgl ass-shaped, with IPng in the mddle, or

wai st, of the hourglass. As such, essentially all higher-I|ayer
protocol s nake use of and rely upon IPng. Simlarly IPng, by virtue
of its position in the "protocol hourglass" enconpasses a wi de
variety of lower-layer protocols. Wen |IPng does not performa
particular function or provide a certain service, it should not get
in the way of the other elenments of the protocol stack which may wel |l
wi sh to performthe function.

4.2 One Protocol to Bind Them Al

One of the nost inportant aspects of The Internet is that it provides
gl obal | P-layer connectivity. The I P layer provides the point of
conmonal ity among all of the nodes on the Internet. In effect, the
mai n goal of the Internet is to provide an | P Connectivity Service to
all who wish it.
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This does NOT say that the Internet is a One-Protocol Internet. The
Internet is today, and shall remain in the future, a Milti-Protoco
Internet. Milti-Protocol operations are required to allow for
continued testing, experinentation, and devel opment and because
service providers’ custoners clearly want to be able to run protocols
such as CLNP, DECNET, and Novell over their Internet connections.

4.3 Live Long

It is very difficult to change a protocol as central to the workings
of the Internet as IP. Even nore problematic is changing such a
protocol frequently. This sinply can not be done. W believe that it
is inmpossible to expect the community to make significant, non-
backward conpati ble changes to the I P layer nore often than once
every 10-15 years. In order to be conservative, we strongly urge

prot ocol devel opers to consider what the Internet will ook like in
20 years and design their protocols to fit that vision

As a data point, the SNVMP comunity has had great difficulty noving
fromSNWPV1 to SNMPv2. Frequent changes in software are hard.

4.4 Live Long AND Prosper

We believe that sinply allow ng for bigger addresses and nore
efficient routing is not enough of a benefit to encourage vendors,
service providers, and users to switch to IPng, with its attendant

di sruptions of service, etc. These problens can be sol ved nuch nore
simply with faster routers, bal kani zation of the Internet address
space, and other hacks.

We believe that there must be positive functional or operationa
benefits to switching to | Png.

In other words, |IPng nust be able to live for a long tine AND it nust
allow the Internet to prosper and to grow to serve new applications
and user needs.

4.5 Co-operative Anarchy

A major contributor to the Internet’s success is the fact that there
is no single, centralized, point of control or promul gator of policy
for the entire network. This allows individual constituents of the
network to tailor their own networks, environnments, and policies to
suit their own needs. The individual constituents nust cooperate
only to the degree necessary to ensure that they interoperate.
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We believe that this decentralized and decoupl ed nature of the
Internet must be preserved. Only a mninum anount of centralization
or forced cooperation will be tolerated by the community as a whol e.

We al so believe that there are sonme tangi ble benefits to this
decoupl ed nature. For exanpl e,

* |t is easier to experinent with new protocols and services and then
roll out intermediate and final results in a controlled fashion

* By elimnating a single point of control, a single point of failure
is also elimnated, making it rmuch less likely that the entire
network will fail.

* 1t allows the admi nistrative tasks for the network to be nore
wi del y distributed.

An exanpl e of the benefits of this "Cooperative Anarchy" can be seen
in the benefits derived fromusing the Domai n Nami ng System over the
ori gi nal HOSTS. TXT system

5. Criteria

This section enunmerates the criteria against which we suggest the IP
The Next Generation proposals be eval uated.

Each criterion is presented in its own section. The first paragraph
of each section is a short, one or two sentence statenment of the
criterion. Additional paragraphs then explain the criterion in nore
detail, clarify what it does and does not say and provide some
indication of its relative inportance.

Al so, each criterion includes a subsection called "Time Frane". This
is intended to give a rough indication of when the authors believe
that the particular criterion will beconme "inportant”. W believe

that if an elenment of technology is significant enough to include in
this document then we probably understand the technol ogy enough to

predict how inportant that technology will be. |In general, these
time frames indicate that, within the desired tine frame, we should
be able to get an understanding of how the feature will be added to a

protocol, perhaps after discussions with the engi neers doing the
devel opnent. Time Frame is not a depl oyment schedul e since

depl oyment schedul es depend on non-technical issues, such as vendors
det erm ni ng whet her a market exists, users fitting new rel eases into
their systens, and so on
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5.1 Scal e

CRI TERI ON
The 1Png Protocol mnust scale to allow the identification and
addressing of at |east 10**12 end systens (and preferably nuch
nore). The IPng Protocol, and its associated routing protocols
and architecture nust allow for at l|east 10**9 indivi dual networks
(and preferably nore). The routing schemes nust scale at a rate
that is |less than the square root of the number of constituent
net wor ks [ 10] .

DI SCUSSI ON
The initial, notivating, purpose of the IPng effort is to allow
the Internet to grow beyond the size constraints inposed by the
current | Pv4 addressing and routing technol ogi es.

Bot h aspects of scaling are inportant. |If we can’t route then
connecting all these hosts is worthless, but w thout connected
hosts, there’s no point in routing, so we nust scale in both
directions.

In any proposal, particular attention rmust be paid to describing
the routing hierarchy, how the routing and addressing will be
organi zed, how different |ayers of the routing interact, and the
rel ati onshi p between addressi ng and routing.

Particul ar attention must be paid to describing what happens when
the size of the network approaches these limts. How are network,
forwardi ng, and routing performance affected? Does performance
fall off or does the network sinply stop as the limt is neared.

This criterion is the essential problemnotivating the transition
to IPng. |If the proposed protocol does not satisfy this criteria,
there is no point in considering it.

We note that one of the white papers solicited for the |IPng
process [5] indicates that 10**12 end nodes is a reasonabl e
estimate based on the expected nunber of hones in the world and

adding two orders of mmgnitude for "safety". However, this white
paper treats each hone in the world as an end-node of a world-w de
Internet. W believe that each hone in the world will in fact be

a network of the world-wide Internet. Therefore, if we take [5]'s
derivation of 10**12 as accurate, and change their assunption that

a hone will be an end-node to a honme being a network, we may
expect that there will be the need to support at |east 10**12
networks, with the possibility of supporting up to 10**15 end-
nodes.
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Ti me Frame
Any | Png proposal should be able to show i mediately that it has
an architecture for the needed routing protocols, addressing
schenes, abstraction techniques, algorithms, data structures, and
so on that can support growmh to the required scal es.

Act ual devel opnment, specification, and depl oynent of the needed
protocol s can be deferred until |Png depl oynent has extended far
enough to require such protocols. A proposed |IPng should be able
to denonstrate ahead of tinme that it can scal e as needed.

5.2 Topol ogical Flexibility

CRI TERI ON
The routing architecture and protocols of IPng rmust allow for many
di fferent network topol ogies. The routing architecture and
protocol s nust not assune that the network’s physical structure is
atree.

Dl SCUSSI ON
As the Internet becones ever nore gl obal and ubiquitous, it wll
devel op new and different topol ogies. W already see cases where
the network hierarchy is very "broad" with many subnetworks, each
with only a few hosts and where it is very "narrow', with few
subnetwor ks each with nany hosts. W can expect these and ot her
topol ogical forms in the future. Furthernore, since we expect
that I1Png will allow for nmany nore |evels of hierarchy than are
al | owed under |Pv4, we can expect very "tall" and very "short"
topol ogi es as wel|.

Constituent organizations of the Internet should be allowed to
structure their internal topologies in any manner they see fit.
Wthin reasonable inplenmentation linits, organizations should be
allowed to structure their addressing in any manner. W
specifically wish to point out that if the network’s topol ogy or
addressing is hierarchical, constituent organizations should be
able to allocate to thensel ves as nmany | evels of hierarchy as they
Wi sh.

It is very possible that the dianeter of the Internet will growto
be extrenely | arge; perhaps |arger than 256 hops.

Neither the current, nor the future, Internet will be physically
structured as a tree, nor can we assume that connectivity can
occur only between certain points in the graph. The routing and
addressing architectures nust allow for multiply connected
networ ks and be able to utilize multiple paths for any reason

i ncl udi ng redundancy, |oad sharing, type- and quality-of-service
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differentiation.

Ti me Frane
We believe that Topological Flexibility is an inherent el enent of
a protocol and therefore should be inmedi ately denonstrable in an
| Png proposal

5.3 Performance

CRI TERI ON
A state of the art, comrercial grade router nust be able to
process and forward IPng traffic at speeds capable of fully
utilizing common, comercially avail able, high-speed nedia at the
time. Furthermore, at a mninum a host nust be able to achieve
data transfer rates with I Png conparable to the rates achi eved
with IPv4, using simlar |levels of host resources.

DI SCUSSI ON
Net wor k medi a speeds are constantly increasing. It is essentia
that the Internet’s switching elements (routers) be able to keep
up with the nedia speeds.

W |imt this requirenent to comercially available routers and
nedia. |If sone network site can obtain a particular nedia
technol ogy "off the shelf", then it should al so be able to obtain
the needed routing technology "off the shelf." One can always go
into sone | aboratory or research center and find newer, faster,
technol ogi es for network media and for routing. W do believe,
however, that |IPng should be routable at a speed sufficient to
fully utilize the fastest avail able nmedia, though that m ght
require specially built, custom devices.

We expect that nore and nore services will be avail abl e over the
Internet. It is not unreasonable, therefore, to expect that the
ratio of "local" traffic (i.e., the traffic that stays on one’s
| ocal network) to "export" traffic (i.e., traffic destined to or
sourced froma network other than one’s own | ocal network) will
change, and the percent of export traffic will increase.

We note that the host performance requirement should not be taken
to inmply that 1Png need only be as good as IPv4. If an |IPng

candi dat e can achi eve better performance w th equival ent resources
(or equivalent transfer rates with fewer resources) vis-a-vis |Pv4
then so nmuch the better. W also observe that nany researchers
bel i eve that a proper |IPng router should be capable of routing
IPng traffic over links at speeds that are capable of fully
utilizing an ATM switch on the |ink
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Sone devel opnents indicate that the use of very high speed point-
t o- poi nt connections nmay becone commonplace. |n particular, [5]
i ndi cates that OC-3 speeds may be widely used in the Cable TV

I ndustry and there may be many OC-3 speed |ines connecting to
central swi tching el ements.

Processi ng of the | Png header, and subsequent headers (such as the
transport header), can be made nore efficient by aligning fields
on their natural boundaries and maki ng header |engths integra

mul tiples of typical word I engths (32, 64, and 128 bits have been
suggested) in order to preserve alignnent in follow ng headers.

We point out that optimzing the header’s fields and | engths only
to today’'s processors may not be sufficient for the long term
Processor word and cache-line lengths, and menory w dths are
constantly increasing. |n doing header optinizations, the

desi gner shoul d predict word-w dths one or two CPU generations
into the future and optim ze accordingly. If IPv4d and TCP had been
optim zed for processors comobn when they were designed, they
woul d be very efficient for 6502s and Z-80s.

Ti me Frane
An | Png proposal must provide a plausible argument of how it wll
scale up in performance. (Qbviously no one can conpletely predict
the future, but the idea is to illustrate that if technol ogy
trends in processor perfornmance and nenory performance continue,
and perhaps using techniques like parallelism there is reason to
bel i eve the proposed IPhg will scale as technol ogy scal es).

5.4 Robust Service

CRI TERI ON
The network service and its associated routing and contro
protocol s nust be robust.

Dl SCUSSI ON
Mur phy’ s Law applies to networking. Any proposed |Png protoco
nmust be wel | -behaved in the face of nal formed packets, ms-
i nformation, and occasional failures of links, routers and hosts.
| Png shoul d performgracefully in response to willful managenent
and configuration m stakes (i.e., service outages should be
m ni m zed).
Putting this requirenment another way, |Png nust nmake it possible

to continue the Internet tradition of being conservative in what
is sent, but liberal in what one is willing to receive.
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We note that IPv4 is reasonably robust and any proposed |Png nust
be at | east as robust as |Pv4.

Hostil e attacks on the network | ayer and Byzantine failure nodes
must be dealt with in a safe and graceful manner

We note that Robust Service is, in sone form a part of security
and vi ce-versa

The detrinental effects of failures, errors, buggy

i mpl enent ati ons, and m sconfigurations nust be | ocalized as much
as possible. For exanple, misconfiguring a workstation's IP
Addr ess should not break the routing protocols. in the event of
m sconfigurations, IPng must to be able to detect and at | east
warn, if not work around, any misconfigurations.

Due to its size, conmplexity, decentralized adm nistration, error-
prone users and adm nistrators, and so on, The Internet is a very
hostile environnent. If a protocol can not be used in such a
hostile environnent then it is not suitable for use in the

I nt ernet.

Sone predictions have been made that, as the Internet grows and as
nore and nore technically | ess-sophisticated sites get connected,
there will be nore failures in the network. These failures nmay be
a conbination of sinple size; if the size of the network goes up
by a factor of n, then the total nunber of failures in the network
can be expected to increase by sone function of n. Also, as the
network’ s users becone | ess sophisticated, it can be assuned that
they will make nore, innocent and well neaning, m stakes, either
in configuration or use of their systens.

The |1 Png protocols should be able to continue operating in an
environnent that suffers nore, total, outages than we are
currently used to. Simlarly, the protocols nmust protect the
general population fromerrors (either of om ssion or conm ssion)
made by i ndividual users and sites.

Ti me Frane
We believe that the el enents of Robust Service should be avail abl e
i mediately in the protocol with two exceptions.

The security aspects of Robust Service are, in fact, described
el sewhere in this docunent.
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Protecti on agai nst Byzantine failure nodes is not needed

i mredi ately. A proposed architecture for it should be done

i medi ately. Prototype devel opnent shoul d be conpleted in 12-18
nmonths, with final deployment as needed.

5.5 Transition
CRI TERI ON

The protocol must have a straightforward transition plan fromthe
current | Pv4.

DI SCUSSI ON
A snooth, orderly, transition fromlIPvd to IPng is needed. If we
can’'t transition to the new protocol, then no natter how wonderfu
it is, we'll never get to it.

We believe that it is not possible to have a "flag-day" form of
transition in which all hosts and routers nust change over at
once. The size, conmplexity, and distributed adm nistration of the
I nternet make such a cutover inpossible.

Rather, IPng will need to co-exist with |Pv4d for some period of
time. There are a nunber of ways to achieve this co-existence
such as requiring hosts to support two stacks, converting between
protocol s, or using backward conpatibl e extensions to | Pv4. Each
schenme has its strengths and weaknesses, which have to be wei ghed.

Furthernore, we note that, in all probability, there will be |IPv4
hosts on the Internet effectively forever. |Png nust provide
nmechani sns to all ow these hosts to communi cate, even after |Png
has becone the dom nant network | ayer protocol in the Internet.

The absence of a rational and well-defined transition plan is not
acceptable. Indeed, the difficulty of running a network that is
transitioning fromlIPv4d to I Png nust be mnimzed. (A good target
is that running a m xed | Pv4-1Png network should be no nore and
preferably less difficult than running I1Pv4 in parallel with

exi sting non-1P protocols).

Furthernore, a network in transition must still be robust. |Png
schenmes whi ch nmaxim ze stability and connectivity in m xed |Pv4-
| Png networks are preferred.

Finally, IPng is expected to evolve over tine and therefore, it
nmust be possible to have multiple versions of IPng, sone in
producti on use, sone in experinmental, devel opmental, or eval uation
use, to coexist on the network. Transition plans nust address
this issue.
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The transition plan nmust address the followi ng general areas of
the Internet’s infrastructure:

Host Protocol s and Software

Rout er Protocols and Software

Security and Authentication

Domai n Nanme System

Net wor k Managenent

Operations Tools (e.g., Ping and Traceroute)
Operations and Adm nistrati on procedures

The inpact on protocols which use |P addresses as data (e.g., DNS
distributed file systens, SNVWP and FTP) nust be specifically
addr essed.

The transition plan should address the issue of cost distribution.
That is, it should identify what tasks are required of the service
providers, of the end users, of the backbones and so on

Ti me Frane
A transition plan is required i mediately.

5.6 Medi a | ndependence

CRI TERI ON
The protocol nmust work across an internetwork of many different
LAN, MAN, and WAN nedia, with individual |ink speeds ranging from
a ones-of-bits per second to hundreds of gigabits per second.
Mul ti pl e-access and point-to-point media nmust be supported, as
nust nedi a supporting both switched and permanent circuits.

Dl SCUSSI ON
The joy of IPis that it works over just about anything. This
generality rmust be preserved. The ease of addi ng new
technol ogies, and ability to continue operating with old
t echnol ogi es nust be nai ntai ned.

We believe this range of speed is right for the next twenty years,
though we may wish to require terabit performance at the high-end.
We believe that, at a minimum nmedia running at 500 gigabits per
second will be commonly available within 10 years. The |ow end of
the link-speed range is based on the speed of systens |ike pagers
and ELF (ELF connects to subnerged subnarines and has a "speed" on
the order of <10 characters per second).

By switched circuits we mean both "permanent" connections such as

X. 25 and Frane Rel ay services AND "tenporary” types of dialup
connections simlar to today’'s SLIP and dialup PPP services, and
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per haps, ATM SVCs. The latter form of connection inplies that
dynam ¢ network access (i.e., the ability to unplug a machi ne,
nove it to a different point on the network topology, and plug it
back in, possibly with a changed I Png address) is required. W
note that this is an aspect of nobility.

By work, we mean we have hopes that a stream of |Png datagrans
(whet her from one source, or many) can cone close to filling the
link at high speeds, but also scales gracefully to | ow speeds.

Many network nedia are nulti-protocol. It is essential that |Png
be able to peacefully co-exist on such nedia with other protocols.
Rout ers and hosts nust be able to discrimnate anong the protocols
that m ght be present on such a nedium For exanple, on an

Et hernet, a specific, |IPng Ethernet Type value night be called
for; or the old IPv4 Ethernet type is used and the first four
(version nunmber in the old I Pv4 header) bits woul d distinguish

bet ween 1 Pv4 and | Png.

D fferent nmedia have different MAC address formats and schenes.
It nust be possible for a node to dynamically determine the MAC
address of a node given that node’'s |IP address. W explicitly

prohi bit using static, manually configured mappings as the

st andard appr oach.

Anot her aspect of this criterion is that many different MIUs wil |
be found in an IPng internetwork. An IPng rmust be able to operate
in such a multi-MU environment. It nust be able to adapt to the
MIUs of the physical nedia over which it operates. Two possible
techniques for dealing with this are path MIU di scovery and
fragnentation and reassenbly; other techniques m ght certainly be
devel oped.

We note that, as of this witing (md 1994), ATM seens to be set
to beconme a major network nedia technol ogy. Any |IPng should be
desi gned to operate over ATM However, |IPng still nust be able to
operate over other, nore "traditional" network nedia.

Furthernore, a host on an ATM network nust be able to interoperate
with a host on another, non-ATM nmedium with no nore difficulty
or complexity than hosts on different nedia can interoperate today
usi ng | Pv4.

| Png nust be able to deal both with "dunb" nedia, such as we have
today, and newer, nore intelligent, nedia. |In particular, |Png
functions nmust be able to exist harmoniously with | ower-Iayer
realizations of the same, or simlar, functions. Routing and
resource managenent are two areas where designers shoul d pay
particular attention. Some subnetwork technol ogi es may incl ude
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i ntegral accounting and billing capabilities, and |Png nust
provide the correct control information to such subnetworks.

Ti me Frane
Speci fications for current nedia encapsulations (i.e., al
encapsul ations that are currently Proposed standards, or higher
inthe |ETF) are required i mediately. These specifications nust
i ncl ude any auxiliary protocols needed (such as an address
resol uti on mechani smfor Ethernet or the link control protocol for
PPP). A general ’'guide’ should also be available imediately to
hel p others devel op additional nedia encapsul ations. O her,
newer, encapsul ations can be devel oped as the need becones
apparent.

Van Jacobson-|i ke header conpression should be shown i medi ately,
as shoul d any ot her aspects of very-low speed nedia. Simlarly,
any specific aspects of high-speed nmedia should be shown

i medi at el y.

5.7 Unreliable Datagram Service

CRI TERI ON
The protocol nust support an unreliable datagram delivery service.
Dl SCUSSI ON
W like IPs datagram service and it seens to work very well. So
we nust keep it. In particular, the ability, within IPv4, to send

an i ndependent datagram wi thout prearrangenent, is extrenely
val uable (in fact, may be required for sonme applications such as
SNWP) and mnust be retained.

Furthernore, the design principle that says that we can take any
datagram and throw it away with no warning or other action, or
take any router and turn it off with no warning, and have datagram

traffic still work, is very powerful. This vastly enhances the
robust ness of the network and vastly eases adm nistration and
mai nt enance of the network. It also vastly sinplifies the design

and i nplenmentation of software [14].

Furthernmore, the Unreliable Datagram Service should support sone
m ni mal | evel of service; something that is approximtely

equi valent to IPv4 service. This has two functions; it eases the
task of IPv4/IPng translating systens in mapping IPv4 traffic to
| Png and vice versa, and it sinmplifies the task of fitting |Png
into small, linited environments such as boot ROMs.

Ti me Frane
Unreliabl e Dat agram Servi ce nust be avail abl e i medi ately.
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5.8 Configuration, Administration, and Qperation

CRI TERI ON
The protocol mnust permt easy and largely distributed
configuration and operation. Automatic configuration of hosts and
routers is required.

DI SCUSSI ON
People complain that IP is hard to nanage. W cannot plug and
play. We nust fix that problem

We do note that fully automated configuration, especially for

| arge, conplex networks, is still a topic of research. Qur
concern is nostly for small and medium sized, |ess conpl ex,

net wor ks; pl aces where the essential know edge and skills would
not be as readily avail able.

In dealing with this criterion, address assignnent and del egation
procedures and restrictions should be addressed by the proposal
Furthernore, "ownership" of addresses (e.g., user or service
provider) has recently become a concern and the issue should be
addr essed.

We require that a node be able to dynamically obtain all of its
operational, |IP-level paranmeters at boot tine via a dynamc
confi guration nechani sm

A host nust be able to dynamically discover routers on the host’s
| ocal network. ldeally, the information which a host |earns via
thi s nmechani smwoul d al so allow the host to make a rationa

sel ection of which first-hop router to send any given packet to.

| Png nust not mandate that users or administrators manually
configure first-hop routers into hosts.

Al so, a strength of I Pv4 has been its ability to be used on
i sol ated subnets. |Png hosts nust be able to work on networks
wi t hout routers present.

Additional elenments of this criterion are:

Ease of address allocation
Ease of changing the topol ogy of the network within a particul ar
routing donain.
Ease of changi ng network provider
Ease of (re)configuring host/endpoint parameters such as
addressing and identification.

* Ease of (re)configuring router paraneters such as addressing and
i dentification.
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* Address allocation and assi gnment authority mnmust be del egated as
far 'down’ the adm nistrative hierarchy as possible.

The requirenents of this section apply only to IPng and its
supporting protocols (such as for routing, address resolution, and
networ k-1 ayer control). Specifically, as far as IPng is
concerned, we are concerned only with how routers and hosts get
their configuration information.

We note that in general, automatic configuration of hosts is a

| arge and conpl ex problem and getting the configuration
information into hosts and routers is only one, small, piece of
the problem A |arge ampbunt of additional, non-Internet-I|ayer
work is needed in order to be able to do "pl ug-and-pl ay"
networ ki ng. O her aspects of "plug-and-play" networking include
things like: Autoregistration of new nodes with DNS, configuring
security service systens (e.g., Kerberos), setting up email relays
and mai|l servers, locating network resources, adding entries to
NFS export files, and so on. To a |arge degree, these
capabilities do not have any dependence on the |Png protoco

(ot her than, perhaps, the format of addresses).

We require that any |Png proposal not inpede or prevent, in any
way, the devel opnent of "plug-and-play" network configuration
t echnol ogi es.

Aut omatic configuration of network nodes nust not prevent users or
adm nistrators fromal so being able to manually configure their
syst ens.

Ti me Frame
A method for plug and play on small subnets is imrediately
required.

We believe that this is an extrenely critical area for any |IPng as
a major conplaint of the IP community as a whole is the difficulty
in admnistering large I P networks. Furthernore, ease of
installation is likely to speed the depl oynent of |Png.

5.9 Secure Operation

CRI TERI ON
| Png nmust provide a secure network | ayer.

DI SCUSSI ON

W need to be sure that we have not created a network that is a
cracker’s playground.
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In order to neet the Robustness criterion, sone elenments of what

is conmonly shrugged off as "security" are needed; e.g., to prevent
a villain frominjecting bogus routing packets, and destroying the
routing systemwi thin the network. This criterion covers those
aspects of security that are not needed to provide the Robustness
criterion.

Anot her aspect of security is non-repudiation of origin. 1In order
to adequately support the expected need for sinple accounting, we
believe that this is a necessary feature.

In order to safely support requirenents of the comercial world,

| Png-1 evel security nust have capabilities to prevent
eavesdroppers fromnmonitoring traffic and deducing traffic
patterns. This is particularly inportant in multi-access networks
such as cable TV networks [5].

Aspects of security at the IP level to be considered include:

Deni al of service protections [6],

Continuity of operations [6],

Precedence and preenption [6],

Ability to allow rul e-based access control technol ogi es [6]

Protection of routing and control -protocol operations [9],

Aut hentication of routing information exchanges, packets, data,

and sources (e.g., make sure that the routing packet canme froma

router) [9],

* QOS security (i.e., protection against inmproper use of network-
| ayer resources, functions, and capabilities),

* Aut o-configuration protocol operations in that the host nust be
assured that it is getting its information from proper sources,

* Traffic pattern confidentiality is strongly desired by severa

comunities [9] and [5].

b R

Ti me Frane
Security should be an integral conponent of any IPng fromthe
begi nni ng.

5.10 Uni que Narmi ng

CRI TERI ON
| Png nust assign all |P-Layer objects in the global, ubiquitous,
I nternet unique nanes. These nanes may or nmay hot have any
| ocation, topology, or routing significance.

DI SCUSSI ON

We use the term"Nanme" in this criterion synonynously with the
term"End Point Identifier" as used in the NI MROD proposal, or as
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| P Addresses uniquely identify interfaces/hosts in |IPv4. These
nanes may or nay not carry any routing or topology information
See [11] for mnore discussion on this topic.

| Png must provide identifiers which are suitable for use as

gl obal I y uni que, unanbi guous, and ubi qui tous nanmes for endpoints,
nodes, interfaces, and the like. Every datagramnust carry the
identifier of both its source and its destination (or sonme nethod
must be available to deternine these identifiers, given a
datagran). W believe that this is required in order to support
certain accounting functions.

Q her functions and uses of uni que nanes are:

* To uniquely identify endpoints (thus if the unique nane and
address are not the sane, the TCP pseudo- header shoul d incl ude
the uni que nane rather than the address)

* To all ow endpoints to change topol ogical |ocation on the network
(e.g., mgrate) w thout changing their unique nanes.

* To give one or nore unique nanes to a node on the network (i.e.
one node may have multiple uni que nanes)

An identifier must refer to one and only one object while that
object is in existence. Furthernore, after an object ceases to
exist, the identifier should be kept unused | ong enough to ensure
that any packets containing the identifier have drained out of the
Internet system and that other references to the identifier have
probably been lost. W note that the term "exi stence" is as much
an admnistrative issue as a technical one. For exanple, if a
wor kstation is reassigned, given a new | P address and node nane,
and attached to a new subnetwork, is it the sane object or not.
Thi s does argue for a nanespace that is relatively |arge and
relatively stable.

Ti me Frane
We see this as a fundanmental elenent of the IP layer and it shoul d
be in the protocol fromthe beginning.

5.11 Access

CRI TERI ON
The protocols that define IPng, its associated protocols (simlar
to ARP and ICWP in IPv4) and the routing protocols (as in OSPF
BGP, and RIP for |Pv4) nust be published as standards track RFCs
and nust satisfy the requirenents specified in RFC1310. These
docunents should be as freely avail able and redistributable as the
| Pv4 and related RFCs. There must be no specification-related
licensing fees for inplementing or selling | Png software.
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Dl SCUSSI ON
An essential aspect of the devel opment of the Internet and its
protocol s has been the fact that the protocol specifications are
freely available to anyone who wi shes a copy. Beyond sinply
m ni m zing the cost of |earning about the technol ogy, the free
access to specifications has nade it easy for researchers and
devel opers to easily incorporate portions of old protoco
specifications in the revised specifications. This type of easy
access to the standards docunents is required for |Png.

Ti me Frane
An IPng and its related protocols nust neet these standards for
openness before an | Png can be approved.

5.12 Multi cast

CRI TERI ON
The protocol must support both unicast and nulticast packet
transm ssion. Part of the multicast capability is a requirenent
to be able to send to "all IP hosts on a given subnetwork".
Dynami ¢ and automatic routing of nulticasts is also required.

DI SCUSSI ON
| Pv4 has made heavy use of the ability to nulticast requests to
all IPv4 hosts on a subnet, especially for autoconfiguration

This ability must be retained in |IPng.

Unfortunately, IPv4 currently uses the |ocal media broadcast
address to nmulticast to all IP hosts. This behavior is anti-
social in mxed-protocol networks and should be fixed in |IPng.
There's no good reason for IPng to send to all hosts on a subnet
when it only wishes to send to all 1Png hosts. The protocol nust
make al |l owances for nmedia that do not support true multicasting.

In the past few years, we have begun to depl oy support for w de-
area nmulticast addressing in the Internet, and it has proved

val uabl e. This capability must not be lost in the transition to
| Png.

The ability to restrict the range of a multicast to specific
networks is also inportant. Furthernore, it must be possible to
"selectively" multicast packets. That is, it nmust be possible to
send a multicast to a renote, specific portion or area of the
Internet (such as a specific network or subnetwork) and then have
that nulticast limted to just that specific area. Furthernore,
any given network or subnetwork shoul d be capabl e of supporting
2**16 "local" multicast groups, i.e., groups that are not
propagated to other networks. See [8].
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It should be noted that addressing -- specifically the syntax and
semantics of addresses -- has a great inpact on the scalability of
the architecture.

Currently, large-scale nulticasts are routed manual ly through the
Internet. Wiile this is fine for experinents, a "production”
systemrequires that multicast-routing be dynam c and autonatic.
Mul ticast groups nmust be able to be created and destroyed, hosts
nmust be able to join and |l eave nulticast groups and the network
routing infrastructure nust be able to | ocate new mul ti cast groups
and destinations and route traffic to those destinations al

wi t hout manual intervention

Large, topologically dispersed, nmulticast groups (wWith up to 10**6
partici pants) must be supported. Sone applications are given in

[8].

Ti me Frame
Qovi ously, address formats, algorithns for processing and
interpreting the multicast addresses must be inmediately avail able
in IPng. Broadcast and Ml ticast transm ssion/reception of
packets are required i mediately. Dynam c routing of multicast
packets nust be available wi thin 18 nonths.

We believe that Miulticast Addressing is vital to support future
applications such as renpote conferencing. It is also used quite
heavily in the current Internet for things |like service location
and routing.

5.13 Extensibility

CRI TERI ON
The protocol must be extensible; it must be able to evolve to neet
the future service needs of the Internet. This evolution nust be
achi evabl e wi thout requiring network-w de software upgrades. |Png
is expected to evolve over tinme. As it evolves, it nust be able to
allow different versions to coexist on the same network.

DI SCUSSI ON
We do not today know all of the things that we will want the
Internet to be able to do 10 years fromnow. At the sane tine, it
is not reasonable to ask users to transition to a new protoco
wi th each passing decade. Thus, we believe that it nust be
possible to extend I Png to support new services and facilities.
Furthernore, it is essential that any extensions can be
increnentally deployed to only those systens which desire to use
them Systens upgraded in this fashion nust still be able to
conmuni cate with systens which have not been so upgraded.
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There are several aspects to extensibility:

5.13.1 Al gorithns
The al gorithnms used in processing |IPng information should be
decoupl ed fromthe protocol itself. It should be possible to
change these algorithns w thout necessarily requiring protocol
dat astructure, or header changes.

5.13. 2 Headers
The content of packet headers should be extensible. As nore
features and functions are required of IPng, it may be
necessary to add nore information to the |IPng headers. W note
that for 1 Pv4, the use of options has proven less than entirely
sati sfactory since options have tended to be inefficient to
process.

5.13.3 Data Structures
The fundanental data structures of |IPng should not be bound
with the other elenents of the protocol. E. g., things |ike
address formats should not be intimately tied with the routing
and forwarding algorithns in the way that the |IPv4 address
cl ass mechanismwas tied to I Pv4 routing and forwarding.

5.13. 4 Packets
It should be possible to add additional packet-types to |Png.
These could be for, e.g., new control and/or nonitoring
operations.

We note that, everything el se being equal, having | arger

oversi zed, nunber spaces is preferable to having nunber spaces
that are "just |arge enough". Larger spaces afford nore
flexibility on the part of network designers and operators and
allow for further experimentation on the part of the scientists,
engi neers, and devel opers. See [7].

Ti me Frane
A framewor k showi ng nmechani snms for extending the protocol nust be
provi ded i mmedi ately.

5.14 Network Service

CRI TERI ON
The protocol must allow the network (routers, intelligent nedia,
hosts, and so on) to associate packets with particul ar service
cl asses and provide themw th the services specified by those
cl asses.
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Dl SCUSSI ON
For many reasons, such as accounting, security and multinmedia, it
is desirable to treat different packets differently in the
net wor k.

For exanple, nultinedia is now on our desktop and will be an
essential part of future networking. So we have to find ways to
support it; and a failure to support it nay nmean users choose to
use protocols other than |Png.

The 1 ETF nulticasts have shown that we can currently support

mul ti media over internetworks with some hitches. |f the network
can be guaranteed to provide the necessary service levels for this
traffic, we will dramatically increase its success.

This criterion includes features such as policy-based routing,
flows, resource reservation, network service technol ogi es, type-
of -service and quality-of-service and so on

In order to properly support comercial provision and use of

I nt ernetwork service, and account for the use of these services
(i.e., support the economc principle of "value paid for val ue
received") it nmust be possible to obtain guarantees of service
levels. Simlarly, if the network can not support a previously
guaranteed service level, it nmust report this to those to whomit
guar anteed the service.

Net wor k servi ce provisions nmust be secure. The network-I|ayer
security nust generally prevent one host fromsurreptitiously
obtai ning or disrupting the use of resources whi ch anot her host
has validly acquired. (Sone security failures are acceptable, but
the failure rate nmust be very |low and the rate shoul d be
quantifiabl e).

One of the paraneters of network service that may be requested
nust be cost - based.

As far as possible, given the limtations of underlying nmedia and
| Ps nodel of a robust internet datagram service, real-tine,
m ssion-critical applications rmust be supported by IPng [6].

Users nust be able to confirmthat they are, in fact, getting the
services that they have requested.

Ti me Frane
This should be avail able within 24 nont hs.
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5.15 Support for Mbility

CRI TERI ON
The protocol must support nobile hosts, networks and
i nt er net wor ks.

DI SCUSSI ON
Again, nobility is beconming increasingly inmportant. Look at the
portabl es that everyone is carrying. Note the strength of the
Appl e conmerci al show ng soneone autonatically connecting up her
Power book to her computer back in the office. There have been a
nunber of pilot projects showi ng ways to support nobility in | Pv4.
Al'l have sone drawbacks. But |ike network service grades, if we
can support mobility, IPng will have features that will encourage
transition.

We use an enconpassing definition of "nmobility" here. Mbility
typically nmeans one of two things to people: 1) Hosts that
physically nove and remai n connected (via sone wirel ess datalink)
wi th sessions and transport-layer connections renmining 'open’ or
"active’ and 2) Disconnecting a host fromone spot in the network,
connecting it back in another arbitrary spot and continuing to
work. Both forms are required.

Ref erence [ 6] discusses possible future use of |IP-based networks
in the US Navy's ships, planes, and shore installations. Their
basi ¢ nodel is that each ship, plane and shore installation
represents at |least one IP network. The ship- and pl ane-based
net wor ks, obviously, are nobile as these craft nove around the
world. Furthermore, nost, if not all, Naval surface conbatants
carry sone aircraft (at a mninum a helicopter or twd). So, not
only must there be nobile networks (the ships that nove around),
but there nust be nobile internetworks: the ships carrying the
aircraft where each aircraft has its own network, which is
connected to the ship’s network and the whole thing is noving.

There is also the requirenent for dynanic nmobility; a plane m ght
take off fromaircraft carrier A and |land on carrier B so it

obvi ously woul d want to "connect" to B's network. This situation
m ght be even nore conpl ex since the plane mght wish to retain
connectivity to its "home" network; that is, the plane m ght
remai n connected to the ship-borne networks of both aircraft
carriers, A and B

These requirements are not limted to just the navy. They apply
to the civilian and comrercial worlds as well. For exanple, in
civil airliners, comercial cargo and passenger ships, trains,
cars and so on.
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Ti me Frame
The nobility algorithms are stabilizing and we woul d hope to see
an IPng mobility framework within a year

5.16 Control Protoco

CRI TERI ON
The protocol mnust include el ementary support for testing and
debuggi ng net works.

DI SCUSSI ON
An inportant feature of IPv4 is the ICMP and its debuggi ng,
support, and control features. Specific |ICVW nessages that have
proven extraordinarily useful within |IPv4 are Echo Request/Reply
(a.k.a ping), Destination Unreachable and Redirect. Functions
simlar to these should be in |IPng.

This criterion explicitly does not concern itself with
configuration related nessages of I1CVWP. W believe that these are
adequately covered by the configuration criterion in this meno.

One limtation of today’'s |ICVWP that should be fixed in IPng’'s
control protocol is that nore than just the |IPng header plus 64
bits of a failed datagram should be returned in the error nessage.
In sone situations, this is too little to carry all the critica
protocol information that indicates why a datagramfailed. At

m ni mum any | Png control protocol should return the entire |Png
and transport headers (including options or nested headers).

Ti me Frane
Support for these functions is required i nrediately.

5.17 Private Networks

CRI TERI ON
| Png nust allow users to build private internetworks on top of the
basic Internet Infrastructure. Both private |P-based
i nternetworks and private non-|P-based (e.g., CLNP or AppleTal k)
i nternetworks rmust be supported.

DI SCUSSI ON
In the current Internet, these capabilities are used by the
research community to develop new | P services and capabilities
(e.g., the MBone) and by users to interconnect non-1P islands over
the Internet (e.g., CLNP and DecNet use in the UK).

The capability of building networks on top of the Internet have
been shown to be useful. Private networks allow the Internet to
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be extended and nodified in ways that 1) were not foreseen by the
original builders and 2) do not disrupt the day-to-day operations
of other users.

We note that, today in the IPv4 Internet, tunneling is wi dely used
to provide these capabilities.

Finally, we note that there m ght not be any features that
specifically need to be added to IPng in order to support the
desired functions (i.e., one mght treat a private network protoco
simply as another IP client protocol, just like TCP or UDP). If
this is the case, then IPng must not prevent these functions from
bei ng perforned.

Ti me Frane
Sone of these capabilities may be required to support other
criteria (e.g., transition) and as such, the timng of the
specifications is governed by the other criteria (e.g., imediately
in the case of transition). Ohers nmay be produced as desired.

6. Things W Chose Not to Require

This section contains itenms which we felt should not inpact the
choice of an IPng. Listing an item here does not nean that a
protocol MJUST NOT do sonething. It means that the authors do not
believe that it matters whether the feature is in the protocol or

not. If a protocol includes one of the itens listed here, that’s
cool. If it doesn’t; that’s cool too. A feature m ght be necessary in
order to neet some other criterion. Qur point is merely that the
feature need not be required for its own sake.

6.1 Fragnmentation

The technol ogy exists for path MIU di scovery. Presumably, 1Png wll
continue to provide this technology. Therefore, we believe that |Png
Fragnmentati on and Reassenbly, as provided in IPvd4, is not necessary.
We note that fragnmentation has been shown to be detrinental to
networ k performance and strongly recomrend that it be avoi ded.

6.2 | P Header Checksum

There has been di scussion indicating that the I P Checksum does not
provi de enough error protection to warrant its perfornmance inpact.
The argunment states that there is al nost always a stronger datalink
| evel CRC, and that end-to-end protection is provided by the TCP
checksum Therefore we believe that an I Png checksumis not required
per - se.
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6.3 Firewal |l s

Sone have requested that |IPng include support for firewalls. The
authors believe that firewalls are one particular solution to the
probl em of security and, as such, do not consider that support for
firewalls is a valid requirement for I1Png. (At the sanme tinme, we
woul d hope that no IPng is hostile to firewalls w thout offering sone
equi val ent security sol ution).

6.4 Network Managenent

Net wor k Managenent properly is a task to be carried out by additiona
protocol s and standards, such as SNWP and its MBs. W believe that
net wor k managenent, per se, is not an attribute of the IPng protocol
Furthernore, network managenment is viewed as a support, or service,
function. Network managenent shoul d be devel oped to fit |1Png and not
the ot her way round.

6.5 Accounting

We believe that accounting, |ike network managenent, must be designed
to fit the I1Png protocol, and not the other way round. Therefore,
accounting, in and of itself, is not a requirenent of |1Png. However,
there are sone facets of the protocol that have been specified to
nmake accounting easier, such as non-repudi ation of origin under
security, and the unique nam ng requirenment for sorting datagranms
into classes. Note that a paraneter of network service that |Png
must support is cost.

6.6 Routing

Routing is a very critical part of the Internet. |In fact, the

I nt ernet Engi neering Task Force has a separate Area which is
chartered to deal only with routing issues. This Area is separate
fromthe nore general Internet Area.

We see that routing is also a critical conmponent of IPng. There are
several criteria, such as Scaling, Addressing, and Network Services,
which are intimately entwined with routing. In order to stress the
critical nature and inportance of routing, we have chosen to devote a
separate chapter to specifically enumerating some of the requirenents
and issues that IPng routing nust address. All of these issues, we
believe, fall out of the general criteria presented in the previous
chapter.
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6.6.1 Scale

First and forenost, the routing architecture nmust scale to support
a very large Internet. Current expectations are for an Internet
of about 10**9 to 10**12 networks. The routing architecture nust
be able to deal with networks of this size. Furthernore, the
routing architecture nust be able to deal with this size wi thout
requiri ng massive, global databases and algorithnms. Such

dat abases or algorithnms would, in effect, be single points of
failure in the architecture (which is not robust), and because of
the nature of Internet adm nistration (cooperative anarchy), it
woul d be inmpossible to maintain the needed consi stency.

6.6.2 Policy

Net wor ks (both transit and non-transit) must be able to set their
own policies for the types of traffic that they will admt. The
routing architecture nust nake these policies available to the
network as a whole. Furthernore, nodes nust be able to sel ect
routes for their traffic based on the advertised policies.

6.6.3 QOS

A key elenment of the network service criteria is that differing
applications wish to acquire differing grades of network service.
It is essential that this service informati on be propagated around
t he network.

6. 6.4 Feedback

As users select specific routes over which to send their traffic,
they nmust be provided feedback fromthe routing architecture. This
f eedback should allow the user to determ ne whether the desired
routes are actually avail able or not, whether the desired services
are being provided, and so forth.

This would allow users to nodify their service requirenents or
even change their routes, as needed.

6.6.5 Stability

Wth the addition of additional data into the routing system
(i.e., routes are based not only on connectivity, as in |IPv4, but
al so on policies, service grades, and so on), the stability of the
routes may suffer. We offer as evidence the early ARPANET whi ch
experimented with | oad-based routing. Routes would remain in flux,
changi ng fromone saturated |ink, to another, unused, |ink.
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This must not be allowed to happen. |[|f anything, routes should be
even nore stable under IPng’s routing architecture than under the
current architecture.

6.6.6 Ml ticast

Multicast will be nore inportant in IPng than it is today in |Pv4.
Mul ticast groups may be very large and very distributed.
Menbership in nulticast groups will be very dynamic. The routing
architecture must be able to cope with this.

Furthernore, the routing architecture nmust be able to build

nmul ticast routes dynamcally, based on factors such as group
nmenber shi p, nmenber |ocation, requested and avail abl e qualities of
service, and so on.

7. References

[1]

[2]

[3]

[4]

[5]

[ 6]

[7]

[8]

Partri

Internet Architecture Board, "IP Version 7", Draft 8, Wrk in
Progress, July, 1992.

Goss, P., and P. Al nguist, "IESG Deliberations on Routing and
Addr essing", RFC 1380, |ESG Chair, IESG Internet AD, Novemrber
1992.

Cark, D., Chapin, L., Cerf, V., Braden, R, and R Hobby,
"Toward the Future Internet Architecture", RFC 1287, M T, BBN
CNRI, USC/Information Sciences Institute, UC Davis, Decenber
1991.

Dave C ark’s paper at SIGCOW ' 88 where he pointed out that the
design of TCP/IP was guided, in large part, by an ordered list of
requi renents.

Vecchi, M, "IPng Requirements: A Cable Tel evision Industry
Vi ewpoi nt", RFC 1686, Tine Warner Cable, August 1994.

Geen, D, Irey, P., Marlow, D. and K O Donoghue, "HPN Wrki ng
Group Input to the IPng Requirements Solicitation, RFC 1679,
NSWC- DD, August 1994.

Bellovin, S., "On Many Addresses per Host", RFC 1681, AT&T Bel
Laboratories, August 1994.

Symington, S., Wod, D., and J. Pullen, "Mdelling and Simulation

Requirenents for |IPng", RFC 1667, Mtre Corporation and CGeorge
Mason University, August 1994.

dge and Kastenhol z [ Page 29]



RFC 1726 | Png Technical Criteria Decenmber 1994

[9] Internet Architecture Board, "Report of the | AB Wrkshop on
Security in the Internet Architecture, RFC 1636, |AB, June 1994.

[10] Private EMAIL from Tony Li to IPNG Directorate Mailing List, 18
April 1994 18:42:05.

[11] Saltzer, J., On the Naming and Bi ndi ng of Network Destinations",
RFC 1498, MI.T. Laboratory for Conputer Science, August 1993.

[12] Postel, J., "Transm ssion Control Protocol - DARPA Internet
Program Prot ocol Specification", STD 7, RFC 793, DARPA, Septenber
1981.

[13] EMAIL from Robert Elz to the Big Internet mailing list,
approxi mately 4 May 1994.

[14] Chiappa, N., "Ninrod and | Png Techni cal Requirenents”, Work in
Pr ogr ess.

8. Security Considerations

Security is not directly addressed by this neno. However, as this
meno codifies goals for a new generation of network |ayer protocol
the security provided by such a protocol is addressed. Security has
been rai sed as an issue in several of the requirenents stated in this
nmeno. Furthernore, a specific requirenment for security has been
made.
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