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Status of this Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenmo is unlimted.
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This menpo describes a protocol that is an evolution of the previous
versi on of the protocol, version 4 [1]. This new protocol stens from
active discussions and prototype inplenentations. The key
contributors are: Marcus Leech: Bell-Northern Research, David Kobl as:
| ndependent Consul tant, Ying-Da Lee: NEC Systens Laboratory, LalMnt
Jones: Hewl ett-Packard Conpany, Ron Kuris: Unify Corporation, Matt
Gani s: International Business Mchines.

1. Introduction

The use of network firewalls, systens that effectively isolate an
organi zations internal network structure froman exterior network,
such as the INTERNET is becom ng increasingly popular. These
firewal | systens typically act as application-|layer gateways between
networ ks, usually offering controlled TELNET, FTP, and SMIP access.
Wth the enmergence of nore sophisticated application | ayer protocols
designed to facilitate global information discovery, there exists a
need to provide a general framework for these protocols to
transparently and securely traverse a firewall
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There exists, also, a need for strong authentication of such
traversal in as fine-grained a manner as is practical. This

requi rement stens fromthe realization that client-server

rel ati onshi ps energe between the networks of various organi zati ons,
and that such relationships need to be controlled and often strongly
aut henti cat ed.

The protocol described here is designed to provide a franework for
client-server applications in both the TCP and UDP domains to
conveniently and securely use the services of a network firewall

The protocol is conceptually a "shimlayer” between the application
| ayer and the transport |ayer, and as such does not provide network-
| ayer gateway services, such as forwarding of | CMP nessages.

2. Existing practice

There currently exists a protocol, SOCKS Version 4, that provides for
unsecured firewall traversal for TCP-based client-server
applications, including TELNET, FTP and the popul ar infornation-

di scovery protocols such as HITP, WAIS and GOPHER

Thi s new protocol extends the SOCKS Version 4 nodel to include UDP
and extends the framework to include provisions for generalized
strong aut hentication schenes, and extends the addressing schene to
enconpass donai n-nanme and V6 | P addresses.

The i npl enentati on of the SOCKS protocol typically involves the
reconpil ation or relinking of TCP-based client applications to use
the appropriate encapsulation routines in the SOCKS |ibrary.

Not e:

Unl ess ot herwi se noted, the decimal nunbers appearing in packet -
format diagrans represent the length of the corresponding field, in
octets. \Were a given octet nust take on a specific value, the
syntax X hh’ is used to denote the value of the single octet in that
field. Wien the word 'Variable is used, it indicates that the
corresponding field has a variable length defined either by an
associ ated (one or two octet) length field, or by a data type field.

3. Procedure for TCP-based clients

When a TCP-based client w shes to establish a connection to an object
that is reachable only via a firewall (such determination is left up
to the inplenmentation), it must open a TCP connection to the
appropriate SOCKS port on the SOCKS server system The SOCKS service
is conventionally |ocated on TCP port 1080. |If the connection
request succeeds, the client enters a negotiation for the
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aut hentication nethod to be used, authenticates with the chosen

net hod, then sends a relay request. The SOCKS server eval uates the
request, and either establishes the appropriate connection or denies
it.

Unl ess ot herwi se noted, the deci mal nunbers appearing in packet -
format diagrans represent the Il ength of the corresponding field, in
octets. \Were a given octet nust take on a specific value, the
syntax X hh' is used to denote the value of the single octet in that
field. Wien the word ’'Variable is used, it indicates that the
corresponding field has a variable length defined either by an
associ ated (one or two octet) length field, or by a data type field.

The client connects to the server, and sends a version
identifier/method sel ecti on nessage:

oo Fommmea s +
| VER | NVETHODS | METHODS |
e e +
| 1 | 1 | 1to 255 |
e Fome oo +

The VER field is set to X 05 for this version of the protocol. The
NMETHODS field contains the nunmber of method identifier octets that
appear in the METHODS fi el d.

The server selects fromone of the nethods given in METHODS, and
sends a METHOD sel ection nessage:

oo - +
| VER | METHCD

oo +
| 1 | 1 |
N +

If the selected METHOD is X FF', none of the nethods |listed by the
client are acceptable, and the client MJST cl ose the connection

The val ues currently defined for METHOD are:

X 00" NO AUTHENTI CATI ON REQUI RED

X 01" GSSAPI

X 02" USERNAME/ PASSWORD

X 03 to X 7F | ANA ASSI GNED

X 80" to X FE RESERVED FOR PRI VATE METHODS
X FF' NO ACCEPTABLE METHODS

OO0OO0OO0OO0OO0

The client and server then enter a nethod-specific sub-negotiation
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Descriptions of the nethod-dependent sub-negotiations appear in
separ ate nmenos.

Devel opers of new METHOD support for this protocol should contact

| ANA for a METHOD nunber. The ASSI GNED NUMBERS docunent shoul d be
referred to for a current list of METHOD nunbers and their
correspondi ng protocols.

Conpl i ant i npl enent ati ons MJST support GSSAPI and SHOULD support
USERNAME/ PASSWORD aut henti cati on met hods.

Request s

Once the net hod-dependent subnegotiation has conpleted, the client
sends the request details. |f the negotiated nethod includes
encapsul ati on for purposes of integrity checki ng and/or
confidentiality, these requests MJST be encapsul ated in the method-
dependent encapsul ati on

The SOCKS request is fornmed as foll ows:

Fomm - o - S Fomm e o - Fomm oo - Fomm oo - +
|[VER| CMD| RSV | ATYP | DST.ADDR | DST. PORT
S R S R, S R, Fomm e m e Fomm e m e +
| 2 | 1 | X00 | 1 | Variable | 2
S Fommm o - Fomm - - S S +
Wher e
o VER protocol version: X 05
o CM
o CONNECT X 01’
o BIND X 02

o UDP ASSQOCI ATE X 03
o RSV RESERVED
o ATYP address type of foll ow ng address
o |P V4 address: X 01
o DOVAI NNAME: X 03’
o |P V6 address: X 04’

o DST. ADDR desired destination address
o DST. PORT desired destination port in network octet
or der

The SOCKS server will typically evaluate the request based on source
and destination addresses, and return one or nore reply nessages, as
appropriate for the request type.
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5.

Addr essi ng

In an address field (DST. ADDR, BND. ADDR), the ATYP field specifies
the type of address contained within the field:

o X0
the address is a version-4 |IP address, with a length of 4 octets

o X 03
the address field contains a fully-qualified domain name. The first
octet of the address field contains the nunber of octets of nane that
follow, there is no terminating NUL octet.

o X 04
the address is a version-6 |IP address, with a length of 16 octets.

Repli es

The SOCKS request information is sent by the client as soon as it has
established a connection to the SOCKS server, and conpleted the

aut hentication negotiations. The server eval uates the request, and
returns a reply forned as foll ows:

S R R S R S S +
|VER | REP | RSV | ATYP | BND. ADDR | BND. PORT
R S Fomm - S R, TSR TSR +
| 1 | 1 | Xo00 | 1 | Variable | 2
S A Fomm o - Fomm o R R +

Wher e

o VER prot ocol version: X 05
Reply field:
X' 00’ succeeded
X 01' general SOCKS server failure
X 02’ connection not allowed by rul eset
X 03" Network unreachabl e
X 04’ Host unreachabl e
X' 05" Connection refused
X 06" TTL expired
X 07" Comand not supported
X 08 Address type not supported
X 09" to X FF unassigned
o RSV RESERVED
o ATYP address type of foll ow ng address

OOOOOOOOOO%
U
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o |IP V4 address: X 01
o DOVAI NNAMVE: X 03’
o |P V6 address: X 04’
o BND. ADDR server bound address
o BND. PORT server bound port in network octet order

Fi el ds marked RESERVED (RSV) nust be set to X 00'.

If the chosen nethod includes encapsul ati on for purposes of
aut hentication, integrity and/or confidentiality, the replies are
encapsul ated i n the nethod-dependent encapsul ation

CONNECT

In the reply to a CONNECT, BND. PORT contains the port nunber that the
server assigned to connect to the target host, while BND. ADDR
contains the associated | P address. The supplied BND. ADDR is often
different fromthe IP address that the client uses to reach the SOCKS
server, since such servers are often multi-honed. It is expected
that the SOCKS server will use DST. ADDR and DST. PORT, and the
client-side source address and port in evaluating the CONNECT
request.

Bl ND

The BIND request is used in protocols which require the client to
accept connections fromthe server. FTP is a well-known exanpl e,
whi ch uses the primary client-to-server connection for comands and
status reports, but may use a server-to-client connection for
transferring data on demand (e.g. LS, GET, PUT).

It is expected that the client side of an application protocol wll
use the BIND request only to establish secondary connections after a

primary connection is established using CONNECT. 1In is expected that
a SOCKS server will use DST. ADDR and DST. PORT in eval uating the BIND
request.

Two replies are sent fromthe SOCKS server to the client during a

BI ND operation. The first is sent after the server creates and binds
a new socket. The BND. PORT field contains the port nunber that the
SOCKS server assigned to listen for an incom ng connection. The

BND. ADDR field contains the associated | P address. The client will
typically use these pieces of information to notify (via the primary
or control connection) the application server of the rendezvous
address. The second reply occurs only after the anticipated i ncom ng
connection succeeds or fails.
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In the second reply, the BND. PORT and BND. ADDR fields contain the
address and port nunber of the connecting host.

UDP ASSOCI ATE

The UDP ASSOCI ATE request is used to establish an association within
the UDP relay process to handl e UDP datagrans. The DST. ADDR and
DST. PORT fields contain the address and port that the client expects
to use to send UDP datagrans on for the association. The server MAY
use this information to limt access to the association. |f the
client is not in possesion of the information at the tinme of the UDP
ASSCCI ATE, the client MJST use a port nunber and address of al

zeros.

A UDP association term nates when the TCP connection that the UDP
ASSQCI ATE request arrived on terninates.

In the reply to a UDP ASSCCI ATE request, the BND. PORT and BND. ADDR
fields indicate the port nunber/address where the client MJST send
UDP request nessages to be rel ayed.

Reply Processing

When a reply (REP value other than X 00’) indicates a failure, the
SOCKS server MJST terminate the TCP connection shortly after sending
the reply. This nust be no nore than 10 seconds after detecting the
condi tion that caused a failure.

If the reply code (REP value of X 00') indicates a success, and the
request was either a BIND or a CONNECT, the client may now start
passing data. |If the selected authentication nmethod supports
encapsul ati on for the purposes of integrity, authentication and/or
confidentiality, the data are encapsul ated using the met hod-dependent
encapsulation. Simlarly, when data arrives at the SOCKS server for
the client, the server MJST encapsul ate the data as appropriate for
the authentication nmethod in use.

7. Procedure for UDP-based clients

A UDP- based client MJUST send its datagranms to the UDP rel ay server at
the UDP port indicated by BND. PORT in the reply to the UDP ASSCCl ATE
request. |If the selected authenticati on nethod provides
encapsul ati on for the purposes of authenticity, integrity, and/or
confidentiality, the datagram MJST be encapsul ated using the
appropriate encapsul ation. Each UDP datagramcarries a UDP request
header with it:
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S R S S R S R S R +
| RSV | FRAG | ATYP | DST. ADDR | DST. PORT | DATA
IS TR oo IR IR IR +
| 2 | 1 | 1 | Variable | 2 | Variable
A S R, TSR TSR TSR +

The fields in the UDP request header are:

0 RSV Reserved X 0000’

FRAG Current fragnent number

o ATYP address type of follow ng addresses:
o |P V4 address: X 01
o DOVAI NNAME: X 03’
o |IP V6 address: X 04’

o

o DST. ADDR desired destination address
o DST. PORT desired destination port
o DATA user data

When a UDP relay server decides to relay a UDP datagram it does so
silently, wi thout any notification to the requesting client.
Simlarly, it will drop datagranms it cannot or will not relay. Wen
a UDP relay server receives a reply datagramfroma rennte host, it
MUST encapsul ate that datagram using the above UDP request header
and any aut henti cati on-met hod- dependent encapsul ation

The UDP relay server MJST acquire fromthe SOCKS server the expected
| P address of the client that will send datagrans to the BND. PORT
given in the reply to UDP ASSCClI ATE. It MJST drop any datagrans
arriving fromany source | P address other than the one recorded for
the particular association.

The FRAG field indicates whether or not this datagramis one of a
nunber of fragnments. |If inplenmented, the high-order bit indicates
end- of - fragment sequence, while a value of X 00" indicates that this
datagrami s standal one. Values between 1 and 127 indicate the
fragnment position within a fragment sequence. Each receiver wll
have a REASSEMBLY QUEUE and a REASSEMBLY TI MER associated with these
fragments. The reassenbly queue nust be reinitialized and the
associ ated fragnents abandoned whenever the REASSEMBLY TI MER expires,
or a new datagram arrives carrying a FRAG field whose value is |ess
than the hi ghest FRAG val ue processed for this fragment sequence.
The reassenbly timer MJST be no |l ess than 5 seconds. It is
recommended that fragnentati on be avoi ded by applicati ons wherever
possi bl e.

| mpl ement ation of fragmentation is optional; an inplenentation that
does not support fragmentation MJST drop any dat agram whose FRAG
field is other than X 00’.
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The programm ng interface for a SOCKS-aware UDP MJUST report an
avai | abl e buffer space for UDP datagrans that is smaller than the
actual space provided by the operating system

o if ATYPis X 01' - 10+net hod_dependent octets smaller
o if ATYPis X 03 - 262+nmet hod_dependent octets snaller
o if ATYPis X 04" - 20+nethod _dependent octets smaller

8. Security Considerations

Thi s docunent describes a protocol for the application-I|ayer
traversal of IP network firewalls. The security of such traversal is
hi ghl y dependent on the particular authentication and encapsul ation
net hods provided in a particular inplenmentation, and sel ected during
negoti ati on between SOCKS client and SOCKS server.

Careful consideration should be given by the adm nistrator to the
sel ection of authentication methods.
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