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The PPP Net Bl OS Franes Control Protocol (NBFCP)
Status of this Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

Abst r act

The Point-to-Point Protocol (PPP) [1] provides a standard nethod for
transporting nmulti-protocol datagrans over point-to-point |inks. PPP
defines an extensible Link Control Protocol, and proposes a fanmily of
Net wor k Control Protocols for establishing and configuring different
net wor k- | ayer protocols.

The NBF protocol [3] was originally called the NetBEU protocol. This
document defines the Network Control Protocol for establishing and
configuring the NBF protocol over PPP

The NBFCP protocol is only applicable for an end systemto connect to
a peer systemor the LAN that peer systemis connected to. It is not
applicabl e for connecting two LANs together due to NetBlI OS nane
l[imtations and Net Bl OS nane def ense mechani smns.
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1. I nt roducti on

PPP has three nmmi n conponents:
1. A nethod for encapsul ating multi-protocol datagrans.

2. A Link Control Protocol (LCP) for establishing, configuring,
and testing the data-1ink connection

3. Afamly of Network Control Protocols for establishing and
configuring different network-1|ayer protocols.

In order to establish conmunications over a point-to-point |ink, each
end of the PPP link nust first send LCP packets to configure and test
the data link. After the link has been established and optiona
facilities have been negotiated as needed by the LCP, PPP nust send
NBFCP packets to choose and configure the NBF network-1ayer protocol
Once NBFCP has reached the Opened state, NBF datagrams can be sent
over the |ink.

The Iink will remain configured for comruni cations until explicit LCP
or NBFCP packets close the link down, or until sonme external event
occurs (an inactivity timer expires or network adm nistrator

i ntervention).

1.1. Specification of Requirenents

In this docunent, several words are used to signify the requirenents
of the specification. These words are often capitalized.

MUST This word, or the adjective "required", neans that the
definition is an absolute requirenent of the specification

MUST NOT This phrase neans that the definition is an absolute
prohi bition of the specification

SHOULD This word, or the adjective "recommended”, neans that there
may exi st valid reasons in particular circunstances to
ignore this item but the full inplications should be
under st ood and carefully wei ghed before choosing a
di fferent course.
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MAY This word, or the adjective "optional", neans that this
itemis one of an allowed set of alternatives. An
i mpl ement ati on whi ch does not include this option MJST be
prepared to interoperate with another inplenmentation which
does include the option

1.2. Term nol ogy

Thi s docunent frequently uses the follow ng termns:

peer The other end of the point-to-point |ink.

silently discard
This nmeans the inplenmentation discards the packet wi thout
further processing. The inplenmentation SHOULD provide the
capability of logging the error, including the contents of
the silently discarded packet, and SHOULD record the event
in a statistics counter.

end- system

A user’s machine. 1t only sends packets to servers and
ot her end-systens. It doesn’'t pass any packets through
itself.

router Al'l ows packets to pass through, usually from one ethernet

segnent to another. Sonetines these are called
"intermedi at e-systens".

bri dge Al l ows packets to pass through with the data field
unnodi fied. Usually fromone ethernet segnent to another
or fromone ethernet segnent to a token-ring segment.

gat eway Al'l ows packets to be sent fromone network protocol to
the sane or different network protocol. For exanple,
Net Bl OS packets from an NBF network to a TCP/ 1P network
whi ch has inplenmented RFC 1001 and RFC 1002.

| ocal access only server A server which does not pass any packets
through itself to other servers.

2. A PPP Network Control Protocol for NBF

The NBF Control Protocol (NBFCP) is responsible for configuring,
enabl i ng, and disabling the NBF protocol nodules on both ends of the
poi nt-to-point |link. NBFCP uses the sane packet exchange mechani sm
as the Link Control Protocol. NBFCP packets MJST NOT be exchanged
until PPP has reached the Network-Layer Protocol phase. NBFCP
packets received before this phase is reached should be silently
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di scar ded.

The NBF Control Protocol is exactly the same as the Link Control
Protocol [1] with the follow ng exceptions:

Franme Modifications

The packet may utilize any nodifications to the basic frame format
whi ch have been negotiated during the Link Establishment phase.

Data Link Layer Protocol Field

Exactly one NBFCP packet is encapsulated in the Information field
of a PPP Data Link Layer frame where the Protocol field indicates
type hex 803f (NBF Control Protocol).

Code field

Only Codes 1 through 7 (Configure-Request, Configure-Ack,
Conf i gure- Nak, Configure-Reject, Term nate-Request, Terninate-Ack
and Code-Reject) are used. Qher Codes should be treated as

unr ecogni zed and should result in Code-Rejects.

Ti meout s

NBFCP packets MJST NOT be exchanged until PPP has reached the

Net wor k- Layer Protocol phase. An inplenentation should be
prepared to wait for Authentication and Link Quality Determ nation
to finish before timng out waiting for a Configure-Ack or other
response. It is suggested that an inplenentation give up only
after user intervention or a configurable anbunt of tine. Al so,
because Net Bl OS nane defense takes time (typically a mninmm of

3 seconds if nanes are added in parallel), it is suggested that

if Nane-Projection is negotiated, the timeouts are increased to 10
seconds.

Configuration Option Types
NBFCP has a distinct set of Configuration Options.
2.1. Sending NBF Datagrans
Bef ore any NBF packets nmay be conmunicated, PPP nust reach the
Net wor k- Layer Protocol phase, and the NBF Control Protocol must reach

the Opened state.

Unl ess ot herwi se negotiated, exactly one NBF packet is encapsul ated
inthe Information field of a PPP Data Link Layer frame where the
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Protocol field indicates type hex 003f (NBF datagram.

Si nce NBF datagrans for PPP do not contain a datagramlength field,
the encapsul at ed NBF packet MJUST NOT contain any extra octet paddi ng
except when Sel f-Defini ng-Paddi ng i s negoti at ed.

The maxi mum | ength of an NBF datagramtransnitted over a PPP link is
the sane as the nmaxi mum |l ength of the Information field of a PPP data
link layer frame. Since there is no standard nmethod for fragmenting
and reassenbli ng NBF dat agrans, PPP |inks supporting NBF MJUST al |l ow
at least 576 octets in the information field of a data |ink |ayer
frane. It is recomended that an inplenentation allow 1500 octets in
the information field unless the | EEE- MAC- Addr ess- Requi red bool ean
option is negotiated (see bel ow).

2.2 Bri dgi ng NBF Dat agr ans

There exist at |east four different MAC header inplenentations for
NBF packets: 802.3 Ethernet, 802.5 Token-Ring, DI X Ethernet, and
FDDI. Because NBF is not a routable protocol, sone PPP

i mpl enentati ons may require | EEE MAC addresses to properly route or
bri dge NBF packets. Sone PPP inplenmentations may require the entire
MAC nedi a header in order to properly route or bridge NBF packets.

O her snarter inplenmentations may only require the | EEE MAC addreses,
and still other inplenentations (such as Net Bl S gat eways) nay not
require any MAC address fields. NBFCP inplenentations which require
| EEE Addresses shoul d negoti ate the NBFCP | EEE- MAC- Addr ess- Requi r ed
bool ean configuartion option so that the MAC header can be provided
in the NBF packet.

| f | EEE- MAC- Addr ess- Requi red bool ean configuration option is

negoti ated, all NBF datagranms MJST be sent with the specified 12
octet | EEE MAC address header. Since negotiation of this option
occurs after the LCP phase, NBF packets MAY exceed the negotiated PPP
MRU size. A PPP inplenentation which negotiates this option MJST
al | ow reception of PPP NBF packets 12 octets larger than the

negoti ated MRU si ze.

2.3 Net Bl OS Nane Def ense
In order to guarantee uniqueness of NetBlI OS Nanes on the network,

NBFCP requires that end-systeminpl enentati ons MUST negoti ate the
Nane- Proj ection configuration option
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3.

1.

NBFCP Confi guration Options

NBFCP Configuration Options allow nodifications to the standard
characteristics of the network-layer protocol to be negotiated. If a
Configuration Option is not included in a Configure-Request packet,
the default value for that Configuration Option is assuned.

NBFCP uses the same Configuration Option fornmat defined for LCP [1],
with a separate set of Options.

Up-to-date values of the NBFCP Option Type field are specified in the
nost recent "Assigned Nunmbers" RFC [2]. Current val ues are assigned
as follows:

Nane- Pr oj ecti on
Peer- I nformation

Mul ticast-Filtering

| EEE- MAC- Addr ess- Requi r ed

A OWNPE

Nane- Pr oj ection
Descri ption

This Configuration Option provides a nethod for the peer to
provide the NetBlI OS nanes registered on its network. The sender
of the Configure-Request states which NetBlI OS nanmes shoul d be
added by the rennte peer. Mre than one Nane-Projection option
MAY appear in a single Configure-Request.

| mpl ement ati ons which do not attenpt to add any Net Bl OS nanes MJST
Confi gure-Rej ect the Nane-Projection Configuration Option

If the Name-Projection Configuration Option is not offered by the
renote peer, but is required by the |ocal peer, the |ocal peer
shoul d Configure-Nak the request and indicate that it w shes the
renote peer to add zero Net Bl OS nanes because it is the only known
acceptabl e value. The renpte peer may then term nate NBFCP
attenpt to add zero NetBlI CS nanes, or attenpt add one or nore
Net Bl OS nanes.

VWhen the receiving peer cannot add all the requested nanes, it
MUST Configure-Nak with the conplete |ist of nanes requested.
Those nanmes which coul d be added shoul d have the Added field set
to zero. Those nanes which coul d not be added shoul d have the
Added field set to an appropriate non-zero return code. The
sender of this Configuration Option SHOULD t hen resend the

Confi gure-Request with the successfully added nanes.
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The i npl enentati on nmay choose to fail configuration if the
conplete list of NetBlIOS nanes is not accepted. By failing, the
i mpl enentati on shoul d term nate NBFCP by sending a Term nat e-
Request packet.

Because addi ng Net Bl OS nanes can take tinme (usually 3 seconds) and
because PPP may default the restart tinmer to 3 seconds, the
restart timer SHOULD default to 10 seconds when configuring
Net Bl OS nanes.

A summary of the Nanme-Projection Configuration Option format is shown
below. The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

| Type | Length | 1st Net Bl OS- Name

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

| 1st Net Bl OS- Nane (cont.)

s S S i I S R R e h T Tk e S S S o T S

| 1st Net Bl OS- Nane (cont.)

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

| 1st Net Bl OS- Nane (cont.)

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

| 1st Net Bl OS- Nane (cont.) Added | 2nd Net BI OS Narre. .
s S S i I S R R e h T Tk e S S S o T S

Type

1
Lengt h

2 + (Nunber of NetBICS nanes * 17)
Net Bl OS- Nanes

This group of zero or nore sixteen octet NetBlICS-Name fields
contains a list of all the NetBlI OS nanmes the peer wishes to add to
the renote network if the packet is Configure-Request. If the
packet is Configure-Reject, the peer does not support this
configuration option and it can be assuned that no NetBlI OS nanes
wer e added.

Because the length field is only one octet, only 14 NetBlI CS nanes
can be added per Name-Projection option. |If nore than 14 NetBI OS
nanes shoul d be added, then nore than one Nane-Projection option
packet will have to be sent in the Configure-Request packet.
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Added

This is a one octet field which plays a dual role. The Added
field in the Name-Projection Request packet contains the type of
Net Bl CS nane added. A summary of nane types is |listed bel ow

01 Uni que Narre.
02 G oup Nane.

If the packet is a Configure-Reject the Added field should contain
the NetBIOS return code for the Net BlOS Add Nanme or Net Bl OS Add
Group Nane conmmand as defined in the NetBIOS 3.0 specification =

[3].
A summary of conmmon result codes is listed below in type hex.

00 Nane successfully added.

OD Duplicate nane in | ocal nane table.

OE Name table full

15 Nanme not found or cannot specify "*" or null
16 Nane in use on renote NetBlI OGS

19 Name conflict detected.

30 Nane defined by another environnent.

35 Requi red system resources exhaust ed.

3.2. Peer-Informtion
Descri ption

This Configuration Option provides a way for the peer to
conmuni cate Net Bl OS pertinent configuration information. Although
negotiation of this option is not nmandatory, it is suggested.

A summary of the Peer-Information Option format is shown bel ow. The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T S i i S i I S Sk i S SR S

| Type | Length | Peer - cl ass

B s i S i I i S S S i i
| Peer -version (najor) | Peer - ver si on( m nor)
i L S i i S S S ki
| Peer-nane ....

I I T S T i i it S S S S it S S
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Type
2
Length
>=3D8

If the length is 8, there is no Peer-name. |If the length is
greater than 8, the Peer-nanme’s length is Length - 8.

Peer - cl ass

The Peer-class field is one octet. It identifies the sender’s
i mpl enent ati on type.

Initial values are assigned as foll ows:

Val ue C ass
1 Reserved for |egacy inplenmentations.
2 PPP Net Bl OS Gat eway Server.
3 Reserved for |egacy inplenmentations.
4 PPP Local Access Only Server.
5 Reserved for |egacy inplenmentations.
6 PPP NBF Bri dge.
7 Reserved for |egacy inplenmentations.
8 PPP End- Syst em

Peer - ver si on

The Peer-version field is four octets and indicates the version of
the conmmuni cati on peer providing one side of the PPP connection
The first two octets are the major version nunber and the |ast two
octets are the m nor version nunber. The mgjor and m nor version
represent a 16 bit unsigned number sent with the nost significant
octet first.

Peer - nane

The nane of the peer. A suggested nanme is the NetBlI OS workstation

nane of the peer. |If the length field is 8, no peer nane is
provi ded. The peer-nanme may not be greater than 32 octets in
[ engt h.
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3.3. Milticast-Filtering
Descri ption

This Configuration Option provides a way to negotiate the use of
the Multicast-Forward-Period and the Multicast-Priority. This
Configuration Option provides a way to negotiate how to handl e
mul i cast packets. It allows the sender of the Configure-Request
to state the current handling of nulticast packets. The peer can
request paranmeters by NAKing the option, and returning valid

Mul ticast-Filtering paraneters.

I f negotiation about the rembte Multicast-Filtering is required,
and the peer did not provide the option in its Configure-Request,
the option SHOULD be appended to a Confi gure- Nak

Controlling the nmulticast rate is inportant because sone Net Bl OS
applications use nulticasts to communi cate and wi t hhol di ng

nmul ticasts may prevent these applications fromworking. It is

al so true that other NetBIOS applications do not need to receive
any nmulticast packets and therefore it is best to quench the rate
at which the peer will send nulticast packets.

By default, the peer is pre-configured to an adm nistrator
assigned Multicast-Forward-Period and Priority. A Milticast-
Forwar d- Peri od specified as hex type FFFF in a Confi gure- Request
is interpreted as requesting the receiving peer to specify a value
inits Configure-Nak. A Milticast-Forward-Period val ue specified
as hex type FFFF in a Configure-Nak is interpreted as agreenent
that no val ue exists. A Milticast-Forward-Period of zero indicates
that all multicast packets SHOULD be forwarded.

Peers that rely on all nulticast packets being forwarded SHOULD
request a Milticast-Forward-Period of zero and a Milticast-
Priority of one by NAKi ng the Configure-Request option and
appendi ng the proper paraneters to a Confi gure-Nak

A summary of the Multicast-Filtering Configuration Option format is
shown below. The fields are transnitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T S A S S I T S I S

| Type | Length | Mul ti cast - Forwar d- Peri od
T S T I I S T S e T i S NUpL S S
| Priority |

S i SEIE S S
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Type
3
Length
5
Mul ti cast - For war d- Peri od

The Mul ticast-Forward-Period field is two octets and indicates
the maxi mum period in seconds at which nulticast packets can

be sent. The maxi numvalue for this field is 60 (one mnute).

A value of zero indicates that there is no maxi mum period at

whi ch mul ticast packets can be sent. A value of hex type FFFF

i ndicates that the Multicast-Forward-Period is unknown. A val ue
of five indicates that nmulticast packets will not be sent at a
rate nore frequent than once every five seconds. This two

octet value represents a 16 bit unsigned nunber sent with

the nost significant octet first.

Priority

The Priority field is one octet long and indicates if nulticast
packets have priority over other packets when being sent. A value
of O indicates that directed packets have priority. A value of 1
i ndicates that nulticast packets have priority.

3.4. | EEE- MAC- Addr ess- Requi red
Descri ption

Thi s bool ean Configuration Option provides a nethod for the peer
to require that all NBF datagrams be sent with a 12 octet | EEE MAC
Address header. By default, it is assuned that no MAC header is
required.

A summary of the | EEE- MAC- Addr ess- Requi red Bool ean Confi guration
Option format is shown below. The fields are transmtted fromleft
to right.

0 1
0123456789012345
e T T A S SR RN N
| Type | Length |
T i i TSI SN Y S S S S S S
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Type
4
Length
2
Requi rement s

By default the NBF datagramis sent w thout any MAC header
information. The NBF datagraminformation field is equivalent to
the data field in 802.3, 802.5, and FDDI franes.

If this option is negotiated successfully, each NBF datagramis
sent with a 12 octet | EEE MAC Address header prepended to the
information field. A summary of the information field when using
12 octet | EEE MAC Headers is shown bel ow. The fields are
transmtted fromleft to right. The MAC Address is in non-

canonical form This nmeans that the first bit to be transmtted in

every byte is the nost significant bit.

0 1 2 3
01234567890123456789012345678901
i S T i s o i i R SR S S S S

| Destinati on MAC Address

T Lk R e T e i ik i Sl TR R o
| Destinati on MAC Address | Source MAC Address

B s i S i I i S S S i i
| Source MAC Address

e s S i e S e e  t ik ok S R SR S S
| 802.3/802.5/FDDI data field..

R E E kR e T e S i i i oI TN R e

Security Considerations

Security issues are not discussed in this nmeno.
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