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Revi ew of Roami ng | nmpl enent ati ons
Status of this Meno

This menmo provides information for the Internet community. This nmeno
does not specify an Internet standard of any kind. Distribution of
this nmeno is unlinmted.

Abst r act

Thi s docunent reviews the design and functionality of existing

roam ng i npl enentations. "Roaming capability" nay be | oosely defined
as the ability to use any one of nultiple Internet service providers
(I'SPs), while maintaining a formal, custoner-vendor relationship with
only one. Exanples of cases where roam ng capability m ght be
required include | SP "confederations" and | SP-provi ded corporate

net wor k access support.

| nt roducti on

Consi derabl e interest has arisen recently in a set of features that
fit within the general category of "roam ng capability" for Internet
users. Interested parties have included:

Regi onal Internet Service Providers (1SPs) operating within a
particul ar state or province, |ooking to conmbine their efforts
with those of other regional providers to offer service over a
wi der area.

National |1SPs wishing to conmbine their operations with those of
one or nore ISPs in another nation to offer nmore conprehensive
service in a group of countries or on a continent.

Busi nesses desiring to offer their enployees a conprehensive
package of access services on a global basis. Those services nmay
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i nclude Internet access as well as secure access to corporate
intranets via a Virtual Private Network (VPN), enabled by
tunnel i ng protocols such as PPTP, L2F, or L2TP.

VWhat is required to provide roamng capability? The follow ng |ist
is afirst cut at defining the requirements for successful roam ng
anong an arbitrary set of |SPs:

Phone nunber presentation

Phone nunber exchange

Phone book conpil ation

Phone book update

Connecti on nanagenent

Aut henti cation

NAS Confi guration/ Aut hori zati on
Addr ess assi gnment and routing
Security

Account i ng

In this docunent we review existing roam ng inplenentations,
describing their functionality within this franework. |In addition to
full fledged roam ng inplenentations, we will also review

i mpl enentations that, while not meeting the strict definition of
roam ng, address several of these problemelenments. These

i mpl enentations typically fall into the category of shared use
networ ks or non-1P dial up networks.

3.1. Term nol ogy
Thi s docunent frequently uses the follow ng ternmns:

hone ISP This is the Internet service provider with whomthe user
mai nt ai ns an account rel ationship

local ISP This is the Internet service provider whomthe user calls
in order to get access. Were roaming is inplenmented the | oca
| SP may be different fromthe hone | SP.

phone book
This is a database or docunent containing data pertaining to
di al up access, including phone nunbers and any associ at ed
attributes.
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4.

shared use network
This is an I P dialup network whose use is shared by two or
nore organi zati ons. Shared use networks typically inplenent
di stributed authentication and accounting in order to
facilitate the relationship anong the sharing parties. Since
these facilities are also required for inplenentation of
roam ng, inplenentation of shared use is frequently a first
step toward devel opnent of roaming capabilities. In fact, one
of the ways by which a provider may offer roamng service is
to concl ude shared use agreenments with nultiple networks.
However, to date the ability to acconplish this has been
hanpered by lack of interoperability anmong shared use
i mpl enent ati ons.

non-1 P di al up network
This is a dialup network providing user access to the menber
systens via protocols other than IP. These networks nmay
i mpl enent phone book synchroni zation facilities, in order to
provi de systens, administrators and users with a current |ist
of participating systens. Exanples of non-1P dialup networks
supporting phone book synchronization include Fi doNet and
VWA Vnet .

d obal Reach Internet Consortium (GRI Q)

Led by a US-based Internet technol ogy devel oper, A muest
Corporation, ten Internet Service Providers (ISPs) fromthe USA,
Australia, China, Japan, Hong Kong, Mal aysia, Singapore, Taiwan, and
Thai l and fornmed the G obal Reach Internet Connection (GRIC) in My,
1996. The goals of GRIC were to facilitate the inplenentation of a
gl obal roam ng service and to coordinate billing and settlenent anpng
the nmenbership. Conmercial operation began in Decenber of 1996, and
GRIC has grown to over 100 nmmjor |SPs and Tel cos fromall over the
wor |l d, including NETCOM USA; KDD and M tsubishi, Japan; iStar
Canada; Easynet, UK; Connect.com Australia; Iprolink, Swtzerland;
Si ngapore Tel ecom Chunghwa Tel ecom Taiwan; and Tel ekom Ml aysi a.
Information on CRIC is available fromhttp://ww.gric.net/.

In inplenmenting their roam ng service, CGRIC nenbers have chosen

sof tware devel oped by Ai nQuest. A mQuest Corporation s roam ng

i mpl enent ati on conprises the foll owi ng maj or conponents: the

Ai mTravel er Authentication Server (AAS), the Ainmlravel er Routing
Server (ARS), and the Ai nmQuest Internet Managenent System (Al M5)
software designed to facilitate the billing process. Information on
the A nfuest roam ng inplenentation is avail able from

http://ww. ai ngquest . com .
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The Ai mTravel er Authentication Server (AAS) runs at each nmenber |SP

| ocation, and handl es inconing authentication requests from NAS

devi ces and other AASes. The Ainilravel er Routing Server (ARS) can run
anywhere. A single routing server can be used where centralized
routing is desired, or nultiple routing servers can be run in order
to increase speed and reliability or to gateway to networks of
particularly |arge partners.

The first version of the Ainiravel er software, deployed by A nlQuest
in May, 1996, supported direct authentication between nenbers of the
roam ng consortium but as GRIC grew, managenent of the relationships
bet ween the authentication servers becane a problem In August. 1996,
A mMuest began devel opnment of the Aimiravel er Routing Server (ARS) in
order to inprove scalability.

The routing server is conprised of two elenents: The Centra
Accounting Server and the Central Routing Server. The Centra
Accounting Server collects all the roam ng accounting data for
settlenent. The Central Routing Server nanages and mmi ntains

i nformati on on the authentication servers in the roaning consortium
Addi ng, deleting, or updating |SP authentication server information
(e.g. adding a new nmenber |SP) may be acconplished by editing of a
configuration file on the Central Routing Server. The configuration
files of the Aimlravel er Authentication Servers do not need to be
nmodi fi ed.

The Ai nTravel er Authentication and Routing Servers are available for
various UNI X platforms. Versions for Wndows NT are under

devel opnent. The Ai nilravel er Authentication Server supports both the
UNI X password file and Kerberos.

The Ai nQuest |nternet Managenment System (AIMS) is designed for |arge
| SPs who need a centralized managenent systemfor all |SP operations,
i ncludi ng sales, trouble-ticketing, service, and billing. AIM
produces usage and transaction statenent reports, and includes a
settlenent nodule to produce settlenent/billing reports for the

roam ng consortium nmenbers. Based on these reports, the providers
charge their |SP/roam ng custoners, and pay/settle the roam ng

bal ance anong the providers. AIM currently runs on

Sun/ Sol ari s/ Oracle. A version for Wndows NT and SQL Server is
expected to becone available in Q4 1996.

4.1. Phone nunber presentation
Currently there are two principal methods by which GRI C users can
di scover avail abl e phone nunbers: a Web-based directory provi ded by

the GRIC secretariat, and a GRI C phone book client on the user PC
with dialing capability.
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4.1.1. Wb based directory

A directory of GRIC phone nunbers is available on the GRI C hone page,
http://wwv. gric.conmi. The list of nunmbers is arranged by country and
provi der. For each provider within a country, this directory,
provided in the formof a table, offers the follow ng information:

Provi der address, voice phone and fax
Cust omer support phone nunber

Provi der domai n nane

Primary Domai n Name Server

Secondary Donai n Nanme Server

Dial -up I P Address

News server

Web page

POP phone numbers (i.e. 1-408-366-9000)
POP | ocations (i.e. Berkeley)

Pr oxy addresses

Di al er configuration

In order to discover phone nunbers using the Wb-based directory, it
is expected that users will be online, and will navigate to the
appropriate country and provider. They then | ook up the nunmber and
insert it into the Al mQuest Ranger dialer

4.1.2. GRIC phone book client

The GRI C phone book client software provides for phone book
presentation as well as automated updating of phone numbers. The
GRI C phone book includes a list of countries, states, cities and
area/city codes, as well as detailed provider information, including
the cutoner support phone nunber, and Internet server configuration
info. The Phone book, devel oped with Java, is available for downl oad
fromthe A mQuest Wb site:

http://ww. ai ngquest. com di al er. ht n
4.2. Phone nunber exchange
GRI C nenbers submt information both about thensel ves and their POPs
to the GRIC secretariat, which is run by Al muest. The GRIC
secretariat then conpiles a new phone book and provi des updates on
the GRIC FTP and Wb servers.

GRI C users then downl oad the phone nunbers either in Wndows .in
file format or in HTM.
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4.3. Phone book conpilation

GRI C phone books are conpil ed manual Iy, and represent a concatenation
of avail abl e nunbers fromall the menbers of the roam ng consortium
with no policy application. As new POPs come online, the nunbers are
forwarded to GRIC, which adds themto the phone book servers.

4.4. Phone book update

Phone nunbers in the GRI C phone book client are updated autonmatically
upon connection. The A mlravel er server includes an address book

whi ch contains the phone nunbers of all the roam ng consortium
nmenbers.

4.5. Connection managenent

The Ai niTravel er software supports SLIP and PPP, as well as PAP and
CHAP aut henti cati on

4.6. Authentication

GRIC impl ements distributed authentication, utilizing the user’s e-
mai | address as the userID (i.e. "liu@\ met.cont) presented to the
renote NAS devi ce

After the initial PPP authentication exchange, the userlD, donmain
and pasword information (or in the case of CHAP, the chall enge and
the response) are then passed by the NAS to the A nilravel er

Aut henti cation Server which supports both TACACS+ and RADI US

If the authentication request cones froma regular customer |ogin
normal user id and password authentication is perforned. |If the user
requesting authentication is a "roaner," (has a userID with an @and
domai n nane), the authentication server sends an query to the cl osest
routing server. When Ai nfravel er Routing Server receives the

aut hentication request, it first authenticates the AAS sending the
request, and if this is successful, it checks its authentication
server table. |If it is able to match the domain of the user to that
of a "Home ISP", then the Home | SP authentication server’s routing
informati on are sent back to the local ISP s authentication server.
Based on the information received fromthe routing server, the AAS
nmakes an authentication request to the user’s Home | SP AAS for user
id and password verification

If the user is a valid user, the Home | SP authentication server sends
a "perm ssion granted' nessage back to the Local |SP authentication
server. The Local |SP authentication server then requests the NAS to
grant the user a dynamic IP address fromits address pool. If the
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usernanme or password is incorrect, the Hone ISP AAS will send a
rejection nessage to the Local ISP AAS, and the user will be dropped
by the NAS.

If nultiple routing servers are installed, and the query to the first
routing server does not result in a match, the query is forwarded to
the next routing server. The server queries are cached on the routing
servers, inproving speed for repeated queries. The cache is sustained
until a routing server table entry is updated or deleted. Updating
or deleting results in a nessage to all neighbor routing servers to
del ete their caches.

The | ocal authentication server also receives the accounting data
fromthe NAS. |If the data is for a regular custoner login, the data
is witten to the Local ISP AAS log file. If the data is for a
"roaner," the data is witten to three places: the Local ISP AAS | og
file, the Home ISP AAS log file, and the ARS log file.

If the local ISP authentication server has caching turned on, then it
will cache information on Honme | SP authentication server
configurations sent by the routing server. This means that if the
same dommin is queried again, the |local authentication server does
not need to query the routing server again. The | ocal cache is

cl eared when the | ocal authentication server receives an update
nessage fromthe routing server or system nmanager

4.7. NAS Configuration/Authorization

Ai miravel er is conmprised of two conponents, a Cient(AAS) and a
Server ( ARS)

The AinfTraveler Cient acts as the PPP dial-up authentication server.
When it detects an '@ sign in the userID field, it queries the

Ai mTraverler Server for routing information, then forwards the

aut hentication request to user’s home authentication server. The

Ai miravel er Server, a centralized routing server, contains the

aut hori zed |1 SP's domain nane, authentication servers and ot her

i nfornmation.

The Ai nTravel er currently supports RADI US and TACACS+, and coul d be
extended to support other authentication protocols. It also receives
all the accounting records, which are subsequently used as input data
for billing.

Since | SPs’ NAS devices may be configured differently, the attributes
returned by the hone | SP AAS are discarded.
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4.8. Address assignnment and routing

Al'l addresses in GRIC are assigned dynamically fromw thin the
address pool of the local ISP. Static addresses and routed LAN

connections will be considered in the future, when GRIC offers
corporate roam ng service, with the inplenentation of tunneling
protocol s

4.9. Security

The user’s password is hashed with MD5 before being sent fromthe
Local ISP AAS to the Hone ISP AAS. An encryption key is shared

bet ween the AAS and ARS. The current version of Ainiravel er AAS does
not support token cards or tunneling protocols.

4.10. Accounting

The Ai mTravel er Authentication Server (AAS) software can act as
either a RADI US or TACACS+ accounting server. Wen accounting
information is received fromthe NAS, the |ocal A nilravel er

Aut henti cation Server (AAS) sends accounting data (user nane, domain
nane, login time) to both the Central Accounting Server (part of the
ARS) and the user’s Home | SP Ai miravel er authentication server. In
the case of GRIC, the Central Accounting Server is run by A nQuest.

The data sent to the central accounting server and hone | SP are
i dentical except for the formof user id and tine stanp. For a
travel er whose home ISP is in the US, but who is traveling in Japan
the Local (Japanese) ISP A nilravel er authentication server wll
recei ve an accounting record tinestanped with Japan tine while the
Hone (US) | SP Ai nifravel er authentication server will receive an
accounting record tinestanped with the appropriate US tinezone.

The accounting data includes 2 new attributes for settlenent

reporting:
Attribute Nunmber Type
Roam ng- Server-1D 101 string
I sp-1D 102 string

The Roami ng-Server-I1D attribute identifies the AAS sending the
aut hentication request. The Isp-I1D attribute identifies the |oca
ISP. Using this information the honme | SP can track the roam ng
activities of its users (where their users are |l ogging in).
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5.

5.

5.

The Ai mTravel er Server running at A mQuest keeps a record of al

roam ng transactions, which are used as input to the settlenent and
billing process. At the end of each nonth, A mQuest provides a

roam ng transaction summary to GRIC nenbers using AlMS. The Al M5
software is configurable so that it takes into account the settlenent
rul es agreed to by GRI C nenbers.

i -Pass inplenmentation
1. Overview

i-Pass Alliance Inc., based in Muntain View, California, has

devel oped and operates a comercial authentication and settl enent

cl eari nghouse service which provides gl obal roam ng between Internet
service providers. The service is fully operational

i-Pass Alliance Inc. has additional offices in Toronto, Singapore,
and London. More information on i-Pass can be obtained from
http://ww. i pass. com

The i-Pass network consists of a nunber of servers that provide

real -time authentication services to partner |1SPs. Authentication
requests and accounting records for roam ng users are encrypted and
sent to an i-Pass serverwhere they are | ogged, and then forwarded to
a hone ISP for authentication and/or |ogging.

Periodically, i-Pass reconciles all accounting records, generates
billing statenents, and acts as a single point for collecting and
remtting paynents.

i -Pass provides its service only to I SPs and channel partners. It
does not attenpt to establish a business relationship with
i ndi vi dual -user custoners of an ISP

2. Access Point Database (APD)

i-Pass maintains a |list of roam ng access points in an Oracle

dat abase. This list is searchable by geographical region using a Wb
browser, and nay be downl caded in its entirety using FTP. The

i nformati on stored for each access point includes:

Nanme of service provider
Country

State or Province

City or Region

Tel ephone nunber

Techni cal support phone numnber
Service types avail abl e
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Technical information (help file)
Service pricing information

The Access Point Database is maintained by i-Pass staff, based on
i nput fromi-Pass partners.

5.3. Phone nunber presentation

ni - Pass has devel oped a Wndows application wh a sinple point and
click interface called the "i-Pass Dial Wzard", which assists end-
users in selecting and connecting to a local Internet access point.

The Dial Wzard allows users to first select the country in which
they are roaming. A list of states, provinces, or other regions in
the selected country is then presented. Finally a |list of access
points within the state or province is presented. The Dial Wzard

di spl ays the city nane, nodem phone nunber, and price information for
each access point within the state or region

When the user selects the desired access point, a Wndows 95 "Di al Up
Net wor ki ng" icon is created for that access point. |If there is a

l ogin script associated with the access point, the DialUp Scripting
tool is automatically configured. This means that end-users never
have to configure any login scripting requirenents.

The Dial Wzard has a built-in phonebook containing all the i-Pass
access points. The phonebook may be autonmatically refreshed froma
mast er copy | ocated onl SPs web site.

The Dial Wzard is provided free of charge to i-Pass partners. -
Pass al so provides the i-Pass Dial Wzard Custom zation Kit which
allows | SP partners to generate custonized versions of the Dial
Wzard with their own | ogo, etc.

5.4. Authentication
There are three entities involved in servicing an authentication

request:

Local ISP At the local ISP, the authentication server is nmodified to
recogni ze user | Ds of the form username@ut h_donmain as being
renote authentication requests. These requests are forwarded
to an i-Pass server.
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i - Pass Server
The i-Pass server receives the authentication request, |ogs
it, and forwards it to the home ISP identified by the
aut h_domai n portion of the user ID.

Honme | SP The hone | SP receives the authentication request, perforns
aut hentication using its nornal authentication nmethod, and
returns a YES/ NO response to the i-Pass server, which in turn
forwards the reply to the originating ISP

i - Pass provides software conmponents which run on the authentication
servers of the |l ocal and hone |1SPs. Each nmenber ISP nust integrate
these conponents with the native authentication nethod being used by
the I1SP. To simplify this task, i-Pass has devel oped "drop-in"
interfaces for the nost conmonly used authentication nmethods. At the
date of witing, the followi ng interfaces are supported:

Li vi ngst on RADI US

Ascend RADI US

Merit RADI US

TACACS+

Xyl ogi cs erpcd (Versions 10 and 11)

A generic interface is also provided which authenticates based on the
standard UNI X password file. This is intended as a starting point
for ISPs using authentication methods other than those |isted above.

The software integration effort for a typical ISP is on the order of
2-5 man-days including testing. Platforms currently supported
i ncl ude:

Solaris 2.5 (Sparc). LI
Solaris 2.5 (Intel)
BSDI

Di gital Unix

Li nux

Fr eeBSD

HP/ UX

| SPs may chooe to provide authentication for their end-users roam ng
el sewhere, but not to provide access points to the i-Pass network.
In this case the software integration effort is greatly reduced and
can be as little as 1/2 a nan-day.

5.5. Accounting

Accounting transactions are handled in the sanme way as authentication
requests. In addition to being | ogged at the i-Pass servers,
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accounting transactions are sent in real-tine to the honme ISP. This
is intended to allow I SPs to update users’ credit linmt information
on a real-tine basis (to the extent that this capability is supported
by their billing and accounting systens).

Settlement is perforned nmonthly. The settlenment process involves
calcul ating the costs associated with each individual session, and
aggregating themfor each 1SP. A net ampunt is then cal cul ated which
is either due fromi-Pass to the ISP, or fromthe ISP to i-Pass,
dependi ng on the actual usage pattern.

The following reports are supplied to menber | SPs:

A Monthly Staterment showi ng sunmari es of usage, service provided,
and any adjustrments along with the net amount ow ng.

A Call Detail Report showi ng roam ng usage by the ISP’ s customers.

A Service Provided report showi ng detail ed usage of the ISP s
facilities by renote users.

The above reports are generated as ASCI| docunents and are
distributed to i-Pass partners electronically, either by e-mail or
from a secure area on the i-Pass web site. Hard-copy output is
avai | abl e on request.

The Call Detail Report is also generated as a conma-delinmted ASCl
file suitable for inport into the ISP"s billing database. The Cal
Detail Report will normally be used by the ISP to generate end-user
billing for roam ng usage.

5.6. Security

All transactions between |SPs and the i-Pass servers are
encrypted using the SSL protocol. Public key certificates are
verified at both the client and server. i-Pass issues these

certificates and acts as the Cetificate Authority.

Transactions are also verified based on a nunber of other criteria
such as source | P address.

5.7. (Qperations

i -Pass operates several authentication server sites. Each site

consi sts of two redundant server systens |located in secure facilities
and "close" to the Internet backbone. The authentication server
sites are geographically distributed to mnimze the possibility of
failure due to natural disasters etc.
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i -Pass maintains a Network Operations Center in Muntain View which
is staffed on a 7x24 basis. Its functions include nonitoring the i-
Pass authentication servers, nonitoring authentication servers

| ocated at partner facilities, and dealing with problemreports.

6. ChinaNet inplenmentation

Chi naNet, owned by China Telecom is China's |largest |nternet
backbone. Constructed by Asiainfo, a Dallas based systemintegration
conpany, it has 31 backbone nodes in 31 Chinese provincial capita
cities. Each province is building its own provincial network, has
its own dialup servers, and admnisters its own user base.

In order to allow hinaNet users to be able to access nodes outside
their province while traveling, a nationw de roam ng system has been
i mpl enented. The roani ng system was devel oped by Asialnfo, and is
based on the RADI US protocol

6.1. Phone nunber presentation

Si nce Chi na Tel ecom uses one phone nunber (163) for nationw de

I nternet access, nobst cities have the sane Internet access nunber.
Therefore a phone book is not currently required for the ChinaNet
i npl enent ati on. A web-based phone book will be added in a future
software rel ease in order to support nationw de | SP/ CSP tel ephone
nunbers and HTTP server addresses.

6.2. Connecti on nanagenent

The current roam ng client and server supports both PPP and SLIP

6.3. Address assignment and routing

Chi naNet only supports dynam c | P address assignment for roam ng
users. In addition, static addresses are supported for users
aut henticating within their hone province.

6.4. Authentication

VWhen user accesses a local NAS, it provides its userlD either as
"usernane" or "usernanme@ealnf. The NAS will pass the userlD and
password to the RADI US proxy/server. |f the "usernane" notation is
used, the Radius proxy/server will assune that the user is a |loca
user and will handle I ocal authentication accordingly. |[If "user-
nane@eal m' is used, the RADIUS proxy/server will process it as a
roam ng request.
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When the RADI US proxy/server handl es a request froma roam ng user

it will first check the cache to see if the user information is
already stored there. If there is a cache hit, the RAD US
proxy/server do the |local authentication accordingly. If it does not
find user information in its cache, it will act as a proxy,
forwardi ng the authentication request to the hone RADI US server.

When the hone RADI US server responds, the |local server will forward
the response to the NAS. |If the user is authenticated by the hone
server, the local RADIUS proxy will cache the user information for a
period of time (3 days by default).

Caching is used to avoid frequent proxying of requests and responses
bet ween the | ocal RADI US proxy and the hone RADI US server. Wen the
honme RADI US server sends back a valid authentication response, the

l ocal RADI US proxy/server will cache the user information for a
period of time (3 days by default). Wen the user next authenticates
directly against the honme RAD US server, the home RADI US server will
send a request to the local server or servers to clear the user’s
information fromthe cache

6.4.1. Extended hierarchy

In some provinces, the |ocal teleconmunications adm nistration
Provincial 1SP) further del egates control to county access nodes,
creating another |evel of hierarchy. This is done to inprove
scalability and to avoid having the provincial |SP databases grow too
large. In the current inplenentation, each provincial |SP maintains
its own central RADI US server, including information on all users in
the province, while county nodes maintain distributed RADIUS servers.
For intra-province roam ng requests the | ocal RADIUS proxy/server

will directly forward the request to the home RADI US server.

However, for inter-province roam ng requests, the | ocal RADIUS server
does not forward the request directly to the home RADI US server.
Instead, the request is forwarded to the central provincial RAD US
server for the hone province. This inplenentation is suitable only
when county level ISPs do not mind conbining and sharing their user

information. |In this instance, this is acceptable, since all county
level 1SPs are part of China Telecom In a future release, this
multi-1layer hierarchy will be inplemented using multi-Ilayer proxy

RADI US, in a manner nore resenbling DNS

6.5. Security
Encryption is used between the | ocal RADI US proxy/server and the hone
RADI US server. Public/Private key encryption will be supported in the

next release. |IP tunneling and token card support is under
consi derati on.
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6.6. Accounting

Accounting information is transferred between the | ocal RAD US
accounting proxy/server and hone RADI US accounting server. Every day
each node sends a sunmary accounting information record to a centra
server in order to support nationw de settlenent. The central server
is run by the central Data Conmmuni cati on Bureau of China Tel ecom
Every nonth the central server sends the settlenment bill to the
provinci al | SPs.

6.7. Inter-1SP/CSP roam ng

Chi naNet supports both ISP and CSP (Content Service Provider) roam ng
on its system For exanple, Shanghai Online, a Web-based commercia
content service, uses RADI US for authentication of ChinaNet users who
do not have a Shanghai Online account. In order to support this, the
Shanghai Online servers function as a RADI US client authenticating
agai nst the honme RADI US server. When users access a protected
docunent on the HTTP server, they are pronpted to send a

user nanme/ password for authentication. The user then responds wth
their userID in "user-nane@eal M’ notation.

A CGE script on the HITP server then acts as a RADI US aut hentication
client, sending the request to the home RADI US server. After the hone
RADI US server responds, the CA script passes the information to the
| ocal authentication agent. Fromthis point forward, everything is
taken care of by the |ocal Web authentication mechani sm

7. Mcrosoft inplenmentation

M crosoft’s roam ng i npl enmentation was originally devel oped in order
to support the Mcrosoft Network (MsSN), which now offers Internet
access in seven countries: US, Canada, France, Gernmany, UK, Japan

and Australia. |In each of these countries, service is offered in
cooperation with access partners. Since users are able to connect to
the access partner networks while maintaining a custoner-vendor
relationship with MSN, this inplenmentation fits within the definition
of roaming as used in this docunent.

7.1. Inplenmentation overview
The first version of the Mcrosoft roam ng software was depl oyed by
the MSN partners in April, 1996. This version included a Phone Book

manager tool running under Wndows 95, as well as a RADI US
server/proxy inplementation runni ng under Wndows NT; TACACS+ is
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currently not supported. Additional conponents now under devel opnent
i nclude a Connection Manager client for Wndows 95 as well as an
HTTP- based phone book server for Wndows NT. The Phone Book nanager
tool is also being upgraded to provide for nore automated phone book
conpi | ati on.

7.2. Phone nunber presentation

The Connection Manager is responsible for the presentation and
updati ng of phone nunbers, as well as for dialing and making
connections. In order to select phone nunbers, users are asked to
sel ect the desired country and region/state. Phone nunbers are then
presented in the area selected. The primary nunbers are those from
the users service provider which match the service type (Anal og,

| SDN, Analog & IDN), country and region/state sel ected. The other
nunbers (selected clicking on the More button) are those for other
service providers that have a roam ng agreenent with the users
service provider.

7.2.1. Cost data

Cost data is not presented to users along with the phone nunbers.
However, such information nay be made avail abl e by ot her neans, such
as via a Wb page.

7.2.2. Default phone book fornat

The Connecti on Manager supports the ability to custom ze the phone
book format, and it is expected that many I1SPs will nake use of this
capability. However, for those who wish to use it "off the shelf" a
default phone book format is provided. The default phone book is
conprised of several files, including:

Service profile
Phone Book
Region file

The service profile provides information on a given service, which
may be an isolated Internet Service Provider, or nmay represent a
roam ng consortium The service profile, which is in .ini file
format, is conprised of the follow ng infornmation:

The nane of the service

The fil ename of the service's big icon
The filenane of the service's little icon
A description of the service

The service phone book fil enane
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The servi ce phone book version nunber
The service regions file
The URL of the service phone book server
The prefix used by the service (i.e. "MSN aboba")
The suffix or domain used by the service (i.e. "aboba@rsn. cont)
Whet her the user nane is optional for the service
Whet her the password is optional for the service
Maxi mum | ength of the user name for the service
Maxi mum | ength of the password for the service
I nformati on on service password handling (| owercase, nixed case, etc.)
Nunber of redials for this service
Del ay between redials for this service
Ref erences to other service providers that have roam ng agreenents
The service profile filenanes for each of the references
Mask and match phone book filters for each of the references
(these are 32 bit nunbers that are applied against the capability
flags in the phone book)
The dial -up connection properties configuration
(this is the DUN connectoid nane)

The phone book file is a comma delinmted ASCII file containing the
fol |l owi ng dat a:

Uni que nunber identifying a particular record (Index)
Country ID
A zero-base index into the region file
Gty
Area code
Local phone number
M ni mum Speed
Maxi mum speed
Capability Fl ags:
Bit 0: O=Toll, 1=Toll free
Bit 1. 0=X25, 1=IP

Bit 2: 0O=Anal og, 1=No anal og support

Bit 3: O=no | SDN support, 1=ISDN

Bit 4: 0

Bit 5: 0

Bit 6: O=No Internet access, 1l=Internet access
Bit 7: O0=No signup access, 1=Signup access

Bit 8-31: reserved
The filenane of the dialup network file
(typically refers to a script associated with the nunber)
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A sanpl e phone book file is shown bel ow.

65031, 1, 1, Ani st on, 205, 5551212, 2400, 2400, 1, 0, nyfil e
200255, 1, 1, Aubur n/ Opel i ka, 334, 5551212, 9600, 28800, 0, 10,
200133, 1, 1, Bi r mi ngham 205, 5551212, 9600, 28800, 0, 10,
130, 1, 1, Bi r M ngham 205, 3275411, 9600, 14400, 9, 0, yourfile
65034, 1, 1, Bi r M ngham 205, 3285719, 9600, 14400, 1, 0, nyfile

7.2.3. Additional attributes

As described previously, it is likely that some 1SPs will require
addi ti onal phone nunber attributes or provider information beyond
that supported in the default phone book format. Attributes of
interest may vary between providers, or nmay arise as a result of the
i ntroduction of new technologies. As a result, the set of phone
nunber attributes is likely to evolve over time, and extensibility in
the phone book format is highly desirable.

For exanple, in addition to the attributes provided in the default
phone book, the follow ng additional attributes have been requested
by custoners:

Mul ticast support flag

External/internal flag (to differentiate display between the
"internal" or "other" list box)

Priority (for control of presentation order)

Modem protocol capabilities (V.34, V.32bis, etc.)

| SDN protocol capabilities (V.110, V.120, etc.)

No password flag (for numbers using tel ephone-based billing)

Provi der nane

7.2.4. Addition of information on providers

The default phone book does not provide a mechani smfor display of
information on the individual ISPs within the roam ng consortium
only for the consortiumas a whole. For exanple, the provider icons
(big and little) are included in the service profile. The service
description information is expected to contain the custoner support
nunber. However, this information cannot be provided on an

i ndi vidual basis for each of the menbers of a roam ng consortium
Addi tional information useful on a per-provider basis would include:

Provi der voi ce phone nunber

Provi der icon

Provi der fax phone nunber

Provi der customer support phone nunber
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7.3. Phone nunber exchange

Currently phone number exchange is not supported by the phone book
server. As a result, in the MSN inmpl enentation, phone nunber exchange
is handl ed manually. As new POPs cone online, the nunbers are
forwarded to MsN, which tests the nunbers and approves them for
addition to the phone book server. Updated phone books are produced
and | oaded on the phone book server on a weekly basis.

7.4. Phone book comnpil ation

The Phone Book Manager tool was created in order to nmake it easier
for the access partners to create and update their phone books. It
supports addition, renoval, and editing of phone nunbers, generating
both a new phone book, as well as associated difference files.

Wth version 1 of the Phone Book Adm nistration tool, phone books are
conpil ed manual |y, and represent a concatenation of avail able nunbers
fromall partners, with no policy application. Wth version 1, the
updates are prepared by the partners and forwarded to MSN, which
tests the nunbers and approves themfor addition to the phone book
The updates are then concatenated together to formthe gl obal update
file.

The new version of the Phone Book Admi nistration tool automates much
of the phone book conpil ation process, nmaking it possible for phone
book conpilation to be decentralized with each partner running their
own phone book server. Partners can then maintain and test their

i ndi vi dual phone books and post themon their own Phone Book Server.

7.5. Phone book update

There is a nechanismto downl oad phone book deltas, as well as to
downl oad arbitrary executabl es which can perform nore conpl ex update
processing. Digital signatures are only used on the downl oadi ng of
execut abl es, since only these represent a security threat - the
Connecti on Manager client does not check for digital signatures on
del tas because bogus deltas can't really cause any harm

The Connecti on Manager updates the phone book each tine the user |ogs
on. This is acconplished via an HITP GET request to the phone book
server. \When the server is exanining the request, it can take into
account things like the OS version on the client, the |anguage on the
client, the version of Connection Manager on the client, and the
versi on of the phone book on the client, in order to determ ne what

it wants to send back.
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In the GET response, the phone book server responds with the
difference files necessary to update the client’s phone book to the

| atest version. The client then builds the new phone book by
successively applying these difference files. This process results
in the update of the entire phone book, and is sinple enough to allow
it to be easily inplemented on a variety of HITP servers, either as a
Cd script or (on NT) as an | SAPI DLL.

The difference files used in the default phone book consist of a
list of phone book entries, each uniquely identified by their index
nunber. Additions consist of phone book entries with all the
information filed in; deletions are signified by entries with al
entries zeroed out. A sanple difference file is shown bel ow.

65031, 1, 1, Ani st on, 205, 5551212, 2400, 2400, 1, 0, nyfil e
200255, 1, 1, Aubur n/ Opel i ka, 334, 5551212, 9600, 28800, 0, 10,
200133,0,0,0,0,0,0,0,0,0

130, 1, 1, Bi r M ngham 205, 5551211, 9600, 14400, 9, 0, yourfile
65034, 1, 1, Bi r M ngham 205, 5551210, 9600, 14400, 1, 0, nyfile

7.6. Connecti on nanagenent

The Connection Manager can support any protocol which can be
configured via use of Wndows Di al up Networking, including PPP and
SLIP running over IP. The default setting is for the |IP address as
well as the DNS server |P address to be assigned by the NAS. The DNS
server assignment capability is described in [1].

7.7. Authentication

The Connection Manager client and RADI US proxy/server both support
suffix style notation (i.e. "aboba@rsn.coni), as well as a prefix
not ati on (" MSN aboba").

The prefix notation was devel oped for use with NAS devices with snal
maxi mum user | D | engths. For these devices the conpactness of the
prefix notation significantly increases the nunber of characters
available for the userID field. However, as an increasi ng nunber of
NAS devi ces are now supporting 253 octet userlDs (the maxi mum
supported by RADIUS) the need for prefix notation is declining.

After receiving the userlD fromthe Connecti on Manager client, the

NAS devi ce passes the userlD/donmain and password information (or in
the case of CHAP, the challenge and the response) to the RADIUS
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proxy. The RADI US proxy then checks if the domain is authorized for
roam ng by examining a static configuration file. If the domain is
aut hori zed, the RADIUS proxy then forwards the request to the
appropriate RADI US server. The domain to server mapping is al so nade
via a static configuration file.

Wil e static configuration files work well for small roam ng
consortia, for larger consortia static configuration will becone
tedious. Potentially nore scal able solutions include use of DNS SRV
records for the domain to RADI US server mapping.

7.8. NAS configuration/authorization

Al though the attributes returned by the hone RADI US server may nake
sense to hone NAS devices, the |local NAS may be configured
differently, or may be froma different vendor. As a result, it may
be necessary for the RADIUS proxy to edit the attribute set returned
by the home RADIUS server, in order to provide the local NAS with the
appropriate configuration information. The editing occurs via
attribute discard and insertion of attributes by the proxy.

Al ternatively, the hone RADH US server may be configured not to return
any network-specific attributes, and to allow these to be inserted by
the | ocal RADI US proxy.

Attributes nost likely to cause conflicts include:

Framed- | P- Addr ess Franed- | P- Net mask Franed- Routing Franmed- Route
Filter-1d Vendor-Specific Session-Tineout |dle-Tineout
Term nation-Acti on

Conflicts relating to I P address assignnment and routing are very
conmon. \Were dynam c address assignment is used, an |IP address poo
appropriate for the |l ocal NAS can be substituted for the |IP address
pool designated by the home RADI US server.

However, not all address conflicts can be resolved by editing. In
some cases, (i.e., assignnment of a static network address for a LAN)
it may not be possible for the | ocal NAS to accept the hone RADI US
server’s address assignment, yet the roam ng hosts may not be able to
accept an alternative assignnent.

Filter IDs also pose a problem It is possible that the | ocal NAS may
not inplement a filter corresponding to that designated by the hone
RADI US server. Even if an equivalent filter is inplenented, in order
to guarantee correct operation, the proxy’ s configuration nust track
changes in the filter configurations of each of the nmenbers of the
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roam ng consortium In practice this is likely to be unworkabl e.
Direct upload of filter configuration is not a solution either
because of the wide variation in filter |anguages supported in
today’ s NAS devi ces.

Since by definition vendor specific attributes have neaning only to
devi ces created by that vendor, use of these attributes is
problematic within a heterogeneous roamng consortium Wile it is
possible to edit these attributes, or even to discard themor allow
themto be ignored, this may not al ways be acceptable. In cases where
vendor specific attributes relate to security, it nmay not be
acceptable for the proxy to nodify or discard these attributes; the
only acceptable action may be for the |ocal NAS to drop the user
Unfortunately, RADI US does not distinguish between mandatory and
optional attributes, so that there is no way for the proxy to take
gui dance fromthe server.

Conflicts over session or idle tineouts may result if since both the
| ocal and hone ISP feel the need to adjust these paraneters. Wile
the hone ISP may wi sh to adjust the paraneter to match the user’s
software, the local ISP may wish to adjust it to match its own
service policy. As long as the desired paraneters do not differ too
greatly, a conmprom se is often possible.

7.9. Address assignnent and routing

Wil e the Connection Manager software supports both static and
dynam c address assignnment, in the MSN inplenentation, all addresses
are dynam cal |y assigned.

However, sel ected partners also offer LAN connectivity to their
customers, usually via static address assignnent. However, these
accounts do not have roaming privil eges since no nechani sm has been
put in place for allowing these static routes to nove between

provi ders.

Users | ooking to do LAN roani ng between providers are encouraged to
sel ect a router supporting Network Address Transl ation (NAT). NAT
versions inmplemented in several |owend routers are conpatible with
the dynam c addressing used on MSN, as well as supporting DHCP on the
LAN si de.

7.10. Security

The RADI US proxy/server inplenentation does not support token cards
or tunneling protocols.
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7.11. Accounting

In the MSN roami ng inplenmentation, the accounting data exchange
process is specified in terms of an accounting record format, and a
met hod by which the records are transferred fromthe partners to MSN
which acts as the settlenent agent. Defining the interaction in
terns of record fornmats and transfer protocols inplies that the
partners do not conmunicate with the settlement agent using NAS
accounting protocols. As a result, accounting protoco
interoperability is not be required.

However, for this advantage to be fully realized, it is necessary for
the accounting record format to be extensible. This nmakes it nore
likely that the format can be adapted for use with the wide variety
of accounting protocols in current use (such as SNMP, syslog, RADI US

and TACACS+), as well as future protocols. After all, if the record
format cannot express the netrics provided by a particular partner’s
accounting protocol, then the record format will not be of nuch

usefor a heterogeneous roani ng consortium
7.11.1. Accounting record fornat

The M crosoft RADI US proxy/server supports the ability to custom ze
the accounting record format, and it is expected that sone | SPs wl |
nmake use of this capability. However for those who want to use it
"of f the shelf" a default accounting record format is provided. The
accounting record includes information provided by RADI US

User Nanme (String; the user’s ID, including prefix or suffix)
NAS | P address (Integer; the I P address of the user’s NAS)
NAS Port (Integer; identifies the physical port on the NAS)
Service Type (Integer; identifies the service provided to the user)
NAS Identifier (Integer; unique identifier for the NAS)
Status Type (Integer; indicates session start and stop,

as well as accounting on and off)
Delay Time (Integer; tine client has been trying to send)
I nput COctets (Integer; in stop record, octets received from port)
Qut put Cctets (Integer; in stop record, octets sent to port)
Session ID (Integer; unique ID Ilinking start and stop records)
Aut hentication (Integer; indicates how user was authenticated)
Session Time (Integer; in stop record, seconds of received service)
I nput Packets (Integer; in stop record, packets received from port)
Qut put Packets (Integer; in stop record, packets sent to port)
Term nation Cause (Integer; in stop record, indicates term nation cause)
Multi-Session ID (String; for linking of multiple related sessions)
Li nk Count (Integer; nunber of |inks up when record was generated)
NAS Port Type (Integer; indicates async vs. sync | SDN, V.120, etc.)
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However, since this default format is not extensible, it cannot
easily be adapted to protocols other than RADI US, services other than
dialup (i.e. dedicated connections) or rated events (i.e. file

downl oads). This is a serious limtation, and as a result, custoners
have requested a nore general accounting record format.

7.11.2. Transfer mechani sm

Prior to being transferred, the accounting records are conpressed so
as to save bandwi dth. The transfer of accounting records is handl ed
via FTP, with the transfer being initiated by the receiving party,
rather than by the sending party. A duplicate set of records is kept
by the local ISP for verification purposes.

8. Merit Network |nplenmentation
8.1. Overview

M chNet is a regional |P backbone network operated within the state
of Mchigan by Merit Network, Inc., a nonprofit corporation based in
Ann Arbor, Mchigan. Started in 1966, M chNet currently provides
backbone | evel Internet connectivity and dial-in IP services to its
menber and affiliate universities, colleges, K-12 schools, libraries,
government institutions, other nonprofit organizations, and
commer ci al business entities.

As of May 1, 1997, MchNet had 11 menbers and 405 affiliates. |Its
shared dial-in service operated 133 sites in Mchigan and one in
Washington, D.C, with 4774 dial-in lines. Additional dial-in lines
and sites are being installed daily.

M chNet al so provides national and international dial-in services to
its menbers and affiliates through an 800 nunber and ot her externa
services contracting with national and gl obal service providers.

The phone nunbers of all M chNet shared dial-in sites are published
both on the Merit web site and in the MchNet newsletters. Merit also
provides links to information about the national and internationa
service sites through their respective providers’ web sites. Such

i nformati on can be found at http://ww. nerit.edu/ m ch-

net/shared. dialin/.

8.1.1. MchNet State-Wde Shared Dial-In Services
Each M chNet shared dial-in service site is owed and mai ntai ned by

either Merit or by a menber or affiliate organization. Al sites nust
support PPP and Tel net connecti ons.
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Each organi zation participating in the shared dial-in service is
assigned a real mnanme. Typically the real mnane resenbles a fully
qual i fied domain name. Users accessing the shared dial-in service
identify themsel ves by using a M chNet Accessl D which consists of
their local id concatenated with "@ followed by the real mname -
e.g. user@ealm

Merit operates a set of Authentication, Authorization and Accounting
(AAA) servers supporting the RADI US protocol which are called core
servers. The core servers support all the dial-in service sites and
act as proxy servers to other AAA servers running at the

partici pating organi zations. For security reasons, Merit staff run
all core servers; in particular, the user password is in the clear
when the proxy core server decodes an incom ng request and then re-
encodes it and forwards it out again

The core servers also enforce a common policy anong all dial-in
servers. The npbst inportant policy is that each provider of access
nmust nake dial-in ports available to others when the provider’'s own
users do not have a need for them To inplenent this policy, the
proxy server distinguishes between realns that are owners and real ns
that are guests.

One piece of the policy determ ning whether the provider’s

organi zati on has need of the port, is inplenented by having the proxy
core server track the real ns associated with each of the sessions
connected at a particular huntgroup. If there are few ports avail abl e
(where fewis determined by a fornula) then guests are deni ed access.
Guests are also assigned a time limt and their sessions are

term nated after sone amount of tine (currently one hour during prine
time, two hours during non-prinme tine).

The other part of the policy is to limt the nunmber of guests that
are allowed to connect. This is done by limting the nunber of

si mul t aneous guest sessions for realnms. Each realmis allocated a
nunber of "sinultaneous access tokens" - SATs. Wen a guest session
is authorized the end server for the real mdecrenents the count of
avai |l abl e SATs, and when the session is term nated the count of SATs
is incremented. A Merit specific attribute is added to the request
by the core if the session will be a "guest" and will require a SAT.
The end server must include a reply with an attribute containing the
nanme of the "token pool" fromwhich the token for this session is
taken. The effect of this is to limt the nunber of guests connected
to the network to the total number of tokens allocated to all real ns.
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Each real mis authenticated and authorized by its own AAA server. The
proxy core servers forward requests to the appropriate server based
on a configuration file showi ng where each realmis to be

aut henticated. Requests fromrealnms not in the configuration are

dr opped.

The Merit AAA server software supports this policy. Merit provides
this software to nenber and affiliate organi zations. The software is
designed to work with many existing authentication servers, such as
Kerberos 1V, UN X password, TACACS, TACACS+, and RADIUS. This
enabl es nost institutions to utilize the authentication mechani sm
they have in place.

8.1.2. MchNet National and International Dial-In Services

In addition to the M chNet shared dial-in service, Merit also

provi des access from |l ocations outside of Mchigan by interconnecting
with other dial-in services. These services are typically billed by
connect tinme. Merit acts as the accounting agent between its nmenber
and affiliate organizations and the outside service provider

The services currently supported are a national 800 number and
service via the ADP/ Autonet dial-in network. Connection with

| BM Advantis is being tested, and several other service interconnects
are being investigated.

Calls placed by a Merit menber/affiliate user to these externa
dial-in services are authenticated by having each of those services
forward RADI US aut hentication requests and accounting nessages to a
Merit proxy core server. The core forwards the requests to the
nenber/affiliate server for approval. Session records are | ogged at
the Merit core server and at the nenber/affiliate erver. Merit bills
nmenbers/affiliates nonthly, based on processing of the accounting

| ogs. The nenbers and affiliates are responsible for rebilling their
users.

The Merit AAA software supports the ability to request positive
confirmati on of acceptance of charges, and provides tools for
accunul ating and reporting on use by real mand by user

8.2. Authentication and Authorization

Aut hentication of a Tel net session is supported using the traditiona
id and password nmethod, with the id being a M chNet AccesslD of the
formuser@ealm while a PPP session nay be authenticated either
usi ng an Accessl D and password within a script, or using PAP.

Support for chall enge/ response authenticati on nechani sns using EAP is
under devel opnent.
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When a user dials into a MchNet shared dial-in port, the NAS sends
an Access- Request to a core AAA server using the RADH US protocol
First the core server applies any appropriate huntgroup access
policies to the request. If the Request fails the policy check, an
Access-Reject is returned to the NAS. O herw se, the core server
forwards it to the user’s honme authentication server according to the
user’'s realm The home authentication server authenticates and

aut hori zes the access request. An Access-Accept or Access-Reject is
sent back to the core server. |If an Access-Accept is sent, the hone
server will create a dial-in session identifier which is unique to
this session and insert it in a Class attribute in the Access-Accept.
The core server | ooks at the request and the response fromthe hone
server again and decides either to accept or reject the request.
Finally, the core server sends either an Access-Accept or Access-

Rej ect to the NAS

VWhen a user dials into a contracted ISP s huntgrup (M chNet Nationa
and International Service), the ISP sends a RADI US access request to
a Merit core server. The rest of the authentication and authorization
path is the same as in the shared dial-in service, except that no
hunt group access policy is applied but a Huntgroup-Service attribute
is sent to the home authentication server with its value being the
nane of the service, and a copy of the attribute nust be returned by
the honme server with a flag appended to the original value to

i ndicate a positive authorization of user access to the specified
servi ce.

The M chNet shared dial-in service typically requires authorization
of some sort, for exanple, a user dialing into a huntgroup as a guest
nust be authorized with a token fromthe user’'s realm Participating
institutions have control in defining authorization rules. Currently
aut hori zati on may be done using any conbi nati on of the user’s group
status and user’s account status. A set of programming interfaces is
al so provided for incorporating new authorization policies.

8.3. Accounting

In the Merit AAA server, a session is defined as starting fromthe
nonment the user connects to the NAS, and ending at the point when the
user di sconnects. During the course of a session, both the core
server and the hone server maintain status information about the
session. This allows the AAA servers to apply policies based on the
current status, e.g. limt guest access by real mto nunber of
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avail abl e tokens, or to limt number of simultaneous sessions for a
gi ven AccesslD. Information such as whether the session is for a
guest, whether it used a token, and other information is included
with the accounting stop information when it is |ogged. Merit has
made enhancenents to the RADIUS protocol, that are local to the AAA
server, to support maintenance of session status information.

When a user session is successfully authenticated, the NAS sends out
a RADI US accounting start request to the core server. The core server
forwards that request to the user’s home server. The home server
updates the status of the session and then responds to the core. The
core server in turn responds to the NAS. |In the accounting Start
request, a NAS confornmng to the RADIUS specification nust return the
Class attribute and value it received in the Access-Accept for the
session, thus sending back the dial-in session identifier created by
the session’s hone server.

When a user ends a session, an accounting stop request is sent
through the same path. the sanme path. The dial-in session
identifier is again returned by the NAS, providing a neans of

uni quely identifying a session. By configuring the finite state
machi ne in each of the AAA servers, any accounting requests may be
| ogged by any of the servers where the accounting requests are
received.

Because the sanme session |ogs are available on every server in the
path of a session’s authorization and accounti ng nmessage, problens
with reconciliation of specific sessions may be resol ved easily. For
the shared dial-in service, there are no usage charges. Merit has
tools to verify that organizations do not authorize nore guest
sessions than the nunber of SATs allocated to the organization. For
surcharged sessions, Merit sends each organization a sumary bil
each nonth. Files with detail session records are available for
probl em resol ution. Each organization is responsible for billing its
own users, and should have the sane session records as are collected
by Merit.

Merit receives a nmonthly invoice fromother dial-in service providers
and pays themdirectly, after first verifying that the charges
correspond to the session records | ogged by Merit.

8.4. Software and Devel opnent

Merit has devel oped the AAA server software which supports the above
capabilities initially by nmodifying the RADIUS server provided by

Li vingston, and |l ater by doing a nearly total rewite of the software
to nmake enhancenment and extension of capabilites easier. Merit makes
a basic version of its server freely available for noncomrercial use.
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Merit has started the Merit AAA Server Consortium which consists of
Merit and a nunber of NAS vedors, |SPs and server software vendors.
The consortium supports ongoi ng devel opment of the Merit AAA server.
The goal is to build a server that supports proxy as well as end
server capabilities, that is feature rich, and that interoperates
with maj or vendors’ NAS products.

The buil ding block of the Merit AAA server, the

Aut henti cati on/ Aut hori zati on Transfer Vector (AATV), is a very

power ful concept that enables the ultimate nodularity and flexibility
of the AAA server. The structure and met hods of the AATV nodel are
published with all versions of the AAA server.

oj ects for extending the authorization server are also available in
the enhanced version of the AAA server. Merit is also |ooking at ways
to provide a nethod of extending the AAA server in its executable
form to inprove the server efficiency and scalability, and to
provide better nonitoring, instrunentation and adm nistration of the
server.

9. FidoNet inplenentation

Since its birth in 1984, Fi doNet has supported phone book
synchroni zati on anong its nmenber nodes, which now nunber

approxi mately 35,000. As a non-IP dialup network, FidoNet does not
provide I P services to nenbers, and does not utilize |IP-based

aut hentication technol ogy. Instead nenber nodes offer bulletin-board
services, including access to mail and conferences known as echoes.

In order to be able to conmunicate with each other, FidoNet nenber
systens require a sychroni zed phone book, known as the Nodelist. The
purpose of the Nodelist is to enable resolution of FidoNet addresses
(expressed in the form zone: network/node, or 1:161/445) to phone
nunbers. As a dialup network, FidoNet requires phone numbers in
order to be deliver mail and conference traffic.

In order to minimze the effort required in regularly synchronizing a
phone book of 35,000 entries, the weekly Nodelist updates are
transmtted as difference files. These difference files, known as
the Nodediff, produce the Nodelist for the current week when applied
to the previous week’s Nodelist. In order to minimze transfer tine,
Nodedi ffs are conpressed prior to transfer.

Informati on on FidoNet, as well as FidoNet Technical Standards (FTS)
docunents (including the Nodelist specification) and standards
proposal s are available fromthe Fi doNet archive at

http://ww. fidonet.org/.
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9.1. Scaling issues

Wth a Nodelist of 35,000 entries, the FidoNet Nodelist is now 3.1 MB
in size, and the weekly Nodediffs are 175 KB. In conpressed form the
Nodel i st is approximately 1 MB, and the weekly Nodediff is 90 KB. As
aresult, the transfer of the Nodedi ff takes approxi mately 45 seconds
using a 28,800 bps nobdem

In order to inprove scalability, the inplenentation of a domain nane
service approach is examned in [8]. The proposal evisages use of a
capability anal agous to the DNS | SDN record in order to nmap nanmes to
phone nunbers, coupled with an additional record to provide the
attributes associated with a given nane.

9.2. Phone nunber presentation

VWi | e Fi doNet menber systens perform hone book synchronization, users
need only know the Fi doNet address of the systens they wish to
contact. As a result users do not need to nmintain copies of the
Nodel i st on their own systens. This is simlar to the Internet, where
the DNS takes care of the domain name to | P address nappi ng, so that
users do not have to renenber |P addresses.

Nevert hel ess, FidoNet systens often find it useful to be able to
present lists of nodes, and as a result, FidoNet Nodelist conpilers
typically produce a representation of the Nodelist that can be
searched or displayed online, as well as one that is used by the
system di al er.

9.2.1. FidoNet Nodelist format

The Fi doNet Nodelist format is documented in detail in [3]. The
Nodelist file consists of lines of data as well as coment |ines,
which begin with a sem -colon. The first line of the Nodelist is a
general interest comment |ine that includes the date and the day
nunber, as well as a 16-bit CRC. The CRCis included so as to all ow
the system assenbling the new Nodelist to verify its integrity.

Each Nodelist data |line contains eight comma separated fields:

Keywor d

Zone/ Regi on/ Net / Node nunber
Node nane

Locati on

Sysop nane

Phone nunber

Maxi mum Baud rat e

Fl ags (optional)
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Fi doNet Nodel ists are arranged geographically, with systens in the
same zone, region, and network being grouped together. As a result,

Fi doNet Nodelists do not require a separate regions file. Among ot her
things, the keyword field can be used to indicate that a systemis
tenmporarily out of service

Ref erence [3] discusses Nodelist flags in considerable detail. Anbng
ot her things, the flags include information on supported nodem
nodul ati on and error correction protocols. Reference [4] also
proposes a series of |ISDN capability flags, and [5] proposes flags to
indicate times of systemavailability.

9.3. Phone nunber exchange

Fi doNet coordinators are responsible for maintaining up to date

i nformati on on their networks, regions, and zones. Every week network
coordi nators submit to their regional coordinators updated versions
of their portions of the Nodelist. The regi onal coordinators then
conpil e the subnissions fromtheir network coordi nators, and submt
themto the zone coordinator. The zone coordi nators then exchange
their subm ssions to produce the new Nodelist. As a result, it is
possi ble that the view fromdifferent zones may differ at any given
tine.

9.3.1. The Nodediff

The format of the Nodediff is discussed in detail in [3]. In
preparing the Nodediffs, network coordinators may transmt only their
di fference updates, which can be collated to produce the Nodediff
directly.

One weakness in the current approach is that there is no security
applied to the coordinator subm ssions. This | eaves oen the
possibility of propagation of fraudul ent updates. In order to address
this, [6] proposes addition of a shared secret to the update files.

9.3.2. Addition of nodes

In order to apply for allocation of a FidoNet address and nenbership
in the Nodelist, systens nmust denpnstrate that they are functioning
by sending mail to the |ocal network coordinator. Once the |oca

net wor k coordi nator receives the application, they then allocate a
new Fi doNet address, and add a Nodelist entry.
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9.3.3. Deletion of nodes

Since Fi doNet nodes are required to be functioning during the zone
mai | hour in order to receive mail, and since nodes receive the
weekly Nodelist fromtheir |ocal network coordinators on a weekly
basis, there is a built-in nmechanismfor discovery of non-functiona
nodes.

Nodes found to be down are reported to the | ocal network coordinator
and subsequently marked as down within the Nodelist. Nodes remaining
down for nore than two weeks may be renoved fromthe Nodelist, at the
di scretion of the network coordinator.

9.4. Phone book update

The Nodel i st contains the phone nunbers and associated attri butes of
each participating system New Nodelists becone avail able on Fridays,
and are nmde available to participating systens by their |oca
network coordinators, who in turn receive themfromthe regional and
zone coordi nators.

VWiile it is standard practice for participating systens to get their
Nodel i sts fromtheir |ocal network coordi nators, should the |oca

net wor k coordi nator not be available for sone reason, either the
updates or the conpl ete Nodelist may be picked up from other network,
or regional coordinators. Please note that since the view from

di fferent zones may differ, nodes w shing to update their Nodelists
shoul d not contact systens from outside their zone.

9.5. Phone book comnpilation

Once Fi doNet systens have received the Nodediff, the apply it to the
previ ous week’'s Nodelist in order to prepare a new Nodelist. In
order to receive Nodedi ffs and conpile the Nodelist, the follow ng
software is required:

A Fi doNet -conpatible mailer inplenentation, used to transfer files
A Nodel i st conpiler

One of the purposes of the Nodelist conpiler is to apply Nodediffs to
the previous Nodelist in order to produce an updated Nodelist. The
ot her purpose is to conpile the updated Nodelist into the format
required by the particular nailer inplenentation used by the nmenber
system It is inportant to note that while the Nodelist and Nodediff
formats are standardi zed (FTS-0005), as is the file transfer protoco
(FTS-0001), the conpiled format used by each mailer is inplementation
dependent .
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One reason that conpiled fornmats to differ is the addition of out of
band i nformation to the Nodelist during the conpilation process.
Added i nformation includes phone call costs as well as shared
secrets.

9.5.1. Cost data

Al t hough cost information is not part of the Nodelist, in conpiling
the Nodelist into the format used by the mailer, Nodelist conpilers
support the addition of cost information. This information is then

subsequently used to gui de mail er behavior

Si nce phone call costs depend on the rates charged by the | ocal phone
conpany, this information is local in nature and is typically entered
into the Nodelist conpiler’s configuration file by the system

adm ni strator.

9.5.2. Shared secrets

In FidoNet, shared secrets are used for authenticated sessions

bet ween systens. Such authenticated sessions are particularly

i mportant between the local, regional and zone coordinators who
handl e preparation and transm ssion of the Nodediffs. A single shared
secret is used per system

9.6. Accounting

Wthin FidoNet, the need for accounting arises primarily fromthe
need of local, regional and zone coordinators to be reinbursed for
their expenses. |n order to support this, utilities have been

devel oped to account for network usage at the system|level according
to various netrics. However, the accounting techni ques are not
applied at the user level. Distributed authentication and acounting
are not inplemented and therefore users may not roam between systemns.
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Security Considerations

Security issues are discussed in sections 5.6 and 6.5.
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