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Status of this Menp

This menmo provides information for the Internet community. |t does
not specify an Internet standard of any kind. Distribution of this

menp is unlimnmted.

Abst ract

Thi s handbook is a guide to devel opi ng computer security policies and
procedures for sites that have systens on the Internet. The purpose

of this handbook is to provide practical guidance to adm nistrators

trying to secure their information and services. The subjects
covered include policy content and fornmation, a broad range of
techni cal system and network security topics, and security incident
response.
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I nt roducti on

Thi s docunent provides gui dance to system and network adninistrators
on how to address security issues within the Internet comunity. It
buil ds on the foundation provided in RFC 1244 and is the collective
wor k of a nunmber of contributing authors. Those authors include:

Jul es P. Aronson (aronson@l m ni h.gov), Nevil Brownlee

(n. brownl ee@uckl and. ac. nz), Frank Byrum (byrum@norfol k.infi.net),
Joao Nuno Ferreira (ferreira@ccn.net), Barbara Fraser

(byf @ert.org), Steve dass (glass@tp.con), Erik Guttnan
(erik.guttman@ng. sun.com), TomKillalea (tonk@wnet.net), Klaus-
Pet er Kossakowski (kossakowski @ert.dfn.de), Lorna Leone
(lorna@taff.singnet.comsg), Edward.P.Lew s

(Edwar d. P. Lewi s. 1@sf c. nasa. gov), Gary Mal kin (gmal ki n@yl ogi cs. com,
Russ Mundy (rmundy@is.con), Philip J. Nesser

(pj nesser@mrtigny.ai.nt.edu), and Mchael S. Ransey

(msr @nt erpat h. net).

In addition to the principle witers, a nunber of reviewers provided
val uabl e conments. Those reviewers include: Eric Luiijf
(luiijf@el.tno.nl), Marijke Kaat (marijke. kaat @ec.nl), Ray Pl zak
(pl zak@i c.m 1) and Han Pronk (h.m pronk@ka.nl).

A speci al thank you goes to Joyce Reynolds, IS, and Paul Hol brook,
ClCnet, for their vision, |eadership, and effort in the creation of
the first version of this handbook. It is the working group’ s sincere
hope that this version will be as helpful to the community as the
earlier one was.
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1.1 Purpose of This Wrk

Thi s handbook is a guide to setting conputer security policies and
procedures for sites that have systens on the Internet (however, the
i nformation provided should al so be useful to sites not yet connected
to the Internet). This guide lists issues and factors that a site
nust consi der when setting their own policies. It makes a nunber of
recomendati ons and provi des di scussions of rel evant areas.

This guide is only a framework for setting security policies and
procedures. 1In order to have an effective set of policies and
procedures, a site will have to nmake many deci sions, gain agreenent,
and then comuni cate and i npl enent these poli cies.

1.2 Audi ence

The audi ence for this docunment are system and network admi nistrators,
and decision nmakers (typically "mddl e managenent") at sites. For
brevity, we will use the term"adm nistrator" throughout this
docunent to refer to system and network admini strators.

Thi s docunent is not directed at programers or those trying to
create secure prograns or systems. The focus of this document is on
the policies and procedures that need to be in place to support the
technical security features that a site nmay be inplenenting

The primary audi ence for this work are sites that are nenbers of the
Internet conmunity. However, this document should be useful to any
site that allows conmmunication with other sites. As a general guide
to security policies, this document may al so be useful to sites with
i sol ated systens.

1.3 Definitions

For the purposes of this guide, a "site" is any organization that
owns conputers or network-related resources. These resources may

i ncl ude host conputers that users use, routers, termnal servers, PCs
or other devices that have access to the Internet. A site nay be an
end user of Internet services or a service provider such as a m d-

| evel network. However, nost of the focus of this guide is on those
end users of Internet services. W assunme that the site has the
ability to set policies and procedures for itself with the
concurrence and support fromthose who actually own the resources. It
will be assunmed that sites that are parts of |arger organizations
wi Il know when they need to consult, collaborate, or take
recomendations from the larger entity.
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The "Internet" is a collection of thousands of networks |inked by a
comon set of technical protocols which make it possible for users of
any one of the networks to conmunicate with, or use the services

| ocated on, any of the other networks (FYl 4, RFC 1594).

The term"adm nistrator” is used to cover all those people who are
responsi ble for the day-to-day operation of system and network
resources. This may be a nunber of individuals or an organization

The term"security admnistrator” is used to cover all those people
who are responsible for the security of information and information
technology. At sone sites this function nmay be conbined with

adm ni strator (above); at others, this will be a separate position.

The term "decision naker" refers to those people at a site who set or
approve policy. These are often (but not always) the people who own
the resources.

1.4 Related Wrk

The Site Security Handbook Wbrking Group is working on a User’'s Quide
to Internet Security. It will provide practical guidance to end users
to help themprotect their information and the resources they use.

1.5 Basic Approach

This guide is witten to provide basic gui dance in devel oping a
security plan for your site. One generally accepted approach to
followis suggested by Fites, et. al. [Fites 1989] and includes the
fol | owi ng steps:

(1) Ildentify what you are trying to protect.

(2) Deternine what you are trying to protect it from

(3) Determne howlikely the threats are.

(4) Inplenment neasures which will protect your assets in a cost-
ef fective manner.

(5) Review the process continuously and nake inprovenents each tine
a weakness is found.

Most of this docurment is focused on item 4 above, but the other steps
cannot be avoided if an effective plan is to be established at your
site. One old truismin security is that the cost of protecting
yoursel f against a threat should be |less than the cost of recovering
if the threat were to strike you. Cost in this context should be
renmenmbered to include | osses expressed in real currency, reputation
trustworthi ness, and other |ess obvious neasures. Wthout reasonable
know edge of what you are protecting and what the likely threats are,
following this rule could be difficult.
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1.6 Risk Assessnent
1.6.1 General Discussion

One of the nost inportant reasons for creating a conputer security
policy is to ensure that efforts spent on security yield cost

ef fective benefits. Although this nay seemobvious, it is possible
to be nislead about where the effort is needed. As an exanple, there
is a great deal of publicity about intruders on computers systens;

yet most surveys of computer security show that, for npst

organi zations, the actual loss from™"insiders" is nmuch greater.

Ri sk anal ysis i nvol ves determ ning what you need to protect, what you
need to protect it from and howto protect it. It is the process of
exam ning all of your risks, then ranking those risks by |evel of
severity. This process involves making cost-effective decisions on
what you want to protect. As mentioned above, you shoul d probably
not spend nore to protect sonething than it is actually worth.

A full treatnment of risk analysis is outside the scope of this
docunent. [Fites 1989] and [Pfl eeger 1989] provide introductions to
this topic. However, there are two elenents of a risk analysis that
will be briefly covered in the next two sections:

(1) Identifying the assets
(2) ldentifying the threats

For each asset, the basic goals of security are availability,
confidentiality, and integrity. Each threat should be examined with
an eye to how the threat could affect these areas.

1.6.2 Identifying the Assets

One step in arisk analysis is to identify all the things that need
to be protected. Sonme things are obvious, |ike valuable proprietary
information, intellectual property, and all the various pieces of

har dwar e; but, some are overl ooked, such as the people who actually
use the systens. The essential point is to list all things that could
be affected by a security problem

One list of categories is suggested by Pfleeger [Pfleeger 1989]; this
list is adapted fromthat source

(1) Hardware: CPUs, boards, keyboards, term nals,

wor kst ati ons, personal conmputers, printers, disk
drives, communication lines, termnal servers, routers.
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(2) Software: source prograns, object prograns,
utilities, diagnostic prograns, operating systens,
comuni cati on prograns.

(3) Data: during execution, stored on-line, archived off-line,
backups, audit |ogs, databases, in transit over
comuni cati on nmedi a

(4) People: users, adm nistrators, hardware maintainers.

(5) Docunentation: on programnms, hardware, systens, |oca
adm ni strative procedures.

(6) Supplies: paper, forns, ribbons, magnetic nedia.
1.6.3 Identifying the Threats

Once the assets requiring protection are identified, it is necessary
to identify threats to those assets. The threats can then be

exam ned to determ ne what potential for loss exists. It helps to
consider fromwhat threats you are trying to protect your assets.
The following are classic threats that shoul d be consi dered.
Dependi ng on your site, there will be nore specific threats that
shoul d be identified and addressed.

(1) Unauthorized access to resources and/or infornation
(2) Unintented and/or unauthorized Disclosure of information
(3) Denial of service

2. Security Policies

Thr oughout this docunment there will be many references to policies.
Oten these references will include recommendations for specific
policies. Rather than repeat guidance in howto create and

conmuni cate such a policy, the reader should apply the advice
presented in this chapter when devel opi ng any policy reconmended
later in this book

2.1 What is a Security Policy and Wiy Have One?

The security-rel ated deci sions you nake, or fail to make, as

adm nistrator largely determ nes how secure or insecure your network
is, how nmuch functionality your network offers, and how easy your
network is to use. However, you cannot make good deci si ons about
security without first determ ning what your security goals are.
Until you determ ne what your security goals are, you cannot make
effective use of any collection of security tools because you sinply
wi Il not know what to check for and what restrictions to inpose.
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For exanple, your goals will probably be very different fromthe
goal s of a product vendor. Vendors are trying to nmake configuration
and operation of their products as sinple as possible, which inplies
that the default configurations will often be as open (i.e.

i nsecure) as possible. Wile this does make it easier to install new
products, it also | eaves access to those systens, and ot her systens
through them open to any user who wanders by.

Your goals will be largely determ ned by the foll owi ng key tradeoffs:

(1) services offered versus security provided -
Each service offered to users carries its own security risks.
For sone services the risk outwei ghs the benefit of the service
and the admi nistrator may choose to elimnate the service rather
than try to secure it.

(2) ease of use versus security -
The easiest systemto use would allow access to any user and
require no passwords; that is, there would be no security.
Requi ri ng passwords nakes the systema little | ess convenient,
but nore secure. Requiring device-generated one-tinme passwords
makes the systemeven nore difficult to use, but much nore
secure

(3) cost of security versus risk of |oss -
There are many different costs to security: nonetary (i.e., the
cost of purchasing security hardware and software like firewalls
and one-ti nme password generators), perfornmance (i.e., encryption
and decryption take tine), and ease of use (as mentioned above).
There are also many | evels of risk: loss of privacy (i.e., the
readi ng of information by unauthorized individuals), |oss of
data (i.e., the corruption or erasure of information), and the
| oss of service (e.g., the filling of data storage space, usage
of computational resources, and denial of network access). Each
type of cost nust be wei ghed agai nst each type of | oss.

Your goals should be communicated to all users, operations staff, and
managers through a set of security rules, called a "security policy."
We are using this term rather than the narrower "conmputer security
policy" since the scope includes all types of information technol ogy
and the information stored and mani pul ated by the technol ogy.

2.1.1 Definition of a Security Policy
A security policy is a formal statement of the rules by which people

who are given access to an organization’s technol ogy and information
assets nust abi de.
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2.1.2 Purposes of a Security Policy

The main purpose of a security policy is to informusers, staff and
managers of their obligatory requirenents for protecting technol ogy
and information assets. The policy should specify the mechani snms

t hrough which these requirenments can be nmet. Another purpose is to
provi de a baseline fromwhich to acquire, configure and audit
conput er systenms and networks for conpliance with the policy.
Therefore an attenpt to use a set of security tools in the absence of
at least an inplied security policy is meaningless.

An Appropriate Use Policy (AUP) may al so be part of a security
policy. It should spell out what users shall and shall not do on the
various components of the system including the type of traffic

al l owed on the networks. The AUP should be as explicit as possible
to avoid ambiguity or msunderstandi ng. For exanple, an AUP ni ght
list any prohibited USENET newsgroups. (Note: Appropriate Use Policy
is referred to as Acceptable Use Policy by some sites.)

2.1.3 W Should be Involved When Form ng Policy?

In order for a security policy to be appropriate and effective, it
needs to have the acceptance and support of all |evels of enployees
within the organization. It is especially inportant that corporate
managenent fully support the security policy process otherw se there
is little chance that they will have the intended inpact. The
following is a list of individuals who should be involved in the
creation and review of security policy docunents:

(1) site security admnistrator

(2) information technology technical staff (e.g., staff from
conputing center)

(3) adnministrators of large user groups within the organization
(e.g., business divisions, computer science department within a
uni versity, etc.)

(4) security incident response team

(5) representatives of the user groups affected by the security
pol i cy

(6) responsible nanagenent

(7) legal counsel (if appropriate)

The |ist above is representative of many organi zations, but is not
necessarily conprehensive. The idea is to bring in representation
from key stakehol ders, managenent who have budget and policy
authority, technical staff who know what can and cannot be supported,
and | egal counsel who know the | egal ramfications of various policy
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choices. |In sone organizations, it nmay be appropriate to include EDP
audit personnel. Involving this group is inportant if resulting
policy statements are to reach the broadest possible acceptance. It
is also relevant to nention that the role of |egal counsel will also
vary fromcountry to country.

2.2 What Makes a Good Security Policy?
The characteristics of a good security policy are:

(1) It must be inplenmentable through system adm nistration
procedures, publishing of acceptable use guidelines, or other
appropri ate nethods.

(2) It must be enforcible with security tools, where appropriate,
and wi th sanctions, where actual prevention is not technically
feasi bl e.

(3) It nmust clearly define the areas of responsibility for the
users, admnistrators, and nanagemnent.

The conponents of a good security policy include:

(1) Conputer Technol ogy Purchasi ng Gui delines which specify
required, or preferred, security features. These should
suppl enent exi sting purchasing policies and gui delines.

(2) A Privacy Policy which defines reasonabl e expectations of
privacy regardi ng such issues as nonitoring of electronic mail
| oggi ng of keystrokes, and access to users’ files.

(3) An Access Policy which defines access rights and privileges to
protect assets fromloss or disclosure by specifying acceptable
use gui delines for users, operations staff, and managenment. It
shoul d provi de guidelines for external connections, data
conmuni cati ons, connecting devices to a network, and addi ng new
software to systens. It should al so specify any required
notification nessages (e.g., connect nessages shoul d provide
war ni ngs about authorized usage and line nonitoring, and not
simply say "Wl conme").

(4) An Accountability Policy which defines the responsibilities of
users, operations staff, and nmanagenent. It should specify an
audit capability, and provide incident handling guidelines
(i.e., what to do and who to contact if a possible intrusion is
det ect ed) .
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(5) An Authentication Policy which establishes trust through an
ef fective password policy, and by setting guidelines for renote
| ocati on authentication and the use of authentication devices
(e.g., one-time passwords and the devices that generate thenj.

(6) An Availability statenment which sets users’ expectations for the

availability of resources. It should address redundancy and
recovery issues, as well as specify operating hours and
mai nt enance down-tine periods. It should al so include contact

i nformati on for reporting system and network fail ures.

(7) An Information Technol ogy System & Network Mai ntenance Policy
whi ch describes how both internal and external maintenance
people are allowed to handl e and access technol ogy. One
i mportant topic to be addressed here is whether renpote
mai nt enance is allowed and how such access is controll ed.

Anot her area for consideration here is outsourcing and how it is
nmanaged.

(8) A Violations Reporting Policy that indicates which types of
violations (e.g., privacy and security, internal and external)
nmust be reported and to whomthe reports are made. A non-
threat eni ng at nosphere and the possibility of anonynous
reporting will result in a greater probability that a violation
will be reported if it is detected.

(9) Supporting Information which provides users, staff, and
management with contact information for each type of policy
vi ol ati on; guidelines on howto handl e outsi de queries about a
security incident, or information which nmay be consi dered
confidential or proprietary; and cross-references to security
procedures and rel ated i nformati on, such as conpany policies and
governmental |aws and regul ati ons.

There may be regulatory requirements that affect sone aspects of your
security policy (e.g., line nmonitoring). The creators of the
security policy should consider seeking | egal assistance in the
creation of the policy. At a mninmum the policy should be revi ewed
by | egal counsel

Once your security policy has been established it should be clearly
conmuni cated to users, staff, and managenment. Having all personne
sign a statenment indicating that they have read, understood, and
agreed to abide by the policy is an inportant part of the process.
Finally, your policy should be reviewed on a regular basis to see if
it is successfully supporting your security needs.
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2.3 Keeping the Policy Flexible

3.

In order for a security policy to be viable for the long term it
requires a lot of flexibility based upon an architectural security
concept. A security policy should be (largely) independent from
specific hardware and software situations (as specific systens tend
to be replaced or noved overnight). The nmechani snms for updating the
policy should be clearly spelled out. This includes the process, the
peopl e i nvol ved, and the people who nust sign-off on the changes.

It is also inmportant to recognize that there are exceptions to every
rule. \Whenever possible, the policy should spell out what exceptions
to the general policy exist. For exanple, under what conditions is a
system adninistrator allowed to go through a user’'s files. Also,
there may be sone cases when nultiple users will have access to the
same userid. For exanple, on systens with a "root" user, multiple
system admi ni strators may know t he password and use the root account.

Anot her consideration is called the "Garbage Truck Syndrone." This
refers to what would happen to a site if a key person was suddenly
unavail able for his/her job function (e.g., was suddenly ill or left

the conpany unexpectedly). While the greatest security resides in
the m ni num di ssem nati on of information, the risk of losing critica
information increases when that information is not shared. It is

i nportant to determ ne what the proper balance is for your site.

Architecture

3.1 jectives

3.1.1 Conpletely Defined Security Pl ans

Al'l sites should define a conprehensive security plan. This plan
shoul d be at a higher level than the specific policies discussed in
chapter 2, and it should be crafted as a framework of broad
guidelines into which specific policies will fit.

It is inportant to have this framework in place so that individua
policies can be consistent with the overall site security
architecture. For exanple, having a strong policy with regard to
Internet access and having weak restrictions on nmodem usage is

i nconsistent with an overall phil osophy of strong security
restrictions on external access.

A security plan should define: the list of network services that will
be provi ded; which areas of the organization will provide the
services; who will have access to those services; how access will be
provi ded; who will adm nister those services; etc.
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The plan should al so address how i ncident will be handled. Chapter 5
provides an in-depth discussion of this topic, but it is inportant
for each site to define classes of incidents and correspondi ng
responses. For example, sites with firewalls should set a threshold
on the nunber of attenpts made to foil the firewall before triggering
a response? Escallation |evels should be defined for both attacks
and responses. Sites without firewalls will have to determine if a
single attenpt to connect to a host constitutes an incident? \Wat
about a systemmtic scan of systens?

For sites connected to the Internet, the ranpant nedia magnification
of Internet related security incidents can overshadow a (potentially)
nore serious internal security problem Likew se, conpani es who have
never been connected to the Internet may have strong, well defined,
internal policies but fail to adequately address an externa
connection policy.

3.1.2 Separation of Services

There are many services which a site may wish to provide for its
users, some of which may be external. There are a variety of
security reasons to attenpt to isolate services onto dedicated host
conputers. There are al so perfornmance reasons in nost cases, but a
detail ed discussion is beyond to scope of this docunent.

The services which a site may provide will, in nost cases, have
different |levels of access needs and nodels of trust. Services which
are essential to the security or smooth operation of a site would be
better off being placed on a dedicated machine with very limted
access (see Section 3.1.3 "deny all" nodel), rather than on a machi ne
that provides a service (or services) which has traditionally been

| ess secure, or requires greater accessability by users who nay
accidental ly suborn security.

It is also inmportant to distinguish between hosts which operate
within different nodels of trust (e.g., all the hosts inside of a
firewall and any host on an exposed network).

Sonme of the services which should be exani ned for potentia

separation are outlined in section 3.2.3. It is inmportant to remenber
that security is only as strong as the weakest link in the chain
Several of the nobst publicized penetrations in recent years have been
through the exploitation of vulnerabilities in electronic nail

systens. The intruders were not trying to steal electronic mail, but
they used the vulnerability in that service to gain access to other
syst ens.
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| f possible, each service should be running on a different nachine
whose only duty is to provide a specific service. This helps to
isolate intruders and limt potential harm

3.1.3 Deny all/ Alow al

There are two dianetrically opposed underlying phil osophies which can
be adopted when defining a security plan. Both alternatives are
legitimate nodel s to adopt, and the choice between themw || depend
on the site and its needs for security.

The first option is to turn off all services and then selectively
enabl e services on a case by case basis as they are needed. This can
be done at the host or network | evel as appropriate. This nodel
which will here after be referred to as the "deny all" nodel, is
generally nore secure than the other nodel described in the next
paragraph. Mre work is required to successfully inplenent a "deny
all" configuration as well as a better understanding of services.

Al'l owi ng only known services provides for a better analysis of a
particul ar service/protocol and the design of a security nechani sm
suited to the security level of the site.

The ot her nodel, which will here after be referred to as the "all ow
all" nodel, is nuch easier to inplenent, but is generally |less secure
than the "deny all" nodel. Sinply turn on all services, usually the
default at the host level, and allow all protocols to travel across
networ k boundaries, usually the default at the router level. As

security hol es becone apparent, they are restricted or patched at
ei ther the host or network |evel.

Each of these nodels can be applied to different portions of the
site, depending on functionality requirenents, administrative
control, site policy, etc. For exanple, the policy may be to use the

"allow all" nodel when setting up workstations for general use, but
adopt a "deny all" nodel when setting up information servers, |ike an
emai | hub. Likewise, an "allow all" policy may be adopted for
traffic between LAN' s internal to the site, but a "deny all" policy

can be adopted between the site and the Internet.

Be careful when m xi ng phil osophies as in the exanpl es above. Many
sites adopt the theory of a hard "crunchy" shell and a soft "squishy"

mddle. They are willing to pay the cost of security for their
external traffic and require strong security nmeasures, but are
unwi I 1ing or unable to provide simlar protections internally. This

works fine as long as the outer defenses are never breached and the
internal users can be trusted. Once the outer shell (firewall) is
breached, subverting the internal network is trivial
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3.1.4 ldentify Real Needs for Services

There is a large variety of services which nay be provided, both
internally and on the Internet at large. Managing security is, in
many ways, mhmnagi ng access to services internal to the site and
managi ng how i nternal users access information at renote sites.

Services tend to rush |li ke waves over the Internet. Over the years
many sites have established anonynous FTP servers, gopher servers,
wai s servers, WNWVservers, etc. as they becane popul ar, but not
particul arly needed, at all sites. Evaluate all new services that
are established with a skeptical attitude to deternmine if they are
actually needed or just the current fad sweeping the Internet.

Bear in nmind that security conplexity can grow exponentially with the
nunber of services provided. Filtering routers need to be nodified
to support the new protocols. Some protocols are inherently
difficult to filter safely (e.g., RPC and UDP services), thus
providing nore openings to the internal network. Services provided
on the same machine can interact in catastrophic ways. For exanple,
al |l owi ng anonynous FTP on the same nachine as the WNWVserver may
allow an intruder to place a file in the anonynous FTP area and cause
the HTTP server to execute it.

3.2 Network and Service Configuration
3.2.1 Protecting the Infrastructure

Many network adm nistrators go to great lengths to protect the hosts
on their networks. Few adm nistrators nmake any effort to protect the
networ ks thensel ves. There is sone rationale to this. For exanple,
it is far easier to protect a host than a network. Also, intruders
are likely to be after data on the hosts; damagi ng the network woul d
not serve their purposes. That said, there are still reasons to
protect the networks. For exanple, an intruder mght divert network
traffic through an outside host in order to exam ne the data (i.e.

to search for passwords). Also, infrastructure includes nore than
the networks and the routers which interconnect them Infrastructure
al so includes network managenent (e.g., SNMP), services (e.g., DNS
NFS, NTP, WMWY, and security (i.e., user authentication and access
restrictions).

The infrastructure al so needs protection agai nst human error. Wen

an adm ni strator m sconfigures a host, that host may offer degraded
service. This only affects users who require that host and, unless
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that host is a primary server, the nunber of affected users will
therefore be linmted. However, if a router is misconfigured, al
users who require the network will be affected. GCbviously, this is a
far |arger nunber of users than those dependi ng on any one host.

3.2.2 Protecting the Network

There are several problens to which networks are vul nerable. The
classic problemis a "denial of service" attack. In this case, the
network is brought to a state in which it can no | onger carry
legitimate users’ data. There are two common ways this can be done:
by attacking the routers and by flooding the network w th extraneous
traffic. Please note that the term"router"” in this section is used
as an exanple of a larger class of active network interconnection
conponents that also includes components like firewalls, proxy-
servers, etc.

An attack on the router is designed to cause it to stop forwarding
packets, or to forward theminproperly. The former case nay be due
to a msconfiguration, the injection of a spurious routing update, or
a "flood attack" (i.e., the router is bonbarded with unroutable
packets, causing its performance to degrade). A flood attack on a
network is simlar to a flood attack on a router, except that the

fl ood packets are usually broadcast. An ideal flood attack woul d be
the injection of a single packet which exploits sone known flaw in
the network nodes and causes themto retransmt the packet, or
generate error packets, each of which is picked up and repeated by
anot her host. A well chosen attack packet can even generate an
exponenti al expl osion of transm ssions.

Anot her classic problemis "spoofing." 1In this case, spurious
routing updates are sent to one or nore routers causing themto
m sroute packets. This differs froma denial of service attack only

in the purpose behind the spurious route. |In denial of service, the
object is to make the router unusable; a state which will be quickly
detected by network users. 1In spoofing, the spurious route wll

cause packets to be routed to a host fromwhich an intruder may
nonitor the data in the packets. These packets are then re-routed to
their correct destinations. However, the intruder may or nay not
have altered the contents of the packets.

The solution to nost of these problens is to protect the routing
updat e packets sent by the routing protocols in use (e.g., R P-2,
OSPF). There are three levels of protection: clear-text password,
crypt ographi c checksum and encryption. Passwords offer only mnima
protection agai nst intruders who do not have direct access to the
physi cal networks. Passwords also offer some protection against

m sconfigured routers (i.e, routers which, out of the box, attenpt to
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route packets). The advantage of passwords is that they have a very
| ow overhead, in both bandwi dth and CPU consunption. Checksums
protect against the injection of spurious packets, even if the

i ntruder has direct access to the physical network. Conbined with a
sequence nunber, or other unique identifier, a checksumcan al so
protect again "replay" attacks, wherein an old (but valid at the
time) routing update is retransmitted by either an intruder or a

m sbehavi ng router. The nost security is provided by conplete
encryption of sequenced, or uniquely identified, routing updates.
This prevents an intruder fromdeterm ning the topol ogy of the
network. The di sadvantage to encryption is the overhead involved in
processi ng the updates.

R P-2 (RFC 1723) and OSPF (RFC 1583) both support clear-text
passwords in their base design specifications. |In addition, there
are extensions to each base protocol to support MD5 encryption

Unfortunately, there is no adequate protection against a flooding
attack, or a mishbehaving host or router which is flooding the
network. Fortunately, this type of attack is obvious when it occurs
and can usually be terminated relatively sinply.

3.2.3 Protecting the Services

There are many types of services and each has its own security

requi renents. These requirenents will vary based on the intended use
of the service. For exanmple, a service which should only be usable
within a site (e.g., NFS) may require different protection mechani sims
than a service provided for external use. It may be sufficient to
protect the internal server fromexternal access. However, a WWW
server, which provides a hone page intended for view ng by users
anywhere on the Internet, requires built-in protection. That is, the
servi cel/ protocol / server nmust provi de whatever security may be
required to prevent unauthorized access and nodification of the Wb
dat abase.

Internal services (i.e., services neant to be used only by users
within a site) and external services (i.e., services deliberately
made avail able to users outside a site) will, in general, have
protection requirenents which differ as previously described. It is
therefore wise to isolate the internal services to one set of server
host conputers and the external services to another set of server
host conputers. That is, internal and external servers should not be
co-located on the sane host conputer. |In fact, nmany sites go so far
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as to have one set of subnets (or even different networks) which are
accessi ble fromthe outside and anot her set which nmay be accessed
only within the site. O course, there is usually a firewall which
connects these partitions. Geat care must be taken to ensure that
such a firewall is operating properly.

There is increasing interest in using intranets to connect different
parts of a organization (e.g., divisions of a conpany). Wile this
docunent generally differentiates between external and interna
(public and private), sites using intranets should be aware that they
will need to consider three separations and take appropriate actions
when desi gning and offering services. A service offered to an

i ntranet would be neither public, nor as conpletely private as a
service to a single organi zational subunit. Therefore, the service
woul d need its own supporting system separated from both externa

and internal services and networKks.

One form of external service deserves some special consideration, and
that is anonynous, or guest, access. This may be either anonynous
FTP or guest (unauthenticated) login. It is extrenmely inmportant to
ensure that anonynous FTP servers and guest |login userids are
carefully isolated fromany hosts and file systens from which outside
users shoul d be kept. Another area to which special attention nust
be paid concerns anonynous, witable access. A site nmay be legally
responsi ble for the content of publicly available infornmation, so
careful nmonitoring of the informati on deposited by anonynous users is
advi sed.

Now we shall consider some of the nbst popul ar services: nane
service, password/key service, authentication/proxy service,
electronic mail, WMWYV file transfer, and NFS. Since these are the
nost frequently used services, they are the npbst obvious points of
attack. Al so, a successful attack on one of these services can
produce disaster all out of proportion to the innocence of the basic
servi ce.

3.2.3.1 Nane Servers (DNS and NI S(+))

The Internet uses the Domain Name System (DNS) to perform address
resol ution for host and network nanes. The Network Information
Service (NIS) and NI S+ are not used on the gl obal Internet, but are
subject to the sanme risks as a DNS server. Nanme-to-address
resolution is critical to the secure operation of any network. An
attacker who can successfully control or inpersonate a DNS server can
re-route traffic to subvert security protections. For exanple,
routine traffic can be diverted to a conprom sed systemto be

noni tored; or, users can be tricked into providing authentication
secrets. An organization should create well known, protected sites
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to act as secondary name servers and protect their DNS nasters from
deni al of service attacks using filtering routers.

Traditionally, DNS has had no security capabilities. In particular
the information returned froma query could not be checked for

nmodi fication or verified that it had cone fromthe name server in
guestion. Wrk has been done to incorporate digital signatures into
the protocol which, when deployed, will allow the integrity of the
information to be cryptographically verified (see RFC 2065).

3.2.3.2 Password/ Key Servers (N S(+) and KDC)

Password and key servers generally protect their vital information
(i.e., the passwords and keys) with encryption algorithnms. However,
even a one-way encrypted password can be deternined by a dictionary
attack (wherein common words are encrypted to see if they match the
stored encryption). It is therefore necessary to ensure that these
servers are not accessable by hosts which do not plan to use themfor
the service, and even those hosts should only be able to access the
service (i.e., general services, such as Telnet and FTP, should not
be al |l owed by anyone other than adninistrators).

3.2.3.3 Authentication/Proxy Servers (SOCKS, FWK)

A proxy server provides a number of security enhancenents. It allows
sites to concentrate services through a specific host to allow

noni toring, hiding of internal structure, etc. This funnelling of
services creates an attractive target for a potential intruder. The
type of protection required for a proxy server depends greatly on the
proxy protocol in use and the services being proxied. The genera
rule of limting access only to those hosts which need the services,
and limting access by those hosts to only those services, is a good
starting point.

3.2.3.4 Electronic Mi

El ectronic mail (enmnil) systens have | ong been a source for intruder
break-i ns because emmil protocols are anong the ol dest and nost

wi del y depl oyed services. Al so, by it’'s very nature, an email server
requi res access to the outside world; nost email servers accept input
fromany source. An emmil server generally consists of two parts: a
recei vi ng/ sendi ng agent and a processing agent. Since email is
delivered to all users, and is usually private, the processing agent
typically requires system (root) privileges to deliver the nail

Most emmi |l inplenmentations performboth portions of the service,
whi ch neans the receiving agent also has systemprivileges. This
opens several security holes which this document will not describe.

There are sone i nplenentations avail abl e which allow a separation of
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the two agents. Such inplenmentations are generally considered nore
secure, but still require careful installation to avoid creating a
security problem

3.2.3.5 Wrld Wde Wb (WW

The Web is growing in popularity exponentially because of its ease of
use and the powerful ability to concentrate information services.
Most WAV servers accept sone type of direction and action fromthe
persons accessing their services. The nbst compn exanple is taking
a request froma renote user and passing the provided information to
a programrunning on the server to process the request. Sone of
these prograns are not witten with security in mnd and can create

security holes. |If a Wb server is available to the Internet
conmunity, it is especially inmportant that confidential informtion
not be co-located on the same host as that server. |In fact, it is

recomrended that the server have a dedi cated host which is not
"trusted" by other internal hosts.

Many sites may want to co-locate FTP service with their WWVservice
But this should only occur for anon-ftp servers that only provide
information (ftp-get). Anon-ftp puts, in conbination with WW night
be dangerous (e.g., they could result in nodifications to the

i nformati on your site is publishing to the web) and in thensel ves
nake the security considerations for each service different.

3.2.3.6 File Transfer (FTP, TFTP)

FTP and TFTP both allow users to receive and send electronic files in
a point-to-point manner. However, FTP requires authentication while
TFTP requires none. For this reason, TFTP shoul d be avoi ded as nuch
as possi bl e.

| mproperly configured FTP servers can allow intruders to copy,

repl ace and delete files at will, anywhere on a host, so it is very

i mportant to configure this service correctly. Access to encrypted
passwords and proprietary data, and the introduction of Trojan horses
are just a few of the potential security holes that can occur when
the service is configured incorrectly. FTP servers should reside on
their own host. Sone sites choose to co-locate FTP with a Wb
server, since the two protocols share conmon security considerations
However, the the practice isn't recomended, especially when the FTP
service allows the deposit of files (see section on WWVabove). As
mentioned in the openi ng paragraphs of section 3.2.3, services
offered internally to your site should not be co-located with
services offered externally. Each should have its own host.
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TFTP does not support the same range of functions as FTP, and has no
security whatsoever. This service should only be considered for
internal use, and then it should be configured in a restricted way so
that the server only has access to a set of predetermned files
(instead of every world-readable file on the systemj. Probably the
nost common usage of TFTP is for downl oadi ng router configuration
files to a router. TFTP should reside on its own host, and shoul d
not be installed on hosts supporting external FTP or Wb access.

3.2.3.7 NFS

The Network File Service allows hosts to share comon disks. NFSis
frequently used by diskless hosts who depend on a di sk server for al
of their storage needs. Unfortunately, NFS has no built-in security.
It is therefore necessary that the NFS server be accessable only by
those hosts which are using it for service. This is achieved by
speci fying which hosts the file systemis being exported to and in
what manner (e.g., read-only, read-wite, etc.). Filesystens should
not be exported to any hosts outside the |ocal network since this
will require that the NFS service be accessible externally. Ideally,
external access to NFS service should be stopped by a firewall

3.2.4 Protecting the Protection

It is amazing how often a site will overl ook the nost obvious
weakness in its security by leaving the security server itself open
to attack. Based on considerations previously discussed, it should
be clear that: the security server should not be accessible from

of f-site; should offer m nimum access, except for the authentication
function, to users on-site; and should not be co-located with any

ot her servers. Further, all access to the node, including access to
the service itself, should be | ogged to provide a "paper trail" in
the event of a security breach

3.3 Firewalls

One of the nost wi dely depl oyed and publicized security neasures in
use on the Internet is a "firewall." Firewalls have been given the
reputation of a general panacea for many, if not all, of the Internet
security issues. They are not. Firewalls are just another tool in
the quest for systemsecurity. They provide a certain |evel of
protection and are, in general, a way of inplenmenting security policy
at the network level. The level of security that a firewall provides
can vary as nmuch as the level of security on a particular machine.
There are the traditional trade-offs between security, ease of use,
cost, conplexity, etc.
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A firewall is any one of several mechanisnms used to control and watch
access to and froma network for the purpose of protecting it. A
firewall acts as a gateway through which all traffic to and fromthe
protected network and/or systens passes. Firewalls help to place
[imtations on the anbunt and type of communication that takes place
bet ween the protected network and the another network (e.g., the
Internet, or another piece of the site’ s network).

Afirewall is generally a way to build a wall between one part of a
network, a conpany’s internal network, for exanple, and another part,
the gl obal Internet, for exanple. The unique feature about this wal
is that there needs to be ways for some traffic with particular
characteristics to pass through carefully nonitored doors
("gateways"). The difficult part is establishing the criteria by

whi ch the packets are allowed or denied access through the doors.
Books witten on firewalls use different term nology to describe the
various forns of firewalls. This can be confusing to system

adm nistrators who are not famliar with firewalls. The thing to note
here is that there is no fixed term nology for the description of
firewalls.

Firewal | s are not always, or even typically, a single machine.
Rather, firewalls are often a comnbination of routers, network
segnents, and host conputers. Therefore, for the purposes of this
di scussion, the term"“firewall" can consist of nore than one physica
device. Firewalls are typically built using two different
conponents, filtering routers and proxy servers.

Filtering routers are the easiest conponent to conceptualize in a
firewall. A router noves data back and forth between two (or nore)
different networks. A "normal" router takes a packet from network A
and "routes" it to its destination on network B. A filtering router
does the sanme thing but decides not only how to route the packet, but
whet her it should route the packet. This is done by installing a
series of filters by which the router decides what to do with any

gi ven packet of data.

A di scussi on concerning capabilities of a particular brand of router,
running a particular software version is outside the scope of this
docunent. However, when evaluating a router to be used for filtering
packets, the following criteria can be inportant when inplenenting a
filtering policy: source and destination |IP address, source and
destination TCP port nunbers, state of the TCP "ack" bit, UDP source
and destination port nunbers, and direction of packet flow (i.e.. A-
>B or B->A). Oher information necessary to construct a secure
filtering scheme are whether the router reorders filter instructions
(designed to optim ze filters, this can soneti nes change the nmeani ng
and cause uni ntended access), and whether it is possible to apply
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filters for inbound and outbound packets on each interface (if the
router filters only outbound packets then the router is "outside" of
its filters and may be nore vulnerable to attack). 1In addition to
the router being vulnerable, this distinction between applying
filters on inbound or outbound packets is especially relevant for
routers with nore than 2 interfaces. Qher inportant issues are the
ability to create filters based on | P header options and the fragnment
state of a packet. Building a good filter can be very difficult and
requi res a good understanding of the type of services (protocols)
that will be filtered.

For better security, the filters usually restrict access between the
two connected nets to just one host, the bastion host. It is only
possi ble to access the other network via this bastion host. As only
this host, rather than a few hundred hosts, can get attacked, it is
easier to maintain a certain |level of security because only this host
has to be protected very carefully. To make resources available to
legitimate users across this firewall, services have to be forwarded
by the bastion host. Some servers have forwarding built in (like
DNS- servers or SMrIP-servers), for other services (e.g., Telnet, FTP,
etc.), proxy servers can be used to allow access to the resources
across the firewall in a secure way.

A proxy server is way to concentrate application services through a
single machine. There is typically a single machine (the bastion
host) that acts as a proxy server for a variety of protocols (Telnet,
SMIP, FTP, HTTP, etc.) but there can be individual host computers for
each service. Instead of connecting directly to an external server,
the client connects to the proxy server which in turn initiates a
connection to the requested external server. Depending on the type
of proxy server used, it is possible to configure internal clients to
performthis redirection automatically, w thout know edge to the
user, others nmight require that the user connect directly to the
proxy server and then initiate the connection through a specified
format .

There are significant security benefits which can be derived from
using proxy servers. |t is possible to add access control lists to
protocols, requiring users or systenms to provide some |evel of

aut hentication before access is granted. Smarter proxy servers,
sometines called Application Layer Gateways (ALGs), can be witten
whi ch understand specific protocols and can be configured to bl ock
only subsections of the protocol. For exanple, an ALG for FTP can
tell the difference between the "put" conmand and the "get" comand;
an organi zation may wish to allow users to "get" files fromthe
Internet, but not be able to "put” internal files on a renote server.
By contrast, a filtering router could either block all FTP access, or
none, but not a subset.
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Proxy servers can al so be configured to encrypt data streans based on
a variety of paranmeters. An organization mght use this feature to
al |l ow encrypted connections between two | ocations whose sol e access
points are on the Internet.

Firewalls are typically thought of as a way to keep intruders out,
but they are also often used as a way to let legitimate users into a
site. There are nmany exanples where a valid user mght need to
regul arly access the "home" site while on travel to trade shows and
conferences, etc. Access to the Internet is often avail able but may
be through an untrusted machine or network. A correctly configured
proxy server can allow the correct users into the site while stil
denyi ng access to other users.

The current best effort in firewall techniques is found using a
conbi nati on of a pair of screening routers with one or nore proxy
servers on a network between the two routers. This setup allows the
external router to block off any attenpts to use the underlying IP

| ayer to break security (IP spoofing, source routing, packet
fragments), while allowi ng the proxy server to handl e potentia
security holes in the higher layer protocols. The internal router’s

purpose is to block all traffic except to the proxy server. |If this
setup is rigidly inplenented, a high level of security can be
achi eved.

Most firewalls provide | ogging which can be tuned to nmake security
admi ni stration of the network nore convenient. Logging nmay be
centralized and the system may be configured to send out alerts for
abnormal conditions. It is inmportant to regularly nonitor these |ogs
for any signs of intrusions or break-in attenpts. Since sone
intruders will attenpt to cover their tracks by editing logs, it is
desirable to protect these logs. A variety of nmethods is avail abl e,
including: wite once, read nmany (WORM drives; papers |ogs; and
centralized logging via the "syslog" utility. Another technique is
to use a "fake" serial printer, but have the serial port connected to
an isolated nachine or PC which keeps the |ogs.

Firewalls are available in a wide range of quality and strengths.
Commer ci al packages start at approxi mately $10,000US and go up to
over $250,000US. "Home grown" firewalls can be built for smaller
amounts of capital. It should be remenbered that the correct setup
of a firewall (comrercial or homegrown) requires a significant anount
of skill and know edge of TCP/IP. Both types require regular

mai nt enance, installation of software patches and updates, and
regul ar nonitoring. Wen budgeting for a firewall, these additiona
costs should be considered in addition to the cost of the physica

el ements of the firewall
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As an aside, building a "home grown"” firewall requires a significant
amount of skill and knowl edge of TCP/IP. It should not be trivially
attenpt ed because a perceived sense of security is worse in the |ong
run than knowi ng that there is no security. As with all security
nmeasures, it is inmportant to decide on the threat, the value of the
assets to be protected, and the costs to inplenent security.

A final note about firewalls. They can be a great aid when

i mpl enenting security for a site and they protect against a |arge
variety of attacks. But it is inportant to keep in mnd that they
are only one part of the solution. They cannot protect your site
agai nst all types of attack.

4. Security Services and Procedures

Thi s chapter guides the reader through a nunber of topics that should
be addressed when securing a site. Each section touches on a
security service or capability that may be required to protect the
infornmati on and systens at a site. The topics are presented at a
fairly high-level to introduce the reader to the concepts.

Thr oughout the chapter, you will find significant mention of
cryptography. 1t is outside the scope of this docunent to delve into
detail s concerning cryptography, but the interested reader can obtain
nore information frombooks and articles listed in the reference
section of this document.

4.1 Authentication

For many years, the prescribed nethod for authenticating users has
been t hrough the use of standard, reusable passwords. Oiginally,
these passwords were used by users at terminals to authenticate
thenselves to a central conputer. At the time, there were no
networks (internally or externally), so the risk of disclosure of the
clear text password was minimal. Today, systens are connected

toget her through | ocal networks, and these | ocal networks are further
connected together and to the Internet. Users are logging in from
all over the globe; their reusable passwords are often transnmitted
across those sane networks in clear text, ripe for anyone in-between
to capture. And indeed, the CERT* Coordination Center and ot her
response teans are seeing a trenendous nunber of incidents involving
packet sniffers which are capturing the clear text passwords.

Wth the advent of newer technol ogies |ike one-tine passwords (e.g.
S/ Key), PGP, and token-based authentication devices, people are using

password-1like strings as secret tokens and pins. |If these secret
tokens and pins are not properly selected and protected, the
authentication will be easily subverted.
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4.1.1 One-Tinme passwords

As nentioned above, given today’s networked environments, it is
recommended that sites concerned about the security and integrity of
their systens and networks consider noving away from standard,
reusabl e passwords. There have been many incidents involving Trojan
network prograns (e.g., telnet and rlogin) and network packet
sniffing programs. These progranms capture clear text

host nanme/ account name/ password triplets. Intruders can use the
captured information for subsequent access to those hosts and
accounts. This is possible because 1) the password is used over and
over (hence the term"reusable"), and 2) the password passes across
the network in clear text.

Several authentication techniques have been devel oped that address
this problem Anobng these techniques are chal |l enge-response
technol ogi es that provide passwords that are only used once (conmonly
call ed one-tinme passwords). There are a nunber of products avail able
that sites should consider using. The decision to use a product is
the responsibility of each organi zati on, and each organi zation should
performits own eval uation and sel ection

4.1.2 Kerberos

Kerberos is a distributed network security system which provides for
aut henti cation across unsecured networks. |If requested by the
application, integrity and encryption can al so be provided. Kerberos
was originally devel oped at the Massachusetts Institute of Technol ogy
(MT) inthe md 1980s. There are two mgjor rel eases of Kerberos,
version 4 and 5, which are for practical purposes, inconpatible.

Kerberos relies on a symetric key database using a key distribution
center (KDC) which is known as the Kerberos server. A user or
service (known as "principals") are granted electronic "tickets"
after properly conmmunicating with the KDC. These tickets are used
for authentication between principals. Al tickets include a tine
stanp which Iimts the time period for which the ticket is valid.
Therefore, Kerberos clients and server must have a secure tine
source, and be able to keep tine accurately.

The practical side of Kerberos is its integration with the
application level. Typical applications |ike FTP, telnet, POP, and
NFS have been integrated with the Kerberos system There are a
variety of inplenmentations which have varying |evels of integration.
Pl ease see the Kerberos FAQ avail able at http://ww. ov.conl m sc/krb-
fag. htm for the latest information.
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4.1.3 Choosing and Protecting Secret Tokens and PINs

When sel ecting secret tokens, take care to choose them carefully.

Li ke the sel ection of passwords, they should be robust against brute
force efforts to guess them That is, they should not be single
words in any | anguage, any common, industry, or cultural acronyns,
etc. ldeally, they will be longer rather than shorter and consist of
pass phrases that conbi ne upper and | ower case character, digits, and
ot her characters.

Once chosen, the protection of these secret tokens is very inportant.
Sone are used as pins to hardware devices (like token cards) and
these should not be witten down or placed in the sane |ocation as
the device with which they are associated. Ohers, such as a secret
Pretty Good Privacy (PGP) key, should be protected from unauthorized
access.

One final word on this subject. Wen using cryptography products,
like PGP, take care to determ ne the proper key | ength and ensure
that your users are trained to do |ikew se. As technol ogy advances,
the mnimum safe key length continues to grow. Mke sure your site
keeps up with the | atest know edge on the technol ogy so that you can
ensure that any cryptography in use is providing the protection you
believe it is.

4.1.4 Password Assurance

VWiile the need to elimnate the use of standard, reusabl e passwords
cannot be overstated, it is recognized that some organizati ons nmay
still be using them VWile it’'s recommended that these organizations
transition to the use of better technology, in the nean tine, we have
the followi ng advice to help with the selection and nai ntenance of
traditional passwords. But renenber, none of these nmeasures provides
protecti on agai nst di sclosure due to sniffer prograns.

(1) The inportance of robust passwords - In many (if not nobst) cases
of system penetration, the intruder needs to gain access to an
account on the system One way that goal is typically
acconplished is through guessing the password of a legitimate
user. This is often acconplished by running an autonated
password cracki ng program which utilizes a very |arge
di ctionary, against the systenis password file. The only way to
guard agai nst passwords being disclosed in this manner is
through the careful selection of passwords which cannot be
easily guessed (i.e., conbinations of nunbers, letters, and
punctuation characters). Passwords should also be as long as
the system supports and users can tol erate.
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(2) Changing default passwords - Many operating systens and
application prograns are installed with default accounts and
passwords. These nust be changed i medi ately to sonething that
cannot be guessed or cracked.

(3) Restricting access to the password file - In particular, a site
wants to protect the encrypted password portion of the file so
that woul d-be intruders don’t have them avail able for cracking.
One effective technique is to use shadow passwords where the
password field of the standard file contains a dumry or false
password. The file containing the legitimte passwords are
protected el sewhere on the system

(4) Password aging - When and how to expire passwords is still a
subj ect of controversy anong the security comunity. It is
general |y accepted that a password shoul d not be maintai ned once
an account is no longer in use, but it is hotly debated whether
a user should be forced to change a good password that's in
active use. The argunents for changi ng passwords relate to the
prevention of the continued use of penetrated accounts.

However, the opposition clainms that frequent password changes
lead to users witing down their passwords in visible areas
(such as pasting themto a termnal), or to users selecting very
sinpl e passwords that are easy to guess. It should also be
stated that an intruder will probably use a captured or guessed
password sooner rather than later, in which case password agi ng
provides little if any protection

VWile there is no definitive answer to this dilemm, a password
policy should directly address the issue and provi de gui delines
for how often a user should change the password. Certainly, an
annual change in their password is usually not difficult for
nost users, and you should consider requiring it. It is
recommended that passwords be changed at | east whenever a
privileged account is conmprom sed, there is a critical change in
personnel (especially if it is an admnistrator!), or when an
account has been conmprom sed. |In addition, if a privileged
account password is conproni sed, all passwords on the system
shoul d be changed.

(5) Password/account blocking - Sone sites find it useful to disable
accounts after a predefined nunber of failed attenpts to
authenticate. |If your site decides to enploy this nechanism it
is recoomended that the mechani sm not "advertise" itself. After
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di sabling, even if the correct password is presented, the
nessage di splayed should remain that of a failed |login attenpt.
| npl enenting this mechanismwill require that legitimte users
contact their systemadmi nistrator to request that their account
be reacti vat ed.

(6) A word about the finger daenmon - By default, the finger daenobn
di spl ays consi derabl e system and user information. For exanple,
it can display a list of all users currently using a system or
all the contents of a specific user’s .plan file. This
i nformati on can be used by woul d-be intruders to identify
user nanes and guess their passwords. It is recommended that
sites consider nodifying finger to restrict the information
di spl ayed.

4.2 Confidentiality

There will be information assets that your site will want to protect
fromdisclosure to unauthorized entities. Qperating systens often
have built-in file protection nmechanisns that allow an admi nistrator
to control who on the system can access, or "see," the contents of a
given file. A stronger way to provide confidentiality is through
encryption. Encryption is acconplished by scranmbling data so that it
is very difficult and time consum ng for anyone other than the

aut horized recipients or owners to obtain the plain text. Authorized
reci pients and the owner of the information will possess the
correspondi ng decryption keys that allow themto easily unscranble
the text to a readable (clear text) form W reconmend that sites
use encryption to provide confidentiality and protect val uable

i nformation.

The use of encryption is sonetinmes controlled by governnmental and
site regul ations, so we encourage administrators to becone informnmed
of laws or policies that regulate its use before enploying it. It is
out side the scope of this docunent to discuss the various algorithns
and prograns available for this purpose, but we do caution agai nst
the casual use of the UNI X crypt programas it has been found to be
easily broken. W also encourage everyone to take time to understand
the strength of the encryption in any given algorithm product before
using it. Most well-known products are well-docunented in the
l[iterature, so this should be a fairly easy task.

4.3 Integrity
As an adm nistrator, you will want to make sure that information
(e.g., operating systemfiles, conpany data, etc.) has not been

altered in an unauthorized fashion. This means you will want to
provi de sone assurance as to the integrity of the information on your
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systens. One way to provide this is to produce a checksum of the
unaltered file, store that checksumoffline, and periodically (or
when desired) check to make sure the checksum of the online file
hasn’t changed (which would indicate the data has been nodified).

Sone operating systens cone with checksumm ng prograns, such as the
UNI X sum program However, these nay not provide the protection you
actually need. Files can be nodified in such a way as to preserve
the result of the UNI X sum program  Therefore, we suggest that you
use a cryptographically strong program such as the nessage di gesting
program MD5 [ref], to produce the checksums you will be using to
assure integrity.

There are other applications where integrity will need to be assured,
such as when transmitting an email nessage between two parties. There
are products avail able that can provide this capability. Once you
identify that this is a capability you need, you can go about
identifying technologies that will provide it.

4.4 Authorization

Aut hori zation refers to the process of granting privileges to
processes and, ultimately, users. This differs from authentication
in that authentication is the process used to identify a user. Once
identified (reliably), the privileges, rights, property, and
perm ssi ble actions of the user are determ ned by authorization

Explicitly listing the authorized activities of each user (and user
process) with respect to all resources (objects) is inmpossible in a
reasonable system In a real systemcertain techniques are used to
sinmplify the process of granting and checki ng authorization(s).

One approach, popularized in UNI X systenms, is to assign to each

obj ect three classes of user: owner, group and world. The owner is
either the creator of the object or the user assigned as owner by the
super-user. The owner perm ssions (read, wite and execute) apply
only to the owner. A group is a collection of users which share
access rights to an object. The group permissions (read, wite and
execute) apply to all users in the group (except the owner). The
world refers to everybody el se with access to the system The world
perm ssions (read, wite and execute) apply to all users (except the
owner and nenbers of the group).

Anot her approach is to attach to an object a list which explicitly

contains the identity of all permitted users (or groups). This is an
Access Control List (ACL). The advantage of ACLs are that they are

Fraser, Ed. I nf or mati onal [ Page 29]



RFC 2196 Site Security Handbook Sept ember 1997

easily naintained (one central |list per object) and it's very easy to
visually check who has access to what. The di sadvantages are the
extra resources required to store such lists, as well as the vast
nunber of such lists required for |arge systens.

4.5 Access
4.5.1 Physical Access

Restrict physical access to hosts, allow ng access only to those
peopl e who are supposed to use the hosts. Hosts include "trusted"
terminals (i.e., termnals which all ow unauthenticated use such as
system consol es, operator termnals and term nals dedicated to
speci al tasks), and individual mcroconputers and workstations,
especially those connected to your network. Make sure people’s work
areas mesh well with access restrictions; otherwise they will find
ways to circunvent your physical security (e.g., jamm ng doors open).

Keep original and backup copies of data and prograns safe. Apart
from keepi ng themin good condition for backup purposes, they nust be
protected fromtheft. It is inmportant to keep backups in a separate
| ocation fromthe originals, not only for danage consi derations, but
al so to guard against thefts.

Portabl e hosts are a particular risk. Mke sure it won't cause
problenms if one of your staff’s portable computer is stolen

Consi der devel opi ng gui delines for the kinds of data that should be
allowed to reside on the disks of portable computers as well as how
the data should be protected (e.g., encryption) when it is on a
portabl e conputer.

O her areas where physical access should be restricted is the wiring
closets and i nmportant network elenents like file servers, name server
hosts, and routers.

4.5.2 Wal k-up Network Connections
By "wal k-up" connections, we mean network connection points |ocated
to provide a convenient way for users to connect a portable host to
your networKk.
Consi der whet her you need to provide this service, bearing in mnd

that it allows any user to attach an unauthorized host to your
network. This increases the risk of attacks via techniques such as
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| P address spoofing, packet sniffing, etc. Users and site managenent

nmust appreciate the risks involved. |If you decide to provide wal k-up
connections, plan the service carefully and define precisely where
you will provide it so that you can ensure the necessary physica

access security.

A wal k-up host should be authenticated before its user is pernmtted
to access resources on your network. As an alternative, it may be
possi bl e to control physical access. For exanple, if the service is
to be used by students, you mght only provide wal k-up connection
sockets in student |aboratories.

If you are providing wal k-up access for visitors to connect back to
their hone networks (e.g., to read e-nail, etc.) in your facility,
consi der using a separate subnet that has no connectivity to the

i nternal network.

Keep an eye on any area that contains unnonitored access to the
networ k, such as vacant offices. It may be sensible to disconnect
such areas at the wiring closet, and consider using secure hubs and
nonitoring attenpts to connect unauthorized hosts.

4.5.3 O her Network Technol ogi es

Technol ogi es consi dered here include X 25, |ISDN, SMDS, DDS and Frane
Relay. All are provided via physical |inks which go through

t el ephone exchanges, providing the potential for themto be diverted.
Crackers are certainly interested in tel ephone switches as well as in
dat a net wor ks!

Wth swtched technol ogies, use Permanent Virtual Circuits or O osed
User Groups whenever this is possible. Technol ogies which provide
aut henti cation and/or encryption (such as |IPv6) are evolving rapidly;
consi der using themon |inks where security is inportant.

4.5.4 NMNodens

4.5.4.1 Mdem Lines Must Be Managed
Al t hough they provide convenient access to a site for its users, they
can al so provide an effective detour around the site’'s firewalls.
For this reason it is essential to nmmintain proper control of nodens.
Don't allow users to install a nbdemline wthout proper

aut hori zation. This includes tenmporary installations (e.g., plugging
a nodeminto a facsinile or tel ephone |ine overnight).
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Maintain a register of all your nodemlines and keep your register up
to date. Conduct regular (ideally automated) site checks for
unaut hori zed nodens.

4.5.4.2 D al-in Users Mist Be Authenticated

A usernane and password check shoul d be conpl eted before a user can
access anything on your network. Normal password security
consi derations are particularly inportant (see section 4.1.1).

Renenber that tel ephone |ines can be tapped, and that it is quite
easy to intercept nmessages to cellular phones. Modern high-speed
nodens use nore sophisticated nodul ati on techni ques, which makes them
somewhat nore difficult to nonitor, but it is prudent to assune that
hackers know how to eavesdrop on your lines. For this reason, you
shoul d use one-tine passwords if at all possible.

It is helpful to have a single dial-in point (e.g., a single |large
nodem pool) so that all users are authenticated in the sane way.

Users will occasionally mis-type a password. Set a short delay - say
two seconds - after the first and second failed | ogins, and force a
di sconnect after the third. This will slow down automated password
attacks. Don't tell the user whether the usernane, the password, or
both, were incorrect.

4.5.4.3 Call-back Capability

Sone dial-in servers offer call-back facilities (i.e., the user dials
in and is authenticated, then the system di sconnects the call and
calls back on a specified nunber). Call-back is useful since if
someone were to guess a usernane and password, they are di sconnected,
and the systemthen calls back the actual user whose password was
cracked; randomcalls froma server are suspicious, at best. This
does mean users may only log in fromone |ocation (where the server
is configured to dial them back), and of course there may be phone
charges associated with there call-back | ocation

This feature should be used with caution; it can easily be bypassed.
At a mnimm make sure that the return call is never made fromthe
same nodem as the incom ng one. Overall, although call-back can

i nprove nodem security, you should not depend on it al one.

4.5.4.4 Al Logins Should Be Logged
Al'l 1ogins, whether successful or unsuccessful should be | ogged.

However, do not keep correct passwords in the |og. Rather, |og them
sinmply as a successful login attenpt. Since nost bad passwords are
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m styped by authorized users, they only vary by a single character
fromthe actual password. Therefore if you can’t keep such a | og
secure, don't log it at all

If Calling Line Identification is avail able, take advantage of it by
recording the calling nunber for each login attenpt. Be sensitive to
the privacy issues raised by Calling Line Identification. Al so be
aware that Calling Line ldentification is not to be trusted (since

i ntruders have been known to break into phone sw tches and forward
phone nunbers or make other changes); use the data for infornmationa
pur poses only, not for authentication

4.5.4.5 Choose Your Opening Banner Carefully

Many sites use a systemdefault contained in a nessage of the day
file for their opening banner. Unfortunately, this often includes the
type of host hardware or operating system present on the host. This
can provi de valuable information to a woul d-be intruder. Instead,
each site should create its own specific login banner, taking care to
only include necessary infornmation

Di splay a short banner, but don’t offer an "inviting" name (e.g.

Uni versity of XYZ, Student Records System). Instead, give your site
nane, a short warning that sessions may be nonitored, and a

user nane/ password pronpt. Verify possible legal issues related to
the text you put into the banner

For high-security applications, consider using a "blind" password
(i.e., give no response to an incomng call until the user has typed
in a password). This effectively sinmulates a dead nodem

4.5.4.6 Dial-out Authentication

Di al -out users should al so be authenticated, particularly since your
site will have to pay their tel ephone charges.

Never allow dial-out froman unauthenticated dial-in call, and
consi der whether you will allow it froman authenticated one. The
goal here is to prevent callers using your nodem pool as part of a
chain of logins. This can be hard to detect, particularly if a
hacker sets up a path through several hosts on your site.

At a minimum don't allow the sane nodens and phone lines to be used

for both dial-in and dial-out. This can be inplenented easily if you
run separate dial-in and dial -out nodem pool s.
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4.5.4.7 WNMake Your Mobdem Progranm ng as "Bul |l et-proof" as Possible

Be sure nodens can’'t be reprogramred while they're in service. At a
m ni mum rmake sure that three plus signs won't put your dial-in
nodens into command node

Program your nodens to reset to your standard configuration at the
start of each newcall. Failing this, make themreset at the end of
each call. This precaution will protect you agai nst accidenta
reprogranm ng of your nodens. Resetting at both the end and the

begi nning of each call will assure an even higher |evel of confidence
that a newcaller will not inherit a previous caller’s session.

Check that your nodens terminate calls cleanly. Wen a user |ogs out
from an access server, verify that the server hangs up the phone Iine
properly. It is equally inportant that the server forces |ogouts

from what ever sessions were active if the user hangs up unexpectedly.

4.6 Auditing

This section covers the procedures for collecting data generated by
network activity, which may be useful in analyzing the security of a
networ k and responding to security incidents.

4.6.1 What to Col |l ect

Audit data should include any attenpt to achieve a different security
| evel by any person, process, or other entity in the network. This

i ncludes | ogin and | ogout, super user access (or the non-UN X
equi val ent), ticket generation (for Kerberos, for exanple), and any
ot her change of access or status. It is especially inportant to note
"anonymous" or "guest" access to public servers.

The actual data to collect will differ for different sites and for
di fferent types of access changes within a site. |In general, the

i nformati on you want to collect includes: usernane and hostnane, for
| ogin and | ogout; previous and new access rights, for a change of
access rights; and a tinmestanp. O course, there is nmuch nore

i nformati on which nmight be gathered, depending on what the system
makes avail abl e and how much space is available to store that

i nf or mati on.

One very inportant note: do not gather passwords. This creates an
enormous potential security breach if the audit records shoul d be

i mproperly accessed. Do not gather incorrect passwords either, as
they often differ fromvalid passwords by only a single character or
transposition.
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4.6.2 Collection Process

The col |l ection process shoul d be enacted by the host or resource
bei ng accessed. Depending on the inportance of the data and the need
to have it local in instances in which services are being denied,
data could be kept local to the resource until needed or be
transmtted to storage after each event.

There are basically three ways to store audit records: in a

read/ wite file on a host, on a wite-once/read-many device (e.g., a
CD-ROM or a specially configured tape drive), or on a wite-only
device (e.g., a line printer). Each nmethod has advantages and

di sadvant ages.

File systemlogging is the | east resource intensive of the three

nmet hods and the easiest to configure. 1t allows instant access to
the records for analysis, which may be inportant if an attack is in
progress. File systemlogging is also the least reliable nmethod. |If

the | oggi ng host has been conpronised, the file systemis usually the
first thing to go; an intruder could easily cover up traces of the
i ntrusion.

Collecting audit data on a wite-once device is slightly nore effort
to configure than a sinple file, but it has the significant advantage
of greatly increased security because an intruder could not alter the
data showi ng that an intrusion has occurred. The disadvantage of
this method is the need to maintain a supply of storage nedia and the
cost of that media. Also, the data may not be instantly avail able.

Line printer logging is useful in systemwhere pernmanent and

i Mmediate logs are required. A real tine systemis an exanple of
this, where the exact point of a failure or attack must be recorded.
A laser printer, or other device which buffers data (e.g., a print
server), may suffer fromlost data if buffers contain the needed data
at a critical instant. The disadvantage of, literally, "paper
trails" is the need to keep the printer fed and the need to scan
records by hand. There is also the issue of where to store the,
potentially, enornmous vol une of paper which nay be generated.

For each of the | ogging nmethods described, there is also the issue of
securing the path between the device generating the | og and actua

| oggi ng device (i.e., the file server, tape/CD-ROM drive, printer).
If that path is conpromi sed, |ogging can be stopped or spoofed or
both. In an ideal world, the |ogging device would be directly
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attached by a single, sinple, point-to-point cable. Since that is
usual ly inmpractical, the path should pass through the m ni mum nunber
of networks and routers. Even if |ogs can be bl ocked, spoofing can
be prevented with cryptographic checksuns (it probably isn't
necessary to encrypt the | ogs because they should not contain
sensitive information in the first place).

4.6.3 Collection Load

Collecting audit data may result in a rapid accunul ation of bytes so
storage availability for this information nmust be considered in
advance. There are a few ways to reduce the required storage space.
First, data can be conpressed, using one of nmany nethods. O, the
requi red space can be nmininzed by keeping data for a shorter period
of time with only sunmaries of that data kept in I ong-term archives.
One nmmj or drawback to the latter nethod invol ves incident response.
O'ten, an incident has been ongoing for some period of tinme when a
site notices it and begins to investigate. At that point in tineg,
it's very helpful to have detailed audit |ogs available. If these are
just summaries, there may not be sufficient detail to fully handle
the incident.

4.6.4 Handling and Preserving Audit Data

Audit data should be sonme of the nost carefully secured data at the

site and in the backups. |If an intruder were to gain access to audit
| ogs, the systens themselves, in addition to the data, would be at
risk.

Audit data nay al so becone key to the investigation, apprehension

and prosecution of the perpetrator of an incident. For this reason
it is advisable to seek the advice of |egal council when deciding how
audit data should be treated. This should happen before an incident
occurs.

If a data handling plan is not adequately defined prior to an
incident, it nay nmean that there is no recourse in the afternmath of
an event, and it may create liability resulting frominproper
treatnent of the data

4.6.5 Legal Considerations
Due to the content of audit data, there are a nunber of |ega
guestions that arise which mght need to be addressed by your |ega

counsel . If you collect and save audit data, you need to be prepared
for consequences resulting both fromits existence and its content.
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One area concerns the privacy of individuals. |n certain instances,
audit data may contai n personal information. Searching through the
data, even for a routine check of the systenis security, could
represent an invasion of privacy.

A second area of concern involves know edge of intrusive behavi or
originating fromyour site. |f an organization keeps audit data, is
it responsible for examining it to search for incidents? |If a host
in one organization is used as a |l aunching point for an attack

agai nst anot her organi zati on, can the second organi zation use the
audit data of the first organization to prove negligence on the part
of that organi zation?

The above exanpl es are neant to be conprehensive, but should notivate
your organi zation to consider the |egal issues involved with audit
dat a.

4.7 Securing Backups

The procedure of creating backups is a classic part of operating a
conputer system Wthin the context of this docunent, backups are
addressed as part of the overall security plan of a site. There are
several aspects to backups that are inportant within this context:

(1) Make sure your site is creating backups

(2) Make sure your site is using offsite storage for backups. The
storage site should be carefully selected for both its security
and its availability.

(3) Consider encrypting your backups to provide additional protection
of the information once it is off-site. However, be aware that

you wi Il need a good key nmanagenent schenme so that you'll be
able to recover data at any point in the future. Al so, make
sure you will have access to the necessary decryption programns
at such tinme in the future as you need to performthe
decrypti on.

(4) Don't always assune that your backups are good. There have been
nmany i nstances of conputer security incidents that have gone on
for long periods of tinme before a site has noticed the incident.
In such cases, backups of the affected systens are al so tainted.

(5) Periodically verify the correctness and conpl et eness of your
backups.

5. Security Incident Handling
This chapter of the docunment will supply guidance to be used before,
during, and after a conputer security incident occurs on a host,

network, site, or nulti-site environnent. The operative phil osophy
in the event of a breach of computer security is to react according
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to a plan. This is true whether the breach is the result of an
external intruder attack, unintentional danage, a student testing
some new programto exploit a software vulnerability, or a

di sgruntl ed enmpl oyee. Each of the possible types of events, such as
those just listed, should be addressed in advance by adequate

conti ngency pl ans.

Traditional conputer security, while quite inmportant in the overal
site security plan, usually pays little attention to how to actually
handl e an attack once one occurs. The result is that when an attack
is in progress, many decisions are nmade in haste and can be damagi ng
to tracking down the source of the incident, collecting evidence to
be used in prosecution efforts, preparing for the recovery of the
system and protecting the val uabl e data contai ned on the system

One of the nost inportant, but often overl ooked, benefits for
efficient incident handling is an econom c one. Having both
techni cal and managerial personnel respond to an incident requires
consi derabl e resources. |If trained to handle incidents efficiently,
| ess staff tine is required when one occurs.

Due to the worl d-w de network nost incidents are not restricted to a
single site. Operating systems vulnerabilities apply (in some cases)
to several mllions of systems, and many vul nerabilities are
exploited within the network itself. Therefore, it is vital that al
sites with involved parties be informed as soon as possi bl e.

Anot her benefit is related to public relations. News about computer
security incidents tends to be damaging to an organization’s stature
among current or potential clients. Efficient incident handling

m nimzes the potential for negative exposure.

A final benefit of efficient incident handling is related to | ega
issues. It is possible that in the near future organizations may be
hel d responsi bl e because one of their nodes was used to |aunch a

net wor k attack. In a simlar vein, people who devel op patches or
wor karounds nmay be sued if the patches or workarounds are

i neffective, resulting in conprom se of the systens, or, if the

pat ches or workarounds thensel ves danage systens. Know ng about
operating systemvul nerabilities and patterns of attacks, and then
taki ng appropriate neasures to counter these potential threats, is
critical to circunventing possible | egal problens.
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The sections in this chapter provide an outline and starting point
for creating your site’'s policy for handling security incidents. The
sections are:

(1) Preparing and planning (what are the goals and objectives in
handl i ng an incident).
(2) Notification (who should be contacted in the case of an
i nci dent).
- Local managers and personne
- Law enforcement and investigative agencies
- Conputer security incidents handling teans
- Affected and involved sites
- Internal comuni cations
- Public relations and press rel eases
(3) ldentifying an incident (is it an incident and how serious is
it).
(4) Handling (what should be done when an incident occurs).
- Notification (who should be notified about the incident)
- Protecting evidence and activity |logs (what records should be
kept from before, during, and after the incident)
- Contai nnent (how can the damage be linited)
- Eradication (howto elimnate the reasons for the incident)
- Recovery (how to reestablish service and systens)
Fol | ow Up (what actions should be taken after the incident)
(5) Afternath (what are the inplications of past incidents).
(6) Adnministrative response to incidents.

The remai nder of this chapter will detail the issues involved in each
of the inmportant topics |listed above, and provide some gui dance as to
what should be included in a site policy for handling incidents.

5.1 Preparing and Planning for |ncident Handling

Part of handling an incident is being prepared to respond to an

i ncident before the incident occurs in the first place. This

i ncl udes establishing a suitable level of protections as explained in
the preceding chapters. Doing this should help your site prevent
incidents as well as Iimt potential danage resulting fromthem when
they do occur. Protection also includes preparing incident handling
gui del i nes as part of a contingency plan for your organization or
site. Having witten plans elimnates nmuch of the ambiguity which

occurs during an incident, and will lead to a nore appropriate and
thorough set of responses. It is vitally inportant to test the
proposed plan before an incident occurs through "dry runs". A team

m ght even consider hiring a tiger teamto act in parallel with the
dry run. (Note: a tiger teamis a teamof specialists that try to
penetrate the security of a system)
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Learning to respond efficiently to an incident is inmportant for a
nunber of reasons:

(1) Protecting the assets which could be conprom sed

(2) Protecting resources which could be utilized nore
profitably if an incident did not require their services

(3) Conplying with (governnment or other) regul ations

(4) Preventing the use of your systens in attacks agai nst other
systens (which could cause you to incur legal liability)

(5) Mnimzing the potential for negative exposure

As in any set of pre-planned procedures, attention nust be paid to a
set of goals for handling an incident. These goals wll be
prioritized differently depending on the site. A specific set of

obj ectives can be identified for dealing with incidents:

(1) Figure out how it happened.

(2) Find out howto avoid further exploitation of the sane
vul nerability.

(3) Avoid escalation and further incidents.

(4) Assess the inpact and damage of the incident.

(5) Recover fromthe incident.

(6) Update policies and procedures as needed.

(7) Find out who did it (if appropriate and possible).

Due to the nature of the incident, there mght be a conflict between
anal yzing the original source of a problemand restoring systens and
services. Overall goals (like assuring the integrity of critica
systens) mght be the reason for not analyzing an incident.
course, this is an inportant managenent decision; but all involved
parties nmust be aware that w thout analysis the same incident nay
happen agai n.

It is also inmportant to prioritize the actions to be taken during an

incident well in advance of the tine an incident occurs. Sonetinmes
an incident nmay be so conplex that it is inpossible to do everything
at once to respond to it; priorities are essential. Although

priorities will vary frominstitution to institution, the follow ng
suggested priorities may serve as a starting point for defining your
organi zati on’ s response:

(1) Priority one -- protect human life and people’s
safety; human |ife always has precedence over al
ot her consi derations.

(2) Priority two -- protect classified and/or sensitive
data. Prevent exploitation of classified and/or
sensitive systens, networks or sites. Informaffected
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classified and/or sensitive systens, networks or sites
about al ready occurred penetrations.
(Be aware of regul ations by your site or by governnent)

(3) Priority three -- protect other data, including
proprietary, scientific, managerial and other data,
because | oss of data is costly in terns of resources.
Prevent exploitations of other systens, networks or
sites and inform already affected systens, networks or
sites about successful penetrations.

(4) Priority four -- prevent damage to systenms (e.g., |oss
or alteration of systemfiles, danage to disk drives,
etc.). Danmage to systens can result in costly down
time and recovery.

(5) Priority five -- mnimze disruption of computing
resources (including processes). It is better in many
cases to shut a system down or disconnect froma network
than to risk damage to data or systenms. Sites will have
to evaluate the trade-offs between shutting down and
di sconnecting, and staying up. There may be service
agreements in place that may require keeping systens
up even in light of further damage occurring. However,
the damage and scope of an incident may be so extensive
that service agreenents nay have to be over-ridden

An inmportant inplication for defining priorities is that once human
life and national security considerations have been addressed, it is
generally nore inportant to save data than system software and
hardware. Although it is undesirable to have any danage or | oss
during an incident, systens can be replaced. However, the |oss or
conprom se of data (especially classified or proprietary data) is
usual |y not an acceptabl e outcone under any circumnstances.

Anot her inportant concern is the effect on others, beyond the systens
and networks where the incident occurs. Wthin the linmts inposed by
government regulations it is always inportant to inform affected
parties as soon as possible. Due to the legal inplications of this
topic, it should be included in the planned procedures to avoid
further delays and uncertainties for the adm nistrators.

Any plan for responding to security incidents should be guided by
| ocal policies and regul ations. Governnent and private sites that
deal with classified material have specific rules that they nust
fol | ow.
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The policies chosen by your site on howit reacts to incidents wll
shape your response. For exanple, it nmay nake little sense to create
mechani sns to nonitor and trace intruders if your site does not plan
to take action against the intruders if they are caught. O her

organi zati ons may have policies that affect your plans. Tel ephone
conpani es often rel ease informati on about tel ephone traces only to

| aw enf or cenent agenci es.

Handl i ng i ncidents can be tedious and require any nunber of routine
tasks that could be handl ed by support personnel. To free the
technical staff it may be hel pful to identify support staff who wll
help with tasks |ike: photocopying, fax'ing, etc.

5.2 Notification and Points of Contact

It is inmportant to establish contacts with various personnel before a
real incident occurs. Many tinmes, incidents are not rea

enmergenci es. I ndeed, often you will be able to handle the activities
internally. However, there will also be many tines when others
out si de your i medi ate departnment will need to be included in the

i nci dent handling. These additional contacts include |ocal nanagers
and system admi nistrators, admnistrative contacts for other sites on
the Internet, and various investigative organizations. Getting to
know t hese contacts before incidents occurs will help to nmake your

i nci dent handling process nore efficient.

For each type of communication contact, specific "Points of Contact”
(POC) should be defined. These may be technical or administrative in
nature and may include | egal or investigative agencies as well as
service providers and vendors. Wen establishing these contact, it

is important to deci de how nuch information will be shared with each
class of contact. It is especially inportant to define, ahead of
time, what information will be shared with the users at a site, with

the public (including the press), and with other sites.

Settling these issues are especially inportant for the |ocal person
responsi ble for handling the incident, since that is the person
responsi ble for the actual notification of others. A list of
contacts in each of these categories is an inportant time saver for
this person during an incident. It can be quite difficult to find an
appropriate person during an incident when many urgent events are
ongoing. It is strongly recommended that all relevant tel ephone
nunbers (also electronic mail addresses and fax nunbers) be included
inthe site security policy. The nanes and contact infornmation of
all individuals who will be directly involved in the handling of an
i nci dent shoul d be placed at the top of this list.
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5.2.1 Local Managers and Personne

When an incident is under way, a major issue is deciding who is in
charge of coordinating the activity of the nultitude of players. A
maj or m stake that can be nade is to have a nunber of people who are
each worki ng i ndependently, but are not working together. This will
only add to the confusion of the event and will probably lead to
wasted or ineffective effort.

The single POC may or may not be the person responsible for handling

the incident. There are two distinct roles to fill when deciding who
shall be the POC and who will be the person in charge of the
incident. The person in charge of the incident will make deci sions
as to the interpretation of policy applied to the event. In

contrast, the POC must coordinate the effort of all the parties
i nvol ved with handling the event.

The PCOC nmust be a person with the technical expertise to successfully
coordinate the efforts of the system managers and users involved in
nmonitoring and reacting to the attack. Care should be taken when
identifying who this person will be. It should not necessarily be
the sane person who has adm nistrative responsibility for the

conprom sed systens since often such adm nistrators have know edge
only sufficient for the day to day use of the conputers, and lack in
depth techni cal expertise.

Anot her inportant function of the POCis to maintain contact with | aw
enf orcenent and ot her external agencies to assure that multi-agency

i nvol venent occurs. The level of involvenent will be determ ned by
managenent decisions as well as |egal constraints.

A single POC should also be the single person in charge of collecting
evi dence, since as a rule of thumb, the nore people that touch a
potential piece of evidence, the greater the possibility that it wll
be inadm ssible in court. To ensure that evidence will be acceptable
to the legal comunity, collecting evidence should be done follow ng
predefi ned procedures in accordance with local |aws and | ega
regul ati ons.

One of the nost critical tasks for the POC is the coordination of al
rel evant processes. Responsibilities may be distributed over the
whol e site, involving nmultiple i ndependent departments or groups.
This will require a well coordinated effort in order to achieve
overall success. The situation becomes even nore conplex if multiple
sites are involved. When this happens, rarely will a single PCC at
one site be able to adequately coordinate the handling of the entire
incident. Instead, appropriate incident response teans shoul d be

i nvol ved.
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The incident handling process should provide sone escal ati on

mechani sns. I n order to define such a nechanism sites will need to
create an internal classification schene for incidents. Associated
with each level of incident will be the appropriate POC and
procedures. As an incident is escalated, there may be a change in
the POC which will need to be comunicated to all others involved in
handl i ng the incident. Wen a change in the PCC occurs, old PCC
shoul d brief the new POC in all background information.

Lastly, users must know how to report suspected incidents. Sites
shoul d establish reporting procedures that will work both during and
out side normal working hours. Help desks are often used to receive
these reports during nornmal working hours, while beepers and

t el ephones can be used for out of hours reporting.

5.2.2 Law Enforcenment and |Investigative Agencies

In the event of an incident that has | egal consequences, it is

i mportant to establish contact with investigative agencies (e.g, the
FBI and Secret Service in the U S.) as soon as possible. Local |aw
enforcenent, |ocal security offices, and canpus police departnents

shoul d al so be informed as appropri ate. Thi s section describes many
of the issues that will be confronted, but it is acknow edged t hat
each organi zation will have its own |ocal and governnmental |aws and
regul ations that will inpact how they interact with | aw enforcenent

and investigative agencies. The nmost inportant point to make is that
each site needs to work through these issues.

A primary reason for determ ning these point of contact well in
advance of an incident is that once a major attack is in progress,
there is little tinme to call these agencies to determ ne exactly who
the correct point of contact is. Another reasonis that it is

i mportant to cooperate with these agencies in a manner that will
foster a good working relationship, and that will be in accordance
wi th the working procedures of these agencies. Know ng the working
procedures in advance, and the expectations of your point of contact
is a big stepinthis direction. For exanple, it is inmportant to
gat her evidence that will be adnmissible in any subsequent | ega
proceedi ngs, and this will require prior know edge of how to gather
such evidence. A final reason for establishing contacts as soon as
possible is that it is inpossible to know the particul ar agency t hat
will assume jurisdiction in any given incident. Making contacts and
finding the proper channels early on will nake responding to an

i nci dent go considerably nore snoothly.
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I f your organization or site has a |l egal counsel, you need to notify
this office soon after you learn that an incident is in progress. At
a minimm your |egal counsel needs to be involved to protect the

| egal and financial interests of your site or organization. There
are many | egal and practical issues, a few of which are:

(1) Wether your site or organization is willing to risk negative
publicity or exposure to cooperate with | egal prosecution
efforts.

(2) Downstreamliability--if you | eave a conprom sed systemas is so
it can be nonitored and another conputer is damaged because the
attack originated fromyour system your site or organization
may be |iable for damages incurred.

(3) Distribution of information--if your site or organization
distributes information about an attack in which another site or
organi zation may be involved or the vulnerability in a product
that may affect ability to market that product, your site or
organi zati on nmay again be liable for any danmages (i ncluding
damage of reputation).

(4) Liabilities due to nmonitoring--your site or organization may be
sued if users at your site or el sewhere discover that your site
is monitoring account activity wi thout inform ng users.

Unfortunately, there are no clear precedents yet on the liabilities
or responsibilities of organizations involved in a security incident
or who nmight be involved in supporting an investigative effort.

I nvestigators will often encourage organi zations to help trace and
noni tor intruders. Indeed, npbst investigators cannot pursue conputer
i ntrusi ons w thout extensive support fromthe organizations invol ved.
However, investigators cannot provide protection fromliability
clains, and these kinds of efforts may drag out for nmonths and may
take a lot of effort.

On the other hand, an organization's legal council nmay advise extrene
caution and suggest that tracing activities be halted and an intruder
shut out of the system This, initself, may not provide protection
fromliability, and may prevent investigators fromidentifying the
per petrator.

The bal ance between supporting investigative activity and linmiting
liability is tricky. You'll need to consider the advice of your |ega
counsel and the damage the intruder is causing (if any) when making
your deci sion about what to do during any particul ar incident.
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Your |egal counsel should also be involved in any decision to contact
i nvestigative agenci es when an incident occurs at your site. The
decision to coordinate efforts with investigative agencies is npst
properly that of your site or organization. Involving your |ega
counsel will also foster the multi-Ilevel coordination between your
site and the particular investigative agency involved, which in turn
results in an efficient division of Iabor. Another result is that
you are likely to obtain guidance that will help you avoid future

| egal i stakes.

Finally, your |egal counsel should evaluate your site’'s witten
procedures for responding to incidents. It is essential to obtain a
“clean bill of health”" froma | egal perspective before you actually
carry out these procedures.

It is vital, when dealing with investigative agencies, to verify that
the person who calls asking for information is a legitimte
representative fromthe agency in question. Unfortunately, many well
i ntenti oned peopl e have unknow ngly | eaked sensitive details about

i nci dents, allowed unauthorized people into their systens, etc.,
because a caller has masqueraded as a representative of a government
agency. (Note: this word of caution actually applies to all externa
contacts.)

A simlar consideration is using a secure neans of comruni cation
Because nmany network attackers can easily re-route electronic mail
avoid using electronic nmail to conmunicate with other agencies (as
well as others dealing with the incident at hand). Non-secured phone
lines (the phones normally used in the business world) are al so
frequent targets for tapping by network intruders, so be careful!

There is no one established set of rules for responding to an

i nci dent when the | ocal government becones involved. Nornmally (in
the U.S.), except by |legal order, no agency can force you to nonitor,
to di sconnect fromthe network, to avoid tel ephone contact with the
suspected attackers, etc. Each organi zation will have a set of |ocal
and national |aws and regul ati ons that nmust be adhered to when
handling incidents. It is recommended that each site be familiar with
those laws and regul ations, and identify and get know the contacts
for agencies with jurisdiction well in advance of handling an

i nci dent .

5.2.3 Conputer Security Incident Handling Teans
There are currently a nunber of of Conputer Security Incident
Response teams (CSIRTs) such as the CERT Coordi nation Center, the

German DFN- CERT, and ot her teans around the gl obe. Teams exist for
nmany nmaj or government agencies and |large corporations. |f such a
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teamis available, notifying it should be of primary consideration
during the early stages of an incident. These teans are responsible
for coordinating conputer security incidents over a range of sites
and |l arger entities. Even if the incident is believed to be
contained within a single site, it is possible that the information
avai | abl e through a response teamcould help in fully resolving the
i nci dent .

If it is determ ned that the breach occurred due to a flawin the
systemi s hardware or software, the vendor (or supplier) and a
Conput er Security Incident Handling team should be notified as soon
as possible. This is especially inportant because many ot her systens
are vul nerabl e, and these vendor and response team organi zati ons can
hel p di ssenminate help to other affected sites.

In setting up a site policy for incident handling, it may be
desirable to create a subgroup, much |like those teans that already
exist, that will be responsible for handling conputer security
incidents for the site (or organization). |If such a teamis created,
it is essential that communication |lines be opened between this team
and other teams. Once an incident is under way, it is difficult to
open a trusted di al ogue between other teans if none has existed

bef ore.

5.2.4 Affected and Involved Sites

If an incident has an inmpact on other sites, it is good practice to
informthem It may be obvious fromthe beginning that the incident
isnot limted to the local site, or it may emerge only after further
anal ysi s.

Each site nmay choose to contact other sites directly or they can pass
the information to an appropriate incident response team It is often
very difficult to find the responsible POC at renmpte sites and the

i nci dent response teamw Il be able to facilitate contact by making
use of already established channels.

The legal and liability issues arising froma security incident wll
differ fromsite to site. It is inmportant to define a policy for the
sharing and | oggi ng of information about other sites before an

i nci dent occurs.

I nformati on about specific people is especially sensitive, and may be
subject to privacy laws. To avoid problens in this area, irrel evant

i nformati on shoul d be del eted and a statenent of how to handle the
remai ni ng i nformati on should be included. A clear statement of how
this information is to be used is essential. No one who infornms a
site of a security incident wants to read about it in the public

Fraser, Ed. I nf or mati onal [ Page 47]



RFC 2196 Site Security Handbook Sept ember 1997

press. Incident response teans are valuable in this respect. Wen
they pass information to responsible POCs, they are able to protect
the anonymity of the original source. But, be aware that, in many
cases, the analysis of logs and information at other sites wll
reveal addresses of your site.

Al'l the problens di scussed above should be not taken as reasons not
to involve other sites. |In fact, the experiences of existing teans
reveal that nost sites inforned about security problens are not even
aware that their site had been conprom sed. Wthout tinely

i nformati on, other sites are often unable to take action agai nst

i ntruders.

5.2.5 Internal Communications

It is crucial during a major incident to communi cate why certain
actions are being taken, and how the users (or departnments) are
expected to behave. In particular, it should be made very clear to
users what they are allowed to say (and not say) to the outside world
(including other departnents). For exanple, it wouldn't be good for
an organi zation if users replied to custoners with something like,
"I"'msorry the systens are down, we’ve had an intruder and we are
trying to clean things up.” It would be much better if they were
instructed to respond with a prepared staterment like, "lI'’msorry our
systens are unavail able, they are being naintained for better service
in the future."

Conmuni cations with custoners and contract partners should be handl ed
in a sensible, but sensitive way. One can prepare for the main issues
by preparing a checklist. Wen an incident occurs, the checklist can
be used with the addition of a sentence or two for the specific

ci rcunst ances of the incident.

Public relations departnents can be very hel pful during incidents.
They shoul d be involved in all planning and can provide well
constructed responses for use when contact with outside departnents
and organi zati ons i s necessary.

5.2.6 Public Relations - Press Rel eases

There has been a tremendous growh in the anpbunt of medi a coverage
dedi cated to conputer security incidents in the United States. Such
press coverage is bound to extend to other countries as the Internet
continues to grow and expand internationally. Readers fromcountries
where such nedia attention has not yet occurred, can learn fromthe
experiences in the U S. and should be forwarned and prepared.
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One of the nost inportant issues to consider is when, who, and how
much to release to the general public through the press. There are
many i ssues to consider when deciding this particular issue. First
and forenmost, if a public relations office exists for the site, it is
important to use this office as liaison to the press. The public
relations office is trained in the type and wordi ng of information
rel eased, and will help to assure that the inage of the site is
protected during and after the incident (if possible). A public

rel ati ons office has the advantage that you can communi cate candidly
with them and provide a buffer between the constant press attention
and the need of the POC to maintain control over the incident.

If a public relations office is not available, the information

rel eased to the press nmust be carefully considered. |f the
information is sensitive, it may be advantageous to provide only

m ni mal or overview information to the press. It is quite possible
that any information provided to the press will be quickly reviewed
by the perpetrator of the incident. Al so note that nisleading the
press can often backfire and cause nore danmage than rel easing
sensitive information.

VWiile it is difficult to determ ne in advance what |evel of detail to
provide to the press, some guidelines to keep in mnd are:

(1) Keep the technical |evel of detail low Detailed
i nformati on about the incident nay provide enough
information for others to launch similar attacks on
other sites, or even damage the site’'s ability to
prosecute the guilty party once the event is over.

(2) Keep the specul ation out of press statenents.
Specul ati on of who is causing the incident or the
notives are very likely to be in error and may cause
an inflamed view of the incident.

(3) Work with | aw enforcenent professionals to assure that

evidence is protected. |f prosecution is involved,
assure that the evidence collected is not divulged to
the press.

(4) Try not to be forced into a press interview before you are
prepared. The popular press is famous for the "2 ant
interview, where the hope is to catch the intervi ewee off
guard and obtain information otherw se not avail abl e.

(5) Do not allow the press attention to detract fromthe

handl i ng of the event. Al ways renenber that the successfu
closure of an incident is of primary inportance.
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5.3 ldentifying an Incident
5.3.1 Is It Real?

This stage involves determning if a problemreally exists.
course nany if not nost signs often associated with virus infection
systemintrusions, nalicious users, etc., are sinply anomalies such
as hardware failures or suspicious system user behavior. To assist
in identifying whether there really is an incident, it is usually
hel pful to obtain and use any detection software which may be

avail able. Audit information is also extrenely useful, especially in
determ ni ng whether there is a network attack. It is extrenely

i nportant to obtain a system snapshot as soon as one suspects that
sonmething is wong. Many incidents cause a dynanic chain of events
to occur, and an initial system snapshot may be the npst val uabl e
tool for identifying the problemand any source of attack. Finally,
it is inportant to start a | og book. Recording system events,

t el ephone conversations, tine stanps, etc., can lead to a nore rapid
and systematic identification of the problem and is the basis for
subsequent stages of incident handling.

There are certain indications or "synptons" of an incident that
deserve special attention

(1) System cr ashes.

(2) New user accounts (the account RUMPLESTILTSKI N has been
unexpectedly created), or high activity on a previously
| ow usage account.

(3) New files (usually with novel or strange file nanes,
such as data.xx or k or .xx ).

(4) Accounting discrepancies (in a UNI X system you m ght
noti ce the shrinking of an accounting file called
/fusr/admin/lastlog, sonething that should nmake you very
suspi cious that there may be an intruder).

(5) Changes in file lengths or dates (a user should be
suspicious if .EXE files in an M5 DOS conputer have
unexpl ai nedly grown by over 1800 bytes).

(6) Attenpts to wite to system (a system manager notices
that a privileged user in a VM5 systemis attenpting to
al ter RI GHTSLI ST. DAT) .

(7) Data nodification or deletion (files start to disappear).

(8) Deni al of service (a system manager and all other users
becorme | ocked out of a UNI X system now in single user node).

(9) Unexpl ai ned, poor system perfornmance

(10) Anonalies ("GOTCHA" is displayed on the console or there
are frequent unexpl ai ned "beeps").

(11) Suspicious probes (there are numerous unsuccessful |ogin
attenpts from anot her node).
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(12) Suspicious browsing (soneone beconmes a root user on a UN X
system and accesses file after file on many user accounts.)

(13) Inability of a user to log in due to nodifications of his/her
account .

By no neans is this list conprehensive; we have just listed a nunber
of common indicators. It is best to collaborate with other technica
and computer security personnel to make a decision as a group about
whet her an incident is occurring.

5.3.2 Types and Scope of Incidents

Along with the identification of the incident is the eval uation of
the scope and inpact of the problem It is inportant to correctly
identify the boundaries of the incident in order to effectively dea
with it and prioritize responses.

In order to identify the scope and inpact a set of criteria should be
defined which is appropriate to the site and to the type of
connections available. Some of the issues include:

(1) Is this anmulti-site incident?
(2) Are many conputers at your site affected by this incident?
(3) Is sensitive information involved?
(4) What is the entry point of the incident (network,
phone line, local terminal, etc.)?
(5) Is the press invol ved?
(6) What is the potential damage of the incident?
(7) What is the estimated time to close out the incident?
(8) What resources could be required to handle the incident?
(9) Is law enforcenent invol ved?

5.3.3 Assessing the Damage and Extent

The anal ysis of the danage and extent of the incident can be quite
time consum ng, but should |l ead to sone insight into the nature of
the incident, and aid investigation and prosecution. As soon as the
breach has occurred, the entire systemand all of its conponents
shoul d be consi dered suspect. System software is the npbst probable
target. Preparation is key to be able to detect all changes for a
possi bly tainted system This includes checksunming all nedia from
the vendor using a algorithmwhich is resistant to tanpering. (See
sections 4.3)

Assumi ng original vendor distribution nmedia are available, an
analysis of all systemfiles should comrence, and any irregularities
shoul d be noted and referred to all parties involved in handling the
incident. It can be very difficult, in some cases, to decide which
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backup nedia are showing a correct system status. Consider, for
exanpl e, that the incident may have continued for nmonths or years
bef ore di scovery, and the suspect may be an enpl oyee of the site, or

ot herwi se have intimte know edge or access to the systens. In al
cases, the pre-incident preparation will determ ne what recovery is
possi bl e.

If the system supports centralized | ogging (nost do), go back over
the 1 ogs and | ook for abnormalities. |f process accounting and
connect tinme accounting is enabled, ook for patterns of system
usage. To a lesser extent, disk usage may shed light on the

i ncident. Accounting can provide nmuch hel pful information in an
anal ysis of an incident and subsequent prosecution. Your ability to
address all aspects of a specific incident strongly depends on the
success of this analysis.

5.4 Handling an Incident

Certain steps are necessary to take during the handling of an

incident. 1In all security related activities, the nost inportant
point to be nade is that all sites should have policies in place.
Wt hout defined policies and goals, activities undertaken will renmain

wi t hout focus. The goals shoul d be defined by managenent and | ega
counsel in advance.

One of the nost fundanental objectives is to restore control of the
affected systens and to linmt the inpact and damage. 1In the worst
case scenario, shutting down the system or disconnecting the system
fromthe network, may the only practical solution

As the activities involved are conplex, try to get as nmuch help as
necessary. Wiile trying to solve the problem al one, real danage

m ght occur due to delays or nissing information. Most

adm ni strators take the discovery of an intruder as a personal
chal | enge. By proceeding this way, other objectives as outlined in
the |l ocal policies may not always be considered. Trying to catch
intruders nmay be a very low priority, conpared to systemintegrity,
for exanple. Mnitoring a hacker’s activity is useful, but it m ght
not be considered worth the risk to allow the continued access.

5.4.1 Types of Notification and Exchange of Information

When you have confirmed that an incident is occurring, the
appropriate personnel nust be notified. How this notification is
achieved is very inmportant to keeping the event under control both
froma technical and emptional standpoint. The circumstances shoul d
be described in as much detail as possible, in order to aid pronpt
acknow edgnment and understanding of the problem Geat care should
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be taken when determining to which groups detailed technica
information is given during the notification. For exanple, it is

hel pful to pass this kind of information to an incident handling team
as they can assist you by providing hel pful hints for eradicating the
vul nerabilities involved in an incident. On the other hand, putting
the critical knowl edge into the public domain (e.g., via USENET
newsgroups or nmailing lists) may potentially put a |arge nunber of
systens at risk of intrusion. It is invalid to assune that al
adnmi ni strators reading a particular newsgroup have access to
operating system source code, or can even understand an advi sory wel |l
enough to take adequate steps.

First of all, any notification to either local or off-site personne
nmust be explicit. This requires that any statenent (be it an

el ectronic mail message, phone call, fax, beeper, or semaphone)
providing i nformati on about the incident be clear, concise, and fully
qualified. Wen you are notifying others that will help you handl e
an event, a "snoke screen" will only divide the effort and create
confusion. If a division of |abor is suggested, it is helpful to
provide information to each partici pant about what is being
accomplished in other efforts. This will not only reduce duplication

of effort, but allow people working on parts of the problemto know
where to obtain information relevant to their part of the incident.

Anot her inportant consideration when comruni cating about the incident
is to be factual. Attenpting to hide aspects of the incident by
providing fal se or inconplete informati on may not only prevent a
successful resolution to the incident, but may even worsen the
situation.

The choi ce of | anguage used when notifying people about the incident
can have a profound effect on the way that information is received.
When you use enotional or inflammtory terns, you raise the potentia
for damage and negative outcones of the incident. It is inportant to
remain calmboth in witten and spoken conmuni cati ons.

Anot her consideration is that not all people speak the sanme | anguage.
Due to this fact, m sunderstandings and delay may arise, especially
if it is amulti-national incident. Qher international concerns
include differing | egal inplications of a security incident and
cultural differences. However, cultural differences do not only
exi st between countries. They even exist within countries, between
di fferent social or user groups. For exanple, an admnistrator of a
uni versity system m ght be very rel axed about attenpts to connect to
the systemvia telnet, but the adnministrator of a mlitary systemis
likely to consider the same action as a possible attack
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Anot her issue associated with the choice of |anguage is the
notification of non-technical or off-site personnel. It is inportant
to accurately describe the incident wthout generating undue al arm or
confusion. Wile it is nore difficult to describe the incident to a
non-techni cal audience, it is often nore inportant. A non-technica
description nmay be required for upper-|level managenent, the press, or
| aw enforcenment |iaisons. The inportance of these communications
cannot be underestimated and nmay nake the difference between

resol ving the incident properly and escalating to sone higher |eve

of damage.

If an incident response team becones involved, it m ght be necessary
to fill out a tenplate for the information exchange. Although this
may seemto be an additional burden and adds a certain delay, it
hel ps the teamto act on this mninumset of information. The
response team may be able to respond to aspects of the incident of
which the local adm nistrator is unaware. If information is given out
to soneone else, the followi ng mnimminformtion should be

provi ded:

(1) tinezone of logs, ... in GMI or local tine

(2) information about the renote system including host nanes,
| P addresses and (perhaps) user |Ds

(3) all log entries relevant for the renote site

(4) type of incident (what happened, why should you care)

If local information (i.e., local user IDs) is included in the |og
entries, it will be necessary to sanitize the entries beforehand to
avoid privacy issues. 1In general, all information which m ght assist

arenote site in resolving an incident should be given out, unless
| ocal policies prohibit this.

5.4.2 Protecting Evidence and Activity Logs

VWhen you respond to an incident, docunent all details related to the
incident. This will provide valuable information to yourself and
others as you try to unravel the course of events. Docunenting al
details will ultinmately save you tine. |f you don’'t document every
rel evant phone call, for exanple, you are likely to forget a
significant portion of information you obtain, requiring you to
contact the source of information again. At the sane tine, recording
details will provide evidence for prosecution efforts, providing the
case noves in that direction. Docunenting an incident will also help
you performa final assessnent of damage (sonething your managenent,
as well as law enforcenent officers, will want to know), and wl|
provide the basis for |ater phases of the handling process:

eradi cation, recovery, and followup "l essons |earned."
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During the initial stages of an incident, it is often infeasible to
det ermi ne whether prosecution is viable, so you should docunent as if
you are gathering evidence for a court case. At a mininum you
shoul d record:

(1) all systemevents (audit records)

(2) all actions you take (tine tagged)

(3) all external conversations (including the person with whom
you tal ked, the date and tinme, and the content of the
conver sati on)

The nost straightforward way to maintain docunentation is keeping a

| og book. This allows you to go to a centralized, chronol ogi ca
source of information when you need it, instead of requiring you to
page t hrough individual sheets of paper. Mich of this information is
potential evidence in a court of law. Thus, when a legal follow up
is a possibility, one should foll ow the prepared procedures and avoid
jeopardi zing the legal followup by inproper handling of possible
evidence. |If appropriate, the followi ng steps nmay be taken

(1) Regularly (e.g., every day) turn in photocopied, signed
copi es of your |ogbook (as well as media you use to record
system events) to a docunent custodian

(2) The custodian should store these copied pages in a secure
pl ace (e.g., a safe).

(3) Wen you submt information for storage, you should
receive a signed, dated receipt fromthe docunent
cust odi an.

Failure to observe these procedures can result in invalidation of any
evi dence you obtain in a court of |aw

5.4.3 Contai nnent

The purpose of containnent is to limt the extent of an attack. An
essential part of containnent is decision nmaking (e.g., determning
whet her to shut a system down, disconnect froma network, nonitor
systemor network activity, set traps, disable functions such as
renote file transfer, etc.).

Sonetimes this decision is trivial; shut the systemdown if the
information is classified, sensitive, or proprietary. Bear in mnd
that renoving all access while an incident is in progress obviously
notifies all users, including the alleged problemusers, that the
adnmini strators are aware of a problem this may have a del eterious
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effect on an investigation. |n sone cases, it is prudent to renove
all access or functionality as soon as possible, then restore nornma
operation in linted stages. In other cases, it is worthwhile to

ri sk sone damage to the systemif keeping the systemup m ght enable
you to identify an intruder.

Thi s stage shoul d involve carrying out predeterm ned procedures.

Your organization or site should, for exanple, define acceptable
risks in dealing with an incident, and should prescribe specific
actions and strategies accordingly. This is especially imnportant
when a qui ck decision is necessary and it is not possible to first
contact all involved parties to discuss the decision. |n the absence
of predefined procedures, the person in charge of the incident wll
often not have the power to make difficult nanagenment decisions (like
to lose the results of a costly experinment by shutting down a
system). A final activity that should occur during this stage of
incident handling is the notification of appropriate authorities.

5.4.4 FEradication

Once the incident has been contained, it is time to eradicate the
cause. But before eradicating the cause, great care should be taken
to collect all necessary information about the conprom sed systen(s)
and the cause of the incident as they will likely be | ost when

cl eaning up the system

Software may be available to help you in the eradication process,
such as anti-virus software. |If any bogus files have been created,
archive them before deleting them 1In the case of virus infections,
it is inportant to clean and reformat any nmedi a containing infected
files. Finally, ensure that all backups are clean. Many systens
infected with viruses becone periodically re-infected sinply because
peopl e do not systematically eradicate the virus from backups. After
eradi cati on, a new backup shoul d be taken.

Renoving all vulnerabilities once an incident has occurred is
difficult. The key to renoving vulnerabilities is know edge and
under st andi ng of the breach

It may be necessary to go back to the original distribution nedia and
re-custonize the system To facilitate this worst case scenario, a
record of the original systemsetup and each custoni zati on change
shoul d be maintained. |In the case of a network-based attack, it is

i mportant to install patches for each operating systemvulnerability
whi ch was expl oited
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As discussed in section 5.4.2, a security log can be nobst val uabl e
during this phase of renoving vulnerabilities. The | ogs showi ng how
the incident was di scovered and contained can be used later to help
det ermi ne how ext ensive the damage was froma given incident. The
steps taken can be used in the future to make sure the probl em does
not resurface. ldeally, one should automate and regularly apply the
sanme test as was used to detect the security incident.

If a particular vulnerability is isolated as having been expl oited,
the next step is to find a nmechanismto protect your system The
security mailing lists and bulletins would be a good place to search
for this informati on, and you can get advice fromincident response
t eans.

5.4.5 Recovery

Once the cause of an incident has been eradicated, the recovery phase
defines the next stage of action. The goal of recovery is to return
the systemto normal. |In general, bringing up services in the order
of demand to allow a minimum of user inconvenience is the best
practice. Understand that the proper recovery procedures for the
system are extrenmely inportant and should be specific to the site.

5.4.6 Follow Up

Once you believe that a systemhas been restored to a "safe" state,
it is still possible that holes, and even traps, could be lurking in
the system One of the npbst inportant stages of responding to
incidents is also the nost often omtted, the followup stage. In
the followup stage, the system should be nonitored for itens that
nmay have been missed during the cleanup stage. |t would be prudent
to utilize sone of the tools nentioned in chapter 7 as a start.
Renenber, these tools don’'t replace continual system nonitoring and
good systens administration practices.

The nost inportant el enent of the followup stage is perfornmng a
postnortem anal ysis. Exactly what happened, and at what tines? How
well did the staff involved with the incident perforn? What kind of
information did the staff need quickly, and how could they have
gotten that information as soon as possible? Wat would the staff do
differently next time?

After an incident, it is prudent to wite a report describing the
exact sequence of events: the nethod of discovery, correction
procedure, monitoring procedure, and a sumary of |esson | earned.
This will aid in the clear understanding of the problem Creating a
formal chronol ogy of events (including time stanps) is al so inportant
for |egal reasons.
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A followup report is valuable for many reasons. It provides a
reference to be used in case of other simlar incidents. It is also
i mportant to, as quickly as possible obtain a nonetary estimte of
the anmpbunt of danage the incident caused. This estimate should

i nclude costs associated with any | oss of software and files
(especially the value of proprietary data that nmay have been

di scl osed), hardware damage, and nanpower costs to restore altered
files, reconfigure affected systens, and so forth. This estinmate may
becorme the basis for subsequent prosecution activity. The report can
al so help justify an organi zation’s conputer security effort to
managenent .

5.5 Aftermath of an Incident

In the wake of an incident, several actions should take place. These
actions can be summari zed as foll ows:

(1) An inventory should be taken of the systens’ assets,
(i.e., a careful exam nation should determ ne how the
system was affected by the incident).

(2) The lessons learned as a result of the incident
shoul d be included in revised security plan to
prevent the incident fromre-occurring.

(3) A newrisk analysis should be developed in light of the
i nci dent .

(4) An investigation and prosecution of the individuals
who caused the incident should commence, if it is
deenmed desirabl e.

If an incident is based on poor policy, and unless the policy is
changed, then one is doonmed to repeat the past. Once a site has
recovered fromand incident, site policy and procedures shoul d be
revi ewed to enconpass changes to prevent simlar incidents. Even

wi thout an incident, it would be prudent to review policies and
procedures on a regular basis. Reviews are inperative due to today's
changi ng conputing environnents.

The whol e purpose of this post nortem process is to inprove al
security neasures to protect the site against future attacks. As a
result of an incident, a site or organization should gain practica
know edge fromthe experience. A concrete goal of the post nortemis
to devel op new proactive nmethods. Another inportant facet of the
aftermath may be end user and adm ni strator education to prevent a
reoccurrence of the security problem
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5.6 Responsibilities
5.6.1 Not Crossing the Line

It is one thing to protect one’s own network, but quite another to
assune that one should protect other networks. During the handling
of an incident, certain systemvulnerabilities of one’s own systens
and the systens of others becone apparent. It is quite easy and may
even be tenpting to pursue the intruders in order to track them
Keep in mind that at a certain point it is possible to "cross the
line," and, with the best of intentions, become no better than the

i ntruder.

The best rule when it cones to propriety is to not use any facility
of rempte sites which is not public. This clearly excludes any entry
onto a system (such as a renmote shell or |ogin session) which is not
expressly permtted. This may be very tenpting; after a breach of
security is detected, a systemadm nistrator may have the neans to
"follow it up," to ascertain what danmage is being done to the renote
site. Don't doit! Instead, attenpt to reach the appropriate point
of contact for the affected site.

5.6.2 Good Internet Citizenship

During a security incident there are two choices one can nake.

First, a site can choose to watch the intruder in the hopes of
catching him or, the site can go about cleaning up after the

i ncident and shut the intruder out of the systens. This is a

deci sion that nmust be made very thoughtfully, as there may be | ega
liabilities if you choose to | eave your site open, knowi ng that an
intruder is using your site as a |launching pad to reach out to other
sites. Being a good Internet citizen neans that you should try to
alert other sites that may have been inpacted by the intruder. These
affected sites may be readily apparent after a thorough revi ew of
your log files.

5.6.3 Administrative Response to Incidents

When a security incident involves a user, the site’'s security policy
shoul d descri be what action is to be taken. The transgression shoul d
be taken seriously, but it is very inportant to be sure of the role
the user played. Was the user naive? Could there be a mstake in
attributing the security breach to the user? Applying adm nistrative
action that assunmes the user intentionally caused the incident may
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not be appropriate for a user who sinply nade a mistake. It may be
appropriate to include sanctions nore suitable for such a situation
in your policies (e.g., education or reprimand of a user) in addition
to nore stern nmeasures for intentional acts of intrusion and system
m suse.

6. Ongoing Activities

At this point in tinme, your site has hopefully devel oped a conplete
security policy and has devel oped procedures to assist in the
configurati on and managenent of your technology in support of those
policies. Hownice it would be if you could sit back and rel ax at
this point and know that you were finished with the job of security.
Unfortunately, that isn't possible. Your systens and networks are
not a static environnent, so you will need to review policies and
procedures on a regular basis. There are a nunber of steps you can
take to help you keep up with the changes around you so that you can
initiate correspondi ng actions to address those changes. The
following is a starter set and you may add others as appropriate for
your site.

(1) Subscribe to advisories that are issued by various security incident
response teans, |ike those of the CERT Coordination Center, and
update your systens against those threats that apply to your site’'s
t echnol ogy.

(2) Monitor security patches that are produced by the vendors of your
equi prent, and obtain and install all that apply.

(3) Actively watch the configurations of your systens to identify any
changes that may have occurred, and investigate all anonalies.

(4) Review all security policies and procedures annually (at a mnimnmunj.

(5) Read relevant mailing lists and USENET newsgroups to keep up to
date with the latest informati on being shared by fell ow
admi ni strators.

(6) Regularly check for conpliance with policies and procedures. This
audit should be perforned by someone other than the people who
define or inplenent the policies and procedures.

7. Tools and Locations
This chapter provides a brief list of publicly available security
technol ogy which can be downl oaded fromthe Internet. Many of the

items described below will undoubtedly be surpassed or nmade obsol ete
before this docunment is published.
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Sone of the tools listed are applications such as end user prograns
(clients) and their supporting systeminfrastructure (servers).

QO hers are tools that a general user will never see or need to use,
but may be used by applications, or by admnistrators to troubl eshoot
security problems or to guard agai nst intruders.

A sad fact is that there are very few security conscious applications
currently available. Primarily, this is caused by the need for a
security infrastructure which nust first be put into place for nost
applications to operate securely. There is considerable effort
currently taking place to build this infrastructure so that
applications can take advantage of secure comruni cati ons.

Most of the tools and applications described bel ow can be found in
one of the follow ng archive sites:

(1) CERT Coordination Center
ftp://info.cert.org:/pub/tools

(2) DFN CERT
ftp://ftp.cert.dfn.de/pub/tools/

(3) Conputer Operations, Audit, and Security Tools (COAST)
coast . cs. purdue. edu: / pub/tool s

It is inmportant to note that nmany sites, including CERT and COAST are
mrrored throughout the Internet. Be careful to use a "well known"
mrror site to retrieve software, and to use verification tools (nd5
checksuns, etc.) to validate that software. A clever cracker m ght
advertise security software that has intentionally been designed to
provi de access to data or systens.

Tool s

COPS

DES

Dr awbr i dge

identd (not really a security tool)
| SS

Ker ber os

| ogdaenon

| sof

VD5

PEM

PGP

r pcbi nd/ port mapper repl acenent
SATAN

sfingerd

S/ KEY

snmrsh
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ssh

swat ch
TCP- W apper
tiger
Tri pw re*
TRQJAN. PL

8. Miiling Lists and O her Resources

It would be inpossible to list all of the mail-lists and ot her
resources dealing with site security. However, these are some "junp-
poi nts" fromwhich the reader can begin. Al of these references are
for the "I NTERNET" constituency. Mre specific (vendor and

geogr aphi cal ) resources can be found through these references.

Mailing Lists

(1) CERT(TM Advisory
Send mail to: cert-advisory-request@ert.org
Message Body: subscribe cert <FI RST NAME> <LAST NAME>

A CERT advi sory provides informati on on how to obtain a patch or
details of a workaround for a known conputer security problem
The CERT Coordination Center works with vendors to produce a

wor karound or a patch for a problem and does not publish

vul nerability information until a workaround or a patch is
avai |l abl e. A CERT advisory may al so be a warning to our
constituency about ongoing attacks (e.qg.

"CA-91:18. Active.Internet.tftp. Attacks").

CERT advi sories are also published on the USENET newsgroup
conp. security.announce

CERT advi sory archives are avail abl e via anonynous FTP from
info.cert.org in the /pub/cert_advisories directory.

(2) VIRUS-L List
Send mail to: listserv%ehiibml. bitnet@ritvma. mt.edu
Message Body: subscribe virus-L FI RSTNAME LASTNAMVE

VIRUS-L is a noderated mailing list with a focus
on conputer virus issues. For nore information,

i ncluding a copy of the posting guidelines, see
the file "virus-|.READVE", avail abl e by anonynous
FTP from cs. ucr. edu
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(3) Internet Firewalls
Send mail to: nmjordono@reatcircle.com
Message Body: subscribe firewalls user @ost

The Firewalls mailing list is a discussion forumfor
firewall admi nistrators and inplenentors.

USENET newsgr oups

(1) conp.security.announce
The conp. security.announce newsgroup i s noderated
and is used solely for the distribution of CERT
advi sori es.

(2) conp.security.msc
The conp.security.msc is a forumfor the
di scussion of conputer security, especially as it
relates to the UNI X(r) Operating System

(3) alt.security
The alt.security newsgroup is also a forumfor the
di scussi on of conmputer security, as well as other
i ssues such as car | ocks and al arm systens.

(4) conp.virus
The conp.virus newsgroup i s a noderated newsgroup
with a focus on conputer virus issues. For nore
i nformation, including a copy of the posting
gui delines, see the file "virus-|.READVE"
avai | abl e via anonynmous FTP on info.cert.org
in the /pub/virus-| directory.

(5) conp.risks
The conp.risks newsgroup is a noderated forum on
the risks to the public in conputers and rel ated
syst ens.

Wor | d- Wde Web Pages
(1) http://wwv. first.org/

Conput er Security Resource C earinghouse. The nmain focus is on
crisis response information; information on conputer
security-related threats, vulnerabilities, and solutions. At the
sane time, the C earinghouse strives to be a general index to
conputer security information on a broad variety of subjects,

i ncludi ng general risks, privacy, |egal issues, viruses,
assurance, policy, and training.
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(2) http://ww.telstra.comau/info/security. htmn

This Reference Index contains a list of links to information

sources on Network and Computer Security. There is no inplied
fitness to the Tools, Techni ques and Docunents contained within this
archive. Many if not all of these itens work well, but we do

not guarantee that this will be so. This information is for the
education and legitimate use of conmputer security techni ques only.

(3) http://ww. al w ni h.gov/Security/security.htm
This page features general information about conmputer security.
Information is organi zed by source and each section is organized
by topic. Recent nodifications are noted in Wat’'s New page.
(4) http://csrc.ncsl.nist.gov
This archive at the National Institute of Standards and Technol ogy’s
Conputer Security Resource C earinghouse page contains a nunber of
announcenents, progranms, and docunents related to conputer security.
* CERT and Tripwire are registered in the U S. Patent and Trademark O fice
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