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Thi s docunent specifies an Internet standards track protocol for the
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Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.
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1. Abstract

When dealing with |arge anounts of users and nany | MAP4 [ RFC- 2060]
servers, it is often necessary to nove users fromone | MAP4 server to
another. For exanple, hardware failures or organi zational changes
may dictate such a nove.

Login referrals allow clients to transparently connect to an
alternate | MAP4 server, if their hone | MAP4 server has changed

A referral mechani smcan provide efficiencies over the alternative
"proxy nmethod’, in which the |ocal | MAP4 server contacts the renote
server on behalf of the client, and then transfers the data fromthe
remote server to itself, and then on to the client. The referra
nmechani snis direct client connection to the renpte server is often a
nore efficient use of bandw dth, and does not require the |oca
server to inpersonate the client when authenticating to the renote
server.

2. Conventions used in this docunent

In exanples, "C.:" and "S:" indicate lines sent by the client and
server respectively.

A honme server, is an | MAP4 server that contains the user’s inbox.

A renote server is a server that contains renote mail boxes.
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The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MNAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC 2119].

3. Introduction and Overvi ew

| MAP4 servers that support this extension MJUST |ist the keyword
LOA N- REFERRALS in their CAPABILITY response. No client action is
needed to invoke the LOG N- REFERRALS capability in a server.

A LOG N- REFERRALS capabl e | MAP4 server SHOULD NOT return a referral
to a server that will return a referral. A client MUST NOT foll ow
nore than 10 | evels of referral w thout consulting the user.

A LOG N- REFERRALS response code MJUST contain as an argunment a valid
| MAP server URL as defined in [IMAP-URL].

A hone server referral consists of either a tagged NO or OK, or an
unt agged BYE response that contains a LOG N- REFERRALS response code.

Exanpl e: A001 NO [ REFERRAL | MAP: // user; AUTH=* @GSBERVER2/] Renote Server

NOTE: user; AUTH=* is specified as required by [I MAP-URL] to avoid a
client falling back to anonynobus | ogin.

4. Hone Server Referrals

A home server referral may be returned in response to an AUTHENTI CATE
or LOG@ N command, or it may appear in the connection startup banner

If a server returns a hone server referral in a tagged NO response,
that server does not contain any nmil boxes that are accessible to the
user. |If a server returns a hone server referral in a tagged K
response, it indicates that the user’s personal mail boxes are

el sewhere, but the server contains public mail boxes which are
readabl e by the user. After receiving a home server referral, the
client can not nake any assunptions as to whether this was a

per manent or tenporary nove of the user

4.1. LOGA N and AUTHENTI CATE Referral s

An | MAP4 server MAY respond to a LOG N or AUTHENTI CATE command with a
home server referral if it wishes to direct the user to another | NMAP4
server.

Example: C A001 LOG N M KE PASSWORD

S: A001 NO [ REFERRAL | MAP: // M KE@ERVER2/] Specified user
is invalid on this server. Try SERVER2.
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Exanpl e: C A001 LOG N MATTHEW PASSWORD
S: A001 OK [ REFERRAL | MAP: // MATTHEWGBERVER2/] Specifi ed
user’s personal mail boxes | ocated on Server2, but
public mail boxes are avail abl e.

Exanmpl e: C. A001 AUTHENTI CATE GSSAPI
<aut henti cati on exchange>
S: A001 NO [ REFERRAL | MAP: // user ; AUTH=GSSAPI @ERVER2/ ]
Specified user is invalid on this server. Try
SERVER2.

4.2. BYE at connection startup referral

An | MAP4 server MAY respond with an untagged BYE and a REFERRAL
response code that contains an I MAP URL to a hone server if it is not
willing to accept connections and wi shes to direct the client to
anot her | MAP4 server.

Example: S: * BYE [ REFERRAL | MAP: //user; AUTH=* @ERVER2/] Server not
accepting connections. Try SERVER2

5. Formal Syntax

The foll owi ng syntax specification uses the augmented Backus- Naur
Form (BNF) as described in [ ABNF].

This anends the "resp_text_code" element of the | MAP4 grammar
descri bed i n [ RFC 2060]

resp_text code =/ "REFERRAL" SPACE <i mapurl >
; See [I MAP-URL] for definition of <inmapurl>
; See [RFC-2060] for base definition of resp text code

6. Security Considerations

The I MAP4 | ogin referral nmechani sm nakes use of | MAP URLs, and as
such, have the sane security considerations as general internet URLs
[ RFC-1738], and in particular | MAP URLs [I| MAP-URL].

A server MJST NOT give a login referral if authentication for that
user fails. This is to avoid revealing information about the user’s
account to an unauthorized user.

Wth the LOG N- REFERRALS capability, it is potentially easier to
wite a rogue 'password catching’ server that collects |login data and
then refers the client to their actual | MAP4 server. Although
referrals reduce the effort to wite such a server, the referral
response nmakes detection of the intrusion easier.
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10. Full Copyright Statenent
Copyright (C The Internet Society (1997). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplnmentation nmay be prepared, copied, published
andand distributed, in whole or in part, without restriction of any
ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE. "
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