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1.0 Abstract
The Dynami ¢ Host Configuration Protocol (DHCP) [RFC 2131] provides a
framework for passing configuration information to hosts on a TCP/IP
networ k. DHCP i ncludes options for specific configuration paraneters
[ RFC 2132]. This docunent defines options that carry NetWare/lP
domai n nane and NetWare/lP sub-options to DHCP clients.

1.1 Requirements
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY" and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [RFC 2119].

1.2 Term nol ogy
Thi s docunent uses the follow ng terns:

o "DHCP client"

A DHCP client is an Internet host using DHCP to obtain
configuration parameters such as a network address.
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o "DHCP server"

A DHCP server is an Internet host that returns configuration
parameters to DHCP clients.

2. The NetWare/ | P Donmai n Narme option
This option code is used to convey the NetWare/|P domai n name used by
the NetWare/ I P product. The NetWare/IP Domain in the option is an NVT

ASCI | [RFC 854] string whose length is inferred fromthe option ’'len’
field.

The code for this option is 62, and its nmaxi mumlength is 255.

Code Len Net War e/ | P Donmi n Nane

The "len” field gives the Iength of the NetWare/|P Donai n Nane.
3. The NetWare/ |l P Information option

The NetWare/ I P option code will be used to convey all the NetWare/lP
rel ated i nfornmati on except for the NetWare/l P domai n nane.

The code for this option is 63, and its maximumlength is 255. A
nunber of NetWare/|P sub-options will be conveyed using this option
code. The 'len’ field for this option gives the I ength of the option
data, which includes the sub-option code, |Iength and data fields.

Each sub-option contains in sequential order, a one byte sub-option
code, a one byte length, and an optional nultiple byte value field.
The sub-option I ength gives the length of the value field for the
sub-option. The exanple below illustrates the use of the "len’ and
sub-option length fields in this option

One and only one of the follow ng four sub-options nust be the first
sub-option to be present in option 63 encoding. Each of themis
simply a type length pair with length set to zero.

Sub- opt i ons:

NW P_DOES NOT_EXI ST (code 1)

The respondi ng DHCP server does not have any NetWare/lP
i nformation confi gured.
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NW P_EXI ST_I N_OPTI ONS_AREA (code 2)

Al NetWare/lIP information is present in the 'options’ area of the
DHCP r esponse packet.

NW P_EXI ST_I N_SNAVE_FI LE (code 3)

Al NetWare/lIP information is present in the 'sname’ and, if
necessary, 'file fields of the DHCP response packet. If used, the
foll owi ng DHCP server behavior is required: within the 'options’
area, option 63 is present with its length field set to 2. The
first byte of the value field is set to NWP_EXI ST I N SNAME FI LE
tag and the second byte is set to zero. Both option 62 and option
63 will be placed in the area covered by the snanme and file
fields. Option 62 is encoded normally. Option 63 is encoded with
its tag, length and value. The value field does not contain any of
the first four sub-options described herein

NW P_EXI ST_BUT_TOO BI G (code 4)

Nei ther 'options’ area nor 'snane’ field can accommodate the
Net Vare/ | P i nf ormati on.

If either NWP_EXI ST_|I N _OPTI ONS_AREA or NW P_EXI ST_I N_SNAME_FI LE
sub-options is set, one or nore of the follow ng sub-options may be
present.

NSQ BROADCAST (code 5)

Length is 1 and a value of 1 or 0. |If the value is 1, the client
SHOULD perform a Net Ware Nearest Server Query to find out its
nearest Net\Ware/|P server.

PREFERRED DSS (code 6)

Length is (n * 4) and the value is an array of n |IP addresses,
each four bytes in length. The maxi mum nunber of addresses is 5
and therefore the maxi mum |l ength value is 20. The list contains
the addresses of n NetWare Donmain SAP/ RI P Server (DSS)

NEAREST_NW P_SERVER (code 7)
Length is (n * 4) and the value is an array of n |IP addresses,
each four bytes in length. The maxi mum nunber of addresses is 5

and therefore the maxi mum | ength value is 20. The list contains
the addresses of n Nearest NetWare/lP servers.
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AUTORETRI ES (code 8)

Length is 1 and the value is a one byte integer value indicating
the nunber of tines a NetWare/lP client should attenpt to
conmuni cate with a given DSS server at startup.

AUTORETRY_SECS (code 9)

Length is 1 and the value is a one byte integer value indicating
the amobunt of delay in seconds in between each NetWare/I P client
attenpt to communicate with a given DSS server at startup.

NWP 1 1 (code 10)

Length is 1 and the value is 1 or 0. |If the value is 1, the

Net Vare/ I P client SHOULD support NetWare/IP Version 1.1
conpatibility. A NetWare/IP client only needs this conpatibility
if it will contact a NetWare/lP version 1.1 server.

PRI MARY_DSS (code 11)

Length of 4, and the value is a single IP address. This field
identifies the Primary Domain SAP/RI P Service server (DSS) for
this NetWare/ I P domain. NetWare/IP adnministration utility uses
this value as Primary DSS server when configuring a secondary DSS
server.

An exanpl e of option 63 encoding is provided bel ow

Code Len NetWare/lP General Info
+o-m o - +o-m o - R LT
| 63 | 11 | 2 | O]
+--- - - +--- - - R L
NW P_EXI ST_I N_OPTI ONS_AREA (1l ength 0)

I
| 5] 1] 1|
i S
NSQ BROADCAST_SERVER (I ength 1)
val ue i s YES

e e e +

| 7| 4| |IP address |
T T I YU +

NEAREST _NW P_SERVER (| ength 4)
value is | P address of server
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5. Security considerations

DHCP currently provi des no authentication or security mechani sms.
Potential exposures to attack are discussed in section 7 of the DHCP
protocol specification [ RFC 2131].

The NetWare/ 1P options can be used by unauthorized DHCP servers to
m sconfigure NetWare/IP clients with potentially disruptive
i nf or mati on.
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7.

Ful | Copyright Statenent
Copyright (C The Internet Society (1997). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Droms & Fong St andards Track [ Page 6]






