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1. Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (1997). Al Rights Reserved.
| ESG NOTE

Thi s docunent describes a directory access protocol that provides
both read and update access. Update access requires secure

aut hentication, but this docunent does not nandate inplenmentation of
any satisfactory authentication mechani sms.

In accordance with RFC 2026, section 4.4.1, this specification is
bei ng approved by | ESG as a Proposed Standard despite this
l[imtation, for the follow ng reasons:

a. to encourage inplementation and interoperability testing of
these protocols (with or without update access) before they
are depl oyed, and

b. to encourage depl oynent and use of these protocols in read-only
applications. (e.g. applications where LDAPv3 is used as
a query language for directories which are updated by sone
secure mechani sm ot her than LDAP), and

c. to avoid del aying the advancenent and depl oynent of other I|nternet

standards-track protocols which require the ability to query, but
not update, LDAPv3 directory servers.
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Readers are hereby warned that until mandatory authentication
nmechani sns are standardi zed, clients and servers witten according to
this specification which make use of update functionality are

UNLI KELY TO | NTEROPERATE, or MAY | NTEROPERATE ONLY | F AUTHENTI CATI ON
I S REDUCED TO AN UNACCEPTABLY WEAK LEVEL

| mpl enentors are hereby di scouraged from depl oyi ng LDAPv3 clients or
servers which inplenent the update functionality, until a Proposed
Standard for mandatory authentication in LDAPv3 has been approved and
publ i shed as an RFC.

2. Abstract

LDAP is the Lightweight Directory Access Protocol, defined in [1],
[2] and [3]. This docunment describes a format for an LDAP Uniform
Resource Locator. The format describes an LDAP search operation to
performto retrieve information froman LDAP directory. This docunent
repl aces RFC 1959. It updates the LDAP URL format for version 3 of
LDAP and clarifies how LDAP URLs are resolved. This docunent also
defines an extensi on mechani smfor LDAP URLs, so that future
docunents can extend their functionality, for exanple, to provide
access to new LDAPv3 extensions as they are defined.

The key words "MJST", "MAY", and "SHOULD' used in this docunent are
to be interpreted as described in [6].
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3. URL Definition

An LDAP URL begins with the protocol prefix "ldap" and is defined by
the foll ow ng grammar.

| dapur | = schenme "://" [hostport] ["/"
[dn ["?" [attributes] ["?" [scope]
["?" [filter] ["?" extensions]]]]]]
schene = "l dap"
attributes = attrdesc *("," attrdesc)
scope = "base" / "one" / "sub"
dn = di stingui shedNane from Section 3 of [1]
host port = hostport from Section 5 of RFC 1738 [5]
attrdesc = AttributeDescription fromSection 4.1.5 of [2]
filter = filter from Section 4 of [4]
ext ensi ons = extension *("," extension)
extension = ["!"] extype ["=" exval ue]
ext ype = token / xtoken
exval ue = LDAPString fromsection 4.1.2 of [2]
t oken = oid fromsection 4.1 of [3]
xt oken = ("X-" /] "x-") token

The "l dap" prefix indicates an entry or entries residing in the LDAP
server running on the given hostnane at the given portnunber. The
default LDAP port is TCP port 389. If no hostport is given, the
client nust have sonme apriori know edge of an appropriate LDAP server
to contact.

The dn is an LDAP Distingui shed Name using the string format
described in [1]. It identifies the base object of the LDAP search

| dapur | = schenme "://" [hostport] ["/"
[dn ["?" [attributes] ["?" [scope]
["?" [filter] ["?" extensions]]]]]]
schene = "| dap"
attributes = attrdesc *("," attrdesc)
scope = "base" / "one" / "sub"
dn = di stingui shedNanme from Section 3 of [1]
host port = hostport from Section 5 of RFC 1738 [5]
attrdesc = AttributeDescription from Section 4.1.5 of [2]
filter = filter from Section 4 of [4]
ext ensi ons = extension *("," extension)
extension = ["!"] extype ["=" exval ue]
ext ype = token / xtoken
exval ue = LDAPString fromsection 4.1.2 of [2]
t oken = oid fromsection 4.1 of [3]
xt oken = ("X-" [/ "x-") token
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The "l dap" prefix indicates an entry or entries residing in the LDAP
server running on the given hostnane at the given portnunber. The
default LDAP port is TCP port 389. If no hostport is given, the
client nust have some apriori know edge of an appropriate LDAP server
to contact.

The dn is an LDAP Distingui shed Nanme using the string format
described in [1]. It identifies the base object of the LDAP search

The attributes construct is used to indicate which attributes should
be returned fromthe entry or entries. |Individual attrdesc nanes are
as defined for AttributeDescriptionin [2]. |If the attributes part
is omtted, all user attributes of the entry or entries should be
requested (e.g., by setting the attributes field
AttributeDescriptionList in the LDAP search request to a NULL Iist,

or (in LDAPv3) by requesting the special attribute name "*").

The scope construct is used to specify the scope of the search to
performin the given LDAP server. The allowable scopes are "base"
for a base object search, "one" for a one-level search, or "sub" for
a subtree search. |If scope is omtted, a scope of "base" is assumed.

The filter is used to specify the search filter to apply to entries
within the specified scope during the search. It has the format
specified in[4]. |If filter is omtted, a filter of

"(objectd ass=*)" is assuned.

The extensions construct provides the LDAP URL with an extensibility
mechani sm allowi ng the capabilities of the URL to be extended in the
future. Extensions are a sinple comm-separated |ist of type=val ue
pairs, where the =value portion MAY be onmtted for options not
requiring it. Each type=value pair is a separate extension. These
LDAP URL extensions are not necessarily related to any of the LDAPv3
ext ensi on nmechani snms. Extensions nay be supported or unsupported by
the client resolving the URL. An extension prefixed with a !
character (ASCII 33) is critical. An extension not prefixed with a
I character is non-critical

If an extension is supported by the client, the client MJST obey the
extension if the extension is critical. The client SHOULD obey
supported extensions that are non-critical

If an extension is unsupported by the client, the client MJST NOT

process the URL if the extension is critical. |[If an unsupported
extension is non-critical, the client MJST ignore the extension
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If a critical extension cannot be processed successfully by the
client, the client MJUST NOT process the URL. If a non-critica

ext ensi on cannot be processed successfully by the client, the client
SHOULD i gnore the extension

Extensi on types prefixed by "X-" or "x-" are reserved for use in

bi | ateral agreenents between communicating parties. Qher extension
types MJST be defined in this docunent, or in other standards-track
docunent s.

One LDAP URL extension is defined in this docunent in the next
section. Oher docunents or a future version of this docunment NAY
defi ne ot her extensions.

Note that any URL-illegal characters (e.g., spaces), URL specia
characters (as defined in section 2.2 of RFC 1738) and the reserved
character '?" (ASCII 63) occurring inside a dn, filter, or other

el ement of an LDAP URL MJST be escaped using the % net hod descri bed
in RFC 1738 [5]. If a comma character ', occurs inside an extension
val ue, the character MJST al so be escaped using the % nethod.

4. The Bi ndname Extensi on

This section defines an LDAP URL extension for representing the

di stingui shed nane for a client to use when authenticating to an LDAP
directory during resolution of an LDAP URL. Clients MAY inpl enent
thi s extension.

The extension type is "bindname". The extension value is the

di stingui shed nane of the directory entry to authenticate as, in the
sanme formas described for dn in the granmar above. The dn may be the
NULL string to specify unauthenticated access. The extension may be
either critical (prefixed with a '!’ character) or non-critical (not
prefixed with a '!’ character).

If the bindnane extension is critical, the client resolving the URL
MUST authenticate to the directory using the given distingui shed nane
and an appropriate authentication nmethod. Note that for a NULL

di stingui shed name, no bind MAY be required to obtain anonynous
access to the directory. If the extension is non-critical, the client
MAY bind to the directory using the given distingui shed name.

5. URL Processing

This section describes how an LDAP URL SHOULD be resol ved by a
client.
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First, the client obtains a connection to the LDAP server referenced
in the URL, or an LDAP server of the client’s choice if no LDAP
server is explicitly referenced. This connection MAY be opened
specifically for the purpose of resolving the URL or the client MAY
reuse an al ready open connection. The connecti on MAY provide
confidentiality, integrity, or other services, e.g., using TLS. Use
of security services is at the client’s discretion if not specified
in the URL.

Next, the client authenticates itself to the LDAP server. This step
is optional, unless the URL contains a critical bindnane extension
with a non-NULL value. If a bindnane extension is given, the client
proceeds according to the section above.

I f a bindnane extension is not specified, the client MAY bind to the
directory using a appropriate dn and authentication method of its own
choosi ng (including NULL authentication).

Next, the client perforns the LDAP search operation specified in the
URL. Additional fields in the LDAP protocol search request, such as
sizelimt, tinmelinmt, deref, and anything el se not specified or
defaulted in the URL specification, MAY be set at the client’s

di scretion.

Once the search has conpleted, the client MAY cl ose the connection to
the LDAP server, or the client MAY keep the connection open for
future use.

6. Exanples
The foll owi ng are sonme exanpl e LDAP URLs using the format defined
above. The first exanple is an LDAP URL referring to the University
of M chigan entry, available froman LDAP server of the client’s
choosi ng:
| dap: ///o=Uni versity%20of %20M chi gan, c=US

The next exanple is an LDAP URL referring to the University of
M chigan entry in a particular |dap server:

| dap:/ /1 dap.itd. um ch. edu/ o=Uni versi t y%®20of %20M chi gan, c=US
Both of these URLs correspond to a base object search of the
"o=Uni versity of M chigan, c=US" entry using a filter of
"(objectclass=*)", requesting all attributes.

The next exanple is an LDAP URL referring to only the postal Address
attribute of the University of Mchigan entry:
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| dap:/ /1 dap.itd.um ch. edu/ o=Uni versity%0of %20M chi gan
c=US?post al Addr ess

The correspondi ng LDAP search operation is the same as in the
previ ous exanple, except that only the postal Address attribute is
request ed.

The next exanple is an LDAP URL referring to the set of entries found
by querying the given LDAP server on port 6666 and doing a subtree
search of the University of Mchigan for any entry with a comopn name
of "Babs Jensen", retrieving all attributes:

| dap: // host. com 6666/ o=Uni ver si t y9%200of %20M chi gan
c=US??sub?( cn=Babs%®0Jensen)

The next exanple is an LDAP URL referring to all children of the c=GB
entry:

| dap:/ /1 dap.itd.um ch. edu/ c=GB?0bj ect Cl ass?one

The objectC ass attribute is requested to be returned along with the
entries, and the default filter of "(objectclass=*)" is used.

The next exanple is an LDAP URL to retrieve the nmail attribute for
the LDAP entry named "o=Question?,c=US" is given below, illustrating
the use of the escaping nechanismon the reserved character ' 7

| dap: / /1 dap. questi on. com o=Quest i on%3f , c=US?nai

The next exanple illustrates the interaction between LDAP and URL
qguoti ng nmechani sns.

| dap: / /1 dap. net scape. conl o=Babsco, c=US??(i nt =%6c00%%c00%%c00%c04)

The filter in this exanple uses the LDAP escapi ng mechanismof \ to
encode three zero or null bytes in the value. In LDAP, the filter

woul d be witten as (int=\00\00\00\04). Because the \ character nust
be escaped in a URL, the \'s are escaped as %c in the URL encodi ng.

The final exanple shows the use of the bindnane extension to specify
the dn a client should use for authentication when resolving the URL.

| dap: ///??sub??bi ndnanme=cn=Manager ¥2co=Foo
| dap:///??sub??! bi ndname=cn=Manager %2co=Foo

The two URLs are the same, except that the second one marks the

bi ndname extension as critical. Notice the use of the % encodi ng
net hod to encode the comma in the distinguished nane value in the
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bi ndnane ext ensi on
7. Security Considerations

General URL security considerations discussed in [5] are relevant for
LDAP URLs.

The use of security mechani snms when processing LDAP URLs requires
particul ar care, since clients nay encounter many different servers
via URLs, and since URLs are likely to be processed automatically,
wi t hout user intervention. A client SHOULD have a user-configurable
pol i cy about which servers to connect to using which security
mechani sns, and SHOULD NOT make connections that are inconsistent
with this policy.

Sendi ng aut hentication information, no matter the mechani sm may
violate a user’s privacy requirenents. 1In the absence of specific
policy permtting authentication information to be sent to a server,
a client should use an anonynous connection. (Note that clients
conformng to previous LDAP URL specifications, where all connections
are anonynous and unprotected, are consistent with this
specification; they sinply have the default security policy.)

Sone aut hentication nethods, in particular reusable passwords sent to
the server, may reveal easily-abused information to the renote server
or to eavesdroppers in transit, and should not be used in URL
processing unless explicitly permtted by policy. Confirnmation by

t he human user of the use of authentication information is
appropriate in many circunstances. Use of strong authentication

nmet hods that do not reveal sensitive information is nuch preferred.

The LDAP URL format allows the specification of an arbitrary LDAP
search operation to be performed when eval uating the LDAP URL
Fol | owi ng an LDAP URL may cause unexpected results, for exanple, the
retrieval of large ampbunts of data, the initiation of a long-1lived
search, etc. The security inplications of resolving an LDAP URL are
the sane as those of resolving an LDAP search query.
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Ful | Copyright Statenent
Copyright (C The Internet Society (1997). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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