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A Summary of the X. 500(96) User Schema for use with LDAPv3
1. Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (1997). Al Rights Reserved.
| ESG Not e

Thi s docunent describes a directory access protocol that provides
both read and update access. Update access requires secure

aut hentication, but this docunment does not nandate inplenmentation of
any satisfactory authentication mechani smns.

In accordance with RFC 2026, section 4.4.1, this specification is
bei ng approved by | ESG as a Proposed Standard despite this
l[imtation, for the follow ng reasons:

a. to encourage inplenmentation and interoperability testing of
these protocols (with or w thout update access) before they
are depl oyed, and

b. to encourage depl oynent and use of these protocols in read-only
applications. (e.g. applications where LDAPv3 is used as
a query language for directories which are updated by sone
secure mechani sm ot her than LDAP), and

c. to avoid del aying the advancenent and depl oynent of other Internet
standards-track protocols which require the ability to query, but
not update, LDAPv3 directory servers.

Readers are hereby warned that until mandatory authentication
mechani sns are standardi zed, clients and servers witten according to
this specification which nmake use of update functionality are

UNLI KELY TO | NTEROPERATE, or MAY | NTEROPERATE ONLY | F AUTHENTI CATI ON
I S REDUCED TO AN UNACCEPTABLY WEAK LEVEL
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| mpl enmentors are hereby di scouraged from depl oyi ng LDAPv3 clients or
servers which inplenent the update functionality, until a Proposed
Standard for mandatory authentication in LDAPv3 has been approved and
publ i shed as an RFC.

2. Abstract

Thi s docunent provides an overview of the attribute types and object
cl asses defined by the 1SO and ITUT conrittees in the X 500
docunents, in particular those intended for use by directory clients.
This is the nmost wi dely used schema for LDAP/ X 500 directories, and
many ot her schema definitions for white pages objects use it as a
basis. This document does not cover attributes used for the
adnmi ni stration of X 500 directory servers, nor does it include
attributes defined by other 1SOITU T docunents.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [6].

3. Ceneral I|ssues
Thi s docunent references syntaxes given in section 6 of this docunent
and section 6 of [1]. Matching rules are listed in section 8 of this
docunent and section 8 of [1].
The attribute type and object class definitions are witten using the
BNF form of AttributeTypeDescription and ObjectC assDescription given
in [1]. Lines have been folded for readability.

4. Source

The schenmm definitions in this docunent are based on those found in
X.500 [2],[3],[4],[5], and updates to these docunents, specifically:

Secti ons Sour ce
5.1 - 5.2 X.501(93)
5.3 - 5.36 X. 520(88)
5.37 - 5.41 X. 509(93)
5.42 - 5.52 X. 520(93)
5.53 - 5.54 X. 509(96)
5.55 X. 520(96)
6.1 RFC 1274
6.2 (new synt ax)
6.3 - 6.6 RFC 1274
7.1 - 7.2 X. 501(93)
7.3 - 7.18 X.521(93)
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7.19 - 7.21 X. 509(96)
7.22 X. 521( 96)
Sone attribute nanes are different fromthose found in X 520(93).
Three new attributes supportedAl gorithns, deltaRevocationList and
dnmdName, and the objectC ass dnd, are defined in the X 500(96)
docunent s.

5. Attribute Types

An LDAP server inplenentation SHOULD recogni ze the attribute types
described in this section

5.1. objectd ass
The val ues of the objectC ass attribute describe the kind of object
which an entry represents. The objectClass attribute is present in
every entry, with at |east two values. One of the values is either
"top" or "alias".

( 2.5.4.0 NAME ’'objectd ass’ EQUALITY objectldentifierMatch
SYNTAX 1.3.6.1.4.1.1466. 115.121.1.38 )

5.2. aliasedObj ect Nane

The aliasedObj ectNane attribute is used by the directory service if
the entry containing this attribute is an alias.

( 2.5.4.1 NAME ’'al i asedOhj ect Name’ EQUALI TY di sti ngui shedNaneMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SI NGLE- VALUE )

5. 3. know edgel nf ormati on
This attribute is no | onger used.

( 2.5.4.2 NAME ' know edgel nformati on’ EQUALITY casel gnoreMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{32768} )

5.4. c¢n
This is the X. 500 commonNane attribute, which contains a nane of an
object. If the object corresponds to a person, it is typically the
person’s full name.

( 2.5.4.3 NAME 'cn’ SUP nane )
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5 5. sn

This is the X 500 surnanme attribute, which contains the famly name
of a person.

( 2.5.4.4 NAME 'sn’ SUP nane )
5.6. serial Nunber
This attribute contains the serial nunber of a device.
( 2.5.4.5 NAME 'serial Number’ EQUALITY casel gnor eMat ch
SUBSTR casel gnor eSubstri ngsiMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 44{64} )
5.7. ¢

This attribute contains a two-letter |SO 3166 country code
(countryNane) .

( 2.5.4.6 NAME '¢’ SUP name SI NGLE- VALUE )
5.8. |

This attribute contains the nane of a locality, such as a city,
county or other geographic region (localityNane).

( 2.5.4.7 NAME |’ SUP nane )
5.9. st

This attribute contains the full nane of a state or province
(stateOr Provi nceNane) .

( 2.5.4.8 NAME 'st’ SUP nane )
5.10. street
This attribute contains the physical address of the object to which
the entry corresponds, such as an address for package delivery
(street Address).
( 2.5.4.9 NAME 'street’ EQUALITY casel gnoreMatch

SUBSTR casel gnor eSubstri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{128} )
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5.11. o

This attribute contains the nane of an organi zation
(organi zati onNane) .

( 2.5.4.10 NAME ' o' SUP nane )
5.12. ou

This attribute contains the nane of an organi zational unit
(organi zati onal Uni t Narre) .

( 2.5.4.11 NAME 'ou’ SUP nane )
5.13. title
This attribute contains the title, such as "Vice President”, of a
person in their organizational context. The "personal Title"
attribute woul d be used for a person’s title independent of their job
function.
( 2.5.4.12 NAME 'title SUP nane )
5.14. description
This attribute contains a human-readabl e description of the object.
( 2.5.4.13 NAME ' description’ EQUALITY casel gnoreMatch
SUBSTR casel gnor eSubst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 15{1024} )
5.15. search@ui de
This attribute is for use by X. 500 clients in constructing search
filters. It is obsoleted by enhancedSearchCui de, described below in
5. 48.

( 2.5.4.14 NAME '’ searchGui de
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 25 )

5. 16. busi nessCat egory

This attribute describes the kind of business performed by an
or gani zati on.

( 2.5.4.15 NAME ’busi nessCat egory’ EQUALITY casel gnor eMat ch

SUBSTR casel gnor eSubst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 15{128} )
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5.17. postal Address
( 2.5.4.16 NAME ' postal Address’ EQUALI TY casel gnoreLi st Mat ch
SUBSTR casel gnor eLi st Substri ngshat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121.1.41 )
5. 18. postal Code
( 2.5.4.17 NAME ' postal Code’ EQUALITY casel gnoreMat ch
SUBSTR casel gnor eSubst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 15{40} )
5.19. post O fi ceBox
( 2.5.4.18 NAME 'post O fi ceBox’ EQUALITY casel gnoreMat ch
SUBSTR casel gnor eSubst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 15{40} )
5.20. physical DeliveryOificeNane
( 2.5.4.19 NAME ' physical DeliveryOificeName’ EQUALITY casel gnor eMat ch
SUBSTR casel gnor eSubst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 15{128} )
5.21. tel ephoneNunber
( 2.5.4.20 NAME 'tel ephoneNunmber’ EQUALITY tel ephoneNunber Mat ch
SUBSTR t el ephoneNunber Subst ri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 50{32} )
5.22. tel exNunber

( 2.5.4.21 NAME 'tel exNunber’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.52 )

5.23. teletexTerm nal I dentifier

( 2.5.4.22 NAME 'teletexTerm nal Identifier’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.51 )

5.24. facsimleTel ephoneNunber

( 2.5.4.23 NAME 'facsi m | eTel ephoneNunber’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.22 )
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5.25. x121Address
( 2.5.4.24 NAME ' x121Address’ EQUALITY nunericStringMatch
SUBSTR nuneri cStringSubstringsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 36{15} )
5.26. international i SDNNunber
( 2.5.4.25 NAME 'internationali SDNNunber’ EQUALI TY numericStringMatch
SUBSTR nuneri cStringSubstringsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 36{16} )
5.27. registeredAddress
This attribute holds a postal address suitable for reception of
tel egrams or expedited docunents, where it is necessary to have the
reci pi ent accept delivery.

( 2.5.4.26 NAME 'registeredAddress’ SUP postal Address
SYNTAX 1.3.6.1.4.1.1466.115.121.1.41 )

5.28. destinationl ndi cator

Thi

s attribute is used for the tel egram service
( 2.5.4.27 NAME ' destinationlndicator’ EQUALITY casel gnoreiatch
SUBSTR casel gnor eSubstri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 44{128} )
5.29. preferredDeliveryMethod
( 2.5.4.28 NAME 'preferredDeliveryMethod
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 14
S| NGLE- VALUE )
5.30. presentationAddress

Thi

s attribute contains an OSI presentation address.

( 2.5.4.29 NAME ' presentati onAddress’
EQUALI TY present ati onAddr essMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 43
SI NGLE- VALUE )
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5.31. supportedApplicati onCont ext
This attribute contains the identifiers of OSI application contexts.
( 2.5.4.30 NAME ’supportedApplicationContext’
EQUALI TY obj ectldentifierMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.38 )
5.32. nenber
( 2.5.4.31 NAME ’'nenber’ SUP di stingui shedNanme )
5. 33. owner
( 2.5.4.32 NAME ' owner’ SUP di stingui shedNane )
5. 34. rol eCccupant
( 2.5.4.33 NAME 'rol eCccupant’ SUP di sti ngui shedNane )
5.35. seeAlso
( 2.5.4.34 NAME ’'seeAl so’ SUP di stingui shedNane )

5. 36. userPassword

( 2.5.4.35 NAME 'userPassword’ EQUALITY octet StringMatch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 40{128} )

Passwords are stored using an Cctet String syntax and are not
encrypted. Transfer of cleartext passwords are strongly di scouraged
where the underlying transport service cannot guarantee
confidentiality and may result in disclosure of the password to
unaut hori zed parties.

5.37. userCertificate

This attribute is to be stored and requested in the binary form as
"userCertificate; binary’.

( 2.5.4.36 NAME ’'userCertificate’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.8 )

5.38. cACertificate

This attribute is to be stored and requested in the binary form as
"cACertificate; binary’.
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( 2.5.4.37 NAME 'cACertificate’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.8 )

5.39. authorityRevocati onLi st

This attribute is to be stored and requested in the binary form as
"aut horityRevocationLi st; bi nary’.

( 2.5.4.38 NAME 'aut horityRevocati onLi st’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.9 )

5.40. certificateRevocationLi st

This attribute is to be stored and requested in the binary form as
"certificateRevocationList; binary’.

( 2.5.4.39 NAME 'certificateRevocationList’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.9 )

5.41. crossCertificatePair

This attribute is to be stored and requested in the binary form as
"crossCertificatePair;binary’.

( 2.5.4.40 NAME 'crossCertificatePair’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.10 )

5.42. name

The nane attribute type is the attribute supertype from which string
attribute types typically used for naming may be fornmed. It is
unlikely that values of this type itself will occur in an entry. LDAP
server inplenmentations which do not support attribute subtyping need
not recognize this attribute in requests. Client inplenentations
MJUST NOT assune that LDAP servers are capable of performng attribute
subt ypi ng.

( 2.5.4.41 NAME 'nane’ EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubstri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{32768} )
5.43. givenNane

The givenNane attribute is used to hold the part of a person’s nane
which is not their surnane nor m ddl e name.

( 2.5.4.42 NAME ' gi venNane’ SUP nane )
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5.44. initials

The initials attribute contains the initials of sonme or all of an
i ndi vi dual s names, but not the surnane(s).

( 2.5.4.43 NAME "initials’ SUP nane )
5.45. generationQualifier

The generationQualifier attribute contains the part of the nane which
typically is the suffix, as in "Illrd"

( 2.5.4.44 NAME 'generationQualifier’ SUP name )
5.46. x500Uni quel dentifier

The x500Uni quel dentifier attribute is used to distinguish between
obj ects when a distingui shed name has been reused. This is a
different attribute type fromboth the "uid" and "uni queldentifier"
types.

( 2.5.4.45 NAME ' x500Uni quel dentifier’ EQUALITY bitStringMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.6 )

5.47. dnQualifier

The dnQualifier attribute type specifies disanbiguating information
to add to the relative distinguished nane of an entry. It is

i ntended for use when nerging data frommultiple sources in order to
prevent conflicts between entries which would ot herwi se have the sane
nane. It is recommended that the value of the dnQualifier attribute
be the same for all entries froma particular source.

( 2.5.4.46 NAME 'dnQualifier’ EQUALITY casel gnoreMatch
ORDERI NG casel gnor eOr der i nghvat ch SUBSTR casel gnor eSubst ri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.44 )
5.48. enhancedSear chGui de

This attribute is for use by X. 500 clients in constructing search
filters.

( 2.5.4.47 NAME ' enhancedSear chGui de
SYNTAX 1.3.6.1.4.1.1466.115.121.1.21 )
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5.49. protocol I nformation

This attribute is used in conjunction with the presentati onAddress
attribute, to provide additional information to the OSI network
servi ce.

( 2.5.4.48 NAME 'protocol I nformation
EQUALI TY pr ot ocol I nformati onMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.42 )

5.50. distingui shedName
This attribute type is not used as the nanme of the object itself, but
it is instead a base type fromwhich attributes with DN syntax
i nherit.
It is unlikely that values of this type itself will occur in an
entry. LDAP server inplenentations which do not support attribute
subt ypi ng need not recognize this attribute in requests. dient

i mpl ement ati ons MUST NOT assume that LDAP servers are capabl e of
perform ng attribute subtyping.

( 2.5.4.49 NAME ' di stingui shedName’ EQUALI TY di sti ngui shedNameMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 )

5.51. uni queMenber

( 2.5.4.50 NAME 'uni queMenber’ EQUALI TY uni queMenber Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.34 )

5.52. houseldentifier
This attribute is used to identify a building within a |location
( 2.5.4.51 NAME ' houseldentifier’ EQUALITY casel gnoreMatch
SUBSTR casel gnor eSubstri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 15{ 32768} )
5.53. supportedAl gorithns

This attribute is to be stored and requested in the binary form as
" supportedAl gorithns; binary’.

( 2.5.4.52 NAME 'support edAl gorithns’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.49 )
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5.54. del taRevocati onLi st

This attribute is to be stored and requested in the binary form as
" del t aRevocati onLi st ; binary’.

( 2.5.4.53 NAME ' del t aRevocati onLi st’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.9 )

5.55. dndNane
The value of this attribute specifies a directory nanagenent donain
(DVD), the adm nistrative authority which operates the directory
server.

( 2.5.4.54 NAME ' dndNanme’ SUP name )

6. Synt axes
Servers SHOULD recogni ze the syntaxes defined in this section. Each
syntax begins with a sanple value of the | dapSyntaxes attribute which
defines the OBJECT | DENTI FI ER of the syntax. The descriptions of
syntax nanes are not carried in protocol, and are not guaranteed to
be uni que.

6.1. Delivery Method
( 1.3.6.1.4.1.1466.115.121.1.14 DESC 'Delivery Method )
Values in this syntax are encoded according to the foll ow ng BNF

delivery-value = pdm/ ( pdmwhsp "$" whsp delivery-val ue )

pdm = "any" / "mhs" / "physical" / "telex" |/ "teletex" /
"g3fax" / "gd4fax" [/ "iab5" / "videotex" / "tel ephone”

Exanpl e:
t el ephone
6. 2. Enhanced Cuide
( 1.3.6.1.4.1.1466.115.121.1.21 DESC ' Enhanced Cuide’ )
Values in this syntax are encoded according to the foll owi ng BNF
Enhanced@ui de = woi d whsp "#" whsp criteria whsp "#" whsp subset

subset = "baseobject” / "oneLevel" / "whol eSubtree"
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The criteria production is defined in the Guide syntax below. This
syntax has been added subsequent to RFC 1778.

Exanpl e:
per son#( sn) #onelLeve

6. 3. Cuide
( 1.3.6.1.4.1.1466.115.121.1.25 DESC ' Cui de’ )

Val ues in this syntax are encoded according to the foll ow ng BNF:
gui de-value = [ object-class "#" ] criteria
obj ect-class = woid
Criteria = criteria-item/ criteria-set / ( "!" criteria)

criteria-set = ([ "(" ] criteria "&" criteria-set [ ")" 1 ) [/
([ "(" ] criteria "|" criteria-set [ ")" ] )

criteria-item= 1 "(" ] attributetype "$" match-type [ ")" ]
mat ch-type = "EQ' / "SUBSTR' / "GE' / "LE" / "APPROX"
This syntax shoul d not be used for defining new attributes.
6.4. COctet String
( 1.3.6.1.4.1.1466.115.121.1.40 DESC ' Cctet String )

Values in this syntax are encoded as octet strings.

Exanpl e:
secret
6.5. Teletex Term nal Identifier
( 1.3.6.1.4.1.1466.115.121.1.51 DESC 'Teletex Termi nal ldentifier’ )

Values in this syntax are encoded according to the foll owi ng BNF

teletex-id = ttx-term 0*("$" ttx-paramn

ttx-term = printablestring
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ttx-param = ttx-key ttx-val ue

ttx-key = "graphic" / "control" / "msc" / "page" / "private"
ttx-value = octetstring
In the above, the first printablestring is the encoding of the first
portion of the teletex termnal identifier to be encoded, and the
subsequent O or nore octetstrings are subsequent portions of the
teletex term nal identifier
6. 6. Tel ex Number
( 1.3.6.1.4.1.1466.115.121.1.52 DESC ' Tel ex Nunber’ )

Values in this syntax are encoded according to the foll ow ng BNF

tel ex-number = actual -nunber "$" country "$" answerback

act ual - nunmber printabl estring

country printabl estring

answer back printabl estring

In the above, actual -nunmber is the syntactic representation of the
nunber portion of the TELEX nunber bei ng encoded, country is the
TELEX country code, and answerback is the answerback code of a TELEX
term nal

6.7. Supported Al gorithm
( 1.3.6.1.4.1.1466.115.121. 1. 49 DESC ' Supported Al gorithm )
No printable representation of values of the supportedA gorithns
attribute is defined in this document. Clients which wish to store
and retrieve this attribute MJUST use "supportedAl gorithns; binary", in
which the value is transferred as a binary encodi ng.

7. bject O asses
LDAP servers MJST recogni ze the object classes "top" and "subschema".
LDAP servers SHOULD recogni ze all the other object classes |isted
here as val ues of the objectC ass attribute.

7.1. top

( 2.5.6.0 NAME 'top’ ABSTRACT MUST objectd ass )
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7.2. alias
( 2.5.6.1 NAME 'alias’ SUP top STRUCTURAL MJST al i asedObj ect Nane )
7.3. country

( 2.5.6.2 NAME 'country’ SUP top STRUCTURAL MUST c
MAY ( searchCuide $ description ) )

7.4. locality

( 2.5.6.3 NAME 'locality’ SUP top STRUCTURAL
MAY ( street $ seeAlso $ searchQuide $ st $ 1 $ description) )

7.5. organization

( 2.5.6.4 NAME 'organi zation’ SUP top STRUCTURAL MJST o
MAY ( userPassword $ searchGuide $ seeAl so $ businessCategory $
x121Address $ regi steredAddress $ destinationlndicator $
preferredDel i veryMethod $ tel exNunber $ teletexTerm nalldentifier $
t el ephoneNunber $ internationali SDNNunber $
facsim | eTel ephoneNunber $
street $ postOFficeBox $ postal Code $ postal Address $
physi cal Del i veryOfficeNane $ st $ 1 $ description ) )

7.6. organizational Unit

( 2.5.6.5 NAME 'organi zational Unit’ SUP top STRUCTURAL MJST ou
MAY ( userPassword $ searchCuide $ seeAlso $ businessCategory $
x121Address $ regi steredAddress $ destinationlndicator $
preferredDel i veryMethod $ tel exNunber $ teletexTerm nalldentifier $
t el ephoneNunber $ internationali SDNNunber $
facsi m | eTel ephoneNunber $
street $ postOFficeBox $ postal Code $ postal Address $
physi cal Del i veryOfficeNane $ st $ | $ description ) )

7.7. person

( 2.5.6.6 NAME 'person’ SUP top STRUCTURAL MUST ( sn $ cn )
MAY ( userPassword $ tel ephoneNunber $ seeAlso $ description) )

7.8. organizational Person

( 2.5.6.7 NAME 'organi zati onal Person’ SUP person STRUCTURAL
MAY ( title $ x121Address $ regi steredAddress $
destinationlndicator $
preferredDel i veryMethod $ tel exNunber $ teletexTerminalldentifier $
t el ephoneNunber $ international i SDNNunber $
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facsi m | eTel ephoneNurrber $
street $ postOFficeBox $ postal Code $ postal Address $
physi cal Del i veryOfficeNane $ ou $ st $1 ) )

7.9. organizational Rol e

( 2.5.6.8 NAME 'organi zational Rol e’ SUP top STRUCTURAL MJST cn
MAY ( x121Address $ regi steredAddress $ destinationlndicator $
preferredDel i veryMethod $ tel exNunmber $ teletexTerm nalldentifier $
t el ephoneNunber $ internationali SDNNunber $
facsim | eTel ephoneNunber $
seeAlso $ rol eCccupant $ preferredDeliveryMethod $ street $
post O fi ceBox $ postal Code $ postal Address $
physi cal Del i veryOfficeNane $ ou $ st $ 1 $ description ) )

7.10. groupOf Nanes

( 2.5.6.9 NAME ' groupOf Nanes’ SUP top STRUCTURAL MUST ( menber $ cn )
MAY ( businessCategory $ seeAlso $ owner $ ou $ o $ description ) )

7.11. residential Person

( 2.5.6.10 NAME 'residential Person’ SUP person STRUCTURAL MJST
MAY ( businessCategory $ x121Address $ regi steredAddress $
destinationlndicator $ preferredDeliveryMethod $ tel exNunmber $
tel etexTerm nal I dentifier $ tel ephoneNurber $
i nternational i SDNNunber $
facsi m | eTel ephoneNunber $ preferredDeliveryMethod $ street $
post Of fi ceBox $ postal Code $ postal Address $
physical Del i veryOfficeNane $ st $1 ) )

7.12. applicationProcess

( 2.5.6.11 NAME 'applicationProcess’ SUP top STRUCTURAL MJST cn
MAY ( seeAlso $ ou $ | $ description ) )

7.13. applicationEntity
( 2.5.6.12 NAME 'applicationEntity’ SUP top STRUCTURAL
MUST ( presentationAddress $ cn )
MAY ( supportedApplicationContext $ seeAlso $ou $0$1l $
description ) )
7.14. dSA

( 2.5.6.13 NAME 'dSA" SUP applicationEntity STRUCTURAL
MAY know edgel nf or mati on )
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7.15.

(

7.16.

(

Vahl

devi ce

2.5.6.14 NAME ’device SUP top STRUCTURAL MJST cn
MAY ( serial Nunber $ seeAlso $ owner $ ou $ o $ 1 $ description) )

st rongAut henti cati onUser

2.5.6.15 NAME ’strongAut henti cati onUser’ SUP top AUXI LI ARY
MUST userCertificate )

certificationAuthority

2.5.6.16 NAME 'certificationAuthority’ SUP top AUXI LI ARY
MUST ( authorityRevocationList $ certificateRevocationList $
CACertificate ) MAY crossCertificatePair )

gr oupOf Uni queNanes

2.5.6.17 NAME ' groupOrUni queNanes’ SUP top STRUCTURAL
MJUST ( uni queMenber $ cn )
MAY ( businessCategory $ seeAlso $ owner $ ou $ o $ description ) )

user Securitylnformation

2.5.6.18 NAME 'userSecuritylnformation’ SUP top AUXI LI ARY
MAY ( supportedAl gorithns ) )

certificationAuthority-V2

2.5.6.16.2 NAME 'certificationAuthority-v2 SUP
certificationAuthority
AUXI LI ARY MAY ( deltaRevocationList ) )

cRLD stri buti onPoi nt

2.5.6.19 NAME 'cRLDi stributionPoint’ SUP top STRUCTURAL
MUST ( cn ) MAY ( certificateRevocationList $

aut horityRevocationList $

del t aRevocati onLi st ) )

dnmd

2.5.6.20 NAME ' dmd’ SUP top STRUCTURAL MUST ( dndNane )

MAY ( userPassword $ searchGuide $ seeAl so $ businessCategory $
x121Address $ regi steredAddress $ destinationlndicator $
preferredDel i veryMethod $ tel exNunber $ teletexTerm nalldentifier $
t el ephoneNunber $ international i SDNNunber $

facsi nm | eTel ephoneNunber $
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street $ postOfficeBox $ postal Code $ postal Address $
physi cal Del i veryOfficeNane $ st $ 1 $ description) )

8. Matching Rul es
Servers MAY i npl enent additional natching rul es.
8.1. octetStringhMatch

Servers which inplement the extensibleMatch filter SHOULD al |l ow t he
matching rule listed in this section to be used in the

ext ensi bl eMatch. In general these servers SHOULD al | ow mat chi ng
rules to be used with all attribute types known to the server, when
the assertion syntax of the matching rule is the sane as the val ue
syntax of the attribute.

( 2.5.13.17 NAME 'octetStringhMatch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 40 )

9. Security Considerations

Attributes of directory entries are used to provide descriptive

i nformati on about the real-world objects they represent, which can be
peopl e, organi zations or devices. Most countries have privacy | aws
regardi ng the publication of information about people.

Transfer of cleartext passwords are strongly discouraged where the
underlying transport service cannot guarantee confidentiality and may
result in disclosure of the password to unauthorized parties.
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13. Full Copyright Statenent
Copyright (C The Internet Society (1997). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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