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1. Introduction

This meno defines a standardi zed framework for extensi bl e SNW
agents. It defines processing entities called master agents and
subagents, a protocol (AgentX) used to communi cate between them and
the el ements of procedure by which the extensi bl e agent processes
SNWVP prot ocol nessages.

2. The SNWVP Fr anmewor k

A managenent system contains: several (potentially nmany) nodes, each
with a processing entity, terned an agent, which has access to
managenent instrumentation; at |east one managenent station; and, a
managenment protocol, used to convey nanagenent infornation between
the agents and managenent stations. Operations of the protocol are
carried out under an adm nistrative framework which defines

aut henti cation, authorization, access control, and privacy policies.

Managenent stations execute managenent applications which nonitor and
control managed el enents. Managed el ements are devices such as
hosts, routers, termnal servers, etc., which are nonitored and
controll ed via access to their managenment information

Managenent information is viewed as a collection of nanaged objects,
residing in a virtual information store, terned the Managenent
Informati on Base (MB). Collections of related objects are defined
in MB nodul es. These nodules are witten using a subset of OSl’'s
Abstract Syntax Notation One (ASN. 1) [1], terned the Structure of
Management |Information (SM) (see RFC 1902 [2]).

2.1. A Note on Term nol ogy

The term"variable" refers to an instance of a non-aggregate object
type defined according to the conventions set forth in the SM (RFC
1902, [2]) or the textual conventions based on the SM (RFC 1903
[3]). The term"variable binding" normally refers to the pairing of
the name of a variable and its associ ated value. However, if certain
ki nds of exceptional conditions occur during processing of a
retrieval request, a variable binding will pair a nane and an

i ndi cation of that exception.

A variable-binding list is a sinple list of variable bindings.
The nane of a variable is an OBJECT | DENTI FI ER, which is the

concat enati on of the OBJECT | DENTI FI ER of the correspondi ng object
type together with an OBJECT | DENTI FI ER fragnent identifying the
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i nstance. The OBJECT | DENTI FI ER of the correspondi ng object-type is
call ed the OBJECT | DENTIFIER prefix of the variable. For the purpose
of exposition, the original Internet-standard

Net wor k Management Framework, as described in RFCs 1155 (STD 16),
1157 (STD 15), and 1212 (STD 16), is terned the SNWP version 1
framework (SNMPv1l). The current framework, as described in RFCs
1902-1908, is termed the SNWP version 2 framework (SNWPv2).

3. Extending the MB

New M B nodul es that extend the Internet-standard MB are

conti nuously being defined by various | ETF working groups. It is
al so conmon for enterprises or individuals to create or extend
enterprise-specific or experinmental M Bs.

As a result, managed devices are frequently conplex collections of
nmanageabl e conponents that have been independently installed on a
managed node. Each conponent provides instrunmentation for the
managed objects defined in the MB nodul e(s) it inplenents.

Neit her the SNMP version 1 nor version 2 franmework describes how the
set of managed objects supported by a particul ar agent may be changed
dynam cal |l y.

3.1. Mtivation for AgentX

This very real need to dynam cally extend the management objects
within a node has given rise to a variety of "extensible agents",
which typically conprise

- a "master" agent that is available on the standard transport
address and that accepts SNWP protocol nessages

- a set of "subagents" that each contain nanagenent
i nstrument ati on

- a protocol that operates between the master agent and subagents,
permitting subagents to "connect" to the master agent, and the
master agent to multiplex received SNMP protocol nessages
anmongst the subagents.

- a set of tools to aid subagent devel opnent, and a runtinme (API)

envi ronnent that hides nuch of the protocol operation between a
subagent and the nmaster agent.
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The wi de depl oynent of extensible SNMP agents, coupled with the |ack
of Internet standards in this area, makes it difficult to field
SNVP- manageabl e applications. A vendor may have to support severa
di fferent subagent environments (APIs) in order to support different
target platformns.

It can al so becone quite cunbersone to configure subagents and
(possibly multiple) naster agents on a particul ar managed node.

Speci fying a standard protocol for agent extensibility (AgentX)
provi des the technical foundation required to solve both of these
probl ens. | ndependently devel oped Agent X-capabl e master agents and
subagents will be able to interoperate at the protocol |evel.
Vendors can continue to differentiate their products in all other
respects.

4. Agent X Franmewor k

Wthin the SNVWP framework, a nanaged node contains a processing
entity, called an agent, which has access to managenent information

Wthin the Agent X franmework, an agent is further defined to consi st
of

- a single processing entity called the master agent, which sends
and recei ves SNWP protocol nessages in an agent role (as
specified by the SNVP version 1 and version 2 framework
docunents) but typically has little or no direct access to
managemnent i nformati on.

- 0 or nore processing entities called subagents, which are
"shi el ded" fromthe SNWP protocol nessages processed by the
mast er agent, but which have access to nanagenent i nformation.

The master and subagent entities conmunicate via Agent X protoco
nessages, as specified in this nenbo. Qher interfaces (if any) on
these entities, and their associated protocols, are outside the scope
of this docunent. While sone of the Agent X protocol nessages appear
simlar in syntax and semantics to the SNMP, bear in mind that AgentX
is not SNWP

The internal operations of AgentX are invisible to an SNWP entity
operating in a nanager role. Froma nmanager’'s point of view, an
extensi bl e agent behaves exactly as would a non-extensible
(rmonolithic) agent that has access to the same nanagenent

i nstrument ation.
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This transparency to managers is a fundanental requirenent of AgentX,
and is what differentiates Agent X subagents from SNVMP proxy agents.

4.1. Agent X Rol es

An entity acting in a master agent role perfornms the follow ng
functions:

- Accepts Agent X session establishment requests from subagents.
- Accepts registration of MB regions by subagents.

- Sends and accepts SNWP protocol nessages on the agent’s
specified transport addresses.

- Inplenents the agent role El ements of Procedure specified
for the admi nistrative framework applicable to the SNWP protoco
nessage, except where they specify perform ng managenent
operations. (The application of MB views, and the access
control policy for the nanaged node, are inplenented by the
mast er agent.)

- Provides instrunentation for the MB objects defined in RFC
1907 [5], and for any M B objects relevant to any adm nistrative
framework it supports.

- Sends and receives Agent X protocol nessages to access
management i nformation, based on the current registry of MB
regi ons.

- Forwards notifications on behal f of subagents.

An entity acting in a subagent role performs the follow ng functions:

- Initiates an Agent X session with the master agent.

- Registers MB regions with the naster agent.

- Instanti ates nanaged objects.

- Binds ODs withinits registered MB regions to actua
vari abl es.

- Performs managenent operations on vari abl es.

- Initiates notifications.
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4.2 Applicability

It is intended that this meno specify the smallest anobunt of required
behavi or necessary to achieve the |argest benefit, that is, to cover
a very large nunber of possible MB inplenentations and
configurations with m nimum conplexity and | ow "cost of entry".

Thi s section discusses several typical usage scenari os.

1) Subagents inpl enent separate M B nodul es--for exanpl e,
subagent A inplenments "m b-2", subagent b inplenments "host-
resources”.

It is anticipated that this will be the npst comopn subagent
configurati on.

2) Subagents inplement rows in a "sinple table". A sinple table
is one in which row creation is not specified, and for which the
M B does not define an object that counts entries in the table.
Exanmpl es of sinple tables are rdbnmsDbTabl e, udpTabl e, and
hr SWRunTabl e.

This is the nmost commonly defined type of MB table, and probably
represents the next nost typical configuration that AgentX woul d
support.

3) Subagents share M Bs al ong non-row partitions. Subagents
regi ster "chunks" of the MB that represent nultiple rows, due to
the nature of the MB' s index structure. Exanples include
regi stering i pNet ToMedi aEntry.n, where n represents the iflndex
value for an interface inplenented by the subagent, and
tcpConnEntry.a.b.c.d, where a.b.c.d represents an | P address on an
interface inplenented by the subagent.

Agent X supports these three common configurations, and al
permut ati ons of them conpletely. The consensus is that they
conprise a very large majority of current and |likely future uses of
mul ti-vendor extensible agent configurations.

4) Subagents inplement rows in "conplex tables". Conplex tables
here are defined as tables permtting row creation, or whose MB
al so defines an object that counts entries in the table. Exanples
include the MB-2 ifTable (due to ifNunmber), and the RVON
hi st oryCont r ol Tabl e.
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The subagent that inplenments such a counter object (like ifNunber)
nmust go beyond Agent X to correctly inplenment it. This is an

i mpl ement ation i ssue (and nost new M B designs no | onger include such
obj ect s).

To inplement row creation in such tables, at |east one AgentX
subagent nust register at a point "higher" in the ODtree than an

i ndi vidual row (per AgentX s dispatching procedure). Again, this is
an inmpl ementation issue.

Scenarios in this category were thought to occur sonewhat rarely in
configurations where subagents are i ndependently inplenented by

di fferent vendors. The focus of a standard protocol, however, nust
be in just those areas where multi- vendor interoperability nust be
assured.

Note that it would be inefficient (due to AgentX registration
overhead) to share a table anbng Agent X subagents if the table
contai ns very dynam c instances, and each subagent registers fully
qualified instances. ipRouteTable could be an exanple of such a
table in sone environnents.

4.3. Design Features of AgentX
The primary features of the design described in this neno are:

1) A general architectural division of |abor between master agent
and subagent: The master agent is MB ignorant and SNWP
omi scient, while the subagent is SNWP i gnorant and M B omni sci ent
(for the MB variables it instantiates). That is, nmaster agents,
exclusively, are concerned with SNMP protocol operations and the
translations to and from Agent X protocol operations needed to
carry them out; subagents are exclusively concerned wth
management instrumentation; and neither should intrude on the
other’s territory.

2) A standard protocol and "rul es of engagenent” to enable
interoperability between management instrunmentation and extensible
agents.

3) Mechani sms for independently devel oped subagents to
integrate into the extensible agent on a particul ar nanaged node
in such a way that they need not be aware of any other existing
subagent s.
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4) A sinple, deterministic registry and dispatching al gorithm
For a given extensible agent configuration, there is a single
subagent who is "authoritative" for any particular region of the
M B (where "region" may extend froman entire MB down to a single
obj ect -i nst ance).

5) Performance considerations. It is likely that the naster
agent and all subagents will reside on the sane host, and in such
cases AgentX is nore a formof inter-process comunication than a
tradi ti onal communi cati ons protocol

Sone of the design decisions made with this in mnd include:
- 32-bit alignnent of data w thin PDUs
- Native byte-order encoding by subagents
- Large Agent X PDU payl oad si zes.
4.4 Non- Coal s

1) Subagent -t o-subagent conmunication. This is out of scope,
due to the security ramfications and conplexity invol ved.

2) Subagent access (via the naster agent) to M B vari abl es.
This is not addressed, since various other nechanisns are
available and it was not a fundamental requirenent.

3) The ability to accombdate every conceivabl e extensible
agent configuration option. This was the nbst contentious aspect
in the devel opnent of this protocol. |[In essence, certain features
currently available in sone comrercial extensible agent products
are not included in AgentX. Although useful or even vital in sone
i mpl enentati on strategies, the rough consensus was that these
features were not appropriate for an Internet Standard, or not
typically required for independently devel oped subagents to
coexist. The set of supported extensible agent configurations is
descri bed above, in Section 4.2.

Sone possible future version of the AgentX protocol may provide
coverage for one or nore of these "non-goals" or for new goals that
m ght be identified after greater depl oynent experience.
5.  Agent X Encodi ngs
Agent X PDUs consi st of a common header, foll owed by PDUspecific data

of variable length. Unlike SNVP PDUs, AgentX PDUs are not encoded
using the BER (as specified in SO 8824 [1]), but are transmtted as
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5.

1

a contiguous byte stream The data within this streamis organized
to provide natural alignnent with respect to the start of the PDU
permtting direct (integer) access by the processing entities.

The first four fields in the header are single-byte values. A bit
(NETWORK _BYTE ORDER) in the third field (h.flags) is used to indicate
the byte ordering of all multi-byte integer values in the PDU

i ncl udi ng those which follow in the header itself. This is described
in more detail in Section 6.1, "AgentX PDU Header", bel ow.

PDUs are depicted in this nenp using the follow ng convention (where
byte 1 is the first transmtted byte):

s S S i I S R R e h T Tk e S S S o T S
| byte 1 | byte 2 | byte 3 | byte 4
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| byte 5 | byte 6 | byte 7 | byte 8
B T s i I S e i S i i S S e S

Fi el ds marked "<reserved>" are reserved for future use and nmust be
zero-filled.

oj ect ldentifier

An object identifier is encoded as a 4-byte header, followed by a
vari abl e nunber of contiguous 4-byte fields representing sub-
identifiers. This representation (termed Object Identifier) is as
fol |l ows:

oj ect ldentifier

s S S i I S R R e h T Tk e S S S o T S
| n_subid | prefix | include <reserved>

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| sub-identifier #1

B T s i I S e i S i i S S e S
s S S o T i i S S i (i
| sub-identifier #n_subid

R Rt i i i i e T I I S S S R i e S R e e i s o

nject ldentifier header fields:
n_subid
The nunber (0-128) of sub-identifiers in the object identifier

An ordered list of "n_subid" 4-byte sub-identifiers follows the
4- byt e header.
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A null Object ldentifier consists of the 4-byte header with all bytes

prefix

An unsi gned val ue used to reduce the | ength of object
identifier encodings. A non-zero value "x" is interpreted as
the first sub-identifier after "internet" (1.3.6.1), and
indicates an inplicit prefix "internet.x" to the actual sub-
identifiers encoded in the hject Identifier. For exanple, a
prefix field value 2 indicates an inplicit prefix "1.3.6.1.2".
A value of 0 in the prefix field indicates there is no prefix
to the sub-identifiers.

i ncl ude

Used only when the hject Identifier is the start of a
Sear chRange, as described in section 5.2.

set to O.

Exanpl es:

sysDescr.0 (1.3.6.1.2.1.1.1.0)

e i it Sl Sl

+ O+ R+ R+ R+ N+

T I S T s T S i S S S
| 2 | O | O |
T T T i T e i S o S

T S S e T S T S i S S S S i S S S S S S

B T i i i S i SIS S S s e

T S e T i i S S i e Sy S

T S S e T S T S i S S S S i S S S S S S

1.2.3.4

T+ T+ +
+ R+ WHFENF R+ D+

B T T I e T S S e i S ST S S
| O | O | O |
e T T S IR i S S S S SUp S S S S SR A

B T i i i S i SIS S S s e

T S e T i i S S i e Sy S

T S S e T S T S i S S S S i S S S S S S

B T i i i S i SIS S S s e
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5.2. SearchRange

A Sear chRange consists of two Object ldentifiers. Inits

conmuni cati on with a subagent, the master agent uses a SearchRange to
identify a requested variabl e binding, and, in GetNext and GetBul k
operations, to set an upper bound on the nanes of nmnaged object

i nstances the subagent nay send in reply.

The first Object Identifier in a SearchRange (called the starting
O D) indicates the beginning of the range. It is frequently (but not
necessarily) the name of a requested variabl e bindi ng.

The "include" field in this OD s header is a boolean value (0 or 1)
i ndi cati ng whether or not the starting ODis included in the range.

The second object identifier indicates the non-inclusive end of the
range, and its "include" field is always O.

Exanmple: To indicate a search range from1.3.6.1.2.1.25.2
(inclusive) to 1.3.6.1.2.1.25.2.1 (exclusive), the SearchRange woul d
be

n
—

A T T

]
+ =
_Lv
]

=+

]

=+

]

=+

]

=+

]

T I T Sui S S S T
2 | 1 0 |
T T S S S e T
T T S s T o T S S S S i S S S St

B T i i i S i SIS S S s e

T S e T i i S S i e Sy S

(6]

T T T

o

D
]
+

T T S T i S S i T i S S S S T

| 2 Y 0 |
T S T e o S S O S o S S
T T i i i T i S S e S
T T T T S S S T i T S S St

T T T S T S S

T S S i S S i o S S S S S T

T T T T

FRENFN RS

A SearchRangeLi st is a contiguous |ist of SearchRanges.
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5.

5.

3.

4.

Cctet String

An octet string is represented by a contiguous series of bytes,

begi nning with a 4-byte integer whose value is the nunmber of octets
in the octet string, followed by the octets thenselves. This
representation is terned an Cctet String. |If the | ast octet does not
end on a 4-byte offset fromthe start of the Cctet String, padding
bytes are appended to achieve alignment of follow ng data. This
paddi ng nust be added even if the Octet String is the last itemin
the PDU. Padding bytes nust be zero fill ed.

B T s i I S e i S i i S S e S
| Cctet String Length (L)

e i I R R i T R it i S S e e e i I T R T e e i
| Cctet 1 | Cctet 2 | Cctet 3 | Cctet 4 |
B T i T i S T T S i i S S S
B o S T e e e i i TE I TR T S S S S A e i i el it S B R
| COctet L - 1 | OCctet L | Paddi ng (as required)
e i T e e i I R o S e O e i T I R S e e R T o ok o

A null Cctet String consists of a 4-byte length field set to O.
Val ue Representation

Vari abl e bi ndi ngs may be encoded within the variable-length portion
of some PDUs. The representation of a variable binding (ternmed a
Var Bi nd) consists of a 2-byte type field, a name (Object ldentifier),
and the actual val ue data.

Var Bi nd
s S S i I S R R e h T Tk e S S S o T S

| v.type <reserved>
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

(v. name)
s S S o T i i S S i (i
| n_subid | prefix | 0 0

T S T i i S i i S
sub-identifier #1

T ok it e e e o
R el i R e e e
sub-identifier #n_subid
i I T o S T s S S s i SN S o

e ks T St I SR SR e T SN
e ik s St R SR S ek o N
+ +
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(v. data)

T S S T T
| dat a |
T sl i e S - +-+
D O ok Ik S T S - +-+
| data |
N T S
VarBi nd fields:

V. type

I ndi cates the variable binding s syntax, and nust be one of
the follow ng val ues:

| nt eger (2),
Cctet String (4),
Nul | (5),
oj ect ldentifier (6),
| pAddr ess (64),
Count er 32 (65),
Gauge32 (66),
Ti meTi cks (67),
Opaque (68),
Count er 64 (70),
noSuchhj ect (128),
noSuchl nst ance (129),
endOf M bVi ew (130)

V. nane

The Object Identifier which nanes the vari abl e.
v. dat a

The actual val ue, encoded as foll ows:

- Integer, Counter32, Gauge32, and Ti nmeTi cks are encoded as
4 contiguous bytes. |If the NETWORK BYTE ORDER bit is set
in h.flags, the bytes are ordered nost significant to | east
significant, otherw se they are ordered | east significant
to nost significant.

- Counter64 is encoded as 8 contiguous bytes. |If the
NETWORK_BYTE_ORDER bit is set in h.flags, the bytes are
ordered nost significant to | east significant, otherw se
they are ordered | east significant to nmost significant.
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- Object Identifiers are encoded as described in section
5.1, nject Ildentifier.

- | pAddress, Qpaque, and Cctet String are all octet strings
and are encoded as described in section 5.3, COctet String.

Val ue data always follows v.nanme whenever v.type is one
of the above types. These data bytes are present even if
they will not be used (as, for exanple, in certain types
of index allocation).

- Null, noSuchObject, noSuchlnstance, and endOf M bVi ew do not
contai n any encoded val ue. Value data never follows
v.name in these cases.

Note that the VarBind itself does not contain the val ue size.
That information is inplied for the fixed-length types, and
explicitly contained in the encodings of variable-length types
(Object ldentifier and Cctet String).

A VarBindList is a contiguous list of VarBinds. Wthin a

Var Bi ndLi st, a particular VarBind is identified by an index val ue.
The first VarBind in a VarBindLi st has index value 1, the second
has index value 2, and so on

6. Protocol Definitions
6.1. Agent X PDU Header
The Agent X PDU header is a fixed-format, 20-octet structure:

s S S i I S R R e h T Tk e S S S o T S
| h. version | h. type | h.fl ags | <reserved>

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| h. sessi onl D |
B T s i I S e i S i i S S e S
| h.transactionl D

s S S i I S R R e h T Tk e S S S o T S
| h. packet | D

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| h. payl oad_| engt h

B T s i I S e i S i i S S e S

An Agent X PDU header contains the follow ng fields:
h. version

The version of the AgentX protocol (1 for this nmenp).
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h. type

The PDU type; one of the follow ng val ues:

agent x- Open- PDU (1),
agent x- Cl ose- PDU (2),
agent x- Regi st er - PDU (3),
agent x- Unr egi st er - PDU (4),
agent x- Get - PDU (95),
agent x- Get Next - PDU (6),
agent x- Get Bul k- PDU (7),
agent x- Test Set - PDU (8),
agent x- Comni t Set - PDU (9),
agent x- UndoSet - PDU (10),
agent x- Cl eanupSet - PDU (11),
agent x- Not i fy- PDU (12),
agent x- Pi ng- PDU (13),

agent x- 1 ndexAl | ocate-PDU (14),
agent x- I ndexDeal | ocat e- PDU (15),
agent x- AddAgent Caps- PDU (16),
agent x- RenmoveAgent Caps- PDU (17),
agent x- Response- PDU (18)

h. fl ags

A bitmask, with bit 0 the least significant bit. The bit
definitions are as foll ows:

Bi t Definition
| NSTANCE_REG STRATI ON
NEW | NDEX
ANY_| NDEX
NON_DEFAULT_CONTEXT
NETWORK_BYTE_ORDER

-7 (reserved)

arwWNEFRLO

The NETWORK_BYTE_CRDER bit applies to all nulti-byte integer
values in the entire Agent X packet, including the remaining
header fields. |If set, then network byte order (nost
significant byte first; "big endian") is used. |If not set,
then least significant byte first ("little endian") is used.

The NETWORK_BYTE_CORDER bit applies to all Agent X PDUs.

The NON_DEFAULT_CONTEXT bit is used only in the Agent X PDUs
described in section 6.1.1.
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The NEW. I NDEX and ANY_I NDEX bits are used only within the
agent x- 1 ndexAl | ocate-, and -1ndexDeal | ocat e- PDUs.

The | NSTANCE_REG STRATION bit is used only within the agentx-
Regi st er - PDU.

h. sessi onl D

The session ID uniquely identifies a session over which Agent X
PDUs are exchanged between a subagent and the nmaster agent.
The session ID has no significance and no defined value in the
agent x- Open- PDU sent by a subagent to open a session with the
nmaster agent; in this case, the nmaster agent will assign a

uni que sessionlD that it will pass back in the correspondi ng
agent x- Response-PDU. Fromthat point on, that sane sessionlD
wi Il appear in every Agent X PDU exchanged over that session

between the master and the subagent. A subagent may establish
nmul tipl e Agent X sessions by sending nmultiple agentx-Open- PDUs
to the master agent.

In naster agents that support multiple transport protocols, the
sessionl D shoul d be globally unique rather than unique just to
a particular transport.

h.transacti onl D

Dani el e,

The transaction ID uniquely identifies, for a given session,
the single SNWP nanagenment request (and single SNVP PDU) with
whi ch an Agent X PDU is associated. |[If a single SNWP managenent
request results in nmultiple Agent X PDUs bei ng sent by the
nmaster agent with the same sessionl D, each of these Agent X PDUs
must contain the sanme transaction |ID;, conversely, AgentX PDUs
sent during a particular session, that result fromdistinct
SNVP managemnent requests, must have distinct transaction |Ds
within the limts of the 32-bit field).

Note that the transaction IDis not the same as the SNWP PDU s
request-id (as described in section 4.1 of RFC 1905 [4]), nor
can it be, since a master agent mght receive SNWP requests
with the sane request-ids fromdifferent managers.

The transaction ID has no significance and no defined value in

Agent X admi ni strative PDUs, i.e., AgentX PDUs that are not
associ ated with an SNMP managenent request.
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h. packet I D

A packet 1D generated by the sender for all AgentX PDUs except
the agent x- Response-PDU. | n an agent x- Response- PDU, the packet

I D nust be the same as that in the received Agent X PDU to which
it is aresponse. A naster agent night use this field to
associ at e subagent response PDUs with their corresponding
request PDUs. A subagent night use this field to correlate
responses to nultiple (batched) registrations.

h. payl oad_| engt h

The size in octets of the PDU contents, excluding the 20-byte
header. As a result of the encodi ng schenes and PDU | ayouts,
this value will always be either 0, or a nultiple of 4.

6.1.1. Cont ext

In the SNMPv1l or v2c franeworks, the community string may be used as
an index into a local repository of configuration information that
may include community profiles or nore conplex context information.
Future versions of the SNVMP will likely formalize this notion of
"context".

Agent X provides a nmechanismfor transmtting a context specification
within rel evant PDUs, but does not place any constraints on the
content of that specification

An optional context field may be present in the agentx-Register-,
UnRegi ster-, AddAgent Caps-, RenpveAgent Caps-, Get-, GetNext-,

Get Bul k-, I ndexAl |l ocate-, |ndexDeallocate-, Notify-, TestSet-, and
Pi ng- PDUs.

I f the NON_DEFAULT_CONTEXT bit in the Agent X header field h.flags is
clear, then there is no context field in the PDU, and the operation
refers to the default context.

I f the NON_DEFAULT_CONTEXT bit is set, then a context field

i mediately foll ows the Agent X header, and the operation refers to
that specific context. The context is represented as an Cctet
String. There are no constraints on its length or contents.

Thus, all of these AgentX PDUs (that is, those listed i mediately

above) refer to, or "indicate" a context, which is either the default
context, or a non-default context explicitly naned in the PDU
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6.2. Agent X PDUs
6.2.1. The agentx- Open- PDU

An agent x- Open-PDU i s generated by a subagent to request
establ i shnent of an Agent X session with the master agent.

(Agent X header)

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| h.version (1) | h.type (1) | h. fl ags | <reserved>

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| h. sessi onl D |
s S S i I S R R e h T Tk e S S S o T S
| h.transactionl D |
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| h. packet I D |
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| h. payl oad_| engt h |
s S S i I S R R e h T Tk e S S S o T S

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| o.tineout | <reserved>
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

o.id
i-+-+?+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| n_subid |  prefix | 0 <reserved>
B s i S i I i S S S i i
subi dentifier #1 |
e s S i e S e e  t ik ok S R SR S S
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-L
| subi dentifier #n_subid |
B s i S i I i S S S i i

(0. descr)

s S S i I S R R e h T Tk e S S S o T S
| Cctet String Length (L) |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Octet 1 | Octet 2 | Cctet 3 | Cctet 4 |
B T s i I S e i S i i S S e S

'+L + i i S i T i s s S S e i i s i
| Octet L -1 | Octet L | Paddi ng (as required)

T S S T T S S e T S S S S A

An agent x- OQpen-PDU contains the followi ng fields:
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o.ti nmeout

The length of tinme, in seconds, that a master agent shoul d
allow to el apse after dispatching a nessage to a subagent
before it regards the subagent as not responding. This is a
subagent -wi de default value that nmay be overridden by val ues
associated with specific registered MB regions. The default
val ue of 0 indicates that no subagent-w de value is requested.

o.id

An Object Identifier that identifies the subagent. Subagents
that do not support such an notion may send a null bject
I dentifier.

0. descr

An Cctet String containing a DisplayString describing the
subagent.

6.2.2. The agent x-C ose- PDU

An agent x- Cl ose- PDU i ssued by either a subagent or the nmaster agent
term nates an Agent X sessi on

(Agent X header)

e e e o i T R S S e o
| h.version (1) | h.type (2) | h. fl ags <reserved>
B s i S i I i S S S i i
| h. sessionl D |
e s S i e S e e  t ik ok S R SR S S
| h.transactionl D

T Lk R e T e i ik i Sl TR R o
| h. packet | D

B s i S i I i S S S i i
| h. payl oad_| engt h

e i o i e e e T i i i

T T R i e e e e o S e SRR R
| c.reason | <reserved>

I T ST S T AT AT ST S A A S S S S S S

An agent x- Cl ose-PDU contains the following field:
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reason

An enunerated value that gives the reason that the master agent
or subagent cl osed the AgentX session. This field nmay take one
of the follow ng val ues:

reasonQ her (1)
None of the follow ng reasons

reasonPar seError (2)
Too many Agent X parse errors from peer

reasonPr ot ocol Error (3)
Too nmany Agent X protocol errors from peer

reasonTi meout s(4)
Too many tineouts waiting for peer

r easonShut down( 5)
Sending entity is shutting down

r easonByManager ( 6)
Due to Set operation; this reason code can be used only
by the master agent, in response to an SNVP nanagenent
request.
The agent x- Regi st er - PDU

ent x- Regi ster-PDU i s generated by a subagent for each region of

the MB variable naning tree (within one or nore contexts) that it

w she
(Age

+- +- +

| h.v

+- -+

|

+- +- +

|

+- +- +

|

+- -+

|

+-

+-+

Dani el e,

s to support.

nt X header)
i I T e I I S i o ik (I S I TR R S S S TR ol I I g
ersion (1) | h.type (3) | h. fl ags | <reserved>
i i R S e T it S T e e e i T SEIE CEIE S S SR R S S
h. sessi onl D |
B e I e e S e i e ok S TR S e R S TR S R ks s BT S R S
h.transactionl D |
i I T e I I S i o ik (I S I TR R S S S TR ol I I g
h. packet 1 D
i i R S e T it S T e e e i T SEIE CEIE S S SR R S S
h. payl oad_| ength |
B e I e e S e i e ok S TR S e R S TR S R ks s BT S R S
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(r.context) (OPTIONAL)

s S S i I S R R e h T Tk e S S S o T S
| Cctet String Length (L)

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Cctet 1 | Cctet 2 | Cctet 3 | Cctet 4 |
B T s i I S e i S i i S S e S

s S S i I S R R e h T Tk e S S S o T S
| Cctet L -1 | Octet L Paddi ng (as required)
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

B T s i I S e i S i i S S e S
| r.tinmeout | r.priority | r.range_subid | <reserved>
s S S i I S R R e h T Tk e S S S o T S

(r.region)

B s i S i I i S S S i i
| n_subid | prefix | 0 | <reserved>
i s S e e S b i s ik ik NS R SR S
sub-identifier #1

T Lk R e T e i ik i Sl TR R o

B s i S i I i S S S i i
| sub-identifier #n_subid
e b i T T e T S s S R S e T O i i Tk i RIS S S

(r.upper_bound)

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| optional upper-bound sub-identifier

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

An agent x- Regi ster-PDU contains the follow ng fields:
r.cont ext

An optional non-default context.
r.timeout

The I ength of time, in seconds, that a master agent should
allow to el apse after dispatching a nessage to a subagent
before it regards the subagent as not responding. r.tineout
applies only to nessages that concern MB objects within
r.region. It overrides both the subagent-w de value (if any)
i ndi cated when the Agent X session with the master agent was
establ i shed, and the master agent’'s default tineout. The
default value for r.tineout is O (no override).
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r.priority

A val ue between 1 and 255, used to achieve a desired
configuration when different subagents register identical or
over | appi ng regions. Subagents with no particul ar know edge of
priority should register with the default value of 255 (I owest
priority).

In the master agent’s dispatching algorithm smaller val ues of
r.priority take precedence over |arger values, as described in
section 7.1.5. 1.

r.region

An (bject ldentifier that, in conjunction with r.range_subid,
indicates a region of the MB that a subagent wi shes to

support. It may be a fully-qualified instance name, a partia
instance nanme, a MB table, an entire MB, or ranges of any of
t hese.

The choice of what to register is inplenmentation-specific; this
meno does not specify perm ssible values. Standard practice
however is for a subagent to register at the highest |evel of
the nam ng tree that nakes sense. Registration of fully-
qualified instances is typically done only when a subagent can
per f orm managenent operations only on particular rows of a
conceptual table.

If r.regionis in fact a fully qualified instance nane, the

| NSTANCE_REGQ STRATION bit in h.flags nust be set, otherwise it
nust be cleared. The nmaster agent nmay save this information to
optim ze subsequent operational dispatching.

r.range_subid

Permts specifying a range in place of one of r.region’s sub-
identifiers. |If this value is 0, no range is specified.

QO herwi se the "r.range_subid"-th sub-identifier inr.region is
a range | ower bound, and the range upper bound sub-identifier
(r.upper_bound) imrediately follows r.region.

This permits registering a conceptual row with a single PDU

For exanple, the follow ng PDU woul d register row 7 of the RFC
1573 ifTable (1.3.6.1.2.1.2.2.1.1-22.7):

Daniele, et. al. St andards Track [ Page 24]



RFC 2257 Agent X January 1998

(Agent X header)

s S S i I S R R e h T Tk e S S S o T S
| h.version (1) | h.type (3) | h.fl ags | <reserved>

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| h. sessi onl D |
B T s i I S e i S i i S S e S
| h.transactionl D |
s S S i I S R R e h T Tk e S S S o T S
| h. packet | D |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| h. payl oad_| engt h |
B T s i I S e i S i i S S e S
s S S i I S R R e h T Tk e S S S o T S
| r.timeout | r.priority | 5 <reserved>

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

r.region)
i s S o i T i I i i
| 2 | O <reserved>

B i S e i s ST S R e i ok I S i S
i T i o S Tl s i s S S I S S S S S S
i s S o i T i I i i
B i S e i s ST S R e i ok I S i S
i T i o S Tl s i s S S I S S S S S S

T T T S T S S

T S S i S S i o S S S S S T

e e i T S e A
+NFR AR ENFNF R+ O+

(r.upper_bound)

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| 22

B ik o T e S S T ks e i S R T I e e S S e el ST S TR S e

6.2.4. The agent x- Unregi ster-PDU

The agent x-Unregi ster-PDU i s sent by a subagent to renbve a
previously registered MB region fromthe nmaster agent’s O D space
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(Agent X header)

s S S i I S R R e h T Tk e S S S o T S
| h.version (1) | h.type (4) | h.fl ags | <reserved>

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| h. sessi onl D |
B T s i I S e i S i i S S e S
| h.transactionl D |
s S S i I S R R e h T Tk e S S S o T S
| h. packet | D |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| h. payl oad_| engt h |
B T s i I S e i S i i S S e S
(u.context) OPTI ONAL

R Rt i i i i e T I I S S S R i e S R e e i s o
| Cctet String Length (L) |
B s i S i I i S S S i i
| Cctet 1 | Cctet 2 | Cctet 3 | Cctet 4 |
s S S o T i i S S i (i

T T R i e e e e o S e SRR R
| Octet L -1 | Octet L Paddi ng (as required)
B s i S i I i S S S i i

s S S o T i i S S i (i
| <reserved> | u.priority | u.range_subid | <reserved>
R Rt i i i i e T I I S S S R i e S R e e i s o

(u.region)

B T s i I S e i S i i S S e S
|  n_subid |  prefix | 0 | <reserved>
s S S i I S R R e h T Tk e S S S o T S
sub-identifier #1 |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

B T s i I S e i S i i S S e S
| sub-identifier #n_subid
s S S i I S R R e h T Tk e S S S o T S

(u. upper _bound)

B s i S i I i S S S i i
| optional upper-bound sub-identifier

I T S i S i N S

An agent x- Unregi ster-PDU contains the follow ng fields:
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u. cont ext

An optional non-default context.
u.priority

The priority at which this region was originally registered.
u. region

I ndicates a previously-registered region of the MB that a
subagent no | onger wi shes to support.

6.2.5. The agent x- Get - PDU

(Agent X header)

B s i S i I i S S S i i
| h.version (1) | h.type (5) | h. fl ags | <reserved>
I T Sl I i St S DR S SR
| h. sessi onl D |
I I s s I i i it S S S S i S S
| h.transactionl D |
B s i S i I i S S S i i
| h. packet I D |
i L S i I S it N DR S o
| h. payl oad_| engt h |
I I s S i S T i S S S S ok

(g.context) OPTI ONAL

B T s i I S e i S i i S S e S
| Cctet String Length (L) |
s S S i I S R R e h T Tk e S S S o T S
| Octet 1 | Octet 2 | Cctet 3 | Cctet 4 |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

B T s i I S e i S i i S S e S
| Octet L - 1 | OCctet L Paddi ng (as required)
s S S i I S R R e h T Tk e S S S o T S

(g.sr)

(start 1)

s S S o T i i S S i (i
| n_subid |  prefix | include <reserved>

e e L o i e e T S b i o S N S
| sub-identifier #1 |
B s i S i I i S S S i i
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s S S i I S R R e h T Tk e S S S o T S
| sub-identifier #n_subid
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

(end 1)

s S S o T i i S S i (i
| O | O | O 0

R Rt i i i i e T I I S S S R i e S R e e i s o
(start n)

B T s i I S e i S i i S S e S
|  n_subid |  prefix | include | <reserved>
s S S i I S R R e h T Tk e S S S o T S

| sub-identifier #1 |
I S s =T oI S o e T s s S e T S

s S S i I S R R e h T Tk e S S S o T S
| sub-identifier #n_subid
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

(end n)
s S S o T i i S S i (i
| O | O | O 0

T S it S S S S IR S SH S SEp S S A S

An agent x- Get - PDU contains the follow ng fields:
g. cont ext
An optional non-default context.
g. sr

A SearchRangelLi st containing the requested variables for this
subagent .
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6.2.6. The agent x- Get Next - PDU

(Agent X header)

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| h.version (1) | h.type (6) | h. fl ags | <reserved>

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| h. sessi onl D |
e i I R R i T R it i S S e e e i I T R T e e i
| h.transactionl D |
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| h. packet 1 D |
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| h. payl oad_| engt h |
s S S i I S R R e h T Tk e S S S o T S

(g.context) OPTI ONAL

B s i S i I i S S S i i
| Cctet String Length (L) |
i L S i I S DR
| Octet 1 | Octet 2 | Cctet 3 | Cctet 4 |
I I s S R i ke

B s i S i I i S S S i i
| COctet L - 1 | Cctet L Paddi ng (as required)
e b i T T e T S s S R S e T O i i Tk i RIS S S

(g.sr)

(start 1)

s S S o T i i S S i (i
| n_subid |  prefix | include <reserved>

e e L o i e e T S b i o S N S
| sub-identifier #1 |
B s i S i I i S S S i i

s S S o T i i S S i (i
| sub-identifier #n_subid
R Rt i i i i e T I I S S S R i e S R e e i s o

(end 1)
B T s i I S e i S i i S S e S
|  n_subid |  prefix | 0 | <reserved>

T o I i S S I T i e T T S S S
| sub-identifier #1 |
I S s =T oI S o e T s s S e T S
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s S S i I S R R e h T Tk e S S S o T S
sub-identifier #n_subid
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

(start n)

s S S i I S R R e h T Tk e S S S o T S
| n_subid |  prefix | include <reserved>

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| sub-identifier #1 |
B T s i I S e i S i i S S e S

s S S i I S R R e h T Tk e S S S o T S
| sub-identifier #n_subid
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

(end n)
s S S o T i i S S i (i
| n_subid |  prefix | 0 <reserved>

e e L o i e e T S b i o S N S
| sub-identifier #1 |
B s i S i I i S S S i i

s S S o T i i S S i (i
sub-identifier #n_subid
R Rt i i i i e T I I S S S R i e S R e e i s o

6.2.7. The agent x- Get Bul k- PDU

Agent X header)
B o ok e i e e T i e T e e o S I N e
h.version (1) | h.type (7) | h. fl ags <reserved> |
i o i T S i I S S s ol ST SN S
h. sessionl D |
i T S T s i i i i e e I N N S
h.transactionl D |
B T o e e e e s i e S S s N N S
h. packet I D |
i o i T S i I S S s ol ST SN S
h. payl oad_| engt h |

(
+
|
+
|
+
I
+
|
+
|
N i i S S S S T
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(g.context) OPTI ONAL

s S S i I S R R e h T Tk e S S S o T S
| Cctet String Length (L) |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Octet 1 | Octet 2 | Cctet 3 | Cctet 4 |
B T s i I S e i S i i S S e S

s S S i I S R R e h T Tk e S S S o T S
| Octet L -1 | Octet L Paddi ng (as required) |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

B T s i I S e i S i i S S e S
| g. hon_repeaters | g. max_repetitions
s S S i I S R R e h T Tk e S S S o T S

(g.sr) as in agentx-Get Next - PDU above

6.2.8. The agent x- Test Set - PDU

(Agent X header)

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| h.version (1) | h.type (8) | h. fl ags | <reserved> |
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| h. sessi onl D |
s S S i I S R R e h T Tk e S S S o T S
| h.transacti onl D |
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| h. packet I D |
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| h. payl oad_| engt h |
s S S i I S R R e h T Tk e S S S o T S

(t.context) OPTI ONAL

B s i S i I i S S S i i
| Cctet String Length (L) |
i L S i I S DR
| Octet 1 | Octet 2 | Cctet 3 | Cctet 4 |
I I s S R i ke

B s i S i I i S S S i i
| COctet L - 1 | Cctet L Paddi ng (as required) |
e b i T T e T S s S R S e T O i i Tk i RIS S S

(t.vb)
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(varBind 1)

s S S i I S R R e h T Tk e S S S o T S
| v.type | <reserved> |
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| n_subid |  prefix | 0 | <reserved>

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
sub-identifier #1 |
s S S i I S R R e h T Tk e S S S o T S

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| sub-identifier #n_subid |
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| dat a |
B ik o T e S S T ks e i S R T I e e S S e el ST S TR S e

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
dat a
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

(VvarBi nd n)

B s i S i I i S S S i i
| v.type | <reserved> |
i i T sl I S i i R
| n_subid |  prefix | 0 | <reserved>
T S T i i S i i S
sub-identifier #1 |
B s i S i I i S S S i i

e b i T T e T S s S R S e T O i i Tk i RIS S S
| sub-identifier #n_subid |
R T i T e e i T S L e e e i T St R S S S S s e I S R
| dat a |
B s i S i I i S S S i i

B e i s T i et s T ol T S S S N SR S S S

| dat a

B ik ol T I R S S T T R T T sl it S SR R R S S S T ik ot S
An agent x- Test Set - PDU contains the follow ng fields:

t.cont ext

An optional non-default context.

Daniele, et. al. St andards Track [ Page 32]



RFC 2257 Agent X January 1998

t.vb

A Var Bi ndLi st containing the requested VarBinds for this
subagent .

6.2.9. The agentx-ConmitSet, -UndoSet, -C eanupSet PDUs
These PDUs consi st of the Agent X header only.

The agent x- Commit Set-, -UndoSet-, and -C eanup-PDUs are used in
processi ng an SNMP Set Request operati on.

6.2.10. The agentx-Notify-PDU

An agentx-Notify-PDU is sent by a subagent to cause the master agent
to forward a notification.

(Agent X header)

e e e i i i T T e N ik N N
| h.version (1) | h.type (12) | h. fl ags | <reserved>
e  h C s e e T e e i i i Sl R R
| h. sessi onl D |
B s i S i I i S S S i i
| h.transactionl D

e s S i e S e e  t ik ok S R SR S S
| h. packet | D

T L R e T e e e i o R S
| h. payl oad_| engt h

B s i S i I i S S S i i

(n.context) OPTI ONAL

s S S i I S R R e h T Tk e S S S o T S
| Cctet String Length (L) |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Cctet 1 | Cctet 2 | Cctet 3 | Cctet 4 |
B T s i I S e i S i i S S e S

'+L'+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Cctet L -1 | Octet L Paddi ng (as required) |

T S S T T S S e T S S S S A

(n. vb)

An agent x- Noti fy-PDU contains the followi ng fields:
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n. cont ext
An optional non-default context.
n.vb

A Var Bi ndLi st whose contents define the actual PDU to be sent.
This menmo places the following restrictions on its contents:

- If the subagent supplies sysUpTime.0, it nust be
present as the first varbind.

- snnpTrapO D. 0 nust be present, as the second
varbind if sysUpTime.0 was supplied, as the first if it
was not .

6.2.11 The agent x- Pi ng- PDU

The agent x-Ping-PDU is sent by a subagent to the nmaster agent to
nonitor the master agent’'s ability to receive and send Agent X PDUs
over their Agent X session

(Agent X header)

B T s i I S e i S i i S S e S
| h.version (1) | h.type (13) | h. fl ags | <reserved>
s S S i I S R R e h T Tk e S S S o T S
| h. sessionl D |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| h.transactionl D

B T s i I S e i S i i S S e S
| h. packet I D

s S S i I S R R e h T Tk e S S S o T S
| h. payl oad_| engt h

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

(p. context) OPTI ONAL

e S i S S i g
| Cctet String Length (L)

I I S i i S it ik i it I SR R S U S S i
| Cctet 1 | Cctet 2 | Cctet 3 | Cctet 4 |
B s i S i I i S S S i i

s S S o T i i S S i (i
| Cctet L -1 | Octet L | Paddi ng (as required)
R Rt i i i i e T I I S S S R i e S R e e i s o

An agent x- Pi ng- PDU may contain the followng field:
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p. cont ext
An optional non-default context.

Usi ng p.context a subagent can retrieve the sysUpTi me value for a
specific context, if required.

6.2.12. The agentx-1ndexAl | ocat e- PDU

An agent x- I ndexAl | ocate-PDU is sent by a subagent to request
al l ocation of a value for specific index objects. Refer to section
7.1.3 (Using the agent x-1ndexAl | ocate-PDU) for suggested usage.

(Agent X header)

e e e o i T R S S e o
| h.version (1) | h.type (14) | h. fl ags <reserved> |
B s i S i I i S S S i i
| h. sessionl D |
e s S i e S e e  t ik ok S R SR S S
| h.transactionl D

T Lk R e T e i ik i Sl TR R o
| h. packet | D

B s i S i I i S S S i i
| h. payl oad_| engt h

e i o i e e e T i i i

(i.context) OPTI ONAL

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| Cctet String Length (L)

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Cctet 1 | Cctet 2 | Cctet 3 | Cctet 4 |
B ik o T e S S T ks e i S R T I e e S S e el ST S TR S e
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| Cctet L -1 | Octet L Paddi ng (as required)

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

(i.vb)

An agent x- I ndexAl | ocat e- PDU contains the follow ng fields:
i . cont ext

An optional non-default context.
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i.vb

A Var Bi ndLi st containing the index nanes and val ues requested
for allocation.

6.2.13. The agent x-1ndexDeal | ocat e- PDU

An agent x- | ndexDeal | ocate-PDU i s sent by a subagent to rel ease
previously allocated index val ues.

B s i S i I i S S S i i
| h.version (1) | h.type (15) | h. fl ags | <reserved>

e b i T T e T S s S R S e T O i i Tk i RIS S S
| h. sessionl D |
R T i T e e i T S L e e e i T St R S S S S s e I S R
| h.transactionl D |
B s i S i I i S S S i i
| h. packet I D

e b i T T e T S s S R S e T O i i Tk i RIS S S
| h. payl oad_| engt h

R T i T e e i T S L e e e i T St R S S S S s e I S R

i .context) OPTI ONAL

i I e e e ol ol T I S e e it I o R e e S o ol 2
Cctet String Length (L)

B N e i i T R et o s S

Cctet 1 | Cctet 2 | Cctet 3 | Cctet 4 |

+
+
I S T i S T S S e e I T T S S e e

B T s i I S e i S i i S S e S
| Cctet L - 1 | Octet L Paddi ng (as required)
s S S i I S R R e h T Tk e S S S o T S

(i.vb)

An agent x- | ndexDeal | ocat e- PDU contains the follow ng fields:
i . context
An optional non-default context.
i.vb

A Var Bi ndLi st containing the index nanes and val ues to be
rel eased.

Daniele, et. al. St andards Track [ Page 36]



RFC 2257 Agent X January 1998

6.2.14. The agent x- AddAgent Caps- PDU

An agent x- AddAgent Caps-PDU i s generated by a subagent to informthe
mast er agent of its agent capabilities.

(Agent X header)

e e e i i i T T e N ik N N
| h.version (1) | h.type (16) | h. fl ags | <reserved>
e  h C s e e T e e i i i Sl R R
| h. sessi onl D |
B s i S i I i S S S i i
| h.transactionl D |
e s S i e S e e  t ik ok S R SR S S
| h. packet | D |
T L R e T e e e i o R S
| h. payl oad_| engt h |
B s i S i I i S S S i i

(a.context) (OPTI ONAL)

s S S i I S R R e h T Tk e S S S o T S
| Cctet String Length (L) |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Octet 1 | Octet 2 | Cctet 3 | Cctet 4 |
B T s i I S e i S i i S S e S

s S S i I S R R e h T Tk e S S S o T S
| COctet L - 1 | Cctet L Opti onal Paddi ng
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

a.id
i-+-+?+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| n_subid |  prefix | 0 <reserved>
T S T i i S i i S
sub-identifier #1 |
B s i S i I i S S S i i

s S S o T i i S S i (i
| sub-identifier #n_subid
R Rt i i i i e T I I S S S R i e S R e e i s o

(a. descr)

B T s i I S e i S i i S S e S
| Cctet String Length (L) |
s S S i I S R R e h T Tk e S S S o T S
| Octet 1 | Octet 2 | Cctet 3 | Cctet 4 |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
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s S S i I S R R e h T Tk e S S S o T S
| Cctet L -1 | Octet L | Opti onal Paddi ng
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

An agent x- AddAgent Caps- PDU contains the follow ng fields:

a. cont ext

An optional non-default context.

a.id

An hject ldentifier containing the value of an invocation of

t he AGENT- CAPABI LI TI ES macro, which the master agent exports as
a value of sysORID for the indicated context. (Recall that the
val ue of an invocation of an AGENT- CAPABI LI TIES macro is an
object identifier that describes a precise |evel of support
with respect to inplenented MB nodules. A nore conplete

di scussion of the AGENT-CAPABI LI TIES nmacro and rel ated sysORI D
val ues can be found in section 6 of RFC 1904 [10].)

a. descr

6. 2. 15.

An Cctet String containing a DisplayString to be used as the
val ue of sysORDescr corresponding to the sysORI D val ue above.

The agent x- RenoveAgent Caps- PDU

An agent x- RenoveAgent Caps-PDU i s generated by a subagent to request
that the master agent stop exporting a particular value of sysORID.
Thi s val ue nust have previously been advertised by the subagent in an
agent x- AddAgent Caps- PDU

(Agent X header)

B T s i I S e i S i i S S e S
| h.version (1) | h.type (17) | h. fl ags | <reserved>
s S S i I S R R e h T Tk e S S S o T S

|
+-
|
+-
|
+-
|
+-

Dani el e,

h. sessionl D |

I S T S T i S S e e e T S S i i e S

h.transactionl D |

i T el m T S S i S SRR

h. packet I D

T S S S T S el -

h. payl oad_| engt h |

I T T S T i S S e e T 2 T s i S
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(a.context) (OPTIONAL)

s S S i I S R R e h T Tk e S S S o T S
| Cctet String Length (L) |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Octet 1 | Octet 2 | Cctet 3 | Cctet 4 |
B T s i I S e i S i i S S e S

s S S i I S R R e h T Tk e S S S o T S
| COctet L - 1 | Cctet L Opti onal Paddi ng
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

a.id
i-+-+?+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| n_subid |  prefix | 0 <reserved>
T S T i i S i i S
sub-identifier #1 |
B s i S i I i S S S i i

s S S o T i i S S i (i
| sub-identifier #n_subid
R Rt i i i i e T I I S S S R i e S R e e i s o

An agent x- RenmoveAgent Caps- PDU contains the follow ng fields:
a. cont ext
An optional non-default context.
a.id

An Objectldentifier containing the value of sysORID that shoul d
no | onger be exported.

6.2.16. The agent x- Response- PDU

e I e i i i o S alh ale sl SR R S S S S S S S S S
h.version (1) | h.type (18) | h. fl ags | <reserved>
e I i i i T e S e N S il s Sk STE TR S I TR S e

h. sessi onl D
B i s i T S S iy (i S N S S Y e
h.transactionl D
B o S e i i o e S S S S S lk o S S S e e
h. packet I D
B T R o i T e T i T Tk T TRIE S e TR S R S S
h. payl oad_| engt h
B i s i T S S iy (i S N S S Y e

+ o+
1 1

1
+
1
+
1
+
1
+
1

]
=+
]
=+
]
=+
]
=+
]

[

+
[

+
[

+
[

T
T T A T T 4+

e i it Sl Sl

1
+
1
+
1
+
1
+
1
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i S T i s o i i R SR S S S S
| res. sysUpTi me |
e  E C kR e T S S e i s i Sl SR N R e
| res.error | res. i ndex |
B s i S i I i S S S i i

An agent x- Response- PDU contains the follow ng fields:
h. sessi onl D
If this is a response to a agentx-Open-PDU, then it contains
the new and uni que sessionl D (as assigned by the master agent)

for this session.

O herwise it nust be identical to the h.sessionlD value in the
PDU to which this PDU is a response.

h.transacti onl D

Must be identical to the h.transactionlD value in the PDU to
which this PDU is a response.

In an agentx response PDU fromthe nmaster agent to the
subagent, the value of h.transactionl D has no significance and
can be ignored by the subagent.

h. packet I D

Must be identical to the h.packetID value in the PDU to which
this PDU is a response.

res. sysUpTi me

This field contains the current value of sysUpTine for the

i ndicated context. It is relevant only in agentx response PDUs
sent fromthe naster agent to a subagent in response to the
foll owi ng agentx PDUs:

agent x- Open- PDU (1),
agent x- Cl ose- PDU (2),
agent x- Regi st er - PDU (3),
agent x- Unr egi st er - PDU (4),
agent x- Pi ng- PDU (13),
agent x- | ndexAl | ocat e- PDU (14),
agent x- I ndexDeal | ocate-PDU  (15),
agent x- AddAgent Caps- PDU (16),

agent x- RenoveAgent Caps- PDU  (17)
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In an agentx response PDU fromthe subagent to the master
agent, the value of res.sysUpTinme has no significance and is
i gnored by the naster agent.

res.error
Indicates error status (including ‘noError’). Values are

limted to those defined for errors in the SNMPv2 SM (RFC 1905
[4]), and the followi ng Agent X-specific val ues:

openFai | ed (256),
not Qpen (257),
i ndexW ongType (258),
i ndexAl readyAl | ocat ed (259),
i ndexNoneAvai | abl e (260),
i ndexNot Al | ocat ed (261),
unsupport edCont ext (262),
dupl i cat eRegi stration (263),
unknownRegi stration (264),
unknownAgent Caps (265)

res.index

In error cases, this is the index of the failed variable
binding within a received request PDU.(Note: As explained in
section 5.4, Value Representation, the index values of variable
bi ndings within a variable binding list are 1-based.)

A VarBindList may follow these latter two fields, depending on which
Agent X PDU i s being responded to. These data are specified in the
subsequent el enents of procedure.

7. Elenments of Procedure

This section describes the actions of protocol entities (master
agents and subagents) inplenenting the AgentX protocol. Note,
however, that it is not intended to constrain the interna
architecture of any confornmant inplementation

Specific error conditions and associ ated actions are described in
various places. Oher error conditions not specifically mentioned
fall into one of two categories, "parse" errors and "protocol"
errors.

A parse error occurs when a receiving entity cannot decode the PDU

For instance, a VarBind contains an unknown type, or a PDU contains a
mal formed Obj ect Identifier
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A protocol error occurs when a receiving entity can parse a PDU, but
the resulting data is unspecified. For instance, an agentXx-
Response-PDU i s successfully parsed, but contains an unknown
res.error val ue.

An i npl enentati on may choose either to ignore such nessages, or to
cl ose the session on which they are received, using the appropriate
reason code as defined in the agentx-C ose- PDU

The actions of AgentX protocol entities can be broadly categorized
under two headi ngs, each of which is described separately:

(1) processing Agent X admini strative nessages (e.g., connection
requests froma subagent to a master agent); and

(2) processing SNVP nessages (the coordi nated actions of a
mast er agent and one or mnore subagents in processing, for
exanpl e, a received SNVP Get Request - PDU) .

7.1. Processing Agent X Administrative Messages

Thi s subsection describes the actions of AgentX protocol entities in
processi ng Agent X admi ni strative messages. Such nessages incl ude
those involved in establishing and term nati ng an Agent X sessi on

bet ween a subagent and a master agent, those by which a subagent
requests allocation of instance index values, and those by which a
subagent communi cates to a naster agent which MB regions it
supports.

7.1.1. Processing the agent x- Open- PDU

When the master agent receives an agentx-Qpen-PDU, it processes it as
fol | ows:

1) An agent x- Response-PDU is created and res.sysUpTine is set to
the value of sysUpTinme.0 for the indicated context.

2) If the master agent is unable to open an Agent X session for
any reason, it may refuse the session establishment request,
sending in reply the agentx-RResponse-PDU, with res.error field set
to ‘openFail ed

3) Oherwi se: The master agent assigns a sessionlD to the new
session and puts the value in the h.sessionlD field of the
agent x- Response-PDU. Thi s val ue nust be uni que anpong all existing
open sessi ons.
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4) The master agent retains session-specific informtion
fromthe PDU for this subagent:

- The NETWORK BYTE _ORDER value in h.flags is retained.
Al'l subsequent Agent X protocol operations initiated by the
master agent for this session nmust use this byte ordering and
set this bit accordingly.

The subagent typically sets this bit to correspond to its
native byte ordering, and typically does not vary byte ordering
for an initiated session. The master agent nust be able to
decode each PDU according to the h.flag NETWORK BYTE ORDER bit
in the PDU, but does not need to toggle its retained val ue for
the session if the subagent varies its byte ordering.

- The o.tinmeout value is used in calculating response
timeout conditions for this subagent.

- The o.id and o.descr fields are used for informationa
purposes. (Such purposes are inplenentation-specific for now,
and may be used in a possible future standard AgentX M B.)

5) The agent x- Response-PDU is sent with the res.error field
set to ‘noError’

At this point, an Agent X session is considered established between
the master agent and the subagent. An AgentX session is a distinct
channel for the exchange of AgentX protocol messages between a master
agent and one subagent, qualified by the session-specific attributes
listed in 4) above. AgentX session establishnment is initiated by the
subagent. An Agent X session can be terminated by either the naster
agent or the subagent.

7.1.2. Processing the agentx-I|ndexAl | ocat e- PDU

When the master agent receives an agent x-1ndexAl | ocate-PDU, it
processes it as foll ows:

1) An agent x- Response-PDU is created and res.sysUpTine is set to
the val ue of sysUpTime.0 for the default context.

2) If h.sessionlD does not correspond to a currently established
session with this subagent, the agentx-Response-PDU is sent in
reply with res.error set to ‘notQpen’
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3)

4)

If the NON DEFAULT CONTEXT bit is set, and the naster agent
supports only a default context, the agentx-Response-PDU is
returned with res.error set to ‘unsupportedContext’, and the
requested allocation fails. Oherw se: The val ue of res.sysUpTi ne
is set to the value of sysUpTinme.0 for the indicated context.

Each VarBind in the VarBindList is processed until either al

are successful, or one fails. |If any VarBind fails, the agentx-
Response-PDU is sent in reply containing the original VarBindList,
with res.index set to indicate the failed VarBind, and with
res.error set as described subsequently. All other VarBinds are

i gnored; no index values are allocated.

Var Bi nds are processed as foll ows:

- v.name is the nane of the index for which a value is to be
al | ocat ed.

- v.type is the syntax of the index object.

- v.data indicates the specific index val ue requested.
If the NEWINDEX or the ANY_INDEX bit is set, the actual value
in v.data is ignored and an appropriate index value is
gener at ed.

a) If there are no currently allocated i ndex values for v.nane
in the indicated context, and v.type does not correspond to a
valid index type value, the VarBind fails and res.error is set
to ‘i ndexWongType’ .

b) If there are currently allocated index values for v.nane
in the indicated context, but the syntax of those val ues does
not match v.type, the VarBind fails and res.error is set to
‘i ndexW ongType’.

c) Oherwise, if both the NEWINDEX and ANY_ I NDEX bhits are
clear, allocation of a specific index value is being requested.
If the requested index is already allocated for v.nane in the
i ndi cated context, the VarBind fails and res.error is set to
‘i ndexAl readyAl | ocat ed’

d) Oherwise, if the NEWINDEX bit is set, the nmaster agent
shoul d generate the next available index value for v.nane in
the indicated context, with the constraint that this value nust
not have been allocated (even if subsequently rel eased) to any
subagent since the last re-initialization of the nmaster agent.
If no such value can be generated, the VarBind fails and
res.error is set to ‘indexNoneAvail abl e’
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e) Oherwise, if the ANY.INDEX bit is set, the naster agent
shoul d generate an index value for v.name in the indicated
context, with the constraint that this value is not currently
all ocated to any subagent. |If no such value can be generated,
then the VarBind fails and res.error is set to
‘i ndexNoneAvai | abl e’

5) If all VarBinds are processed successfully, the
agent x- Response-PDU is sent in reply with res.error set to
‘noError’. A VarBindList is included that is identical to the one
sent in the agentx-IndexAllocate-PDU, except that VarBinds
requesting a NEWINDEX or ANY_| NDEX val ue are generated with an
appropriate val ue.

3. Using the agentx-I|ndexAl |l ocate-PDU

Index allocation is a service provided by an Agent X naster agent. It
provi des generic support for sharing M B conceptual tables anpbng
subagents who are assuned to have no know edge of each ot her

Each subagent sharing a table should first request allocation of
i ndex val ues, then use those index values to qualify MB regions in
its subsequent registrations.

The naster agent nmintains a database of index objects (O Ds), and,
for each index, the values that have been allocated for it. It is
unaware of what M B variables (if any) the index objects represent.

By convention, subagents use the MB variable listed in the | NDEX
cl ause as the index object for which values nust be allocated. For
tabl es indexed by nultiple variables, values may be allocated for
each index (although this is frequently unnecessary; see exanple 2
bel ow). The subagent may request allocation of

- a specific index value - an index value that is not currently
all ocated - an i ndex val ue that has never been all ocated

The last two alternatives reflect the uniqueness and constancy

requi renments present in many M B specifications for arbitrary integer
i ndexes (e.g., iflndex in the IF MB (RFC 1573 [11]),
snnpFddi SMI ndex in the FDDI M B (RFC 1285 [12]), or
sysAppl I nstal | Pkgl ndex in the System Application MB [13]). The need
for subagents to share tables using such indexes is the main
notivation for index allocation in AgentX
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Exampl e 1:

A subagent inplenents an interface, and wi shes to register a
single row of the RFC 1573 ifTable. It requests an allocation for
the index object "iflndex", for a value that has never been

al l ocated (since iflndex val ues nmust be unique). The naster agent
returns the value "7".

The subagent now attenpts to register row 7 of ifTable, by
specifying a MB region in the agent x- Regi ster-PDU of
1.3.6.1.2.1.2.2.1.[1-22].7. If the registration succeeds, no
further processing is required. The naster agent will dispatch to
this subagent correctly.

But the registration may fail. |Index allocation and M B region
regi stration are not coupled in the naster agent. Some ot her
subagent may have already registered ifTable row 7 without first
havi ng requested all ocation of the index. The current state of

i ndex all ocations is not considered when processing registration
requests, and the current registry is not considered when
processi ng i ndex allocation requests. |f subagents follow the
nodel of "first request allocation of an index, then register the
correspondi ng region", then a successful index allocation request
gi ves a subagent a good hint (but no guarantee) of what it should
be able to register.

If the registration failed, the subagent should request allocation
of a newindex i, and attenpt to register ifTable.[1-22].i, unti
successful .

Exampl e 2:

Thi s same subagent wi shes to register ipNetToMediaTable rows
corresponding to its interface (iflndex i). Due to structure of
this table, no further index allocation need be done. The
subagent can register the M B region i pNet ToMedi aTable.[1-4].i, It
is claimng responsibility for all rows of the table whose val ue
of i pNet ToMedi al flndex is i

Exanpl e 3:

A network device consists of a set of processors, each of which
accepts network connections for a unique set of |P addresses.

Further, each processor contains a subagent that inplenents

tcpConnTable. In order to represent tcpConnTable for the entire
managed devi ce, the subagents need to share tcpConnTabl e.
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In this case, no index allocation need be done at all. Each
subagent can register a MB region of tcpConnTable.[1-5].a.b.c.d,
where a.b.c.d represents an uni que | P address of the individua
processor.

Each subagent is claimng responsibility for the region of
tcpConnTabl e where the val ue of tcpConnLocal Address is a.b.c.d.

7.1.4 Processi ng the agent x- 1 ndexDeal | ocat e- PDU

VWen the master agent receives an agent x- | ndexDeal | ocate-PDU, it
processes it as foll ows:

1) An agent x- Response-PDU is created and res.sysUpTine is set to
the value of sysUpTinme.0 for the default context.

2) If h.sessionlD does not correspond to a currently
establ i shed session with this subagent, the agentx-Response-PDU is
sent inreply with res.error set to ‘not Open’

3) If the NON_DEFAULT _CONTEXT bit is set, and the master agent
supports only a default context, the agentx-Response-PDU is
returned with res.error set to ‘unsupportedContext’, and the
requested deallocation fails. Qherw se: The val ue of
res.sysUpTinme is set to the value of sysUpTine.0 for the indicated
cont ext .

4) Each VarBind in the VarBindList is processed until either al
are successful, or one fails. |If any VarBind fails, the agentx-
Response-PDU is sent in reply, containing the origina
Var Bi ndLi st, with res.index set to indicate the failed VarBind,
and with res.error set as described subsequently. Al other
Var Bi nds are ignored; no index values are rel eased.

Var Bi nds are processed as foll ows:

- v.name is the name of the index for which a value is to be
rel eased

- v.type is the syntax of the index object

- v.data indicates the specific index value to be rel eased.
The NEW. I NDEX and ANY_I NDEX bits are ignored.

a) If the index value for the named index is not currently

allocated to this subagent, the VarBind fails and res.error is
set to ‘indexNotAl | ocated
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If all VarBinds are processed successfully, res.error is

set to ‘noError’ and the agentx-RResponse-PDU is sent. A

Var Bi ndLi st is included which is identical to the one sent in the
agent x- | ndexDeal | ocat e- PDU

Al'l released index values are now avail able, and may be used in
response to subsequent allocation requests for ANY_|I NDEX val ues
for the particul ar index.

Processi ng the agent x- Regi st er - PDU

When the master agent receives an agentx-Register-PDU, it processes

it

1)

2)

3)

4)

as foll ows:

An agent x- Response-PDU is created and res.sysUpTinme is set to
the val ue of sysUpTime.0 for the default context.

If h.sessionlD does not correspond to a currently
establ i shed session with this subagent, the agentx-Response-PDU is
sent inreply with res.error set to ‘not Open’

If the NON _DEFAULT _CONTEXT bit is set, and the nmaster agent
supports only a default context, the agentx-Response-PDU is
returned with res.error set to ‘unsupportedContext’, and the
requested registration fails. Qherwi se: The value of
res.sysUpTinme is set to the value of sysUpTine.0 for the indicated
cont ext .

Not e: Non-default contexts m ght be added on the fly by
the master agent, or the master agent mght require such
non-default contexts to be pre-configured. The choice is
i mpl ement ati on-specific.

Characterize the request.

If r.region (or any of its set of Object Identifiers, if r.range
is non-zero) is exactly the same as any currently regi stered val ue
of r.region (or any of its set of Cbject ldentifiers), this
registration is termed a duplicate region

If r.region (or any of its set of Object ldentifiers, if r.range
is non-zero) is a subtree of, or contains, any currently

regi stered value of r.region (or any of its set of Object
Identifiers), this registration is ternmed an overl appi ng region

I f the NON _DEFAULT _CONTEXT bit is set, this region is to be
logically registered within the context indicated by r.context.
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O herwise this regionis to be logically registered within the
default context.

A registration that would result in a duplicate region with the
same priority and within the same context as that of a current
registration is terned a duplicate registration

O herwise, if this is a duplicate registration, the
agent x- Response-PDU is returned with res.error set to
“duplicateRegistration’, and the requested registration fails.

O herwi se, the agent x-Response-PDU is returned with res.error
set to ‘noError’

The master agent adds this region to its registered O D space for
the indicated context, to be considered during the dispatching
phase for subsequently received SNVP protocol nessages.

Note: The followi ng algorithmdescribes maintaining a set of QD
ranges derived from"splitting" registered regions. The algorithm
for operational dispatching is also stated in terms of these QD
ranges.

These O D ranges are a useful explanatory device, but are not
required for a correct inplenentation

- If r.region (Rl) is a subtree of a currently registered
region (R2), split R2 into 3 new regions (R2a, R2b, and R2c)
such that R2b is an exact duplicate of RL. Now renove R2 and
add Rl, R2a, R2b, and R2c to the naster agent’s
| exi cographi cally ordered set of ranges (the registered QD
space). Note: Though new y-added ranges Rl and R2b are
identical in terms of the MB objects they contain, they are
regi stered by different subagents, possibly at different
priorities.

For instance, if subagent S2 registered "ip" (R2is
1.3.6.1.2.1.4) and subagent S1 subsequently registered

"i pNet ToMedi aTable" (RL is 1.3.6.1.2.1.4.22), the resulting set
of registered regi ons woul d be:

6.1.2.1.4 up to but not including 1.3.6.1.2.1.4.22 (by S2)
6.1.2.1.4.22 up to but not including 1.3.6.1.2.1.4.23 (by S2)
6.1.2.1.4.22 up to but not including 1.3.6.1.2.1.4.23 (by S1)
6.1.2.1.4.23 up to but not including 1.3.6.1.2.1.5 (by S2)
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- If r.region (R1) overlaps one or nore currently regi stered
regi ons, then for each overlapped region (R2) split Rl into 3
new ranges (Rla, Rlb, Rlc) such that Rlb is an exact
duplicate of R2. Add Rlb and R2 into the |exicographically
ordered set of regions. Apply (5) above iteratively to Rla and
Rlc (since they may overlap, or be subtrees of, other regions).

For instance, given the currently registered regions in the
exanpl e above, if subagent S3 now registers mb-2 (Rl is
1.3.6.1.2.1) the resulting set of regions would be:

1.3.6.1.2.1 up to but not including 1.3.6.1.2.1.4 (by S3)
1.3.6.1.2.1.4 up to but not including 1.3.6.1.2.1.4.22 (by S2)
1.3.6.1.2.1.4 up to but not including 1.3.6.1.2.1.4.22 (by S3)
1.3.6.1.2.1.4.22 up to but not including 1.3.6.1.2.1.4.23 (by S2)
1.3.6.1.2.1.4.22 up to but not including 1.3.6.1.2.1.4.23 (by S1)
1.3.6.1.2.1.4.22 up to but not including 1.3.6.1.2.1.4.23 (by S3)
1.3.6.1.2.1.4.23 up to but not including 1.3.6.1.2.1.5 (by S2)
1.3.6.1.2.1.4.23 up to but not including 1.3.6.1.2.1.5 (by S3)
1.3.6.1.2.1.5 up to but not including 1.3.6.1.2.2 (by S3)

Note that at registration tine a region may be split into multiple
O D ranges due to pre-existing registrations, or as a result of any
subsequent registration. This region splitting is transparent to
subagents. Hence the naster agent nust always be able to associate
any ODrange with the information contained in its original agentx-
Regi st er - PDU.

7.1.5.1. Handling Duplicate O D Ranges

As a result of this registration algorithmthere are likely to be
duplicate O D ranges (regions of identical MB objects registered to
di fferent subagents) in the naster agent’s registered O D space
Whenever the master agent’s dispatching algorithm (see 7.2.1,

Di spat ching Agent X PDUs) results in a duplicate O D range, the
mast er agent selects one to use, terned the "authoritative region’
as follows:

1) Choose the one whose original agentx-Regi ster-PDU
r.region contai ned the nost subids, i.e., the nost specific
r.region. Note: The presence or absence of a range subid has
no bearing on how "specific" one object identifier is conpared
to anot her.

2) If still anbiguous, there were duplicate regions. Choose the

one whose origi nal agentx- Regi ster-PDU specified the snaller
value of r.priority.
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Processi ng the agent x- Unr egi st er- PDU

1) An agent x- Response-PDU is created and res.sysUpTine is set to
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the val ue of sysUpTime.0 for the default context.

If h.sessionlD does not correspond to a currently
establ i shed session with this subagent, the agentx-Response-PDU is
sent inreply with res.error set to ‘not Open’

If the NON _DEFAULT _CONTEXT bit is set, and the nmaster agent
supports only a default context, the agentx-Response-PDU is
returned with res.error set to ‘unsupportedContext’, and the
requested unregistration fails. Qherwi se: The value of
res.sysUpTinme is set to the value of sysUpTine.0 for the indicated
cont ext .

If u.region, u.priority, and the indicated context do not match
an existing registration nade during this session, the agentx-
Response-PDU is returned with res.error set to

‘unknownRegi stration’

O herwi se, the agent x-Response-PDU is sent in reply with res.error
set to ‘noError’, and the previous registration is renoved:

- The master agent renpves u.region fromits registered O D space
within the indicated context. |[If the original region had been
split, all such related regions are renoved.

For instance, given the exanple registry above, if subagent S2
unregisters "ip", the resulting registry would be:

6.1.2.1 up to but not including 1.3.6.1.2.1.4 (by S3)
6.1.2.1.4 up to but not including 1.3.6.1.2.1.4.22 (by S3)
6.1.2.1.4.22 up to but not including 1.3.6.1.2.1.4.23 (by S1)
6.1.2.1.4.22 up to but not including 1.3.6.1.2.1.4.23 (by S3)
6.1.2.1.4.23 up to but not including 1.3.6.1.2.1.5 (by S3)
6.1.2.1.5 up to but not including 1.3.6.1.2.2 (by S3)

Processi ng the agent x- AddAgent Caps- PDU

VWhen the master agent receives an agent x- AddAgent Caps-PDU, it

processes it as foll ows:

1) An agent x- Response-PDU is created and res.sysUpTine is set to

the val ue of sysUpTine.0 for the default context.
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2) If h.sessionlD does not correspond to a currently
establ i shed session with this subagent, the agentx-Response-PDU is
sent inreply with res.error set to ‘not Open’

3) If the NON_DEFAULT_CONTEXT bit is set, and the master agent
supports only a default context, the agentx-Response-PDU is
returned with res.error set to ‘unsupportedContext’, and the
requested operation fails. Oherwise: The value of res.sysUpTi ne
is set to the value of sysUpTinme.0 for the indicated context.

4) Ot herwi se, the master agent adds the subagent’s capabilities
information to the sysORTable for the indicated context. An
agent x- Response-PDU is sent in reply with res.error set to
‘noError’

7.1.8. Processing the agent x- RenoveAgent Caps- PDU

1) An agent x- Response-PDU is created and res.sysUpTine is set to
the val ue of sysUpTine.0 for the default context.

2) If h.sessionlD does not correspond to a currently
establ i shed session with this subagent, the agentx-Response-PDU is
sent inreply with res.error set to ‘not Open’

3) If the NON _DEFAULT CONTEXT bit is set, and the nmaster agent
supports only a default context, the agentx-Response-PDU is
returned with res.error set to ‘unsupportedContext’, and the
requested operation fails. Oherwi se: The value of res.sysUpTi ne
is set to the value of sysUpTinme.0 for the indicated context.

4) |If the conbination of a.id and the optional a.context does not
represent a sysORTable entry that was added by this subagent,
during this session, the agentx-Response-PDU is returned with
res.error set to ‘unknownAgent Caps’.

5) O herw se the master agent deletes the correspondi ng sysORTabl e
entry and sends in reply the agentx- Response-PDU, with res.error
set to ‘noError’

7.1.9. Processing the agentx-C ose- PDU

When the master agent receives an agentx-Cl ose-PDU, it processes it
as follows:

1) An agent x- Response-PDU is created and res.sysUpTine is set to
the val ue of sysUpTime.0 for the default context.
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2) If h.sessionlD does not correspond to a currently
establ i shed session with this subagent, the agentx-Response-PDU is
sent inreply with res.error set to ‘not Open’

3) Oherw se, the master agent closes the Agent X session
as described below. No agent x- Response-PDU is sent.

- All MB regions that have been registered during this session
are unregi stered, as described in 7.1.6.

- All index values allocated during this session are freed, as
described in section 7.1.4.

- All sysORID values that were regi stered during this session
are renoved, as described in section 7.1.8.

The master agent does not maintain state for closed sessions. If a
subagent wishes to re-establish a session after receiving an agent x-
Close-PDU, it needs to re-register MB regions, agent capabilities,

etc.

7.1.10. Detecting Connection Loss

If a master agent is able to detect (fromthe underlying transport)
that a subagent cannot receive Agent X PDUs, it should close al
af fected Agent X sessions as described in 7.1.9, step 3).

7.1.11. Processing the agentx-Notify-PDU

A subagent sending SNMPvl trap information nmust map this into
(mnimally) a value of snnpTrapO D.0, as described in 3.1.2 of RFC
1908 [8].

The master agent processes the agentx-Notify-PDU as foll ows:

1) If h.sessionlD does not correspond to a currently
establ i shed session with this subagent, an agent x- Response- PDU
is sent inreply with res.error set to ‘notOpen’, and
res.sysUpTime set to the value of sysUpTinme.0 for the indicated

cont ext .

2) The VarBindList is parsed. |If it does not contain a value for
sysUpTi nme. 0, the naster agent supplies the current val ue of
sysUpTinme.0 for the indicated context. |If the next VarBind

(either the first or second VarBind; see section 6.2.10.1) is
not snmpTrapO D.0, the naster agent ceases further processing
of the notification
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3) Notifications are sent according to the inplenentation-specific
configuration of the nmaster agent.

If SNMPvl Trap PDUs are generated, the recommended mapping is
as described in RFC 2089 [9].

Except in the case of a ‘notOpen’ error as described in (1)
above, no agent x- Response-PDU is sent to the subagent when the
mast er agent finishes processing the notification

7.1.12. Processing the agentx-Pi ng- PDU

When the master agent receives an agentx-Ping-PDU, it processes it as
foll ows:

1) An agent x- Response-PDU is created and res.sysUpTine is set to
the val ue of sysUpTime.0 for the default context.

2) If h.sessionlD does not correspond to a currently
establ i shed session with this subagent, the agentx-Response-PDU is
sent inreply with res.error set to ‘not Open’

3) If the NON_DEFAULT_CONTEXT bit is set, and the master agent
supports only a default context, the agentx-Response-PDU is
returned with res.error set to ‘unsupportedContext’. O herwi se:
The val ue of res.sysUpTine is set to the value of sysUpTine.0 for
the indicated context.

4) The agent x- Response-PDU is sent, with res.error set to
‘noError’.

I f a subagent does not receive a response to its pings, or if it is
able to detect (fromthe underlying transport) that the master agent
is not able to receive Agent X nessages, then it eventual ly rmnust
initiate a new Agent X session, re-register its regions, etc.

7.2. Processing Received SNWP Protocol Messages

When an SNWP Get Request, Get Next Request, GCetBul kRequest, or
Set Request protocol nessage is received by the master agent, the
mast er agent applies its access control policy.

In particular, for SNMPvl or SNWPv2c PDUs, the master agent applies
the Elements of Procedure defined in section 4.1 of RFC 1157 [6] that
apply to receiving entities. (For other versions of SNWP, the master
agent applies the access control policy defined in the El ements of
Procedure for those versions.)

Daniele, et. al. St andards Track [ Page 54]



RFC 2257 Agent X January 1998

In the SNMPv1l or v2c franeworks, the naster agent uses the conmunity
string as an index into a local repository of configuration

i nformati on that may include conmmunity profiles or nore conpl ex
context information.

If application of the access control policy results in a valid SNW
request PDU, then an SNMP Response-PDU is constructed from

i nformati on gathered in the exchange of Agent X PDUs between the
mast er agent and one or nore subagents. Upon receipt and initia
val i dation of an SNWP request PDU, a naster agent uses the procedures
descri bed bel ow to dispatch Agent X PDUs to the proper subagents,

mar shal the subagent responses, and construct an SNVP response PDU

7.2.1. Dispatching Agent X PDUs

Upon receipt and initial validation of an SNWP request PDU, a naster
agent uses the procedures described below to dispatch AgentX PDUs to
the proper subagents.

Note: In the foll owi ng procedures, an object identifier is said to be
"contai ned" within an O D range when both of the followi ng are true

- The object identifier does not |exicographically precede
the range.

- The object identifier |exicographically precedes the end
of the range.

Ceneral Rul es of Procedure

Wi | e processing a particular SNVWP request, the nmaster agent may send
one or nore Agent X PDUs to one or nore subagents. The follow ng

rul es of procedure apply in general to the Agent X master agent. PDU
specific rules are listed in the applicable sections.

1) Honoring the registry
Because Agent X supports overlapping registrations, it is possible
for the naster agent to obtain a value for a requested varbind
fromwithin multiple registered MB regions.
The master agent nust ensure that the value (or exception)

actually returned in the SNVWP response PDU is taken fromthe
authoritative region (as defined in section 7.1.5.1).
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2) GetNext and GetBul k Processing

The master agent may choose to send agent x- Get-PDUs while
servicing an SNMP CGet Next Request-PDU. The naster agent nay choose
to send agent x- Get - PDUs or agent x- Get Next - PDUs whi |l e servicing an
SNWVP Get Bul kRequest - PDU. One possible reason for this would be if
the current iteration has targeted instance-|evel registrations.

The master agent may choose to "scope" the possible instances
returned by a subagent by specifying an ending ODin the
SearchRange. |f such scoping is used, typically the ending OD
woul d be the first |exicographical successor to the target QD
range that was registered by a subagent other than the target
subagent. Regardless of this choice, rule (1) nust be obeyed.

The master agent may require multiple request-response iterations
on the sane subagent session, to determ ne the final value of al
requested vari abl es.

Al Agent X PDUs sent on the session while processing a given SNWP
request mnust contain identical values of transactionlD. Each

di fferent SNMP request processed by the master agent nust present
a uni que value of transactionlD (within the [imts of the 32-bit
field) to the session.

3) Nunber and order of variables sent per Agent X PDU

For Get/ Get Next/ GetBul k operations, at any stage of the possibly
iterative process, the naster agent nmay need to dispatch severa
SearchRanges to a particul ar subagent session. The master agent
may send one, sonme, or all of the SearchRanges in a single AgentX
PDU.

The master agent nust ensure that the correct contents and
ordering of the VarBindList in the SNMP Response-PDU are
mai nt ai ned.

The foll owi ng rules govern the nunber of VarBinds in a given
Agent X PDU

a) The subagent nust support processing of Agent X PDUs
with nmultiple VarBinds.

b) When processing an SNMP Set request, the naster agent

nmust send all of the VarBinds applicable to a particul ar
subagent session in a single Test/Set transaction
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4)

5)

7.2.1.

c) Wien processing an SNWP Get, GetNext, or GetBul k request,
the nmaster agent nmay send a single AgentX PDU to the
subagent with all applicable VarBinds, or multiple PDUs with
singl e VarBi nds, or sonething in between those extremes. The
determ nati on of which nethod to use in a particular case is
i mpl enent ati on-specific.

Ti meout Val ues

The master agent chooses a timeout value for each M B regi on being
gueried, which is

a) the value specified during registration of the MB region
if it was non-zero

b) otherw se, the value specified during establishnent of
the session in which this region was subsequently
registered, if that value was non-zero

c) otherwi se, the master agent’s default val ue

VWhen an Agent X PDU that references multiple MB regions is

di spatched, the timeout value used for the PDU is the nmaximum
value of the tinmeouts so determ ned for each of the referenced MB
regi ons.

Cont ext

If the master agent has determ ned that a specific non-default
context is associated with the SNVWP request PDU, that context is
encoded into the Agent X PDU s context field and the
NON_DEFAULT_CONTEXT bit is set in h.flags.

O herwi se, no context Cctet String is added to the PDU, and the
NON_DEFAULT_CONTEXT bit is cleared

1. agentx- Get-PDU

Each variable binding in the SNVP request PDU is processed as

fo

(1)

Dani e

| ows:
Identify the target O D range
Wthin a | exi cographically ordered set of OD ranges, valid for

the indicated context, locate the authoritative regi on that
contai ns the binding s nane.
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(2) If no such A D range exists, the variable binding is not
processed further, and its value is set to ‘noSuchCbhject’.

(3) Identify the subagent session in which this region was
regi stered, terned the target session

(4) If this is the first variable binding to be dispatched over
the target session in a request-response exchange entailed in the
processi ng of this managenment request:
- Create an agentx-CGet-PDU for this session, with the header
fields initialized as described above (see 6.1 Agent X PDU
Header).

(5) Add a SearchRange to the end of the target session’'s PDU
for this variabl e binding.

- The variable binding’s nane is encoded into the starting QO D.
- The ending O D is encoded as null
7.2.1.2. agent x- Get Next - PDU

Each variable binding in the SNVP request PDU is processed as
fol |l ows:

(1) Identify the target O D range

Wthin a | exicographically ordered set of OD ranges, valid for
the indicated context, |ocate

a) the authoritative O D range that contains the variable
bi nding’s name and is not a fully qualified instance, or

b) the authoritative O D range that is the first
| exi cographi cal successor to the variable binding s nane.

(2) If no such O D range exists, the variable binding is not
processed further, and its value is set to ‘endO'M bVi ew

(3) Identify the subagent session in which this region was
regi stered, terned the target session

(4) If this is the first variable binding to be dispatched over the

target session in a request-response exchange entailed in the
processi ng of this managenment request:
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- Create an agent x- Get Next-PDU for the session, with
the header fields initialized as described above (see 6.1
Agent X PDU Header) .

(5) Add a SearchRange to the end of the target session’s
agent x- Get Next - PDU for this variabl e binding.

- if (la) applies, the variable binding’ s name is encoded
into the starting OD, and the O D s "include" field is set to
0.

- if (1b) applies, the target ODis encoded into the starting
OD, and its "include" fieldis set to 1

7.2.1.3. agentx- Get Bul k- PDU

(Note: The outline of the follow ng procedure is based closely on
section 4.2.3, "The GetBul kRequest-PDU' of RFC 1905 [4]. Pl ease
refer to it for details on the fornat of the SNWMP Get Bul kRequest - PDU
itself.)

Each variable binding in the request PDU is processed as foll ows:

(1) Identify the authoritative target O D range and target session
exactly as described for the agentx- Get Next-PDU (see 7.2.1.2).

(2) If this is the first variable binding to be dispatched over the
target session in a request-response exchange entailed in the
processi ng of this managenent request:

- Create an agent x- GetBul k-PDU for the session, with
the header fields initialized as described above (see 6.1
Agent X PDU Header) .

(3) Add a SearchRange to the end of the target session’s
agent x- Get Bul k- PDU for this variable binding, as described for
the agent x-Get Next-PDU. |f the variabl e binding was a non-
repeater in the original request PDU, it nust be a non-repeater
in the agent x- Get Bul k- PDU

The val ue of g.max_repetitions in the agentx-GetBul k- PDU may be | ess
than (but not greater than) the value in the original request PDU

The master agent nmay make such alterations due to sinple sanity
checking, optimzations for the current iteration based on the
regi stry, the maxi num possible size of a potential Response-PDU
known constraints of the Agent X transport, or any ot her

i mpl enent ati on-specific constraint.

Daniele, et. al. St andards Track [ Page 59]



RFC 2257 Agent X January 1998

7.2.1.4. agentx- Test Set - PDU

Agent X enpl oys test-commt-undo-cl eanup phases to achieve "as if
si mul t aneous" semantics of the SNMP Set Request-PDU within the
extensi bl e agent. The initial phase involves the agentx-Test Set - PDU

Each variable binding in the SNMP request PDU is processed in order,
as follows:

(1) Identify the target O D range

Wthin a | exi cographically ordered set of O D ranges, valid for
the indicated context, locate the authoritative range that
contains the variabl e binding s nane.

(2) If no such OD range exists, this variable binding fails with an
error of ‘notWitable'. Processing is conplete for this request.

(3) Identify the single subagent responsible for this A D range
terned the target subagent, and the applicable session, terned
the target session.

(4) If this is the first variable binding to be dispatched over
the target session in a request-response exchange entailed in the
processi ng of this managenment request:

- create an agentx-TestSet-PDU for the session, with the
header fields initialized as described above (see 6.1 AgentX
PDU Header) .

(5) Add a VarBind to the end of the target session's PDU
for this variable binding, as described in section 5.4.

Note that all VarBinds applicable to a given session nmust be sent in
a single agent x- Test Set - PDU

7.2.1.5. Dispatch

A timeout value is calculated for each PDU to be sent, which is the
maxi mum val ue of the tineouts determ ned for each of the PDU s

Sear chRanges (as descri bed above in 7.2.1 Dispatching Agent X PDUs,
item4). Each pending PDU is mapped (via its h.sessionlD value) to a
particul ar transport donai n/ endpoint, as described in section 8
(Transport Mappi ngs).
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7.2.2. Subagent Processing of agentx-Get, GetNext, GetBul k-PDUs

A confornmant Agent X subagent nust support the agentx-Get, -GetNext,
and - GetBul k PDUs, and nust support nultiple variables being supplied
in each PDU

When a subagent receives an agentx-Get-, GetNext-, or GetBul k-PDU, it
perforns the indicated nanagenent operations and returns an agent x-
Response- PDU

The agent x- Response- PDU header fields are identical to the received
request PDU except that, at the start of processing, the subagent
initializes h.type to Response, res.error to ‘noError’, res.index to
0, and the VarBindList to null

Each SearchRange in the request PDU s SearchRangelLi st is processed as
descri bed below, and a VarBind is added in the corresponding | ocation
of the agent x- Response-PDU s VarbindList. |f processing should fai
for any reason not described below, res.error is set to ‘genErr’
res.index to the index of the fail ed SearchRange, the VarBindList is
reset to null, and this agentx-Response-PDU is returned to the master
agent .

7.2.2.1. Subagent Processing of the agentx-Get-PDU

Upon t he subagent’s recei pt of an agentx-Cet-PDU, each SearchRange in
the request is processed as follows:

(1) The starting ODis copied to v.nane.

(2) If the starting O D exactly matches the nane of a
variabl e instantiated by this subagent within the indicated
context and session, v.type and v.data are encoded to represent
the variable' s syntax and val ue, as described in section 5.4,
Val ue Representati on.

(3) OGherwise, if the starting O D does not match the object
identifier prefix of any variable instantiated within the
i ndi cated context and session, the VarBind is set to
‘noSuchObj ect’, in the manner described in section 5.4, Value
Repr esent ati on.

(4) O herwise, the VarBind is set to ‘noSuchl nstance
in the manner described in section 5.4, Value Representation
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7.2.2.2. Subagent Processing of the agentx- Get Next - PDU

Upon t he subagent’s recei pt of an agent x- Get Next - PDU, each
SearchRange in the request is processed as foll ows:

(1) The subagent searches for a variable within the
| exi cographically ordered |ist of variable names for al

variables it instantiates (without regard to registration of
regions) within the indicated context and session, for which the

following are all true:

- if the "include" field of the starting ODis 0, the

variable’s nane is the closest |exicographical successor to the

starting O D

- if the "include" field of the starting ODis 1, the
variable’s nane is either equal to, or the cl osest
| exi cographi cal successor to, the starting O D.

- If the ending ODis not null, the variable s nane
| exi cographi cally precedes the ending O D.

If all of these conditions are nmet, v.name is set to the |ocated
variable’'s nane. v.type and v.data are encoded to represent the
vari abl e’s syntax and val ue, as described in section 5.4, Val ue

Repr esent ati on.

(2) If no such variable exists, v.nane is set to the starting O D,

and the VarBind is set to ‘endOMbView, in the manner
in section 5.4, Value Representation

7.2.2.3. Subagent Processing of the agentx- GetBul k- PDU
A maximumof N + (M* R) VarBinds are returned, where
N equal s g.non_repeaters,

M equal s g. max_repetitions, and
R is (nunber of SearchRanges in the GetBul k request) - N

descri bed

The first N SearchRanges are processed exactly as for the agent x-

Get Next - PDU

If Mand R are both non-zero, the remai ni ng R SearchRanges are

processed iteratively to produce potentially many VarBi nds.
iteration i, such that i is greater than zero and | ess than

For each
or equa

to M and for each repeated SearchRange s, such that s is greater
than zero and less than or equal to R the (N+((i-1)*R)+s)-th VarBind

is added to the agentx- Response-PDU as fol | ows:
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1) The subagent searches for a variable within the
| exi cographically ordered list of variable names for al
variables it instantiates (without regard to registration of
regions) within the indicated context and session, for which
the following are all true:

- The variable’s name is the (i)-th | exicographical successor
to the (N+s)-th requested QO D.

(Note that if i is O and the "include" fieldis 1, the
variabl e’s nane may be equivalent to, or the first
| exi cographi cal successor to, the (N+s)-th requested A D.)

- If the ending ODis not null, the variable s nane
| exi cographi cally precedes the ending O D.

If all of these conditions are nmet, v.nane is set to the

| ocated variable’s nane. v.type and v.data are encoded to
represent the variable' s syntax and val ue, as described in
section 5.4, Value Representation

2) If no such variable exists, the VarBind is set to
‘endO>F M bVi ew as described in section 5.4, Value
Representation. v.nane is set to v.name of the (N+((i-

2)*R)+s)-th VarBind unless i is currently 1, in which case it
is set to the value of the starting ODin the (Nts)-th
Sear chRange.

Note that further iterative processing should stop if

- For any iteration i, all s values of v.type are
‘endOFM bVi ew .

- An Agent X transport constraint or other
i mpl enent ati on-specific constraint is reached.

7.2.3. Subagent Processing of agentx-TestSet, -CommtSet, -UndoSet,
- C eanupSet - PDUs

A conformant Agent X subagent nust support the agent x- Test Set,
-Comm t Set, -UndoSet, and -C eanupSet PDUs, and nust support nmultiple
vari abl es being supplied in each PDU

These four PDUs are used to collectively performthe indicated
managenment operation. An agentx-Response-PDU is sent in reply to
each of the PDUs, to informthe master agent of the state of the
operation.
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The agent x- Response- PDU header fields are identical to the received
request PDU except that, at the start of processing, the subagent
initializes h.type to Response, res.error to ‘noError’, and res.index
to 0.

These Response-PDUs do not contain a VarBi ndLi st.
7.2.3.1. Subagent Processing of the agentx-Test Set - PDU

Upon the subagent’s recei pt of an agentx- Test Set-PDU, each VarBind in
the PDU is validated until they are all successful, or until one
fails, as described in section 4.2.5 of RFC 1905 [4]. The subagent
val i dates variables with respect to the context and session indicated
in the test Set-PDU

If each VarBind is successful, the subagent has a further
responsibility to ensure the availability of all resources (nenory,
wite access, etc.) required for successfully carrying out a
subsequent agent x- Commit Set operation. |If this cannot be guaranteed,
the subagent should set res.error to ‘resourceUnavail abl e’

As a result of this validation step, an agentx-Response-PDU is sent
in reply whose res.error field is set to one of the foll ow ng (SNWPv2
SM) val ues:

noEr r or (0),
genErr (5),
noAccess (6),
wr ongType (7),
wr ongLengt h (8),
wr ongEncodi ng (9),
wr ongVal ue (10),
noCreati on (11),
i nconsi st ent Val ue (12),
resour ceUnavai | abl e (13),
not Witable (17),
i nconsi st ent Nane (18)

If this value is not ‘noError’, the res.index field nmust be set to
the index of the VarBind for which validation fail ed.

| mpl enent ation of rigorous validation code may be one of the nobst
denmandi ng aspects of subagent devel opnent. |Inplenentors are strongly
encouraged to do this right, so as to avoid if at all possible the
extensi bl e agent’s having to return ‘conmitFail ed or ‘undoFail ed
during subsequent processing.

Daniele, et. al. St andards Track [ Page 64]



RFC 2257 Agent X January 1998

7.2.3.2. Subagent Processing of the agentx-Conmit Set-PDU

The agent x- Commi t Set - PDU i ndi cates that the subagent should actually
perform (as described in the post-validation sections of 4.2.5 of RFC
1905 [4]) the managenent operation indicated by the previous

Test Set-PDU. After carrying out the nanagenent operation, the
subagent sends in reply an agent x- Response- PDU whose res.error field
is set to one of the followi ng (SNMPv2 SM) val ues:

noEr r or (0),
conmi t Fai | ed (14)

If this value is ‘“commtFailed , the res.index field nust be set to
the index of the VarBind for which the operation failed. Qherw se
res.index is set to O.

7.2.3.3. Subagent Processing of the agentx-UndoSet - PDU

The agent x- UndoSet - PDU i ndi cates that the subagent should undo the
nmanagenment operation requested in a preceding ConmitSet-PDU.  The
undo process is as described in section 4.2.5 of RFC 1905 [4].

After carrying out the undo process, the subagent sends in reply an
agent x- Response- PDU whose res.index field is set to 0, and whose
res.error field is set to one of the following (SNMPv2 SM) val ues:

noEr r or (0),
undoFai | ed (15)

If this value is ‘undoFailed , the res.index field nust be set to the
i ndex of the VarBind for which the operation failed. O herwi se
res.index is set to O.

This PDU al so signals the end of processing of the managenent
operation initiated by the previous TestSet-PDU. The subagent should
rel ease resources, etc. as described in section 7.2.3.4.

7.2.3.4. Subagent Processing of the agentx-C eanupSet - PDU
The agent x- C eanupSet - PDU si gnal s the end of processing of the
managemnment operation requested in the previous TestSet-PDU. This is
an indication to the subagent that it nay now rel ease any resources
it may have reserved in order to carry out the managenent request.

No response is sent by the subagent.

Daniele, et. al. St andards Track [ Page 65]



RFC 2257 Agent X January 1998

7.2.4. Master Agent Processing of Agent X Responses

The master agent now marshals all subagent Agent X response PDUs and
buil ds an SNWP response PDU. |In the next several subsections, the
initial processing of all subagent Agent X response PDUs is descri bed,
foll owed by descriptions of subsequent processing for each specific
subagent Response.

7.2.4.1. Conmmon Processing of Al Agent X Response PDUs

1) If a subagent does not respond within the tineout interval for
this dispatch, it is treated as if the subagent had returned
‘genErr’ and processed as descri bed bel ow.

A timeout may be due to a variety of reasons, and does not
necessarily denote a failed or mal functioni ng subagent. As such
the master agent’s response to a subagent timeout is

i mpl enent ati on-specific, but with the follow ng constraint:

A subagent that times out on three consecutive requests is
consi dered unable to respond, and the naster agent nust cl ose
the Agent X session as described in 7.1.9, step (2).

2) Oherw se, the h.packetlD, h.sessionlD, and h.transactionlD
fields of the Agent X response PDU are used to correl ate subagent
responses. |f the response does not pertain to this SNWP
operation, it is ignored.

3) O herw se, the responses are processed jointly to formthe SNW
response PDU

7.2.4.2. Processing of Responses to agent x- Get - PDUs

After conmmon processing of the subagent’s response to an agent x- Get -
PDU (see 7.2.4.1 above), processing continues with the follow ng
st eps:

1) For any received Agent X response PDU, if res.error is not
‘noError’, the SNWP response PDU s error code is set to this
value, and its error index to the index of the variable binding
corresponding to the failed VarBind in the subagent’s AgentX
response PDU

Al'l other AgentX response PDUs received due to processing this
SNWP request are ignored. Processing is conplete; the SNWP
Response PDU is ready to be sent (see section 7.2.5, Sending the
SNVP Response- PDU) .
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2) Oherwi se, the content of each VarBind in the Agent X response PDU
is used to update the correspondi ng variable binding in the SNW
Response- PDU.

7.2.4.3. Processing of Responses to agent x- Get Next - PDU and
agent x- Get Bul k- PDU

After common processing of the subagent’s response to an agent x-
Get Next - PDU or agent x- Get Bul k- PDU (see 7.2.4.1 above), processing
continues with the foll ow ng steps:

1) For any received Agent X response PDU, if res.error is not
‘noError’, the SNWP response PDU s error code is set to this
value, and its error index to the index of the VarBind
corresponding to the failed VarBind in the subagent’s Agent X
response PDU.

Al'l other Agent X response PDUs received due to processing this
SNVP request are ignored. Processing is conplete; the SNWP
response PDU is ready to be sent (see section 7.2.5, Sending the
SNMP Response PDU).

2) Oherwi se, the content of each VarBind in the Agent X response
PDU is used to update the corresponding VarBind in the SNWP
response PDU.

After all expected Agent X response PDUs have been processed, if any
VarBi nds still contain the value ‘endOFMbView in their v.type
fields, processing nust continue:

3) Anewiteration of AgentX request dispatching is initiated
(as described in section 7.2.1.1), in which only those VarBinds
whose v.type is ‘endOF M bView are processed.

4) For each such VarBind, a target ODrange is identified
which is the | exicographical successor to the target O D range
for this VarBind on the last iteration. The target subagent is
the one that registered the target OD range. The target session
is the one in which the target O D range was registered.

I f an agent x- Get Next- or GetBul k-PDU i s being di spatched, the
starting OD in the SearchRanges is set to the target O D range,
and its "include" field is set to 1.

5) The value of transactionlD nmust be identical to the val ue
used during the previous iteration.
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6) The Agent X PDUs are sent to the subagent(s), and the responses
are received and processed according to the steps described in
section 7.2.4.

7) This process continues iteratively until a conplete SNWP
Response-PDU has been built, or until there remain no target QD
range | exi cographi cal successors.

7.2.4.4. Processing of Responses to agent x- Test Set - PDUs

After conmmon processing of the subagent’s response to an agent x-
Test Set - PDU (see 7.2.4.1 above), processing continues with the
further exchange of Agent X PDUs. The value of h.transactionlDin the
agent x- Commi t Set, -UndoSet, and -C eanupSet-PDUs nust be identical to
the value sent in the testSet-PDU

The state transitions and PDU sequences are depicted in section 7.3.

1) |If any target subagent’s response is not ‘noError’, all other
agent x- Response-PDUs received due to processing this SNWP request
are ignored.

An agent x- Cl eanupSet-PDU i s sent to each target subagent that has
been sent a agent x- Test Set - PDU

Processing is conplete; the SNWP response PDU is constructed as
descri bed belowin 7.2.4.6.

2) O herwi se an agentx-ComritSet-PDU is sent to each target
subagent.

7.2.4.5. Processing of Responses to agentx- Conmit Set - PDUs

After conmon processing of the subagent’s response to an agent x-
Conmit Set-PDU (see 7.2.4.1 above), processing continues with the
fol | owi ng steps:

1) |If any response is not ‘noError’, all other
agent x- Response-PDUs received due to processing this SNWP request
are ignored.

An agent x- UndoSet-PDU i s sent to each target subagent that has
been sent a agentx-ConmitSet-PDU. Al other subagents are sent a
agent x- C eanupSet - PDU

2) O herwi se an agent x-Cl eanupSet-PDU is sent to each target

subagent. Processing is conplete; the SNMP response PDU is
constructed as described belowin 7.2.4.6.
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7.2.4.6. Processing of Responses to agentx-UndoSet - PDUs

After conmmon processing of the subagent’s response to an agent x-
UndoSet - PDU (see 7.2.4.1 above), processing continues with the
fol |l owi ng steps:

1) |If any response is not ‘noError’ the SNWVP response
PDU s error code is set to this value, and its error index to the
i ndex of the VarBind corresponding to the failed VarBind in the
agent x- Test Set - PDU

O herwi se the SNWP response PDU s error code is set to ‘noError’
and its error index to O.

7.2.5. Sending the SNMP Response- PDU

Once the processing described in sections 7.2.1 - 7.2.4 is conplete,
there is an SNWP response PDU avail able. The master agent now

i mpl enents the El enents of Procedure for the applicable version of
the SNVMP protocol in order to encapsulate the PDU into a nessage, and
transmt it to the originator of the SNVP nanagenent request. Note
that this may involve altering the PDU contents (for instance, to
repl ace the original VarBinds if an error condition is to be
returned).

The response PDU nay also be altered in order to support the SNW
version 1 framework. |In such cases the required mapping is that
defined in RFC 2089 [9]. (Note in particular that the rules for
handl i ng Counter64 syntax may require re-sendi ng Agent X Get Bul k or
Get Next PDUs until a VarBind of suitable syntax is returned.)

7.2.6. MB Views

Agent X subagents are not aware of MB views, since view information
is not contained in Agent X PDUs.

As stated above, the descriptions of procedures in section 7 of this
meno are not intended to constrain the internal architecture of any
conformant inplenmentation. |In particular, the master agent
procedures described in sections 7.2.1 and 7.2.4 may be altered so as
to optimze Agent X exchanges when i nmpl enenting MB vi ews.

Such optim zations are beyond the scope of this nmenpo. But note that

section 7.2.3 defines subagent behavior in such a way that alteration
of SearchRanges may be used in such optimzations.
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7.3. State Transitions
State diagrans are presented fromthe naster agent’s perspective for
transport connecti on and session establishnent, and fromthe
subagent’ s perspective for Set transaction processing.

7.3.1. Set Transaction States

The followi ng table presents, fromthe subagent’s perspective, the
state transitions involved in Set transaction processing:

STATE
Fom e e - Fomme oo Fomme oo
| A | B | C | D | E
| (I'nitial | Test K | Commit | Test | Conmit
| St ate) | | K | Fail | Fail
| | | | |
EVENT | | | | |
--------- T ey
| 7.2.3.1 | | |
Receive | Al varbinds | | | |
TestSet | OK? | X | X | X | X
PDU | Yes ->B | | |
| No ->D | | | |
--------- T ey
| | 7.2.3.2 | |
Recei ve | | NoError? | |
Commt- | X | Yes ->C | X | X | X
Set PDU | | No ->E | | |
--------- T T i T
Recei ve | | | 7.2.3.3 | | 7.2.4.5
UndoSet | X | X | ->done | X | ->done
PDU | | | | |
--------- e T L T
Receive | | 7.2.4.4 | 7.2.3.4]7.2.4.4
C eanup- | X | - >done | ->done | ->done | X
Set PDU | | | | |
--------- T T e
Session | | roll back | undo
Loss | ->done | ->done | ->done | ->done | ->done
--------- T T T i T

There are three possible sequences that a subagent may follow for a
particul ar set transaction:

1) TestSet Conmit Set C eanupSet

2) TestSet CommitSet UndoSet
3) Test Set Cl eanupSet
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Note that a single PDU sequence may result in multiple paths through
the finite state machine (FSM. For exanple, the sequence

Test Set Commi t Set UndoSet
may wal k through either of these two state sequences:

(initial) TestOK ConmitOK  (done)
(initial) TestOK ConmitFail (done)

7.3.2 Transport Connection States
The followi ng table presents, fromthe nmaster agent’'s perspective,

the state transitions involved in transport connection setup and
t ear down:
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Transport
connect
i ndi cation

Recei ve
Open- PDU

Recei ve
Response- PDU

Recei ve ot her
PDUs

Transport
di sconnect
i ndi cation
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Transport
connect ed

i f duplicate
session id,
reject, else
establ i sh
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i f matching
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session’s FSM
el se ignore

i f matching
session id,
feed to that
session’'s FSM
el se reject

notify al
sessi ons on
this transport
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7.3.3 Session States

The followi ng table presents, fromthe nmaster agent’s perspective,
the state transitions involved in session setup and teardown:

I

| Session

| established
I

EVENT
_______________ e
| 7.1.1 |
Recei ve | | X
Open PDU | ->B |
............... e
| | 7.1.9
Recei ve | X |
C ose PDU | | ->A
_______________ e
Recei ve | | 7.1.5
Regi ster PDU | X |
| | ->B
_______________ e
Recei ve | | 7.1.6
Unr egi st er | X |
PDU | | ->B
............... e
Recei ve | |
Get PDU | |
Get Next PDU | |
Get Bul k PDU | X | X
Test Set PDU | |
Conmi t Set PDU | |
UndoSet PDU | |
Cl eanupSet PDU | |
_______________ e
Recei ve | | 7.1.11
Noti fy PDU | X |
| | ->B
_______________ e
Recei ve Ping | | 7.1.12
PDU | X |
| | ->B
............... e

(conti nued next page)
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_______________ e
Recei ve | | 7.1.2
| ndexAl | ocate | X |
PDU | | ->B
_______________ e
Recei ve | | 7.1.4
| ndexDeal | ocat e| X |
PDU | | ->B
............... e
Recei ve | | 7.1.7
AddAgent xCaps | X
PDU | | ->B
_______________ e
Recei ve | | 7.1.8
RenoveAgent xCap| X |
PDU | | ->B
_______________ e
Recei ve | | 7.2.4
Response PDU | X

| | ->B
............... e
Recei ve | |
O her PDU | X | X
_______________ e

8. Transport Mappi ngs

The sane Agent X PDU formats, encodi ngs, and el ements of procedure are
used regardl ess of the underlying transport.

8.1. AgentX over TCP

8.1.1. Well-known Val ues
The master agent accepts TCP connection requests for the well-known
port 705. Subagents connect to the naster agent using this port
nunber .

8.1.2. Operation
Once a TCP connection has been established, the Agent X peers use this
connection to carry all Agent X PDUs. Miltiple AgentX sessions may be
establ i shed using the sanme TCP connection. AgentX PDUs are sent
within an Agent X session. AgentX peers are responsible for nmapping
the h.sessionlD to a particular TCP connection

Al'l Agent X PDUs are presented individually to the TCP, to be sent as
the data portion of a TCP PDU
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8.2. Agent X over UN X-donai n Sockets

Many (BSD-derived) inplenentations of the UNI X operating system
support the UNI X pat hname address famly (AF_UNI X) for socket
conmuni cations. This provides a conveni ent nethod of sending and
recei ving data between processes on the sane host.

Mappi ng Agent X to this transport is useful for environnents that

- wish to guarantee subagents are running on the sane
managed node as the master agent, and where

- sockets provide better performance than TCP or UDP
especially in the presence of heavy network 1/0O

8.2.1. Wl l-known Val ues

The master agent creates a well-known UN X-domai n socket endpoi nt
called "/var/agentx/naster”. (It nmay create other, inplenentation-
specific endpoints.)

Thi s endpoi nt name uses the character set encoding native to the
managed node, and represents a UN X-domai n stream ( SOCK_STREAM
socket .

8.2.2. Operation

Once a connection has been established, the AgentX peers use this
connection to carry all Agent X PDUs.

Mul tiple Agent X sessions may be established using the sane
connection. AgentX PDUs are sent within an Agent X session. AgentX
peers are responsible for nmapping the h.sessionlD to a particul ar
connecti on.

Al Agent X PDUs are presented individually to the socket |ayer, to be
sent in the data stream

9. Security Considerations

This meno defines a protocol between two processing entities, one of
which (the naster agent) is assuned to perform authentication of
recei ved SNMP requests and to control access to managenent
informati on. The naster agent performnms these security operations

i ndependently of the other processing entity (the subagent).
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Security considerations require three questions to be answered:

1. Is a particular subagent allowed to initiate a session with a
particul ar master agent?

2. During an Agent X session, is any SNWP security-rel ated
i nformation (for exanple, comunity nanmes) passed fromthe
nmast er agent to the subagent?

3. During an Agent X session, what part of the MB tree is this
subagent allowed to register?

The answer to the third question is: A subagent can register any
subtree (subject to AgentX el enents of procedure, section 7.1.5).
Currently there is no access control mechani smdefined in AgentX. A
concern here is that a malicious subagent that registers an

unaut hori zed "sensitive" subtree, could see nodification requests to
those objects, or by giving its own clever answer to NVMS queri es,
could cause the NV5 to do sonething that |eads to information

di scl osure or other danage.

The answer to the second question is: No.

Now we can answer the first question. AgentX does not contain a
nmechani sm for authorizing/refusing session initiations. Thus,
control | i ng subagent access to the master agent may only be done at a
| ower | ayer (e.g., transport).

An Agent X subagent can connect to a master agent using either a
network transport nechanism(e.g., TCP), or a "local" mechani sm
(e.g., shared nenory, named pipes).

In the case where a |l ocal transport mechanismis used and both
subagent and master agent are running on the same host, connection
aut horization can be delegated to the operating systemfeatures. The

answer to the first security question then becones: "If and only if
the subagent has sufficient privileges, then the operating system
will allowthe connection".

If a network transport is used, currently there is no inherent
security. Transport Layer Security or SSL could be used to contro
subagent connections, but that is beyond the scope of this docunent.

Thus it is recommended that subagents always run on the sane host as

the master agent and that operating systemfeatures be used to ensure
that only properly authorized subagents can establish connections to

the master agent.
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13. Full Copyright Statenent
Copyright (C The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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