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1. Introduction

The Architecture for describing Internet Management Framewor ks
[ RFC2261] describes that an SNWP engine is conposed of:

1) a Dispatcher

2) a Message Processing Subsystem
3) a Security Subsystem and

4) an Access Control Subsystem

Applications nake use of the services of these subsystens.

It is inmportant to understand the SNWP architecture and the
term nol ogy of the architecture to understand where the Security
Model described in this docunent fits into the architecture and
interacts with other subsystens within the architecture. The reader
is expected to have read and understood the description of the SNWP
architecture, as defined in [ RFC2261].
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This meno [ RFC2264] describes the User-based Security Model as it is
used within the SNVMP Architecture. The nmain idea is that we use the
traditional concept of a user (identified by a userNane) with which

to associate security information.

This menmo describes the use of HVAC- MD5-96 and HVAC- SHA- 96 as the

aut hentication protocols and the use of CBC-DES as the privacy
protocol. The User-based Security Mdel however allows for other such
protocols to be used instead of or concurrent with these protocols.
Therefore, the description of HVAC MD5-96, HMAC- SHA- 96 and CBC- DES
are in separate sections to reflect their self-contained nature and
to indicate that they can be replaced or supplenented in the future

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

1.1. Threats

Several of the classical threats to network protocols are applicable
to the network managenent problem and therefore woul d be applicable
to any SNMP Security Mddel. Oher threats are not applicable to the
net wor k management problem This section discusses principa
threats, secondary threats, and threats which are of |esser

i mportance.

The principal threats against which this SNMP Security Mdel should
provi de protection are:

- Modification of Information
The nodification threat is the danger that sone unauthorized entity
may alter in-transit SNVMP nessages generated on behal f of an
aut hori zed user in such a way as to effect unauthorized managenent
operations, including falsifying the value of an object.

- Masquer ade
The masquerade threat is the danger that managenent operations not
aut horized for sone user nay be attenpted by assuming the identity
of another user that has the appropriate authorizations.

Two secondary threats are also identified. The Security Mde
defined in this nmeno provides |limted protection against:

- Disclosure
The disclosure threat is the danger of eavesdropping on the
exchanges between managed agents and a managenent station
Protecting against this threat may be required as a matter of |oca

policy.
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2.

- Message Stream Modification
The SNWMP protocol is typically based upon a connection-|ess
transport service which nay operate over any sub-network service.
The re-ordering, delay or replay of nmessages can and does occur
through the natural operation of many such sub-network services.
The nessage stream nodification threat is the danger that nessages
may be maliciously re-ordered, delayed or replayed to an extent
which is greater than can occur through the natural operation of a
sub-network service, in order to effect unauthorized managemnent
operations.

There are at least two threats that an SNMP Security Mdel need not
protect against. The security protocols defined in this neno do not
provi de protection against:

- Denial of Service
This SNMP Security Mddel does not attenpt to address the broad
range of attacks by which service on behal f of authorized users is
deni ed. Indeed, such denial-of-service attacks are in nmany cases
i ndi stinguishable fromthe type of network failures w th which any
vi abl e network managenent protocol must cope as a nmatter of course
- Traffic Analysis
This SNMP Security Mdel does not attenpt to address traffic
anal ysis attacks. |Indeed, many traffic patterns are predictable -
devi ces may be nmnaged on a regular basis by a relatively snall
nunber of nanagenment applications - and therefore there is no
significant advantage afforded by protecting against traffic
anal ysi s.

Goal s and Constraints

Based on the foregoi ng account of threats in the SNVP network
managenment environnent, the goals of this SNWP Security Mddel are as
foll ows.

1) Provide for verification that each recei ved SNVP nessage has
not been nodified during its transnission through the network.

2) Provide for verification of the identity of the user on whose
behal f a received SNW nessage clainms to have been generat ed.

3) Provide for detection of received SNMP nessages, which request
or contai n managenent information, whose tinme of generation was
not recent.

4) Provide, when necessary, that the contents of each received
SNVP message are protected from discl osure.

Bl ument hal & W j nen St andards Track [ Page 5]



RFC 2264 USM f or SNWPv3 January 1998

1

In addition to the principal goal of supporting secure network
managenent, the design of this SNMP Security Mdel is also influenced
by the follow ng constraints:

1) When the requirements of effective managenent in tines of
network stress are inconsistent with those of security, the design
shoul d prefer the fornmer.

2) Neither the security protocol nor its underlying security
nmechani sns shoul d depend upon the ready availability of other
network services (e.g., Network Tinme Protocol (NTP) or key
nmanagenent protocols).

3) A security nechani smshould entail no changes to the basic
SNMP net wor k managenent phil osophy.

Security Services

The security services necessary to support the goals of this SNW
Security Mdel are as foll ows:

- Data Integrity
is the provision of the property that data has not been altered or
destroyed in an unauthorized manner, nor have data sequences been
altered to an extent greater than can occur non-naliciously.

- Data Origin Authentication
is the provision of the property that the claimed identity of the
user on whose behal f received data was originated is corroborated.

- Data Confidentiality
is the provision of the property that information is not made
avai |l abl e or disclosed to unauthorized individuals, entities, or
processes.

- Message tineliness and limted replay protection
is the provision of the property that a nessage whose generation
time is outside of a specified time windowis not accepted. Note
that nessage reordering is not dealt with and can occur in norma
condi tions too.

For the protocols specified in this neno, it is not possible to
assure the specific originator of a received SNMP nessage; rather, it
is the user on whose behal f the nmessage was originated that is

aut henti cat ed.
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For these protocols, it not possible to obtain data integrity without
data origin authentication, nor is it possible to obtain data origin
aut hentication without data integrity. Further, there is no
provision for data confidentiality w thout both data integrity and
data origin authentication

The security protocols used in this nmeno are consi dered acceptably
secure at the time of witing. However, the procedures allow for new
aut hentication and privacy nethods to be specified at a future tine
if the need arises.

1.4. Modul e Organization
The security protocols defined in this menp are split in three
di fferent nodul es and each has its specific responsibilities such
that together they realize the goals and security services described
above:
- The authentication nodul e MUST provide for:
- Data Integrity,
- Data Origin Authentication

- The tineliness nodul e MUST provide for:

- Protection agai nst nmessage delay or replay (to an extent
greater than can occur through normal operation)

The privacy nodul e MJUST provide for
- Protection against disclosure of the nessage payl oad.

The tineliness module is fixed for the User-based Security Mde
while there is provision for nultiple authentication and/or privacy
nodul es, each of which inplenents a specific authentication or
privacy protocol respectively.

1.4.1. Tineliness Mdul e

Section 3 (El ements of Procedure) uses the tinmeliness values in an
SNVP nmessage to do tineliness checking. The tineliness check is only
perfornmed if authentication is applied to the nmessage. Since the
conpl ete nessage is checked for integrity, we can assune that the
timeliness values in a nmessage that passes the authentication nodul e
are trustworthy.
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1.4.2. Authentication Protocol

Section 6 describes the HVAC- MD5- 96 aut hentication protocol which is
the first authentication protocol that MJST be supported with the
User - based Security Mddel. Section 7 describes the HVAC- SHA- 96

aut hentication protocol which is another authentication protocol that
SHOULD be supported with the User-based Security Mddel. 1In the
future additional or replacenment authentication protocols may be
defined as new needs ari se.

The User-based Security Mdel prescribes that, if authentication is
used, then the conplete nmessage is checked for integrity in the
aut henti cati on nodul e.

For a message to be authenticated, it needs to pass authentication
check by the authentication nodule and the tineliness check which is
a fixed part of this User-based Security nodel

1.4.3. Privacy Protoco

Section 8 describes the CBC-DES Symmetric Encryption Protocol which
is the first privacy protocol to be used with the User-based Security
Model . In the future additional or replacenment privacy protocols may
be defined as new needs ari se.

The User-based Security Mdel prescribes that the scopedPDU is
protected from discl osure when a nmessage is sent with privacy.

The User-based Security Mdel also prescribes that a nessage needs to
be authenticated if privacy is in use.

1.5. Protection agai nst Message Replay, Delay and Redirection
1.5.1. Authoritative SNMP engi ne

In order to protect agai nst nmessage replay, delay and redirection

one of the SNMP engi nes involved in each comruni cation is designated
to be the authoritative SNWP engi ne. Wen an SNVWP nessage contains a
payl oad which expects a response (for exanple a Get, GetNext,

GetBul k, Set or Inform PDU), then the receiver of such nmessages is
authoritative. Wen an SNMP nessage contains a payl oad whi ch does
not expect a response (for exanple an SNMPv2-Trap, Response or Report
PDU), then the sender of such a nessage is authoritative.

1.5.2. Mechani sns

The foll owi ng nechani sns are used:
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1) To protect against the threat of nessage delay or replay (to an
extent greater than can occur through nornal operation), a set of
timeliness indicators (for the authoritative SNVP engine) are
i ncluded in each nmessage generated. An SNWP engi ne eval uates the
tinmeliness indicators to determne if a received nessage is
recent. An SNMP engine may evaluate the tineliness indicators to
ensure that a received nessage is at |east as recent as the | ast
nessage it received fromthe sane source. A non-authoritative
SNMP engi ne uses received authentic messages to advance its notion
of the tineliness indicators at the renpte authoritative source.

An SNVP engi ne MJUST al so use a nechanismto match incom ng
Responses to outstandi ng Requests and it MJST drop any Responses
that do not match an outstanding request. For exanple, a nsglD can
be inserted in every nessage to cater for this functionality.

These nechani sns provide for the detection of authenticated
nessages whose tinme of generation was not recent.

This protection against the threat of nmessage delay or replay does
not inply nor provide any protection agai nst unauthorized del etion
or suppression of messages. Also, an SNVP engi ne may not be able
to detect message reordering if all the nessages involved are sent
within the Tine Wndow interval. Oher nechani sns defined

i ndependently of the security protocol can also be used to detect
the re-ordering replay, deletion, or suppression of nmessages
contai ning Set operations (e.g., the MB variabl e snnpSet Seri al No
[ RFC1907]) .

2) Verification that a nessage sent to/fromone authoritative SNWP
engi ne cannot be replayed to/as-if-fromanother authoritati ve SNWP
engi ne.

Included in each message is an identifier unique to the
aut horitative SNMP engi ne associated with the sender or intended
reci pient of the nessage.

A Report, Response or Trap nmessage sent by an authoritative SNWP
engine to one non-authoritative SNMP engi ne can potentially be
repl ayed to another non-authoritative SNMP engi ne. The latter
non-aut horitative SNVP engine mght (if it knows about the same
userNane with the sane secrets at the authoritative SNVP engi ne)
as a result update its notion of tineliness indicators of the
authoritative SNVMP engine, but that is not considered a threat.

In this case, A Report or Response nmessage wll be discarded by
the Message Processing Mdel, because there should not be an
out st andi ng Request nessage. A Trap will possibly be accepted.

Again, that is not considered a threat, because the communication
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was authenticated and tinely. It is as if the authoritative SNWP
engi ne was configured to start sending Traps to the second SNW
engi ne, which theoretically can happen without the know edge of
the second SNWP engi ne anyway. Anyway, the second SNWP engi ne may
not expect to receive this Trap, but is allowed to see the
managenent information contained in it.

3) Detection of nmessages which were not recently generated.

A set of tine indicators are included in the nessage, indicating
the time of generation. Messages without recent time indicators
are not considered authentic. 1In addition, an SNVMP engi ne MUST
drop any Responses that do not match an outstanding request. This
however is the responsibility of the Message Processing Model

This menmo all ows the same user to be defined on nultiple SNWP

engi nes. Each SNWP engi ne mai ntains a val ue, snnpEngi nel D, which
uniquely identifies the SNVMP engine. This value is included in each
nessage sent to/fromthe SNMP engine that is authoritative (see
section 1.5.1). On receipt of a nmessage, an authoritative SNWP
engi ne checks the value to ensure that it is the intended recipient,
and a non-authoritative SNMP engi ne uses the value to ensure that the
nmessage i s processed using the correct state information

Each SNWP engi ne mai ntains two val ues, snnpEngi neBoots and
snnpEngi neTi me, which taken together provide an indication of time at
that SNWP engine. Both of these values are included in an

aut henti cat ed message sent to/received fromthat SNWP engine. On
recei pt, the values are checked to ensure that the indicated
timeliness value is within a Time Wndow of the current time. The
Ti me Wndow represents an admi ni strative upper bound on acceptabl e
delivery delay for protocol nessages.

For an SNMWP engine to generate a nmessage which an authoritative SNW
engine will accept as authentic, and to verify that a nessage
received fromthat authoritative SNVWP engine is authentic, such an
SNVP engi ne nust first achieve tineliness synchronization with the
aut horitative SNVMP engi ne. See section 2.3.

1.6. Abstract Service Interfaces.

Abstract service interfaces have been defined to describe the
conceptual interfaces between the various subsystenms within an SNWP
entity. Similarly a set of abstract service interfaces have been
defined within the User-based Security Mddel (USM to describe the
conceptual interfaces between the generic USM services and the self-
cont ai ned aut hentication and privacy services.
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These abstract service interfaces are defined by a set of primtives
that define the services provided and the abstract data el ements that
nmust be passed when the services are invoked. This section lists the
primtives that have been defined for the User-based Security Mbdel

1.6.1. User-based Security Mddel Primtives for Authentication
The User-based Security Mdel provides the follow ng interna
primtives to pass data back and forth between the Security Mde
itself and the authentication service:

statusinformation =
aut henti cat eQut goi ngvsg(

IN aut hKey -- secret key for authentication
IN  whol eMsg -- unaut henticated conpl ete nessage
QUT aut henti cat edWhol eMsg -- conpl ete authenticated nessage

)

statuslinformation =
aut henti cat el ncomi ngvsg(

IN aut hKey -- secret key for authentication

IN authParaneters -- as received on the wire

IN  whol eMsg -- as received on the wire

QUT aut henti cat edWhol eMsg -- conpl ete authenticated nessage
)

1.6.2. User-based Security Mdel Prinmtives for Privacy

The User-based Security Mdel provides the follow ng interna
primtives to pass data back and forth between the Security Mde
itself and the privacy service:

statuslinformation =
encrypt Dat a(

IN encr ypt Key -- secret key for encryption

IN dat aToEncr ypt -- data to encrypt (scopedPDU)

QUT  encryptedData -- encrypted data (encryptedPDU)

ot privParaneters -- filled in by service provider
)

statuslnformation =
decr ypt Dat a(

IN decr ypt Key -- secret key for decrypting

IN privParaneters -- as received on the wire

IN encrypt edDat a -- encrypted data (encryptedPDU)
QUT  decryptedDat a -- decrypted data (scopedPDU)
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2. Elenents of the Mdel

This section contains definitions required to realize the security
nodel defined by this menp.

2.1. User-based Security Mdel Users

Managenment operations using this Security Mddel nmake use of a defined
set of user identities. For any user on whose behal f nanagenent
operations are authorized at a particul ar SNVP engi ne, that SNWP
engi ne nust have knowl edge of that user. An SNMP engi ne that w shes
to comuni cate with anot her SNMP engi ne nust al so have know edge of a
user known to that engine, including know edge of the applicable
attributes of that user

A user and its attributes are defined as foll ows:

user Name
A string representing the nane of the user

securit yName
A human-readabl e string representing the user in a format that is
Security Mdel independent.

aut hPr ot oco
An indication of whether nessages sent on behalf of this user can
be authenticated, and if so, the type of authentication protoco
which is used. Two such protocols are defined in this neno:
- the HMAC- MD5-96 aut hentication protocol
- the HMAC- SHA-96 aut hentication protocol

aut hKey
I f messages sent on behal f of this user can be authenticated,
the (private) authentication key for use with the authentication
protocol. Note that a user’s authentication key will normally
be different at different authoritative SNMP engi nes. The aut hKey
is not accessible via SNMP. The | ength requirenents of the authKey
are defined by the authProtocol in use.

aut hKeyChange and aut hOmnKeyChange
The only way to renotely update the authentication key. Does
that in a secure manner, so that the update can be conpl eted
wi t hout the need to enploy privacy protection.
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pri vProt ocol
An indication of whether nessages sent on behalf of this user
can be protected fromdisclosure, and if so, the type of privacy
protocol which is used. One such protocol is defined in this
meno: the CBC-DES Symmetric Encryption Protocol

pri vKey
| f nessages sent on behalf of this user can be en/decrypted,
the (private) privacy key for use with the privacy protocol
Note that a user’s privacy key will normally be different at
di fferent authoritative SNMP engi nes. The privKey is not
accessible via SNVMP. The length requirenments of the privKey are
defined by the privProtocol in use.

pri vKeyChange and privOanKeyChange
The only way to renotely update the encryption key. Does that
in a secure manner, so that the update can be conpl eted w t hout
the need to enploy privacy protection

2.2. Replay Protection
Each SNWP engi ne mai ntains three objects:

- snnpEngi nel D, which (at | east within an adnmi nistrative domain)
uni quel y and unanbi guously identifies an SNVP engi ne.

- snmpEngi neBoots, which is a count of the nunber of tines the
SNVP engi ne has re-booted/re-initialized since snnpEngi nel D
was | ast configured; and,

- snnpEngi neTi me, which is the nunber of seconds since the
snnpEngi neBoots counter was | ast increnented.

Each SNWP engine is always authoritative with respect to these
objects inits owm SNMP entity. It is the responsibility of a
non-authoritative SNVP engi ne to synchronize with the

aut horitative SNVP engi ne, as appropriate.

An authoritative SNMP engine is required to naintain the val ues of
its snmpEngi nel D and snnpEngi neBoots in non-vol atil e storage.

2.2.1. nsgAuthoritativeEngi nel D

The nmsgAut horitativeEngi nel D val ue contained in an authenticated
nmessage is used to defeat attacks in which nessages from one SNWP
engi ne to another SNWMP engine are replayed to a different SNWP
engine. It represents the snnpEnginelD at the authoritative SNWP
engi ne involved in the exchange of the nessage.
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When an authoritative SNWP engine is first installed, it sets its
| ocal val ue of snnpEngi nel D according to a enterprise-specific

al gorithm (see the definition of the Textual Convention for
SnnpEngi nel D in the SNWP Architecture document [RFC2261]).

2.2.2. nsgAuthoritativeEngi neBoots and nsgAut horitativeEngi neTi ne

The nsgAut horitativeEngi neBoots and nsgAut horitati veEngi neTi e
val ues contained in an authenticated nessage are used to defeat
attacks in which nessages are replayed when they are no | onger
valid. They represent the snnpEngi neBoots and snnpEngi neTi me
val ues at the authoritative SNMP engi ne involved in the exchange
of the nessage.

Through use of snnpEngi neBoots and snnpEngi neTime, there is no
requi renment for an SNVMP engine to have a non-volatile clock which
ticks (i.e., increases with the passage of tine) even when the
SNVP engine is powered off. Rather, each tinme an SNMP engi ne
re-boots, it retrieves, increnents, and then stores snnpEngi neBoots
in non-volatile storage, and resets snnpEngi neTinme to zero.

VWhen an SNWP engine is first installed, it sets its |local val ues
of snmpEngi neBoots and snnpEngi neTinme to zero. |f snnpEngi neTi me
ever reaches its maxi num val ue (2147483647), then snnpEngi neBoots
is increnmented as if the SNMP engi ne has re-booted and

snnpEngi neTinme is reset to zero and starts incrementing again

Each tinme an authoritative SNMP engi ne re-boots, any SNVP engi nes
hol di ng that authoritative SNMP engi ne’ s val ues of snnmpEngi neBoots
and snnmpEngi neTi me need to re-synchronize prior to sending
correctly authenticated nessages to that authoritati ve SNVP engi ne
(see Section 2.3 for (re-)synchronization procedures). Note,
however, that the procedures do provide for a notification to be
accepted as authentic by a receiving SNVP engi ne, when sent by an
aut horitative SNMP engi ne which has re-booted since the receiving
SNVP engi ne | ast (re-)synchronized.

If an authoritative SNMP engine is ever unable to determne its
| at est snnmpEngi neBoots val ue, then it nust set its snnpEngi neBoots
val ue to 2147483647.

Whenever the |ocal value of snnpEngi neBoots has the val ue 2147483647
it latches at that value and an authenticated nessage al ways causes
an not | nTi mreW ndow aut henti cation failure.

In order to reset an SNVP engi ne whose snnpEngi neBoots val ue has

reached the val ue 2147483647, manual intervention is required.
The engi ne nust be physically visited and re-configured, either
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with a new snnpEngi nel D val ue, or with new secret values for the

aut hentication and privacy protocols of all users known to that

SNMP engi ne. Note that even if an SNMP engi ne re-boots once a second
that it would still take approximtely 68 years before the max val ue
of 2147483647 woul d be reached.

2.2.3. Tinme Wndow

The Tinme Wndow is a value that specifies the window of tine in

whi ch a nessage generated on behalf of any user is valid. This
meno specifies that the sane value of the Tine Wndow, 150 seconds,
is used for all users.

2.3. Time Synchronization

Ti me synchroni zation, required by a non-authoritative SNVP engi ne
in order to proceed with authentic communi cations, has occurred
when the non-authoritative SNVMP engi ne has obtained a |ocal notion
of the authoritative SNVP engi ne’s val ues of snnpEngi neBoots and
snnpEngi neTime fromthe authoritative SNMP engi ne. These val ues
nmust be (and remain) within the authoritative SNMP engine’'s Tine
Wndow. So the local notion of the authoritative SNVP engine’s
val ues nmust be kept |oosely synchronized with the val ues stored
at the authoritative SNWP engine. In addition to keeping a |oca
copy of snnpEngi neBoots and snnpEngi neTinme fromthe authoritative
SNVP engi ne, a non-authoritative SNVP engi ne nmust al so keep one

| ocal variable, |atestReceivedEngi neTime. This value records the
hi ghest val ue of snnpEngi neTi ne that was received by the

non- aut horitati ve SNVMP engine fromthe authoritati ve SNVMP engi ne
and is used to elimnate the possibility of replayi ng nessages
that woul d prevent the non-authoritative SNMP engi ne’s notion of
t he snnpEngi neTi ne from advanci ng.

A non-authoritative SNMP engi ne nust keep |l ocal notions of these
val ues for each authoritative SNVP engine with which it wi shes to
conmuni cate. Since each authoritative SNVP engine is uniquely
and unanbi guously identified by its value of snnpEngi nel D, the
non-aut horitative SNVP engine may use this value as a key in
order to cache its local notions of these val ues.

Ti me synchroni zati on occurs as part of the procedures of receiving
an SNMP nessage (Section 3.2, step 7b). As such, no explicit tine
synchroni zati on procedure is required by a non-authoritative SNWP
engine. Note, that whenever the |ocal value of snnpEnginelD is
changed (e.g., through discovery) or when secure conmunications
are first established with an authoritative SNVMP engi ne, the |oca
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val ues of snnpEngi neBoots and | at est Recei vedEngi neTi ne shoul d be
set to zero. This will cause the tinme synchronization to occur
when the next authentic nessage is received.

2.4. SNWMP Messages Using this Security Mde

The syntax of an SNMP nessage using this Security Mdel adheres
to the nessage format defined in the version-specific Message
Processi ng Mbdel document (for exanple [ RFC2262]).

The field msgSecurityParaneters in SNVWPv3 nessages has a data type
of OCTET STRING Its value is the BER serialization of the
foll owing ASN. 1 sequence:

USMSecuri t yPar anet er sSyntax DEFINITIONS | MPLICI T TAGS ::= BEG N

UsnBSecurityParaneters ::=

SEQUENCE {

-- gl obal User-based security paraneters
nsgAut horitativeEngi nel D OCTET STRI NG
nmsgAut hori tati veEngi neBoots | NTEGER (0. .2147483647),
nmsgAut horit ati veEngi neTi me | NTEGER (0. .2147483647),
nmsgUser Name OCTET STRING (SI ZE(1..32)),

-- authentication protocol specific paraneters
nsgAut henti cati onParanmeters OCTET STRI NG

-- privacy protocol specific paraneters
nsgPri vacyPar anet er s OCTET STRI NG

END
The fields of this sequence are:

- The nsgAut horitativeEngi nel D specifies the snnpEngi nel D of the
aut horitative SNMP engi ne involved in the exchange of the message.

- The msgAut horitati veEngi neBoots specifies the snnpEngi neBoots
val ue at the authoritative SNVMP engi ne involved in the exchange of
t he nessage.

- The msgAut horitativeEngi neTi ne specifies the snnpEngi neTi ne val ue
at the authoritative SNVP engi ne involved in the exchange of the
nessage.

- The msgUser Nane specifies the user (principal) on whose behal f
the nmessage i s bei ng exchanged.
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- The msgAut henti cati onParaneters are defined by the authentication
protocol in use for the nmessage, as defined by the
usniser Aut hProt ocol colum in the user’s entry in the usmlser Tabl e.

- The msgPrivacyParaneters are defined by the privacy protocol in
use for the nessage, as defined by the usnlserPrivProtocol colum
in the user’'s entry in the usnserTabl e).

See appendix A. 4 for an exanple of the BER encoding of field
nmsgSecurityParaneters.

2.5. Services provided by the User-based Security Mde

Thi s section describes the services provided by the User-based
Security Model with their inputs and outputs.

The services are described as primtives of an abstract service
interface and the inputs and outputs are described as abstract data
el ements as they are passed in these abstract service prinitives.

2.5.1. Services for CGenerating an Qutgoi ng SNVP Message

VWen the Message Processing (MP) Subsystem invokes the User-based
Security nodul e to secure an outgoi ng SNVP nessage, it must use the
appropriate service as provided by the Security nodule. These two
services are provided:

1) A service to generate a Request message. The abstract service
primtive is:

statuslinformation = -- success or errorlndication
gener at eRequest Msg(
IN nessageProcessi ngModel -- typically, SNWP version
IN gl obal Dat a -- message header, admin data
IN maxMessageSi ze -- of the sending SNWP entity
IN securityhMbddel -- for the outgoing nessage
IN securityEnginel D -- authoritative SNWP entity
IN securityNane -- on behalf of this principa
IN securitylLevel -- Level of Security requested
IN scopedPDU -- message (pl aintext) payl oad
QUT securityParaneters -- filled in by Security Mdule
QUT whol eMsg -- conpl ete generated nessage
QUT whol eMsglLengt h -- length of generated nessage

)

2) A service to generate a Response nessage. The abstract service
primtive is:
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statuslinformation = -- success or errorlndication
gener at eResponseMsg(
IN nessageProcessi ngModel -- typically, SNWP version
IN gl obal Dat a -- message header, admin data
IN maxMessageSi ze -- of the sending SNWP entity
IN securityhMbddel -- for the outgoing nessage
IN securityEnginel D -- authoritative SNWP entity
IN securityNane -- on behalf of this principa
IN securitylLevel -- Level of Security requested
IN scopedPDU -- message (pl aintext) payl oad
IN securityStateReference -- reference to security state
-- information fromorigina
-- request
QUT securityParaneters -- filled in by Security Mdule
QUT whol eMsg -- conpl ete generated nessage
QUT whol eMsgLengt h -- length of generated nessage
)

The abstract data el ements passed as paraneters in the abstract
service primtives are as follows:

st at usl nf ormati on
An indication of whether the encoding and securing of the nessage
was successful. If not it is an indication of the problem
essagePr ocessi nghbde
The SNWMP version nunber for the nessage to be generated. This
data is not used by the User-based Security nodul e.
gl obal Dat a
The nessage header (i.e., its admnistrative information). This
data is not used by the User-based Security nodul e.
maxMessageSi ze
The maxi num nmessage size as included in the nmessage. This data is
not used by the User-based Security nodul e.
securityParaneters
These are the security paraneters. They will be filled in by the
User - based Security nodul e.
securityMde
The securityMdel in use. Should be User-based Security Model
This data is not used by the User-based Security nodul e.
securit yName
Together with the snmpEnginelD it identifies a rowin the
usniser Table that is to be used for securing the nessage. The
securityNanme has a fornat that is independent of the Security
Model . In case of a response this paranmeter is ignored and the
val ue fromthe cache is used.
securitylLeve
The Level of Security from which the User-based Security nodul e
determnes if the nmessage needs to be protected from disclosure
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and if the nmessage needs to be authenticated. |In case of a
response this paraneter is ignored and the value fromthe cache is
used.

securityEngi nel D
The snnpEngi nel D of the authoritative SNVMP engine to which a
Request nessage is to be sent. In case of a response it is inplied
to be the processing SNVWP engi ne’s snnpEnginelD and so if it is
specified, then it is ignored.

scopedPDU
The nessage payl oad. The data is opaque as far as the User-based
Security Mdel is concerned.

securitySt at eRef erence
A handl e/reference to cachedSecuritybData to be used when securing
an out goi ng Response nessage. This is the exact sane
handl e/reference as it was generated by the User-based Security
nodul e when processing the i ncom ng Request nessage to which this
is the Response nessage.

whol eMsg
The fully encoded and secured nessage ready for sending on the
wre.

whol eMsgLengt h
The I ength of the encoded and secured nessage (whol eMsg).

Upon conpl etion of the process, the User-based Security nodul e
returns statuslinformation. |If the process was successful, the

conpl eted nessage with privacy and authentication applied if such was
requested by the specified securitylLevel is returned. If the process
was not successful, then an errorlndication is returned.

2.5.2. Services for Processing an Incom ng SNVP Message

When t he Message Processing (MP) Subsysteminvokes the User-based
Security nodule to verify proper security of an incom ng nessage, it
must use the service provided for an incom ng message. The abstract
service primtive is:

statuslinfornmation = -- errorlndication or success
-- error counter OD/value if error

processl ncom ngMsg(

IN nmessageProcessi nghbdel -- typically, SNWP version

IN maxMessageSi ze -- of the sending SNWP entity

IN securityParaneters -- for the received nessage

IN securityhMdel -- for the received nessage

IN securityLevel -- Level of Security

IN  whol eMsg -- as received on the wire

IN  whol eMsgLengt h -- length as received on the wire
QUT securityEngi nel D -- authoritative SNWP entity

QUT securityNane -- identification of the principa
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QUT scopedPDU, -- nmessage (pl aintext) payl oad
OUT nmaxSi zeResponseScopedPDU -- maxi num si ze of the Response PDU
QUT securityStateReference -- reference to security state

) -- information, needed for response

The abstract data el ements passed as paraneters in the abstract
service primtives are as follows:

stat usl nformation
An indication of whether the process was successful or not. If
not, then the statuslinformation includes the OD and the val ue of
the error counter that was increnented.
nessagePr ocessi nghbde
The SNMP version nunber as received in the nessage. This data is
not used by the User-based Security nodul e.
maxMessageSi ze
The maxi mum nmessage size as included in the nmessage. The User-
based Security nodul e uses this value to calculate the
nmaxSi zeResponseScopedPDU.
securityParaneters
These are the security paraneters as received in the nessage.
securityMode
The securityMddel in use. Should be the User-based Security
Model . This data is not used by the User-based Security nodul e.
securitylLeve
The Level of Security from which the User-based Security nodul e
determnes if the nmessage needs to be protected from disclosure
and if the message needs to be authenticated.
whol eMsg
The whol e nessage as it was received.
whol eMsgLengt h
The length of the nessage as it was received (whol eMsg).
securityEngi nel D
The snnpEngi nel D that was extracted fromthe field
nmsgAut horitativeEngi nel D and that was used to | ookup the secrets
in the usmJser Tabl e.
securit yNane
The security name representing the user on whose behal f the
nmessage was received. The securityName has a format that is
i ndependent of the Security Mbdel
scopedPDU
The nessage payl oad. The data is opaque as far as the User-based
Security Mdel is concerned.
maxSi zeResponseScopedPDU
The maxi mum size of a scopedPDU to be included in a possible
Response nmessage. The User-base Security nodul e cal cul ates
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this size based on the ms (as received in the nessage) and the
space required for the nessage header (including the
securityParaneters) for such a Response nessage
securitySt at eRef erence
A handl e/reference to cachedSecuritybData to be used when securing
an out goi ng Response nessage. Wen the Message Processing
Subsystem cal |l s the User-based Security nodule to generate a
response to this inconmng nessage it mnmust pass this
handl e/ r ef er ence.

Upon conpl etion of the process, the User-based Security nodul e
returns statuslnformation and, if the process was successful, the
additional data elenments for further processing of the nessage. |If
the process was not successful, then an errorlndication, possibly
with a O D and value pair of an error counter that was increnented

2.6. Key Localization Al gorithm

A localized key is a secret key shared between a user U and one
authoritative SNVMP engine E. Even though a user nmay have only one
password and therefore one key for the whole network, the actua
secrets shared between the user and each authoritative SNMP engi ne
will be different. This is achieved by key | ocalization [Localized-
key] .

First, if a user uses a password, then the user’s password is
converted into a key Ku using one of the two algorithms described in
Appendices A 2.1 and A 2.2.

To convert key Ku into a localized key Kul of user U at the
authoritative SNVWP engi ne E, one appends the snnpEngi nel D of the
authoritative SNVMP engine to the key Ku and then appends the key Ku
to the result, thus envel oping the snnpEnginelD within the two copies
of user’s key Ku. Then one runs a secure hash function (which one
depends on the authentication protocol defined for this user U at
authoritative SNWP engine E; this docunent defines two authentication
protocols with their associated algorithns based on MD5 and SHA). The
out put of the hash-function is the |localized key Kul for user U at
the authoritati ve SNMP engi ne E

3. FEl enents of Procedure
This section describes the security related procedures followed by an

SNVP engi ne when processi ng SNVP nessages according to the User-based
Security Mbdel .
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3.1. Cenerating an Qutgoing SNMP Message

This section describes the procedure foll owed by an SNMP engi ne
whenever it generates a nessage containing a nmanagement operation
(l'ike a request, a response, a notification, or a report) on behalf
of a user, with a particular securitylLevel.

1) a) If any securityStateReference is passed (Response nessage),
then information concerning the user is extracted fromthe
cachedSecuritybData. The securityEngi nelD and the
securitylLevel are extracted fromthe cachedSecurityData. The
cachedSecurityData can now be di scarded.

O herw se,

b) based on the securityNane, information concerning the
user at the destination snnpEnginelD, specified by the
securityEnginel D, is extracted fromthe Local Configuration
Dat astore (LCD, usnlJserTable). If information about the user
is absent fromthe LCD, then an error indication
(unknownSecurityNane) is returned to the calling nodul e.

2) If the securitylLevel specifies that the nessage is to be
protected fromdisclosure, but the user does not support both an
aut hentication and a privacy protocol then the nessage cannot be
sent. An error indication (unsupportedSecuritylLevel) is returned
to the calling nodul e.

3) If the securitylLevel specifies that the nessage is to be
aut henti cated, but the user does not support an authentication
protocol, then the nessage cannot be sent. An error indication
(unsupportedSecuritylLevel) is returned to the calling nodule.

4) a) If the securitylLevel specifies that the message is to be
protected fromdisclosure, then the octet sequence
representing the serialized scopedPDU is encrypted according
to the user’s privacy protocol. To do so a call is nmade to the
privacy nodul e that inplenments the user’s privacy protoco
according to the abstract prinmitive:

statuslinformation = -- success or failure
encrypt Dat a(
IN encrypt Key -- user’'s localized privKey
IN dat aToEncr ypt -- serialized scopedPDU
QUT  encryptedData -- serialized encrypt edPDU
out pri vParaneters -- serialized privacy paraneters
)
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5)

6)

statuslnformation
indicates if the encryption process was successful or not.
encr ypt Key
the user’s localized private privKey is the secret key that
can be used by the encryption algorithm
dat aToEncr ypt
the serialized scopedPDU is the data that to be encrypted
encrypt edDat a
the encryptedPDU represents the encrypted scopedPDU
encoded as an OCTET STRI NG
pri vParaneters
the privacy paraneters, encoded as an OCTET STRI NG

If the privacy nodule returns failure, then the nessage cannot
be sent and an error indication (encryptionError) is returned
to the calling nodul e.

If the privacy nodul e returns success, then the returned
privParanmeters are put into the nsgPrivacyParaneters field of
the securityParaneters and the encryptedPDU serves as the
payl oad of the nessage bei ng prepared.

O herw se,

b) If the securitylLevel specifies that the nessage is not to be
protected fromdisclosure, then the NULL string is encoded as
an OCTET STRING and put into the nsgPrivacyParanmeters field of
the securityParaneters and the plaintext scopedPDU serves as
the payl oad of the nessage being prepared.

The snnpEngi nel D i s encoded as an OCTET STRING into the

nmsgAut horitati veEnginel D field of the securityParaneters. Note
that an enpty (zero length) snnmpEnginelD is OK for a Request
nmessage, because that will cause the renote (authoritative) SNWP
engine to return a Report PDU with the proper snnpEngi nel D

i ncluded in the nsgAut horitativeEnginelD in the
securityParameters of that returned Report PDU

a) If the securitylLevel specifies that the nessage is to be
aut henticated, then the current val ues of snnpEngi neBoots and
snnpEngi neTi me correspondi ng to the snnpEngi nel D fromthe LCD
are used.

Q her wi se,
b) If this is a Response nmessage, then the current val ue of

snnpEngi neBoot s and snnpEngi neTi ne corresponding to the | oca
snnpEngi nel D fromthe LCD are used.
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7)

8)

O herw se,

c) If this is a Request nessage, then a zero value is used
for both snnpEngi neBoots and snnpEngi neTi me. This zero val ue
gets used if snnpEnginelD is enpty.

The val ues are encoded as | NTEGER respectively into the
nsgAut horitativeEngi neBoots and nsgAut horitativeEngi neTine fields
of the securityParaneters.

The userNanme is encoded as an OCTET STRING i nto the nmsgUser Nane
field of the securityParaneters.

a) If the securitylLevel specifies that the nessage is to be
aut henti cated, the nmessage is authenticated according to the
user’s authentication protocol. To do so a call is made to the
aut hentication nodule that inplenments the user’s
aut hentication protocol according to the abstract service
primtive:

statuslinformation =
aut henti cat eQut goi ngivsg(

I N aut hKey -- the user’s localized aut hKey

IN whol eMsg -- unaut henti cat ed nessage

QUT aut henti cat edWhol eMsg -- aut henticated conpl ete nessage
)

st at usl nf ormati on
i ndicates if authentication was successful or not.

aut hKey
the user’s localized private authKey is the secret key that
can be used by the authentication algorithm

whol eMsg
the conplete serialized nessage to be authenti cat ed.

aut hent i cat edWhol eMsg
the same as the input given to the authenticateQutgoi nghsg
service, but with nmsgAuthenticationParaneters properly
filled in.

If the authentication nmodule returns failure, then the nessage
cannot be sent and an error indication (authenticationFail ure)
is returned to the calling nodule.

If the authentication nodul e returns success, then the

nmsgAut henti cati onParameters field is put into the
securityParameters and the authenticatedwWol eMsg represents
the serialization of the authenticated nmessage bei ng prepared.
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O herw se,

b) If the securitylLevel specifies that the nessage is not to
be authenticated then the NULL string is encoded as an OCTET
STRING i nto the nmsgAut henti cati onParaneters field of the
securityParameters. The whol eMsg is now serialized and then
represents the unauthenticated nessage bei ng prepared.

9) The conpleted nessage with its length is returned to the
calling module with the statuslnformation set to success.

3.2. Processing an Incom ng SNMP Message

This section describes the procedure foll owed by an SNMP engi ne
whenever it receives a nmessage contai ning a managenent operation on
behal f of a user, with a particul ar securitylLevel.

To sinplify the elenents of procedure, the rel ease of state
information is not always explicitly specified. As a general rule, if
state information is avail abl e when a nessage gets di scarded, the
state information should al so be released. Al so, when an error
indication with an O D and value for an incremented counter is
returned, then the available information (like

securityStat eReference) nust be passed back to the caller so it can
generate a Report PDU

1) If the received securityParaneters is not the serialization
(according to the conventions of [RFC1906]) of an OCTET STRI NG
formatted according to the UsnBSecurityParaneters defined in
section 2.4, then the snnpl nASNParseErrs counter [RFCL907] is
i ncrenented, and an error indication (parseError) is returned to
the calling nmodule. Note that we return without the O D and
val ue of the incremented counter, because in this case there is
not enough information to generate a Report PDU

2) The values of the security paraneter fields are extracted from
the securityParaneters. The securityEnginelD to be returned to
the caller is the value of the nsgAuthoritativeEngi nelD field.
The cachedSecurityData is prepared and a securityStateReference
is prepared to reference this data. Values to be cached are:

msgUser Nane
securityEngi nel D
securitylLeve

3) If the value of the nmsgAuthoritativeEnginelD field in the
securityParameters i s unknown then
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a) a non-authoritative SNVP engi ne that perforns di scovery nay
optionally create a new entry in its Local Configuration
Dat astore (LCD) and continue processing;

or

b) the usntt at sUunknownEngi nel Ds counter is increnmented, and
an error indication (unknownEnginel D) together with the
O D and val ue of the increnented counter is returned to
the calling nodul e.

4) Information about the value of the nmsgUser Nane and
nsgAut horitativeEnginelD fields is extracted fromthe Loca
Configuration Datastore (LCD, usmJserTable). If no information
is available for the user, then the usnfttat sUnknownUser Nanes
counter is increnented and an error indication
(unknownSecurityNanme) together with the O D and val ue of the
i ncrenented counter is returned to the calling nodule.

5) If the information about the user indicates that it does not
support the securitylLevel requested by the caller, then the
usntt at sUnsupport edSecLevel s counter is incremented and an
error indication (unsupportedSecuritylLevel) together with the
O D and value of the incremented counter is returned to the
cal l'ing nodul e.

6) |If the securitylLevel specifies that the nmessage is to be
aut henticated, then the nmessage is authenticated according to
the user’s authentication protocol. To do so a call is nade
to the authentication nodule that inplenents the user’s
aut hentication protocol according to the abstract service

primtive:
statuslinformation = -- success or failure
aut henti cat el ncom ngivsg(
IN aut hKey -- the user’s localized aut hKey
IN authParaneters -- as received on the wire
IN  whol eMsg -- as received on the wire
QUT aut henti cat edWhol eMsg -- checked for authentication
)

statuslnformation
indicates if authentication was successful or not.
aut hKey
the user’s localized private authKey is the secret key that
can be used by the authentication algorithm
whol eMsg
the conplete serialized nessage to be authenti cat ed.
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7)

aut henti cat edWhol eMsg
the sane as the input given to the authenticatel nconm nghvsg
service, but after authentication has been checked.

If the authentication nmodule returns failure, then the nessage

cannot be trusted, so the usnftatsWongDi gests counter is
i ncrenented and an error indication (authenticationFailure)
together with the O D and val ue of the increnented counter is
returned to the calling nodul e.

If the authentication nmodul e returns success, then the nessage
is authentic and can be trusted so processing continues.

If the securitylLevel indicates an authenticated nessage, then
the | ocal values of snnmpEngi neBoots and snnpEngi neTi ne
corresponding to the value of the nmsgAuthoritativeEngi nel D
field are extracted fromthe Local Configuration Datastore.

a) If the extracted val ue of nsgAuthoritati veEnginelD is the
sane as the val ue of snmpEngi nel D of the processing SNWP
engine (meaning this is the authoritati ve SNVP engi ne),
then if any of the following conditions is true, then the
nmessage i s considered to be outside of the Time Wndow

- the local value of snnpEngineBoots is 2147483647,

- the value of the nsgAuthoritativeEngi neBoots field differs
fromthe | ocal value of snnpEngi neBoots; or

- the value of the nmsgAuthoritativeEngineTine field differs
fromthe | ocal notion of snnpEngi neTine by nore than
+/- 150 seconds.

If the message is considered to be outside of the Tine Wndow
then the usnttatsNot| nTi meW ndows counter is increnented and
an error indication (notlnTi neWndow) together with the QD
and value of the increnented counter is returned to the

cal l'ing nodul e.

b) If the extracted value of nsgAuthoritativeEnginelDis not the
same as the val ue snmpEngi nel D of the processi ng SNVP engi ne
(meaning this is not the authoritative SNVMP engi ne), then

1) if at |east one of the followi ng conditions is true:
- the extracted val ue of the msgAuthoritativeEngi neBoots

field is greater than the |ocal notion of the val ue of
snnpEngi neBoot s; or,
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- the extracted value of the nsgAuthoritativeEngi neBoots
field is equal to the Iocal notion of the val ue of
snnpEngi neBoots, the extracted val ue of
msgAut horitativeEngi neTime field is greater than the
val ue of | atest Recei vedEngi neTi e,

then the LCD entry corresponding to the extracted val ue
of the nsgAuthoritativeEnginelD field is updated, by
setting:

- the local notion of the value of snmpEngi neBoots to
the val ue of the nsgAuthoritativeEngi neBoots field,

- the local notion of the value of snnpEngi neTine to
the val ue of the nsgAuthoritativeEngi neTine field,
and

- the | atest Recei vedEngi neTine to the val ue of the
val ue of the nsgAuthoritativeEngi neTine field.

2) if any of the followi ng conditions is true, then the
nessage i s considered to be outside of the Tinme Wndow.

- the local notion of the value of snnpEngi neBoots is
2147483647,

- the value of the msgAuthoritativeEngi neBoots field is
| ess than the |l ocal notion of the value of
snnpEngi neBoot s; or,

- the value of the nmsgAuthoritativeEngi neBoots field is
equal to the local notion of the val ue of
snnpEngi neBoots and the val ue of the
nsgAut horitativeEngi neTinme field is nore than 150
seconds |l ess than the local notion of of the val ue of
snmpEngi neTi me.

If the nmessage is considered to be outside of the Tine
W ndow then an error indication (notlnTi neWndow) is
returned to the calling nodule;

Note that this neans that a too old (possibly repl ayed)
message has been detected and is deened unaut hentic.

Note that this procedure allows for the val ue of

nsgAut horitativeEngi neBoots in the nessage to be greater
than the I ocal notion of the value of snnpEngi neBoots to
all ow for received messages to be accepted as authentic
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when received froman authoritative SNVMP engi ne that has
re-booted since the receiving SNMP engi ne | ast
(re-)synchroni zed.

Note that this procedure does not allow for automatic

time synchronization if the non-authoritative SNMP engi ne
has a real out-of-sync situation whereby the authoritative
SNMP engine is nore than 150 seconds behind the

non- aut horitati ve SNVP engi ne.

If the securitylLevel indicates that the nessage was protected
fromdisclosure, then the OCTET STRING representing the
encryptedPDU i s decrypted according to the user’s privacy
protocol to obtain an unencrypted serialized scopedPDU val ue.
To do so a call is nade to the privacy nodul e that inplenents
the user’s privacy protocol according to the abstract
primtive:

statuslinformation = -- success or failure
decr ypt Dat a(
IN decrypt Key -- the user’s localized privKey
I N pri vParaneters -- as received on the wire
IN encrypt edDat a -- encryptedPDU as received
QUT  decryptedData -- serialized decrypted scopedPDU
)

stat usl nformation
indicates if the decryption process was successful or not.
decr ypt Key
the user’s localized private privKey is the secret key that
can be used by the decryption algorithm
privParaneters
the msgPrivacyParaneters, encoded as an OCTET STRI NG
encrypt edDat a
the encryptedPDU represents the encrypted scopedPDU, encoded
as an OCTET STRI NG
decrypt edDat a
the serialized scopedPDU if decryption is successful.

If the privacy nodule returns failure, then the nmessage can
not be processed, so the usnttatsDecrypti onErrors counter is
increnented and an error indication (decryptionError) together
with the O D and value of the incremented counter is returned
to the calling nodul e.

If the privacy nodul e returns success, then the decrypted

scopedPDU i s the nessage payl oad to be returned to the calling
nodul e.
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O herw se,

b) The scopedPDU conponent is assuned to be in plain text
and is the message payload to be returned to the calling
nodul e.

9) The naxSi zeResponseScopedPDU is calculated. This is the
maxi mum si ze all owed for a scopedPDU for a possi bl e Response
nmessage. Provision is nade for a nessage header that allows the
same securitylLevel as the received Request.

10) The securityNane for the user is retrieved fromthe
usmser Tabl e.

11) The security data is cached as cachedSecurityData, so that a

possi bl e response to this nessage can and will use the sane
aut hentication and privacy secrets, the same securitylLevel and
the sane val ue for nsgAuthoritativeEnginelD. Information to be

saved/ cached is as foll ows:

nmsgUser Nane,

usniser Aut hPr ot ocol , usniser Aut hKey
usniser Pri vProt ocol, usniserPrivKey
securityEngi nel D, securitylLeve

12) The statuslinformation is set to success and a return is nade to
the calling nodul e passing back the OUT paraneters as specified
in the processlncom ngMsg primtive.

4. Discovery

The User-based Security Mdel requires that a discovery process
obtains sufficient information about other SNWP engines in order to
conmuni cate with them Discovery requires an non-authoritative SNWP
engine to learn the authoritative SNVP engi ne’s snnmpEngi nel D val ue
bef ore comunication nmay proceed. This nmay be acconplished by
generating a Request nessage with a securitylLevel of noAuthNoPriv, a

nsgUser Nanme of "initial", a nsgAuthoritativeEngi nelD value of zero
l ength, and the varBindList left enpty. The response to this nessage
will be a Report message containing the snnpEnginel D of the

authoritative SNMP engi ne as the value of the

nsgAut horitativeEnginelD field within the nsgSecurityParaneters
field. It contains a Report PDU with the usnfttat sUnknownEngi nel Ds
counter in the varBindLi st.

I f authenticated conmunication is required, then the di scovery

process should al so establish time synchronization with the
authoritative SNVWP engine. This nay be acconplished by sending an
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5.

SNWVP- USER- BASED- SMM B DEFI NI TI ONS : :

aut henti cat ed Request nessage with the val ue of

nmsgAut horitati veEngi nel D set to the newy | earned snnpEngi nel D and
with the val ues of nsgAut horitativeEngi neBoots and

nmsgAut horitativeEngi neTinme set to zero. The response to this

aut henti cated nessage will be a Report message containing the up to
date val ues of the authoritative SNVMP engi ne’ s snnpEngi neBoots and
snnpEngi neTi me as the val ue of the nsgAuthoritativeEngi neBoots and
nsgAut horitativeEngi neTinme fields respectively. It also contains the
usntt at sNot | nTi meW ndows counter in the varBindList of the Report
PDU. The time synchronization then happens automatically as part of
the procedures in section 3.2 step 7b. See al so section 2.3.

Definitions

BEG N

| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE,

OBJECT- | DENTI TY,

snnmpModul es, Count er 32 FROM SNWPv2- SM

TEXTUAL- CONVENTI ON, Test Andl ncr,

RowSt at us, RowPoi nt er,

St or ageType, Aut ononmousType FROM SNVPv2- TC

MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNMPv2- CONF
SnnpAdmi nString, SnnmpEngi nel D,

snnpAut hProt ocol s, snnpPrivProtocols FROM SNVP- FRAMEWORK- M B;

snmpUsnM B MODULE- | DENTI TY

LAST- UPDATED "97112000002" -- 20 Nov 1997, mi dni ght
ORGANI ZATI ON " SNWPv3 Wor ki ng Gr oup”
CONTACT- | NFO "WG emi | : snnmpv3@i s. com
Subscribe: najordomo@is.com
In neg body: subscribe snmpv3

Chair: Russ Mundy
Trusted Informati on Systens
post al : 3060 Washi ngton Rd
d enwood MD 21738
USA
email : mundy@i s. com
phone: +1- 301- 854- 6889

Co- edi t or Uri Bl unent hal
IBMT. J. Watson Research

post al : 30 Saw M1 River Pkwy,
Hawt hor ne, NY 10532
USA

emai |l : uri @vat son.i bm com

Bl ument hal & W j nen St andards Track [ Page 31]



RFC 2264 USM f or SNWPv3 January 1998

phone: +1-914-784- 7964

Co-editor: Bert Wjnen
IBMT. J. Watson Research

post al : Schagen 33
3461 CGL Linschoten
Net her | ands
emai |l : Wi j nen@net.i bm com
phone: +31- 348-432-794

DESCRI PTI ON " The nanagenent information definitions for the
SNVP User - based Security Mdel

::={ snnpModules 4 }

- - Adm ﬂl Stratlve aSSI gnrrents khkhkkhkhkkhkhhhhkhhhkhhhkhhdhhhdhhhdhhhddhdrdrkhxkx*x

usnM Boj ect s OBJECT | DENTI FI ER ::
usmM BConf or rance OBJECT | DENTI FI ER :

{ snmpUsnM B 1 }
{ snmpUsnM B 2 }

-- ldentification of Authentication and Privacy Protocols ****x*x*kx%x

usmNoAut hPr ot ocol OBJECT- | DENTI TY
STATUS current
DESCRI PTION "No Aut hentication Protocol."
::={ snnpAuthProtocols 1 }

us mHVACMVD5Aut hPr ot ocol OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON " The HMAC- MD5- 96 Di gest Aut hentication Protocol."
REFERENCE "- H Krawczyk, M Bellare, R Canetti HVAC

Keyed- Hashi ng for Message Authentication
RFC2104, Feb 1997.
- Rivest, R, Message Digest Al gorithm M5, RFCL321

.= { snnpAuthProtocols 2 }

usmHVACSHAAut hPr ot ocol OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON " The HMAC- SHA- 96 Di gest Aut hentication Protocol."
REFERENCE "- H Krawczyk, M Bellare, R Canetti, HVAC

Keyed- Hashi ng for Message Authentication
RFC2104, Feb 1997.
- Secure Hash Algorithm N ST FIPS 180-1

::= { snnpAut hProtocols 3}
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usmNoPri vProt ocol OBJECT-1 DENTI TY
STATUS current
DESCRI PTION "No Privacy Protocol."
::={ snnpPrivProtocols 1}

usnmDESPr i vPr ot ocol OBJECT- | DENTI TY

STATUS current
DESCRI PTION "The CBC-DES Symetric Encryption Protocol."
REFERENCE "- Data Encryption Standard, National Institute of

St andards and Technol ogy. Federal Information
Processing Standard (FIPS) Publication 46-1.
Super sedes FI PS Publication 46,

(January, 1977; reaffirmed January, 1988).

- Data Encryption Algorithm Anerican Nationa
Standards Institute. ANSI X3.92-1981
(Decenber, 1980).

- DES Modes of Operation, National Institute of
St andards and Technol ogy. Federal Information
Processing Standard (FIPS) Publication 81,
(Decenber, 1980).

- Data Encryption Algorithm- Mdes of Qperation
Ameri can National Standards Institute.
ANS| X3.106-1983, (May 1983).

::={ snnpPrivProtocols 2 }

1 EE IR IR I I I I S I I I I I I I R I L I
-- Textual Conventions

KeyChange :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Every definition of an object with this syntax nust identify
a protocol P, a secret key K, and a hash algorithmH
that produces output of L octets.

The object’s value is a manager-generated, partially-random
val ue whi ch, when nodified, causes the value of the secret
key K, to be nodified via a one-way function

The val ue of an instance of this object is the concatenation

of two conponents: first a 'randoni conponent and then a
"delta’ conponent.
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The I engths of the random and delta conponents

are given by the correspondi ng val ue of the protocol P

if Prequires Kto be a fixed length, the I ength of both the
random and delta components is that fixed length; if P
allows the length of Kto be variable up to a particul ar
maxi mum | ength, the length of the random conmponent is that
maxi mum | ength and the | ength of the delta conponent is any
length less than or equal to that naximum | ength.

For exanpl e, usnHVACVD5AuUt hProtocol requires Kto be a fixed
l ength of 16 octets and L - of 16 octets.
usmHVACSHAAut hPr ot ocol requires Kto be a fixed | ength of

20 octets and L - of 20 octets. Ot her protocols may define
ot her sizes, as deened appropriate.

When a requestor wants to change the old key Kto a new
key keyNew on a renote entity, the 'randonmi conponent is
obtained fromeither a true random generator, or froma
pseudor andom generator, and the 'delta conponent is
conputed as foll ows:

- a tenmporary variable is initialized to the existing val ue
of K;

- if the length of the keyNew is greater than L octets,

t hen:

- the random conponent is appended to the value of the
temporary variable, and the result is input to the
the hash algorithmH to produce a di gest val ue, and
the tenporary variable is set to this digest val ue;

- the value of the tenporary variable is XOR-ed with
the first (next) L-octets (16 octets in case of MD5)
of the keyNew to produce the first (next) L-octets
(16 octets in case of MD5) of the 'delta conponent.

- the above two steps are repeated until the unused
portion of the delta conponent is L octets or |ess,

- the random conponent is appended to the value of the
temporary variable, and the result is input to the
hash al gorithmH to produce a digest val ue;

- this digest value, truncated if necessary to be the sane
l ength as the unused portion of the keyNew, is XOR-ed
with the unused portion of the keyNew to produce the
(final portion of the) 'delta conponent.

For exanple, using MD5 as the hash algorithmH:
iterations = (lenOfDelta - 1)/16; /* integer division */
temp = keyd d;

for (i =0; i <iterations; i++) {
temp = MD5 (tenp || randon;
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delta[i*16 .. (i*16)+15] =
temp XOR keyNew{i*16 .. (i*16)+15];

temp = MD5 (tenp || random;
delta[i*16 .. lenODelta-1] =
temp XOR keyNewi*16 .. lenODelta-1];

The 'randonmi and 'delta’ conponents are then concatenated as
descri bed above, and the resulting octet string is sent to
the receipient as the new value of an instance of this

obj ect .

At the receiver side, when an instance of this object is set
to a new value, then a new value of Kis conputed as follows:

- a tenmporary variable is initialized to the existing val ue
of K;

- if the length of the delta conponent is greater than L
octets, then:

- the random conponent is appended to the value of the
temporary variable, and the result is input to the
the hash algorithmH to produce a di gest val ue, and
the tenporary variable is set to this digest val ue;

- the value of the tenporary variable is XOR-ed with
the first (next) L-octets (16 octets in case of MND5)
of the delta conponent to produce the first (next)
L-octets (16 octets in case of MD5) of the new val ue
of K.

- the above two steps are repeated until the unused
portion of the delta conponent is L octets or |ess,

- the random conponent is appended to the value of the
temporary variable, and the result is input to the
hash al gorithmH to produce a digest val ue;

- this digest value, truncated if necessary to be the sane
| ength as the unused portion of the delta conponent, is
XOR-ed with the unused portion of the delta conponent to
produce the (final portion of the) new val ue of K

For exanple, using M) as the hash algorithmH:

iterations = (lenODelta - 1)/16; /* integer division */
temp = keyd d;
for (i =0; i <iterations; i++) {

temp = MD5 (tenp || random;

keyNew[ i *16 .. (i*16)+15] =

temp XOR delta[i*16 .. (i*16)+15];

}
temp = MD5 (tenp || randon;
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keyNew[i*16 .. lenODelta-1] =
temp XOR delta[i*16 .. lenODelta-1];
The val ue of an object with this syntax, whenever it is
retrieved by the managenent protocol, is always the zero
| ength string.

SYNTAX OCTET STRI NG
-- Statistics for the User-based Security Model ******xkkkakkkkxskkkkxkx
usntt at s OBJECT IDENTIFIER ::= { usmM BCbjects 1}

usntt at sUnsupport edSecLevel s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The total numnber of packets received by the SNWP
engi ne whi ch were dropped because they requested a
securitylLevel that was unknown to the SNWMP engi ne
or otherw se unavail abl e.

.= { usnttats 1 }

usnBt at sNot | nTi mreW ndows OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The total nunmber of packets received by the SNWP
engi ne whi ch were dropped because they appeared
out side of the authoritative SNMP engi ne’s w ndow.

;.= { usnttats 2 }

usnBt at sUnknownUser Names OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The total nunber of packets received by the SNWP
engi ne whi ch were dropped because they referenced a
user that was not known to the SNWP engi ne.

::={ usnttats 3 }

usntt at sUnknownEngi nel Ds OBJECT- TYPE
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SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The total number of packets received by the SNWP
engi ne whi ch were dropped because they referenced an
snnpEngi nel D that was not known to the SNMP engi ne.

.= { usnttats 4 }

usntt at sWongDi gest s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The total nunmber of packets received by the SNWP
engi ne whi ch were dropped because they didn't
contain the expected digest val ue.

.= { usnttats 5 }

usntt at sDecrypti onErrors OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The total nunmber of packets received by the SNWP
engi ne whi ch were dropped because they coul d not be
decrypt ed.

::={ usnttats 6 }

EE R I I I I R A R R S I I I I R R I I S R R I
-- The usnlser G oup

usmiJser OBJECT IDENTIFIER ::= { usmM BCbjects 2 }
usniser Spi nLock OBJECT- TYPE

SYNTAX Test Andl ncr

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON "An advi sory | ock used to all ow several cooperating
Conmand CGenerator Applications to coordinate their
use of facilities to alter secrets in the
usniJser Tabl e.

ci={ usmser 1}
-- The table of valid users for the User-based Security Mdel ******x*x

usnlser Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF UsmJserEntry
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MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON "The tabl e of users configured in the SNVP engi ne’s
Local Configuration Datastore (LCD)."

::={ usnibser 2}

usmlserEntry OBJECT- TYPE
SYNTAX Usmser Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "A user configured in the SNMP engi ne’ s Local
Configuration Datastore (LCD) for the User-based
Security Mbdel.

I NDEX { usnser Engi nel D,
usmJser Nanme

}
::= { usnlserTable 1 }

UsmserEntry :: = SEQUENCE
{
usniser Engi nel D SnnpEngi nel D,
usniser Name SnnpAdmi nStri ng,
usnlser Securi t yNanme SnnpAdmi nStri ng,
usmJser Cl oneFr om RowPoi nt er,
usniser Aut hPr ot ocol Aut ononousType,

usniser Aut hKeyChange KeyChange,
usniser OmAut hKeyChange KeyChange,
usniser Pri vPr ot ocol Aut ononousType,
usnlser Pri vKeyChange KeyChange,
usnlser OmnPri vKeyChange KeyChange,

usniser Publ i c OCTET STRI NG
usmJser St or ageType St or ageType,
usnmser St at us RowSt at us

}

usnlser Engi nel D OBJECT- TYPE

SYNTAX SnnpEngi nel D

MAX- ACCESS not -accessible

STATUS current

DESCRI PTI ON "An SNVP engi ne’s adm nistratively-unique identifier.

In a sinple agent, this value is always that agent’s
own snnpEngi nel D val ue.

The val ue can al so take the val ue of the snnpEngi nel D

of a renpte SNWP engine with which this user can
comuni cat e.
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::={ usnUserEntry 1}

usmser Nane OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON "A hurman readabl e string representing the nanme of
the user.

This is the (User-based Security) Mddel dependent
security ID.

::={ usnUserEntry 2}

usniser Securit yName OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "A human readabl e string representing the user in
Security Mdel independent fornat.

The default transformati on of the User-based Security
Model dependent security ID to the securityNane and
vice versa is the identity function so that the
securityNanme is the sane as the user Nane.

::= { usnlUserEntry 3}

usmJser Cl oneFr om OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "A poi nter to another conceptual rowin this
usniser Tabl e. The user in this other conceptual
rowis called the clone-fromuser.

When a new user is created (i.e., a new conceptual
rowis instantiated in this table), the privacy and
aut hentication paranmeters of the new user are cloned
fromits clone-from user.

The first time an instance of this object is set by
a nmanagenment operation (either at or after its
instantiation), the cloning process is invoked.
Subsequent wites are successful but invoke no
action to be taken by the receiver.

The cloning process fails with an 'inconsi stent Nane’
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error if the conceptual row representing the
clone-fromuser is not in an active state when the
cl oni ng process is invoked.

Cloning al so causes the initial values of the secret
aut hentication key and the secret encryption key of
the new user to be set to the sanme value as the
correspondi ng secret of the clone-from user

VWhen this object is read, the ZeroDotZero A D
i s returned.

::= { usmJserEntry 4 }

usnmiJser Aut hPr ot ocol OBJECT- TYPE

SYNTAX Aut ononousType
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "An i ndi cati on of whether nessages sent on behal f of
this user to/fromthe SNWP engi ne identified by
usniser Engi nel D, can be authenticated, and if so,
the type of authentication protocol which is used.

An instance of this object is created concurrently
with the creation of any other object instance for
the same user (i.e., as part of the processing of
the set operation which creates the first object
instance in the sane conceptual row). Once created,
the value of an instance of this object can not be
changed.

If a set operation tries to set a value for an unknown
or unsupported protocol, then a wongVal ue error mnust
be returned.

DEFVAL { usnmHMACMD5AUt hPr ot ocol }

;.= { usnlserEntry 5 }

usniser Aut hKeyChange OBJECT- TYPE

SYNTAX KeyChange -- typically (SIZE (0..32))
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "An obj ect, which when nodified, causes the secret
aut hentication key used for nessages sent on behal f
of this user to/fromthe SNWP engine identified by
usniser Engi nel D, to be nodified via a one-way
function.
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The associ ated protocol is the usnserAut hProt ocol
The associ ated secret key is the user’s secret

aut hentication key (authKey). The associ ated hash
algorithmis the algorithmused by the user’s
usniser Aut hPr ot ocol .

When creating a new user, it is an 'inconsistentNane’
error for a Set operation to refer to this object
unless it is previously or concurrently initialized
through a set operation on the correspondi ng val ue
of usmJser Cl oneFrom

DEFVAL { ""H} -- the enpty string

.= { usnlserEntry 6 }

usnser OmAut hKeyChange OBJECT- TYPE

SYNTAX KeyChange -- typically (SIZE (0..32))
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "Behaves exactly as usniJser Aut hKeyChange, with one
not abl e difference: in order for the Set operation
to succeed, the usniserNanme of the operation
requester nust match the usmser Nane t hat
i ndexes the row which is targeted by this
operation.

The idea here is that access to this columm can be
public, since it will only allow a user to change
his own secret authentication key (authKey).
DEFVAL { ""H} -- the enpty string
::={ usnUserEntry 7 }

usnlser Pri vPr ot ocol OBJECT- TYPE

SYNTAX Aut ononousType
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "An i ndi cati on of whether nessages sent on behal f of
this user to/fromthe SNWP engi ne identified by
usniser Engi nel D, can be protected from di scl osure,
and if so, the type of privacy protocol which is used.

An instance of this object is created concurrently
with the creation of any other object instance for
the same user (i.e., as part of the processing of
the set operation which creates the first object
instance in the sane conceptual row). Once created,
the value of an instance of this object can not be
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changed.

If a set operation tries to set a value for an unknown

or unsupported protocol, then a wongVal ue error mnust
be returned.
DEFVAL { usmNoPri vProtocol }
::={ usnlserEntry 8 }

usniser Pri vKeyChange OBJECT- TYPE

SYNTAX KeyChange -- typically (SIZE (0..32))
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON " An obj ect, which when nodified, causes the secret
encryption key used for messages sent on behal f
of this user to/fromthe SNWP engine identified by
usniser Engi nel D, to be nodified via a one-way
function.

The associ ated protocol is the usniserPrivProtocol
The associ ated secret key is the user’s secret
privacy key (privKey). The associ ated hash
algorithmis the algorithmused by the user’s
usmser Aut hPr ot ocol

When creating a new user, it is an ’'inconsistentNane’
error for a set operation to refer to this object
unless it is previously or concurrently initialized
through a set operation on the correspondi ng val ue
of usmser Cl oneFrom

DEFVAL { ""H} -- the empty string

::={ usnlserEntry 9 }

usnlser OmnPri vKeyChange OBJECT- TYPE

SYNTAX KeyChange -- typically (SIZE (0..32))
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "Behaves exactly as usniJserPri vKeyChange, with one
notabl e difference: in order for the Set operation
to succeed, the usnmiserName of the operation
requester nust match the usmser Name that indexes
the row which is targeted by this operation

The idea here is that access to this columm can be
public, since it will only allow a user to change
his own secret privacy key (privKey).

Bl ument hal & W j nen St andards Track [ Page 42]



RFC 2264 USM f or SNWPv3 January 1998

DEFVAL { ""H} -- the enpty string
.= { usnlserEntry 10 }

usnlser Publ i c OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE(O. .32))
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "A publicly-readabl e value which is witten as part
of the procedure for changing a user’s secret
aut hentication and/or privacy key, and later read to
det erm ne whet her the change of the secret was
ef fected.

DEFVAL {""H} -- the enpty string

::= { usmUserEntry 11 }

usmJser St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The storage type for this conceptual row

Conceptual rows having the val ue ’permanent’
must allow wite-access at a mninmmto:

- usmser Aut hKeyChange, usnlser OmAut hKeyChange
and usmJserPublic for a user who enpl oys
aut henti cation, and

- usnlser Pri vKeyChange, usmJser OmnPri vKeyChange
and usmJserPublic for a user who enpl oys
privacy.

Not e that any user who enpl oys authentication or
privacy nmust allow its secret(s) to be updated and
thus cannot be 'readOnly’.

DEFVAL { nonVol atile }

::= { usmJserEntry 12 }

usmJser St at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The status of this conceptual row.
Until instances of all correspondi ng colums are

appropriately configured, the value of the
correspondi ng i nstance of the usmJser Status col um
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i s 'notReady’.

In particular, a newy created row cannot be nade
active until the correspondi ng usniJser Cl oneFr om
usnlser Aut hKeyChange, usmser OamnAut hKeyChange,
usniser Pri vKeyChange and usmniJser OwmnPri vKeyChange
have all been set.

The RowStatus TC [ RFC1903] requires that this
DESCRI PTI ON cl ause states under which circumstances
ot her objects in this row can be nodified:

The val ue of this object has no effect on whether
ot her objects in this conceptual row can be nodified.

::={ usnlUserEntry 13 }
R Conforrrance |nfOI’I'T'B.tI0n kkkkhkkhkhkhkhkhkkkkkhkkhkhkhkhkhkhkkhkhkkhkhkhk khkikkkhkkk ki) khkikkkkk*

usnmM BConpl i ances OBJECT | DENTI FI ER : :
usnmM BG oups OBJECT | DENTI FI ER : :

{ usmM BConf or mance 1 }
{ usmM BConf or mance 2 }

-- Compliance statenents

usnM BConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON "The conpliance statement for SNWVP engi nes which
i npl erent the SNMP- USER- BASED- SM M B.

MODULE -- this nodul e
MANDATORY- GROUPS { usnM BBasi cGroup }
OBJECT usniser Aut hPr ot ocol
M N- ACCESS read-only
DESCRI PTI ON "Wite access is not required."
OBJECT usniser Pri vPr ot ocol
M N- ACCESS read-only
DESCRI PTI ON "Wite access is not required.”

;.= { usnM BConpliances 1 }

-- Units of conpliance
usnM BBasi cGroup OBJECT- GROUP
OBJECTS {
usntt at sUnsupport edSecLevel s,
usnst at sNot | nTi neW ndows,
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usntt at sUnknownUser Nanes,
usntt at sUnknownEngi nel Ds,
usntt at sWongDi gest s,
usntt at sDecrypti onErrors,
usniser Spi nLock,

usnlser Securi t yNane,
usmser C oneFrom
usnlser Aut hPr ot ocol ,
usmser Aut hKeyChange,
usniser OmAut hKeyChange,
usniser Pri vProt ocol ,
usnlser Pri vKeyChange,
usnlser OmnPri vKeyChange,
usnlser Publ i c,
usmJser St or ageType,
usmser St at us

}
STATUS current
DESCRI PTI ON "A col | ection of objects providing for configuration
of an SNWMP engi ne which inplenments the SNW
User - based Security Mbddel.

::={ usnMBGoups 1}

END

6.

6.

HMAC- MD5- 96 Aut henticati on Protocol

Thi s section describes the HVAC- MD5- 96 aut hentication protocol. This
aut hentication protocol is the first defined for the User-based
Security Mdel. It uses MD5 hash-function which is described in

[ MD5], in HMAC node described in [ RFC2104], truncating the output to
96 bits.

This protocol is identified by usnmHVACVDS5AuUt hPr ot ocol .

Over tine, other authentication protocols nmay be defined either as a
repl acenent of this protocol or in addition to this protocol.

Mechani sns

- In support of data integrity, a nessage digest algorithmis
required. A digest is calculated over an appropriate portion of an
SNVP nmessage and included as part of the nessage sent to the
reci pi ent.
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- In support of data origin authentication and data integrity,
a secret value is prepended to SNVP nessage prior to conputing the
digest; the calculated digest is partially inserted into the SNW
nmessage prior to transm ssion, and the prepended val ue i s not
transmtted. The secret value is shared by all SNWVP engi nes
aut horized to originate nessages on behal f of the appropriate user

6.1.1. Digest Authentication Mechani sm

The Di gest Authentication Mechanismdefined in this meno provides
for:

- verification of the integrity of a received nessage, i.e.
nmessage received i s the nessage sent.

, the

The integrity of the message is protected by computing a digest
over an appropriate portion of the nessage. The digest is conputed
by the originator of the nmessage, transnitted with the nessage, and
verified by the recipient of the nessage.

- verification of the user on whose behal f the nmessage was generat ed.

A secret value known only to SNVP engi nes authorized to generate
nessages on behalf of a user is used in HVAC node (see [ RFC2104]).
It al so recommends t he hash-function output used as Message

Aut henti cation Code, to be truncated.

This protocol uses the MD5 [ MD5] message digest algorithm A 128-bit
MD5 digest is calculated in a special (HVAC) way over the designated
portion of an SNMP nessage and the first 96 bits of this digest is

i ncluded as part of the nmessage sent to the recipient. The size of
the digest carried in a nessage is 12 octets. The size of the private
aut hentication key (the secret) is 16 octets. For the details see
section 6. 3.

6.2. Elenents of the Digest Authentication Protoco

This section contains definitions required to realize the
aut hentication nodule defined in this section of this neno.

6.2.1. Users

Aut hentication using this authentication protocol nakes use of a
defined set of userNanmes. For any user on whose behal f a nessage nust
be authenticated at a particular SNVWP engi ne, that SNMP engi ne nust
have know edge of that user. An SNWMP engi ne that wi shes to
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conmuni cate wi th anot her SNVP engi ne nmust al so have know edge of a
user known to that engine, including know edge of the applicable
attributes of that user

A user and its attributes are defined as foll ows:

<user Nane>
A string representing the nane of the user

<aut hKey>
A user’s secret key to be used when cal cul ating a digest.
It MUST be 16 octets |long for MD5.

6.2.2. nsgAuthoritativeEngi nel D

The nsgAut horitativeEngi nel D val ue contained in an authenticated
nmessage specifies the authoritative SNVMP engine for that particul ar
nmessage (see the definition of SnnpEnginelD in the SNMP Architecture
docunent [ RFC2261]).

The user’s (private) authentication key is nornmally different at each
aut horitative SNVMP engi ne and so the snnpEnginelD is used to sel ect
the proper key for the authentication process.

6.2.3. SNWP Messages Using this Authentication Protoco

Messages using this authentication protocol carry a

nmsgAut henti cati onParanmeters field as part of the
nmsgSecurityParaneters. For this protocol, the

nmsgAut henti cati onParaneters field is the serialized OCTET STRI NG
representing the first 12 octets of the HVAC MD5-96 output done over
t he whol eMsg.

The digest is calcul ated over the whol eMsg so if a nessage is
aut henticated, that also neans that all the fields in the message are
i ntact and have not been tanpered wth.

6.2.4. Services provided by the HVAC- MD5- 96 Aut hentication Mdul e
Thi s section describes the inputs and outputs that the HVAC MD5- 96
Aut henti cati on nodul e expects and produces when the User-based
Security nodule calls the HVAC MD5-96 Aut hentication nmodul e for
servi ces.

6.2.4.1. Services for Generating an Qutgoi ng SNVP Message
The HVAC- MD5- 96 aut hentication protocol assunmes that the sel ection of

the authKey is done by the caller and that the caller passes the
secret key to be used.
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Upon conpl etion the authentication nodul e returns statuslnfornmation
and, if the nessage digest was correctly cal cul ated, the whol eMsg
with the digest inserted at the proper place. The abstract service
primtive is:

statusinformation = -- success or failure
aut henti cat eQut goi ngvsg(
IN aut hKey -- secret key for authentication
IN  whol eMsg -- unaut henticated conpl ete nessage
QUT aut henti cat edWhol eMsg -- conpl ete authenticated nessage
)

The abstract data el enents are:

stat usl nformation
An indication of whether the authentication process was
successful. If not it is an indication of the problem
aut hKey
The secret key to be used by the authentication algorithm
The length of this key MJUST be 16 octets.
whol eMsg
The nessage to be authenti cat ed.
aut hent i cat edWhol eMsg
The aut henticated nessage (including inserted digest) on output.

Note, that authParanmeters field is filled by the authentication
nodul e and this field should be already present in the whol eMsg
bef ore the Message Authentication Code (MAC) is generated.

6.2.4.2. Services for Processing an |Incom ng SNVP Message

The HVAC- MD5- 96 aut hentication protocol assunes that the sel ection of
the authKey is done by the caller and that the caller passes the
secret key to be used.

Upon conpl etion the authentication nodule returns statuslnfornmation
and, if the nessage digest was correctly cal cul ated, the whol eMsg as
it was processed. The abstract service prinmtive is:

statuslinformation = -- success or failure
aut henti cat el ncom ngivsg(
IN aut hKey -- secret key for authentication
IN authParaneters -- as received on the wire
IN  whol eMsg -- as received on the wire
QUT aut henti cat edWhol eMsg -- conpl ete authenticated nessage
)

The abstract data el enents are:
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6. 3.

statuslnformation
An indication of whether the authentication process was
successful. If not it is an indication of the problem

aut hKey
The secret key to be used by the authentication algorithm
The length of this key MJST be 16 octets.

aut hPar anmet er s
The aut hParameters fromthe i ncom ng nessage

whol eMsg
The nessage to be authenticated on input and the authenticated
nmessage on out put.

aut hent i cat edWhol eMsg
The whol e nessage after the authentication check is conplete.

El enents of Procedure

This section describes the procedures for the HVAC MD5- 96
aut henti cati on protocol

6.3. 1.

Processi ng an Qut goi ng Message

Thi s section describes the procedure foll owed by an SNMP engi ne
whenever it mnust authenticate an outgoi ng nessage using the
us mMHVACMVD5Aut hPr ot ocol .

1)

2)

4)

5)

6)

The nmsgAut henti cationParaneters field is set to the
serialization, according to the rules in [RFC1906], of an OCTET
STRI NG containing 12 zero octets.

Fromthe secret authKey, two keys Kl and K2 are derived:

a) extend the authKey to 64 octets by appending 48 zero
octets; save it as extendedAut hKey

b) obtain I PAD by replicating the octet 0x36 64 timnes;

c) obtain K1 by XORi ng extendedAut hKey wi th | PAD

d) obtain OPAD by replicating the octet 0x5C 64 tines;

e) obtain K2 by XORi ng extendedAut hKey wi th OPAD.

Prepend K1 to the whol eMsg and cal cul ate MD5 di gest over it
according to [ MD5].

Prepend K2 to the result of the step 4 and cal cul ate MD5 di gest
over it according to [MD5]. Take the first 12 octets of the fina
digest - this is Message Authentication Code (MAC).

Repl ace the msgAut henti cati onParanmeters field with MAC obt ai ned
in the step 5.
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7)

6.3. 2.

The aut henti cat edWhol eMsg is then returned to the caller
together with statuslnformation indicating success.

Processi ng an | ncom ng Message

This section describes the procedure foll owed by an SNMP engi ne
whenever it nust authenticate an inconing nessage using the
us mHVACMVD5Aut hPr ot ocol

1)

2)

3)

4)

5)

6)

7)

If the digest received in the msgAut henticati onParaneters field
is not 12 octets long, then an failure and an errorlndication
(authenticationError) is returned to the calling nodule.

The MAC received in the nsgAut henticationParaneters field
i s saved.

The digest in the nsgAut henticationParaneters field is repl aced
by the 12 zero octets.

Fromthe secret authKey, two keys Kl and K2 are derived:

a) extend the authKey to 64 octets by appendi ng 48 zero
octets; save it as extendedAut hKey

b) obtain I PAD by replicating the octet 0x36 64 tines;

c) obtain Kl by XORi ng extendedAut hKey with | PAD;

d) obtain OPAD by replicating the octet Ox5C 64 tines;

e) obtain K2 by XORi ng extendedAut hKey wi th OPAD

The MAC i s cal cul ated over the whol eMsg:

a) prepend KL to the whol eMsg and cal cul ate the MD5 di gest
over it;

b) prepend K2 to the result of step 5.a and cal culate the
MD5 di gest over it;

c) first 12 octets of the result of step 5.b is the MAC

The nsgAut henticationParanmeters field is replaced with the MAC
val ue that was saved in step 2.

Then the newly cal cul ated MAC is conpared with the MAC

saved in step 2. If they do not match, then an failure and an
errorlndication (authenticationFailure) is returned to the
cal l'ing nodul e.

The aut henti cat edWhol eMsg and statusl nformati on indicating
success are then returned to the caller
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7. HVAC- SHA-96 Aut hentication Protoco

Thi s section describes the HVAC- SHA- 96 aut hentication protocol. This
prot ocol uses the SHA hash-function which is described in [ SHA-N ST],
in HVAC node described in [ RFC2104], truncating the output to 96
bits.

This protocol is identified by usnHMACSHAAuUt hPr ot ocol

Over tine, other authentication protocols may be defined either as a
repl acenment of this protocol or in addition to this protocol

7.1. Mechani sns

- In support of data integrity, a message digest algorithmis
required. A digest is calculated over an appropriate portion of an
SNVP message and included as part of the nessage sent to the
reci pi ent.

- In support of data origin authentication and data integrity,
a secret value is prepended to the SNVP nessage prior to conputing
the digest; the calculated digest is then partially inserted into
the message prior to transm ssion. The prepended secret is not
transmtted. The secret value is shared by all SNWMP engi nes
aut horized to originate nessages on behal f of the appropriate user

7.1.1. Digest Authentication Mechani sm

The Di gest Authentication Mechanismdefined in this meno provides
for:

- verification of the integrity of a received nessage, i.e., the
the nmessage received is the nessage sent.

The integrity of the message is protected by conmputing a digest
over an appropriate portion of the nessage. The digest is conputed
by the originator of the nmessage, transnitted with the nessage, and
verified by the recipient of the nessage.

- verification of the user on whose behal f the message was gener at ed.
A secret value known only to SNVP engi nes authorized to generate
nessages on behalf of a user is used in HVAC node (see [ RFC2104]).

It al so recommends t he hash-function output used as Message
Aut henti cati on Code, to be truncated.
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Thi s mechani sm uses the SHA [ SHA- NI ST] nessage digest algorithm A
160-bit SHA digest is calculated in a special (HVAC) way over the
desi gnated portion of an SNWP nessage and the first 96 bits of this
digest is included as part of the message sent to the recipient. The
size of the digest carried in a nessage is 12 octets. The size of the
private authentication key (the secret) is 20 octets. For the details
see section 7. 3.

7.2. E enents of the HVAC- SHA- 96 Aut henti cati on Protoco

This section contains definitions required to realize the
aut hentication nodule defined in this section of this neno.

7.2. 1. Users

Aut hentication using this authentication protocol nakes use of a
defined set of userNames. For any user on whose behal f a nessage
nust be authenticated at a particular SNVWP engi ne, that SNMP engi ne
nust have know edge of that user. An SNMP engine that wi shes to
comuni cate wi th another SNWP engi ne nust al so have know edge of a
user known to that engine, including know edge of the applicable
attributes of that user.

A user and its attributes are defined as foll ows:

<user Nane>
A string representing the nane of the user

<aut hKey>
A user’s secret key to be used when cal cul ating a digest.
It MUST be 20 octets long for SHA

7.2.2. msgAuthoritativeEnginel D

The nmsgAut horitativeEngi nel D val ue contained in an authenti cated
nmessage specifies the authoritative SNVP engine for that particul ar
nessage (see the definition of SnnpEnginelD in the SNMP Architecture
docunent [ RFC2261]).

The user’s (private) authentication key is nornmally different at each
aut horitative SNMP engi ne and so the snnmpEnginelD is used to sel ect
the proper key for the authentication process.
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7.2.3. SNWP Messages Using this Authentication Protoco

Messages using this authentication protocol carry a

msgAut henti cati onParaneters field as part of the
msgSecurityParaneters. For this protocol, the

nsgAut henti cati onParaneters field is the serialized OCTET STRI NG
representing the first 12 octets of HMAC-  SHA- 96 out put done over the
whol eMsg.

The digest is calcul ated over the whol eMsg so if a nessage is
aut henticated, that also neans that all the fields in the nmessage are
i ntact and have not been tanpered with.

7.2.4. Services provided by the HVAC- SHA- 96 Aut henti cati on Mdul e

Thi s section describes the inputs and outputs that the HVAC SHA- 96
Aut henti cati on nodul e expects and produces when the User-based
Security nodule calls the HVAC SHA-96 Authentication nodule for
servi ces.

7.2.4.1. Services for Generating an Qutgoi ng SNVP Message

HVAC- SHA- 96 aut henti cati on protocol assumes that the selection of the
aut hKey is done by the caller and that the caller passes the secret
key to be used.

Upon conpl etion the authentication nodul e returns statuslnformation
and, if the nessage digest was correctly cal cul ated, the whol eMsg
with the digest inserted at the proper place. The abstract service
primtive is:

statuslinformation = -- success or failure
aut henti cat eQut goi ngvsg(
IN aut hKey -- secret key for authentication
IN  whol eMsg -- unaut henticated conpl ete nessage
QUT aut henti cat edWhol eMsg -- conpl ete authenticated nessage
)

The abstract data el enents are:

st atusl nformati on
An indication of whether the authentication process was
successful. If not it is an indication of the problem
aut hKey
The secret key to be used by the authentication algorithm
The I ength of this key MJST be 20 octets.
whol eMsg
The nessage to be authenti cat ed.
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aut hent i cat edWhol eMsg
The aut henticated nmessage (including inserted digest) on output.

Note, that authParameters field is filled by the authentication
nodul e and this field should be already present in the whol eMsg
bef ore the Message Authentication Code (MAC) is generated.

7.2.4.2. Services for Processing an | nconm ng SNVP Message

HVAC- SHA- 96 aut henti cati on protocol assumes that the selection of the
aut hKey is done by the caller and that the caller passes the secret
key to be used.

Upon conpl etion the authentication nodul e returns statuslnformation
and, if the nessage di gest was correctly cal cul ated, the whol eMsg as
it was processed. The abstract service primtive is:

statusinformation = -- success or failure
aut henti cat el ncom ngMsg(
IN aut hKey -- secret key for authentication
IN authParaneters -- as received on the wire
IN  whol eMsg -- as received on the wire
QUT aut henti cat edWhol eMsg -- conmpl ete authenticated nessage
)

The abstract data el enents are:

st at usl nf ormati on
An indication of whether the authentication process was
successful. If not it is an indication of the problem

aut hKey
The secret key to be used by the authentication algorithm
The length of this key MJUST be 20 octets.

aut hPar amet er s
The aut hParameters fromthe i ncom ng nessage

whol eMsg
The nessage to be authenticated on input and the authenticated
nmessage on out put.

aut henti cat edWhol eMsg
The whol e message after the authentication check is conplete.

7.3. Elements of Procedure

Thi s section describes the procedures for the HVAC SHA- 96
aut henti cation protocol
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7.

7.

3.

3.

1. Processing an Qutgoing Message

This section describes the procedure foll owed by an SNMP engi ne
whenever it must authenticate an outgoi ng nessage using the
us mHVACSHAAut hPr ot ocol

1) The nsgAut henticationParaneters field is set to the
serialization, according to the rules in [RFC1906], of an OCTET
STRI NG containing 12 zero octets.

2) Fromthe secret authKey, two keys K1 and K2 are derived:

a) extend the authKey to 64 octets by appending 44 zero
octets; save it as extendedAut hKey

b) obtain I PAD by replicating the octet 0x36 64 tines;

c) obtain K1 by XORi ng extendedAut hKey with | PAD

d) obtain OPAD by replicating the octet Ox5C 64 tines;

e) obtain K2 by XORi ng extendedAut hKey w th OPAD

3) Prepend K1 to the whol eMsg and cal cul ate the SHA di gest over it
according to [ SHA-NI ST].

4) Prepend K2 to the result of the step 4 and cal cul ate SHA di gest
over it according to [SHA-NIST]. Take the first 12 octets of the
final digest - this is Message Authentication Code (MAC).

5) Repl ace the nsgAut henticati onParameters field with MAC obt ai ned
in the step 5.

6) The aut henticatedwWol eMsg is then returned to the caller
together with statuslnformation indicating success.

2. Processing an I ncom ng Message

This section describes the procedure foll owed by an SNMP engi ne
whenever it nust authenticate an inconing nessage using the
us mMHVACSHAAuUt hPr ot ocol

1) If the digest received in the nmsgAut henticationParanmeters field
is not 12 octets long, then an failure and an errorlndication
(authenticationError) is returned to the calling nodule.

2) The MAC received in the nsgAut henticati onParaneters field
is saved.

3) The digest in the nsgAuthenticationParaneters field is
repl aced by the 12 zero octets.
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4) Fromthe secret authKey, two keys Kl and K2 are derived:

a) extend the authKey to 64 octets by appending 44 zero
octets; save it as extendedAut hKey

b) obtain I PAD by replicating the octet 0x36 64 times;

c) obtain Kl by XORi ng extendedAut hKey wi th | PAD

d) obtain OPAD by replicating the octet Ox5C 64 tines;

e) obtain K2 by XORi ng extendedAut hKey wi th OPAD

5) The MAC is cal cul ated over the whol eMsg:

a) prepend KL to the whol eMsg and cal cul ate the SHA di gest
over it;

b) prepend K2 to the result of step 5.a and cal culate the
SHA di gest over it;

c) first 12 octets of the result of step 5.b is the MAC

The nsgAut henticationParameters field is replaced with the MAC
val ue that was saved in step 2.

6) The the newy calculated MAC is conpared with the MAC saved in
step 2. If they do not match, then a failure and an
errorlndication (authenticationFailure) are returned to the
cal l'ing nodul e.

7) The aut henti cat edWol eMsg and statuslnformation indicating
success are then returned to the caller

8. CBC-DES Symmetric Encryption Protoco
Thi s section describes the CBC-DES Symmetric Encryption Protocol
This protocol is the first privacy protocol defined for the User-
based Security Mbddel
This protocol is identified by usnDESPri vProtocol

Over tine, other privacy protocols may be defined either as a
repl acenent of this protocol or in addition to this protocol

8.1. Mechani sns

- In support of data confidentiality, an encryption algorithmis
required. An appropriate portion of the nessage is encrypted prior
to being transmtted. The User-based Security Mdel specifies that
the scopedPDU is the portion of the nmessage that needs to be
encrypt ed.
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- A secret value in conbination with a tineliness value is used
to create the en/decryption key and the initialization vector. The
secret value is shared by all SNWP engi nes authorized to originate
nmessages on behal f of the appropriate user

8.1.1. Symmetric Encryption Protoco

The Symmetric Encryption Protocol defined in this neno provides
support for data confidentiality. The designated portion of an SNWP
nmessage i s encrypted and included as part of the nessage sent to the
reci pi ent.

Two organi zations have published specifications defining the DES: the
National Institute of Standards and Technol ogy (N ST) [DES-N ST] and
the Anerican National Standards Institute [DES-ANSI]. There is a
conpani on Modes of Operation specification for each definition

([ DESO- NI ST] and [ DESO ANSI], respectively).

The NI ST has published three additional docunents that inplenmentors
may find useful

- There is a docunent with guidelines for inplementing and using
the DES, including functional specifications for the DES and its
nodes of operation [DESG N ST].

- There is a specification of a validation test suite for the DES
[DEST-NIST]. The suite is designed to test all aspects of the DES
and is useful for pinpointing specific problens.

- There is a specification of a maintenance test for the DES
[ DESM NI ST]. The test utilizes a miniml anmount of data and
processing to test all conponents of the DES. It provides a sinple
yes-or-no indication of correct operation and is useful to run as
part of an initialization step, e.g., when a conputer re-boots.

8.1.1.1. DES key and Initialization Vector.
The first 8 octets of the 16-octet secret (private privacy key) are
used as a DES key. Since DES uses only 56 bits, the Least

Significant Bit in each octet is disregarded.

The Initialization Vector for encryption is obtained using the
fol |l owi ng procedure.

The last 8 octets of the 16-octet secret (private privacy key) are
used as pre-I|V.
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In order to ensure that the IV for two different packets encrypted by
the sane key, are not the same (i.e., the IV does not repeat) we need
to "salt" the pre-1V with something uni que per packet. An 8-octet

string is used as the "salt". The concatenation of the generating
SNVP engi ne’ s 32-bit snnpEngi neBoots and a | ocal 32-bit integer, that
the encryption engine maintains, is input to the "salt". The 32-bit

integer is initialized to an arbitrary value at boot tine.

The 32-bit snnpEngi neBoots is converted to the first 4 octets (Most

Significant Byte first) of our "salt". The 32-bit integer is then
converted to the last 4 octet (Mdst Significant Byte first) of our
"salt". The resulting "salt" is then XOR-ed with the pre-1V. The 8-

octet "salt" is then put into the privParaneters field encoded as an
OCTET STRING The "salt" integer is then nodified. W recomrend
that it be increnented by one and wap when it reaches the maxi hrum
val ue.

How exactly the value of the "salt" (and thus of the IV) varies, is
an inplenentation issue, as long as the neasures are taken to avoid
produci ng a duplicate |V.

The "salt" nust be placed in the privParameters field to enable the
receiving entity to conpute the correct 1V and to decrypt the
nessage.

8.1.1.2. Data Encryption
The data to be encrypted is treated as sequence of octets. Its length
should be an integral nultiple of 8 - and if it is not, the data is
padded at the end as necessary. The actual pad value is irrelevant.
The data is encrypted in G pher Block Chaining node.
The plaintext is divided into 64-bit bl ocks.
The plaintext for each block is XOR-ed with the ci phertext of the
previous block, the result is encrypted and the output of the
encryption is the ciphertext for the block. This procedure is
repeated until there are no nore plaintext bl ocks.

For the very first block, the Initialization Vector is used instead
of the ciphertext of the previous bl ock.
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8.1.1.3. Data Decryption

Bef ore decryption, the encrypted data length is verified. |If the
l ength of the OCTET STRING to be decrypted is not an integra
multiple of 8 octets, the decryption process is halted and an
appropriate exception noted. Wen decrypting, the padding is

i ghor ed.

The first ciphertext block is decrypted, the decryption output is
XOR-ed with the Initialization Vector, and the result is the first
pl ai nt ext bl ock.

For each subsequent bl ock, the ciphertext block is decrypted, the
decryption output is XOR-ed with the previous ciphertext block and
the result is the plaintext block

8.2. Elenents of the DES Privacy Protoco

This section contains definitions required to realize the privacy
nodul e defined by this neno.

8.2. 1. Users

Data en/decryption using this Symmetric Encryption Protocol nakes use
of a defined set of userNames. For any user on whose behalf a
nessage nust be en/decrypted at a particular SNVP engi ne, that SNWP
engi ne nust have know edge of that user. An SNWVP engi ne that wi shes
to communi cate with anot her SNMP engi ne nmust al so have know edge of a
user known to that SNWP engi ne, including know edge of the applicable
attributes of that user

A user and its attributes are defined as foll ows:

<user Nanme>
An octet string representing the name of the user

<pri vKey>
A user’'s secret key to be used as input for the DES key and | V.
The length of this key MJUST be 16 octets.

8.2.2. msgAuthoritativeEngi nel D
The nsgAut horitativeEngi nel D val ue contained in an authenticated
nessage specifies the authoritati ve SNVP engine for that particul ar

nessage (see the definition of SnnpEnginelD in the SNMP Architecture
document [ RFC2261]).
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The user’s (private) privacy key is normally different at each
aut horitative SNVMP engi ne and so the snnpEnginelD is used to sel ect
the proper key for the en/decryption process.

8.2.3. SNWP Messages Using this Privacy Protoco

Messages using this privacy protocol carry a nsgPrivacyParaneters
field as part of the nsgSecurityParanmeters. For this protocol, the
nmsgPri vacyParanmeters field is the serialized OCTET STRI NG
representing the "salt" that was used to create the IV.

8.2.4. Services provided by the DES Privacy Mdul e

This section describes the inputs and outputs that the DES Privacy
nodul e expects and produces when the User-based Security nodul e
i nvokes the DES Privacy nodul e for services.

8.2.4.1. Services for Encrypting Qutgoing Data

Thi s DES privacy protocol assunes that the selection of the privKey
is done by the caller and that the caller passes the secret key to be
used.

Upon conpl etion the privacy nodul e returns statuslnformation and, if
the encryption process was successful, the encryptedPDU and t he
nsgPri vacyParaneters encoded as an OCTET STRING The abstract
service primtive is:

statuslinformation = -- success of failure
encrypt Dat a(
IN encrypt Key -- secret key for encryption
IN dat aToEncr ypt -- data to encrypt (scopedPDU)
QUT  encryptedData -- encrypted data (encryptedPDU)
out pri vParaneters -- filled in by service provider
)

The abstract data el enents are:

stat usl nformation
An indication of the success or failure of the encryption
process. In case of failure, it is an indication of the error
encr ypt Key
The secret key to be used by the encryption algorithm
The length of this key MJUST be 16 octets.
dat aToEncr ypt
The data that nust be encrypted.
encrypt edDat a
The encrypted data upon successful conpletion
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privParaneters
The privParaneters encoded as an OCTET STRI NG

8.2.4.2. Services for Decrypting |Incom ng Data

Thi s DES privacy protocol assunes that the selection of the privKey

is done by the caller and that the caller passes the secret key to be
used.

Upon conpl etion the privacy nodul e returns statuslnformation and, if
the decryption process was successful, the scopedPDU in plain text.
The abstract service primtive is:

statuslinfornmation =
decr ypt Dat a(

I N decr ypt Key -- secret key for decryption
IN pri vParaneters -- as received on the wire
IN encrypt edDat a -- encrypted data (encryptedPDU)
QUT  decryptedData -- decrypted data (scopedPDU)
)

The abstract data el enents are:

statuslnformation
An indication whether the data was successfully decrypted
and if not an indication of the error
decrypt Key
The secret key to be used by the decryption algorithm
The I ength of this key MJST be 16 octets.
privParaneters
The "salt" to be used to calculate the IV.
encrypt edDat a
The data to be decrypted.
decrypt edDat a
The decrypted data.

8.3. Elenments of Procedure
This section describes the procedures for the DES privacy protocol
8.3.1. Processing an Qutgoi ng Message
This section describes the procedure foll owed by an SNMP engi ne
whenever it nmust encrypt part of an outgoing nessage using the

usnDESPr i vPr ot ocol .

1) The secret cryptKey is used to construct the DES encryption key,
the "salt" and the DES pre-1V (as described in section 8.1.1.1).
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8.

3.

2) The privParaneters field is set to the serialization according
to the rules in [RFC1906] of an OCTET STRI NG representing the the
"salt" string

3) The scopedPDU is encrypted (as described in section 8.1.1.2)
and the encrypted data is serialized according to the rules in
[ RFC1906] as an OCTET STRI NG

4) The serialized OCTET STRI NG representing the encrypted
scopedPDU together with the privParameters and statuslnformtion
i ndi cating success is returned to the calling nodul e.

2. Processing an I ncom ng Message

This section describes the procedure foll owed by an SNMP engi ne
whenever it must decrypt part of an incom ng nessage using the
usnDESPr i vPr ot ocol .

1) |If the privParaneters field is not an 8-octet OCTET STRI NG
then an error indication (decryptionError) is returned to the
cal l'ing nodul e.

2) The "salt" is extracted fromthe privParaneters field

3) The secret cryptKey and the "salt" are then used to construct the
DES decryption key and pre-1V (as described in section 8.1.1.1).

4) The encryptedPDU is then decrypted (as described in
section 8.1.1.3).

5) If the encryptedPDU cannot be decrypted, then an error
i ndi cation (decryptionError) is returned to the calling nodul e.

6) The decrypted scopedPDU and statuslnformation indicating
success are returned to the calling nodul e.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
intell ectual property or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any license under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade avail able for publication and any assurances of
licenses to be nade avail able, or the result of an attenpt nade to
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obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary

ri ghts which nay cover technol ogy that nay be required to practice
this standard. Pl ease address the information to the | ETF Executive
Director.
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11. Security Considerations
11.1. Recommended Practices

This section describes practices that contribute to the secure,
ef fective operation of the mechanisnms defined in this neno.

- An SNMP engi ne nust discard SNVMP Response nessages that do not
correspond to any currently outstandi ng Request nmessage. It is the
responsibility of the Message Processing nodule to take care of
this. For exanple it can use a nsglD for that.

An SNVP Command Generator Application nmust di scard any Response PDU
for which there is no currently outstandi ng Request PDU; for
exanpl e for SNWPv2 [ RFC1905] PDUs, the request-id conponent in the
PDU can be used to correl ate Responses to outstandi ng Requests.

Al though it would be typical for an SNMP engi ne and an SNVP Comrand
CGenerator Application to do this as a natter of course, when using
these security protocols it is significant due to the possibility
of message duplication (rmalicious or otherw se).

- If an SNWP engine uses a nsglD for correl ati ng Response nessages
to outstandi ng Request nessages, then it MJST use different nsgl Ds
in all such Request nessages that it sends out during a Tinme Wndow
(150 seconds) period.
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A Conmmand CGenerator or Notification Oiginator Application MJST use
different request-ids in all Request PDUs that it sends out during
a Ti meW ndow (150 seconds) peri od.

This nmust be done to protect against the possibility of nessage
duplication (malicious or otherw se).

For exanple, starting operations with a nmsgl D and/or request-id
val ue of zero is not a good idea. |Initializing themwth an
unpr edi ct abl e nunber (so they do not start out the same after each
reboot) and then incrementing by one woul d be acceptabl e.

- An SNWMP engi ne should performtinme synchronization using
aut henti cated nessages in order to protect against the possibility
of message duplication (rmalicious or otherw se).

- When sending state altering nessages to a managed authoritative
SNWP engi ne, a Command Generator Application should delay sending
successi ve nessages to that nmanaged SNMP engine until a positive
acknow edgenent is received for the previous nessage or until the
previ ous message expires.

No message ordering is inmposed by the SNMP. Messages may be
received in any order relative to their time of generation and each
will be processed in the ordered received. Note that when an

aut henticated nessage is sent to a managed SNWP engine, it will be
valid for a period of tine of approxinmately 150 seconds under

normal circumstances, and is subject to replay during this period.

I ndeed, an SNWP engi ne and SNVP Command Generat or Applications nust
cope with the loss and re-ordering of nessages resulting from
anonmalies in the network as a matter of course.

However, a managed object, snnmpSet Serial No [ RFC1907], is
specifically defined for use with SNMP Set operations in order to
provi de a nechanismto ensure that the processing of SNVP messages
occurs in a specific order

- The frequency with which the secrets of a User-based Security
Model user should be changed is indirectly related to the frequency
of their use.

Protecting the secrets fromdisclosure is critical to the overal
security of the protocols. Frequent use of a secret provides a
continued source of data that may be useful to a cryptanalyst in
exploiting known or perceived weaknesses in an algorithm Frequent
changes to the secret avoid this vulnerability.

Bl ument hal & W j nen St andards Track [ Page 65]



RFC 2264 USM f or SNWPv3 January 1998

Changi ng a secret after each use is generally regarded as the nobst
secure practice, but a significant anmount of overhead may be
associ ated with that approach.

Note, too, in a local environnent the threat of disclosure may be
| ess significant, and as such the changing of secrets may be |ess
frequent. However, when public data networks are used as the
comuni cation paths, nore caution is prudent.

11.2 Defining Users
The nmechani sns defined in this docunent enploy the notion of users on

whose behal f nessages are sent. How "users" are defined is subject
to the security policy of the network administration. For exanple,

users could be individuals (e.g., "joe" or "jane"), or a particular
role (e.g., "operator" or "adm nistrator"), or a conbination (e.qg.
"joe-operator”, "jane-operator"” or "joe-admin"). Furthernore, a user

may be a logical entity, such as an SNVP Application or a set of SNW
Applications, acting on behalf of an individual or role, or set of
i ndividuals, or set of roles, including conbinations.

Appendi x A describes an algorithmfor mapping a user "password" to a
16 octet value for use as either a user’s authentication key or
privacy key (or both). Note however, that using the same password
(and therefore the sane key) for both authentication and privacy is
very poor security practice and should be strongly di scouraged.
Passwords are often generated, renmenbered, and input by a hunan
Human- gener at ed passwords nay be |l ess than the 16 octets required by
the aut hentication and privacy protocols, and brute force attacks can
be quite easy on a relatively short ASCI| character set. Therefore,
the algorithmis Appendix A perforns a transformation on the
password. |If the Appendix A algorithmis used, SNWVP inplenentations
(and SNWP configuration applications) nust ensure that passwords are
at least 8 characters in |ength.

Because the Appendi x A al gorithmuses such passwords (nearly)
directly, it is very inportant that they not be easily guessed. It

i s suggested that they be conposed of m xed-case al phanuneric and
punctuation characters that don't formwords or phrases that might be
found in a dictionary. Longer passwords inprove the security of the
system Users may wi sh to input multiword phrases to make their
password string | onger while ensuring that it is nenorable.

Since it is infeasible for human users to maintain different
passwords for every SNMP engi ne, but security requirements strongly
di scourage having the sanme key for nmore than one SNWMP engi ne, the
User - based Security Mdel enpl oys a conprom se proposed in
[Local i zed-key]. It derives the user keys for the SNMP engi nes from
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user’s password in such a way that it is practically inpossible to
either determ ne the user’s password, or user’s key for another SNW
engi ne from any conbi nati on of user’s keys on SNWP engi nes.

Not e however, that if user’s password is disclosed, then key
localization will not help and network security nmay be conpronised in
this case. Therefore a user’'s password or non-localized key MJST NOT
be stored on a managed devi ce/ node. Instead the localized key SHALL
be stored (if at all) , so that, in case a device does get

conprom sed, no other managed or nanagi ng devi ces get conpromn sed.

11.3. Confornmance

To be terned a "Secure SNWP i npl enmentation" based on the User-based
Security Mddel, an SNMP inpl ementati on MJST:

- inplenent one or nore Authentication Protocol (s). The HMAC- MD5- 96
and HVAC- SHA- 96 Aut hentication Protocols defined in this meno are
exanpl es of such protocols.

- to the maxi mum extent possible, prohibit access to the secret(s)
of each user about which it maintains information in a Loca
Configuration Datastore (LCD) under all circunstances except as
required to generate and/or validate SNVP nessages with respect to
that user.

- inplenent the key-localization mechanism
- inpl enent the SNWP-USER- BASED- SM M B.

In addition, an authoritative SNVP engi ne SHOULD provide initia
configuration in accordance with Appendi x A. 1.

| mpl ement ati on of a Privacy Protocol (the DES Symretric Encryption
Protocol defined in this meno is one such protocol) is optional
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APPENDI X A - Installation
A. 1. SNWP engine Installation Paraneters

During installation, an authoritative SNMP engi ne SHOULD (in the
nmeani ng as defined in [RFC2119]) be configured with several initia
paraneters. These include:

1) A security posture

The choice of security posture determines if initial configuration
is implemented and if so how. One of three possible choices is
sel ect ed:

m ni num secur e
sem - secure
very-secure (i.e., no-initial-configuration)

In the case of a very-secure posture, there is no initia
configuration, and so the following steps are irrelevant.

2) one or nore secrets

These are the authentication/privacy secrets for the first user to be
confi gured.

One way to acconplish this is to have the installer enter a
"password" for each required secret. The password is then
algorithmcally converted into the required secret by:

- formng a string of length 1,048,576 octets by repeating the
val ue of the password as often as necessary, truncating
accordingly, and using the resulting string as the input to the MD5
algorithm [MD5]. The resulting digest, termed "digestl", is used
in the next step.

- a second string is formed by concatenating digestl, the SNW
engi ne’ s snnpEngi nel D val ue, and digestl. This string is used as
input to the MD5 algorithm][MD5].
The resulting digest is the required secret (see Appendix A 2).

Wth these configured paraneters, the SNMP engine instantiates the
followi ng usnserEntry in the usniserTabl e:
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usniJser Engi nel D

usmser Nane

usniser Securit yName
usmJser G oneFr om
usmiJser Aut hPr ot oco
usmser Aut hKeyChange
usmser OwnAut hKeyChange
usmJser Pri vPr ot ocol
usniser Pri vKeyChange
usnlser OmPri vKeyChange
usmJser Publ i c
usmJser St or ageType
usnmser St at us

A 2.

USM f or SNWPv3

no privacy support

| ocal Engi nel D
"initial"

"initial"

Zer oDot Zer o

us mMHVACNVD5Aut hPr ot ocol

none

anyVal i dSt or ageType
active

Password to Key Al gorithm

January 1998

privacy support

| ocal Engi nel D
"initial"

"initial"

Zer oDot Zer o

us "HMACVD5AuUt hPr ot ocol

usnDESPr i vPr ot ocol

anyVal i dSt or ageType
active

A sanpl e code fragnent (section A 2.1) denonstrates the password to
key al gorithm which can be used when mappi ng a password to an

aut henti cation or

MD5 is available in [ RFC1321].

privacy key using MD5. The reference source code of

Anot her sanpl e code fragnent (section A 2.2) denonstrates the
password to key al gorithm which can be used when nmappi ng a password
privacy key using SHA (docunented in SHA-

to an authentication or
NI ST) .

An exanple of the results of a correct

i mpl enentation is provided

(section A 3) which an inplenentor can use to check if his

i mpl enent ati on produces
A 2. 1.

voi d password_t o_key_ nd5(

u_char *password, /*
u_int passwordl en, /*
u_char *engi nel D, /*

u_int engi neLength /*
u_char *key) /*
{
MD5_CTX MD;
u_char *cp
u_l ong
u_l ong count = 0,
MD5I nit (&WD); /*
Bl ument hal & W j nen

Password to Key Sanpl e Code for

the sane result.

VD5
IN */
IN */
IN - pointer to snnpEnginelD */
IN - length of snnmpEnginelD */
QUT - pointer to caller

passwor d_buf[ 64];
password_i ndex = O;

initialize MD5 */

St andards Track

16-octet buffer */
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/**********************************************/

/* Use while loop until we’'ve done 1 Megabyte */

/**********************************************/
while (count < 1048576) {
cp = password_buf;
for (i =0; i < 64; i++) {
/*************************************************/
/* Take the next octet of the password, wapping */

/* to the beginning of the password as necessary.*/
/*************************************************/

*cp++ = password[ password_i ndex++ % passwordl en];

}
MD5Updat e (&VD, password _buf, 64);
count += 64;

}
MD5Fi nal (key, &WD); /[* tell MD5 we’'re done */

/*****************************************************/

/* Now |l ocalize the key with the engi nel D and pass */

/* through MD5 to produce final key */
/* May want to ensure that engi neLength <= 32, */
/* otherwi se need to use a buffer |arger than 64 */

/*****************************************************/

mencpy( password_buf, key, 16);
mencpy( passwor d_buf +16, engi nel D, engi neLength);
nmencpy( passwor d_buf +engi neLengt h, key, 16);

MD51 ni t (&VD) ;
MD5Updat e( &VD, passwor d_buf, 32+engi neLengt h);
MD5Fi nal (key, &MD);

return;

}
A . 2.2. Password to Key Sanple Code for SHA

voi d password_to_key_ sha(

u_char *password, [* IN*/

u_int passwordlen, /* IN */

u_char *engi nel D, [* IN - pointer to snmpEnginelD */

u_int engi neLength /* IN - length of snmpEngi nelD */

u_char *key) /[* QUT - pointer to caller 20-octet buffer */
SHA CTX SH

u_char *cp, password_buf[72];

u_l ong password_i ndex = O;

u_l ong count = 0, i;

Bl ument hal & W j nen St andards Track [ Page 72]



RFC 2264 USM f or SNWPv3 January 1998

SHAI nit (&SH); /[* initialize SHA */

/**********************************************/

/[* Use while loop until we’ve done 1 Megabyte */

/**********************************************/
whil e (count < 1048576) ({
cp = password_buf;
for (i =0; i < 64; i++) {
/*************************************************/

/* Take the next octet of the password, wapping */
/* to the beginning of the password as necessary.*/

/*************************************************/

*cp++ = password[ password_i ndex++ % passwordl en];

}
SHAUpdat e (&SH, password_buf, 64);
count += 64;

}
SHAFi nal (key, &SH); /* tell SHA we’'re done */

/*****************************************************/
/* Now |l ocalize the key with the engi nel D and pass */
/* through SHA to produce final key */
/* May want to ensure that engi neLength <= 32, */
/* otherwi se need to use a buffer larger than 72 */

/*****************************************************/
mencpy( password_buf, key, 20);

mencpy( passwor d_buf +20, engi nel D, engi neLengt h) ;
mencpy( passwor d_buf +engi neLengt h, key, 20);
SHAI ni t (&SH) ;

SHAUpdat e( &SH, passwor d_buf, 40+engi neLength);
SHAFi nal (key, &SH);

return;

}
A. 3. Password to Key Sanple Results

A 3.1. Password to Key Sanple Results using M5

The foll owi ng shows a sanple output of the password to key al gorithm
for a 16-octet key using MDb.

Wth a password of "mapl esyrup” the output of the password to key
al gorithmbefore the key is localized with the SNMP engine’s
snpEngi nel D i s:

'Of af 32 83 88 4e 92 83 4e bc 98 47 d8 ed d9 63’ H

Bl ument hal & W j nen St andards Track [ Page 73]



RFC 2264 USM f or SNWPv3 January 1998

A 3.

A 4.

Bl u

After the internmedi ate key (shown above) is localized with the
snnpEngi nel D val ue of:

00 00 00 00 OO0 00 00O 00 00 00 00 02'H
the final output of the password to key algorithmis:
'52 6f 5e ed 9f cc e2 6f 89 64 c2 93 07 87 d8 2b'H
2. Password to Key Sanple Results using SHA

The foll owi ng shows a sanple output of the password to key
algorithmfor a 20-octet key using SHA

Wth a password of "mapl esyrup” the output of the password to key
al gorithm before the key is localized with the SNVP engi ne’ s
snnmpEngi nel D i s:

"f1 be a9 ae 66 7f 4f b6 34 le 51 af 06 80 7e 91 e4 3b 01 ac’' H

After the intermedi ate key (shown above) is localized with the
snmpEngi nel D val ue of:

00 00 00 00 OO0 00 OO 00O OO0 00 00 02'H
the final output of the password to key algorithmis:
"8a a3 d9 9e 3e 30 56 f2 bf e3 a9 ee f3 45 d5 39 54 91 12 be'H
Sanpl e encodi ng of msgSecurityParaneters

The nsgSecurityParaneters in an SNVP nessage are represented as an
OCTET STRING This OCTET STRI NG shoul d be consi dered opaque outside a
specific Security Model

The User-based Security Mdel defines the contents of the OCTET
STRI NG as a SEQUENCE (see section 2.4).

G ven these two properties, the following is an exanple of the
msgSecurityParaneters for the User-based Security Mdel, encoded as
an COCTET STRI NG

04 <l engt h>

30 <l engt h>

04 <l engt h> <nsgAut horitativeEngi nel D>

02 <l engt h> <msgAut horitati veEngi neBoot s>
02 <l engt h> <nmsgAut horitati veEngi neTi ne>
04 <l engt h> <msgUser Nane>
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04
04

Oc
08

USM f or SNWPv3

<HVAC- MD5- 96- di gest >
<salt>

Here is the exanple once nore, but now with rea

the di gest
nsgPri vacyPar aneters,

defined here):

02
02
04
04

04

01
02
04
Oc

08

Bl unent ha

80000002
01
09840301
01

0101
62657274
01234567
89abcdef
f edcba98
01234567
89abcdef

& W j nen

Descri ption

OCTET STRI NG,
SEQUENCE
nsgAut horitativeEngi nel D

nmsgAut hori t ati veEngi neBoot s:
nmsgAut horitati veEngi neTi nme:
msgUser Nane:

nsgAut henti cat i onPar anet er s:

nmsgPri vacyPar anet ers:

St andards Track

January 1998

val ues (except for

i n megAut henti cati onParameters and the salt in
whi ch depend on variabl e data that we have not

| ength 57

| ength 55

| BM

| Pv4 address
9.132.3.1

1

257

bert

sanpl e val ue

sampl e val ue
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B. Full Copyright Statenent
Copyright (C The Internet Society (1997). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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