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and status of this protocol. Distribution of this nenmo is unlimted.
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Abst ract

As required by the Routing Protocol Criteria [RFC 1264], this nmeno
di scusses the applicability of the Next Hop Resol ution Protoco
(NHRP) in routing of |P datagrans over Non-Broadcast Miltiple Access
(NBMA) networ ks, such as ATM SMS and X. 25.

1. Protocol Documents

The NHRP protocol description is defined in [1]. The NHRP MB
description is defined in [2].

2. Introduction

Thi s docunent summari zes the key features of NHRP and di scusses the
environnents for which the protocol is well suited. For the purposes
of description, NHRP can be considered a generalization of C assica

| P and ARP over ATM which is defined in [3] and of the Transm ssion
of | P Datagrams over the SMDS Service, defined in [4]. This
generalization occurs in 2 distinct directions.

Firstly, NHRP avoids the need to go through extra hops of routers
when the Source and Destination belong to different Logical Internet
Subnets (LIS). O course, [3] and [4] specify that when the source
and destination belong to different LISs, the source station nust
forward data packets to a router that is a menber of nmultiple LISs,
even though the source and destination stations may be on the sane

| ogi cal NBMA network. |If the source and destination stations bel ong
to the same | ogical NBMA network, NHRP provides the source station
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with an inter-LIS address resol ution nechanismat the end of which
both stations can exchange packets wi thout having to use the services
of intermediate routers. This feature is also referred to as
"short-cut" routing. |If the destination station is not part of the

| ogi cal NBMA network, NHRP provides the source with the NBMA address
of the current egress router towards the destination

The second generalization is that NHRP is not specific to a
particul ar NBMA technol ogy. O course, [3] assumes an ATM network
and [4] assunes an SMDS network at their respective subnetwork

| ayers.

NHRP is specified for resolving the destinati on NBMA addresses of |IP
dat agrans over | P subnets within a [ arge NBVA cloud. NHRP has been
designed to be extensible to network |ayer protocols other than IP,
possi bly subject to other network | ayer protocol specific additions.

As an inportant application of NHRP, the Miltiprotocol Over ATM
(MPQA) Working Group of the ATM Forum has decided to adopt and to
integrate NHRP into its MPOA Protocol specification [5]. As such
NHRP wi || be used in resolving the ATM addresses of MPOA packets
destined outside the originating subnet.

3. Key Features

NHRP provi des a nechanismto obtain the NBVA network address of the
destination, or of a router along the path to the destination. NHRP
is not a routing protocol, but nay make use of routing information
This is further discussed in Section 5.

The nost prom nent feature of NHRP is that it avoids extra router
hops in an NBMA with multiple LISs. To this goal, NHRP provides the
source with the NBVA address of the destination, if the destination
is directly attached to the NBMA. If the destination station is not
attached to the NBMA, then NHRP provides the source with the NBVA
address of an exit router that has connectivity to the destination
In general, there may be nmultiple exit routers that have connectivity
to the destination. |If NHRP uses the services of a dynam c routing
algorithmin fulfilling its function, which is necessary for robust
and scal abl e operation, then the exit router identified by NHRP
reflects the selection nade by the network |ayer dynam c routing
protocol. 1In general, the selection made by the routing protoco
woul d often reflect a desirable attribute, such as identifying the
exit router that induces the |east nunber of hops in the origina
rout ed pat h.
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NHRP i s defined for avoiding extra hops in the delivery of IP packets
with a single destination. As such, it is not intended for direct
use in a point-to-nultipoint conmunication setting. However,

el ements of NHRP nmay be used in certain nulticast scenarios for the
pur pose of providing short cut routing. Such an effort is discussed
in[6]. In this case, NHRP would avoid internediate routers in the
nmul ticast path. The scalability of providing short-cut paths in a

mul ticast environment is an open issue.

NHRP can be used in host-host, host-router and router-host
conmuni cati ons. \Wen used in router-router conmunication, NHRP (as
defined in [1]) can produce persistent routing |oops if the
underlying routing protocol |ooses information critical to | oop
suppression. This may occur when there is a change in router netrics
across the autononous system boundaries. NHRP for router-router
conmuni cati on that avoids persistent forwarding | oops will be
addressed in a separate docunent.

A special case of router-router comruni cation where |oops wll not
occur is when the destination host is directly adjacent to the non-
NBMA i nterface of the egress router. |If it is believed that the

adj acency of the destination station to the egress router is a stable
t opol ogi cal configuration, then NHRP can safely be used in this
router-router comruni cation scenario. |If the NHRP Request has the Q
bit set, indicating that the requesting party is a router, and if the
destination station is directly adjacent to the egress router as a
stabl e topol ogi cal configuration, then the egress router can issue a
corresponding NHRP reply. If the destination is not adjacent to the
egress router, and if Qbit is set in the Request, then a safe node
of operation for the egress router would be to i ssue a negative NHRP
Reply (NAK) for this particular request, thereby enforce data packets
to follow the routed path.

As a result of having inter-LIS address resolution capability, NHRP
all ows the communicating parties to exchange packets by fully
utilizing the particular features of the NBVA network. One such
exanpl e is the use of QS guarantees when the NMBA network is ATM

Here, due to short-cut routing, ATM provi ded QoS guarantees can be
i mpl enented wi thout having to deal with the issues of re-assenbling
and re-segnmenting | P packets at each network |ayer hop.

NHRP pr ot ocol can be viewed as a client-server interaction. An NHRP
Client is the one who issues an NHRP Request. An NHRP Server is the
one who issues a reply to an NHRP request, or the one who forwards a
recei ved NHRP request to another Server. O course, an NHRP entity
may act both as a Cient and a Server.
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4. Use of NHRP

In general, issuing an NHRP request is an application dependent
action [7]. For applications that do not have particul ar QS

requi rements, and that are executed within a short period of tinme, an
NBMVA short-cut may not be a necessity. In situations where there is a
"cost" associated with NBVA short-cuts, such applications may be
better served by network |ayer hop-by-hop routing. Here, "cost" may
be understood in a nonetary context, or as additional strain on the
equi prent that inplenents short-cuts. Therefore, there is a trade-off
between the "cost" of a short-cut path and its utility to the user
Ref erence [7] proposes that this trade-off should be addressed at the
application level. In an environment consisting of LANs and routers
that are interconnected via dedicated |inks, the basic routing
decision is whether to forward a packet to a router, or to broadcast
it locally. Such a decision on |local vs. renpote is based on the
destinati on address. Wen routing |IP packets over an NBMA networKk,
where there is potentially a direct Source to Destination
connectivity with QoS options, the decision on |local vs. renbte is no
| onger as fundanentally inportant as in the case where packets have
to traverse routers that are interconnected via dedi cated |inks.

Thus, in an NBMA network with QoS options, the basic decision becones
the one of short-cut vs. hop-by-hop network |layer routing. 1In this
case, the relevant criterion becones applications’ QS requirenents
[7]. NHRP is particularly applicable for environnents where the
decision on local vs. renote is superseded by the decision on short-
cut vs. hop-by-hop network |ayer routing.

Let us assume that the trade-off is in favor of a short-cut NBVA
route. Generally, an NHRP request can be issued by a variety of NHRP
aware entities, including hosts and routers with NBVA interfaces. |If
an | P packet traverses nultiple hops before a short-cut path has been
established, then there is a chance that nultiple short-cut paths
could be formed. In order to avoid such an undesirable situation, a
useful operation rule is to authorize only the following entities to
i ssue an NHRP request and to perform short-cut routing.

i) The host that originates the |P packet, if the host has an NBVA
interface.

ii) The first router along the routing path of the IP packet such
that the next hop is reachable through the NBMA interface of
that particular router.

iii) Apolicy router within an NBVA network through which the IP
packet has to traverse
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5. Protocol Scalability

As previously indicated, NHRP is defined for the delivery of IP
packets with a single destination. Thus, this discussion is confined
to a unicast setting. The scalability of NHRP can be anal yzed at
three distinct |evels:

o Cient |eve
o LIS | eve
o Donmin | eve

At the the Cient level, the scalability of NHRP is affected by the
processing and nenory limtations of the NIC that provides interface
to the NBVA network. When the NBMA network is connection oriented
such as ATM NI Climitations may bound the scalability of NHRP in
certain applications. For exanple, a server that handl es hundreds of
requests per second using an ATMinterface nmay be bounded by the
performance characteristics of the corresponding NNIC. Similarly,
when the NHRP Client resides at an NBVA interface of a router, nenory
and processing linmtations of router’s NIC nay bound the scalability
of NHRP. This is because routers generally deal with an aggregation
of traffic frommultiple sources, which in turn creates a potentially
| arge nunber of SVCCs out of the router’s NBMA interface.

At the LIS level, the main issue is to maintain and deliver a sizable
nunber of NBMA to Network | ayer address mappings within large LISs.
To this goal, NHRP inplenentations can use the services of the Server
Cache Synchroni zati on Protocol (SCSP) [8] that allows nultiple
synchroni zed NHSs within an LIS, and hence resol ve the associ ated
scalability issue.

At the NHRP Domain |level, network layer routing is used in resolving
the NBMA address of a destination outside the LIS. As such, the
scalability of NHRP is closely tied to the scalability of the network
| ayer routing protocol used by NHRP. Dynamic network |ayer routing
protocols are proven to scale well. Thus, when used in conjunction
with dynamic routing algorithns, at the NHRP donain | evel, NHRP
shoul d scale in the sane order as the routing algorithm subject to
the assunption that all the routers along the path are NHRP aware.

If an NHRP Request is processed by a router that does not inplenent
NHRP, it will be silently discarded. Then, short-cuts cannot be

i mpl enented and connectivity will be provided on a hop-by-hop basis.

Thus, when NHRP is inplenented in conjunction with dynam c network

| ayer routing, a scaling requirement for NHRP is that virtually al
the routers within a | ogical NBVMA network should be NHRP aware
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One can al so use static routing in conjunction with NHRP. Then, not
all the routers in the NBVMA network need to be NHRP aware. That is,
since the routers that need to process NHRP control mnessages are
specified by static routing, routers that are not included in the
manual |y defined static paths do not have to be NHRP aware. O
course, static routing does not scale, and if the destination is off
the NBMVA network, then the use of static routing could result in
persistently suboptiml routes. Use of static routing also has
fairly negative failure nodes.

6. Discussion

NHRP does not replace existing routing protocols. In general, routing
protocols are used to determine the proper path froma source host or
router, or intermediate router, to a particular destination. |If the
routing protocol indicates that the proper path is via an interface
to an NBVA network, then NHRP may be used at the NBMA interface to
resol ve the destination I P address into the correspondi ng NBVA
address. O course, the use of NHRP is subject to considerations

di scussed in Section 4.

Assumi ng that NHRP is applicable and the destination address has been
resol ved, packets are forwarded using the particul ar data forwarding
and path determ nation nechani sns of the underlyi ng NBVA network.
Here, the sequence of events are such that route determ nation is
performed by I P routing, independent of NHRP. Then, NHRP is used to
create a short-cut track upon the path determined by the IP routing
protocol . Therefore, NHRP "shortens" the routed path. NHRP (as
defined in [1]) is not sufficient to suppress persistent forwarding

| oops when used for router-router communication if the underlying
routing protocol |ooses information critical to | oop suppression [9].
Work is in progress [10] to augnent NHRP to enable its use for the
router-router conmunication w thout persistent forwarding | oops.

VWen the routed path keeps changing on sone relatively short tine
scal e, such as seconds, this situation will have an effect on the
operation of NHRP. In certain router-router operations, changes in
the routed path could create persistent routing | oops. In host-
router, or router-host comunications, frequent changes in routed
paths could result in inefficiencies such as frequent creation of
short-cut paths which are short |ived.

7. Security Considerations
NHRP i s an address resolution protocol, and SCSP is a dat abase
synchroni zati on protocol. As such, they are possibly subject to

server (for NHRP) or peer (for SCSP) spoofing and denial of service
attacks. They both provide authentication nechanisns to allow their
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use in environnments in which spoofing is a concern. Details can be
found in sections 5.3.4 in [1] and B.3.1 in [8]. There are no
addi ti onal security constraints or concerns raised in this docunent
that are not already discussed in the referenced sections.
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Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
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