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1. Abstract

Thi s docunent defines the "adm nistratively scoped | Pv4 nulticast
space" to be the range 239.0.0.0 to 239.255.255.255. In addition, it
describes a sinple set of semantics for the inplenmentation of

Admi nistratively Scoped IP Miulticast. Finally, it provides a nmapping
between the I Pv6 multicast address classes [ RFC1884] and | Pv4
mul ti cast address cl asses.

This menpo is a product of the MBONE Depl oynment Working G oup ( MBONED)
in the Operations and Managenent Area of the Internet Engineering
Task Force. Submit coments to <nboned@s. uoregon. edu> or the author
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versi ons of this docunent.

3. Introduction

Most current |IP multicast inplenentations achieve sone | evel of
scoping by using the TTL field in the I P header. Typical MBONE

(Mul ticast Backbone) usage has been to engineer TTL threshol ds that
confine traffic to some adm nistratively defined topol ogi cal region
The basic forwarding rule for interfaces with configured TTL
thresholds is that a packet is not forwarded across the interface
unless its renmaining TTL is greater than the threshol d.
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TTL scoping has been used to control the distribution of multicast
traffic with the objective of easing stress on scarce resources
(e.g., bandwi dth), or to achieve sone kind of inproved privacy or
scaling properties. In addition, the TTL is also used in its
traditional role to limt datagramlifetime. G ven these often
conflicting roles, TTL scoping has proven difficult to inplenent
reliably, and the resulting schemes have often been conpl ex and
difficult to understand.

A nore serious architectural problemconcerns the interaction of TTL
scopi ng with broadcast and prune protocols (e.g., DVMRP [DVMRP]). The
particular problemis that in many common cases, TTL scopi ng can
prevent pruning from being effective. Consider the case in which a
packet has either had its TTL expire or failed a TTL threshold. The
router which discards the packet will not be capable of pruning any
upstream sources, and thus will sink all nulticast traffic (whether
or not there are downstreamreceivers). Note that while it m ght seem
possi bl e to send prunes upstreamfromthe point at which a packet is
di scarded, this strategy can result in legitimate traffic being

di scarded, since subsequent packets could take a different path and
arrive at the same point with a |arger TTL.

On the other hand, administratively scoped IP nulticast can provide
clear and sinple semantics for scoped IP nulticast. The key
properties of admnistratively scoped IP nmulticast are that (i).
packets addressed to adm nistratively scoped nulticast addresses do
not cross configured administrative boundaries, and (ii).

admi ni stratively scoped multicast addresses are |locally assigned, and
hence are not required to be unique across adm nistrative boundari es.

4. Definition of the Adm nistratively Scoped | Pv4 Milticast Space

The adm nistratively scoped | Pv4 multicast address space is defined
to be the range 239.0.0.0 to 239. 255. 255. 255.

5. Di scussi on

In order to support administratively scoped IP nulticast, a router
shoul d support the configuration of per-interface scoped |IP multicast
boundari es. Such a router, called a boundary router, does not forward
packets matching an interface’ s boundary definition in either
direction (the bi-directional check prevents problens with nmulti-
access networks). In addition, a boundary router always prunes the
boundary for dense-node groups [PIMDM, and doesn’t accept joins for
spar se-node groups [PIMSM in the administratively scoped range
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6. The Structure of the Admi nistratively Scoped Milticast Space

The structure of the IP version 4 administratively scoped nulticast
space is | oosely based on the I P Version 6 Addressing Architecture
described in RFC 1884 [ RFC1884]. This document defines two imnportant
scopes: the IPv4 Local Scope and | Pv4d Organi zation Local Scope. These
scopes are descri bed bel ow.

6.1. The |1 Pv4 Local Scope -- 239.255.0.0/16

239.255.0.0/16 is defined to be the I Pv4 Local Scope. The Loca
Scope is the mninmal enclosing scope, and hence is not further

di visible. Athough the exact extent of a Local Scope is site
dependent, locally scoped regi ons nmust obey certain topol ogica
constraints. In particular, a Local Scope must not span any ot her
scope boundary. Further, a Local Scope must be conpl etely contained
within or equal to any larger scope. In the event that scope regions
overlap in area, the area of overlap nmust be in its own |ocal scope
This inplies that any scope boundary is also a boundary for the Loca
Scope. The nore general topological requirenents for administratively
scoped regi ons are discussed bel ow.

6.1.1. Expansion of the |IPv4 Local Scope

The 1 Pv4 Local Scope space grows "downward". As such, the IPv4 Loca
Scope may grow downward from 239.255.0.0/16 into the reserved ranges
239.254.0.0/ 16 and 239.253.0.0/16. However, these ranges shoul d not
be utilized until the 239.255.0.0/16 space is no |onger sufficient.

6.2. The I Pv4 Organization Local Scope -- 239.192.0.0/14

239.192.0.0/14 is defined to be the I Pv4 Organization Local Scope,
and is the space fromwhich an organi zati on shoul d all ocate sub-
ranges when defining scopes for private use.

6.2.1. Expansion of the |IPv4d Organi zation Local Scope

The ranges 239.0.0.0/10, 239.64.0.0/10 and 239.128.0.0/10 are

unassi gned and avail abl e for expansion of this space. These ranges
shoul d be left unassigned until the 239.192.0.0/14 space is no |onger
sufficient. This is to allow for the possibility that future

revi sions of this docurment nmay define additional scopes on a scale

| arger than organizations.

6.3. O her |Pv4 Scopes of Interest

The other two scope classes of interest, statically assigned |ink-
| ocal scope and gl obal scope already exist in IPv4 multicast space.
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The statically assigned |ink-local scope is 224.0.0.0/24. The
existing static global scope allocations are sonmewhat nore granul ar
and incl ude

224.1.0.0-224. 1. 255. 255 ST Multicast G oups
224.2.0.0-224.2.127. 253 Mul ti medi a Conference Calls
224.2.127. 254 SAPv1 Announcenents

224.2.127. 255 SAPv0O Announcenents (deprecated)
224.2.128. 0-224. 2. 255. 255 SAP Dynami ¢ Assi gnnents

224.252. 0. 0- 224. 255. 255. 255 DI S transi ent groups

232. 0. 0. 0-232. 255. 255. 255 VMIP transi ent groups

See [ RFC1700] for current multicast address assignments (this |ist
can al so be found, possibly in a nore current form on
ftp://ftp.isi.edu/in-notes/ianal/assignments/multicast-addresses).

7. Topol ogi cal Requirenments for Adm nistrative Boundaries

An admi nistratively scoped IP nmulticast region is defined to be a
topol ogical region in which there are one or nore boundary routers
wi th common boundary definitions. Such a router is said to be a
boundary for scoped addresses in the range defined inits

confi gurati on.

Net wor k adm ni strators nay configure a scope regi on whenever
constrained nulticast scope is required. In addition, an
admi ni strator may configure overl appi ng scope regi ons (networks can
be in multiple scope regions) where convenient, with the only
[imtations being that a scope region nmust be connected (there nust
be a path between any two nodes within a scope region that doesn't

| eave that region), and convex (i.e., no path between any two points
in the region can cross a regi on boundary). However, it is inportant
to note that if adm nistratively scoped areas intersect

topol ogically, then the outer scope rmust consist of its address space
m nus the address spaces of any intersecting scopes. This requirenent
prevents the problemthat would arise when a path between two points
in a convex region crosses the boundary of an intersecting region

For this reason, it is recommended that administrative scopes that

i ntersect topologically should not intersect in address range.

Finally, note that any scope boundary is a boundary for the Loca
Scope. This inplies that packets sent to groups covered by
239.255.0.0/ 16 nust not be forwarded across any link for which a
scoped boundary is defined.
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8. Partitioning of the Adm nistratively Scoped Milticast Space

The following table outlines the partitioning of the I Pv4 nulticast
space, and gives the mapping fromIPv4 multicast prefixes to | Pv6
SCOP val ues:

| Pv6 SCOP RFC 1884 Description | Pv4 Prefix

reserved

node-| ocal scope

I i nk-1ocal scope 224.0.0.0/ 24
(unassi gned) 239.255.0.0/ 16
(unassi gned)

site-local scope

(unassi gned)

(unassi gned)

organi zati on-1 ocal scope 239.192.0.0/ 14
(unassi gned)

(unassi gned)

(unassi gned)

(unassi gned)

gl obal scope 224.0. 1. 0-238. 255. 255. 255
reserved

(unassi gned) 239.0.0.0/10
(unassi gned) 239.64.0.0/10
(unassi gned) 239.128.0.0/10

TMUOUOW>O~NOUWNEO

9. Structure and Use of a Scoped Regi on

The high order /24 in every scoped region is reserved for relative
assignments. A relative assignnent is an integer offset from highest
address in the scope and represents a 32-bit address (for |Pv4). For
exanple, in the Local Scope defined above, 239.255.255.0/24 is
reserved for relative allocations. The de-facto relative assi gnnent
"0", (i.e., 239.255.255.255 in the Local Scope) currently exists for
SAP [ SAP]. The next relative assignnment, "1", corresponds to the
address 239. 255.255.254 in the Local Scope. The rest of a scoped
regi on bel ow the reserved /24 is available for dynam c assi gnment
(presumably by an address allocation protocol).

Inis inportant to note that a scope discovery protocol [MAP] will
have to be devel oped to nmake practical use of scopes other than the
Local Scope. In addition, since any use of any adm nistratively
scoped region, including the Local Scope, requires dynamcally

assi gned addressing, an Address Allocation Protocol (AAP) will need
to be devel oped to nmake adm nistrative scoping generally useful.
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9.1. Relative Assignnent Guidelines

Requests for relative assignnents should be directed to the | ANA The

| ANA wi Il be advised by an area expert when making rel ative address
assignments. The area expert will be appointed by the rel evant Area
Director.

In general, relative addresses will be used only for bootstrapping to

dynam ¢ address assignnents fromw thin the scope. As such, relative
assignments should only be made to those services that cannot use a
dynam c address assignnent protocol to find the address used by that
service within the desired scope, such as a dynam c address

assi gnment service itself.

10. Security Considerations

It is recormended that organizations using the adm nistratively
scoped I P Miulticast addresses not rely on themto prevent sensitive
data frombeing transmtted outside the organization. Should a

mul ticast router on an admini strative boundary be nis-configured,
have a bug in the adm nistrative scopi ng code, or have other problens
that woul d cause that router to forward an adm nistratively scoped IP
mul ti cast packet outside of the proper scope, the organizations data
woul d | eave its intended transm ssion region

Organi zations using adm nistratively scoped IP Miulticasting to
transmt sensitive data should use sone confidentiality nechani sm
(e.g. encryption) to protect that data. In the case of many existing
vi deo- conferenci ng applications (e.g. vat), encryption is avail able
as an application feature and nerely needs to be enabled (and
appropriate cryptographic keys securely distributed). For many ot her
applications, the use of the |IP Encapsul ati ng Security Payl oad (ESP)
[ RFC- 1825, RFC-1827] can provide |P-layer confidentiality though
encryption.

Wthin the context of an admnistratively scoped |P nulticast group
the use of nmnual key distribution mght well be feasible. Wile
dynam ¢ key nanagenment for |P Security is a research area at the tine
this note is witten, it is expected that the IETF will be extending
the | SAKMP key managenent protocol to support scal able nulticast key
distribution in the future.

It is inmportant to note that the "boundary router” described in this
note is not necessarily providing any kind of firewall capability.
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13. Full Copyright Statenent
Copyright (C The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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