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Abst r act
Thi s docunent describes a compression nethod based on the LZS
conpressi on al gorithm This docunment defines the application of the
LZS algorithmto the I P Payl oad Conpressi on Protocol [I|PCOV].
[1 PCOW] defines a nmethod for applying | ossless conpression to the

payl oads of Internet Protocol datagrans.
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1. Introduction
1.1 Genera

Thi s docunent specifies the application of LZS conpression, a

| ossl ess conpression algorithm to |IP datagram payl oads. This
docunent is to be used in conjunction with the I P Payl oad Conpression
Protocol [IPCOW]. This specification assumes a thorough
under st andi ng of the | PConp protocol

1.2 Background of LZS Conpression

Starting with a sliding w ndow conpression history, simlar to [LZ1],
H /fn devel oped a new, enhanced conpression algorithmidentified as
LZS. The LZS algorithmis a general purpose |ossless conpression
algorithmfor use with a wide variety of data types. Its encoding
nmethod is very efficient, providing conpression for strings as short
as two octets in |ength.

The LZS al gorithmuses a sliding window of 2,048 bytes. During
conpressi on, redundant sequences of data are replaced with tokens
that represent those sequences. During deconpression, the origina
sequences are substituted for the tokens in such a way that the
original data is exactly recovered. LZS differs from]l ossy
conpressi on al gorithns, such as those often used for video
conpression, that do not exactly reproduce the original data.

The details of LZS conpression can be found in [ ANSI 94].
The efficiency of the LZS al gorithm depends on the degree of

redundancy in the original data. A table of conpression ratios for
the [Calgary] Corpus file set is provided in the appendi x in Section
7.
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1.3 Licensing

H/fn, Inc. holds patents on the LZS algorithm Licenses for a
reference i nmplenentation are available for use in | PPCP, |PSec, TLS
and PPP applications at no cost. Source and object |icenses are
avai |l abl e on a non-discrimnatory basis. Hardware inplenentations are
al so available. For nore information, contact H/fn at the address
listed with the authors’ addresses.

1.4 Specification of Requirenents
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
" SHOULD', "SHOULD NOT", "RECOMMENDED', "MNAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC 2119].

2. Conmpression Process

2.1 Conpression History
The sender MUST reset the conpression history prior to processing
each datagranis payload. This ensures that each datagram s payl oad
can be deconpressed i ndependently of any other, as is needed when

dat agrans are recei ved out of order

The sender MUST flush the conpressor each tine it transmits a
conpressed datagram Flushing neans that all data going into the

conpressor is included in the output, i.e., no data is held back in
the hope of achieving better conpression. Flushing is necessary to
prevent a datagrami s data fromspilling over into a | ater datagram

2.2 Compression Encodi ng For nat

The input to the payl oad conpression algorithmis an |IP datagram

payl oad. The output of the algorithmis a new (and hopefully smaller)
payl oad. The output payl oad contains the input payload s data in

ei ther conpressed or unconpressed format. The input and out put

payl oads are each an integral nunber of bytes in |ength.

If the unconpressed formis used, the output payload is identical to
the i nput payload and the | PConp header is omitted. |If the
conpressed formis used, the output payload is prepended with the

| PConp header and encoded as defined in [ANSI94], which is repeated
here for informational purposes ONLY.

<Conpressed Streant : = [ <Conpressed String>] <End Marker>
<Conpressed String> := 0 <Raw Byte> | 1 <Conpressed Bytes>
<Raw Byt e> : = <b><b><b><b><b><b><b><b> (8-bit byte)
<Conpressed Bytes> := <O fset> <Lengt h>
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<O fset> := 1 <b><b><b><b><b><b><b> | (7-bit offset)
0 <b><b><b><b><b><b><b><b><b><b><b> (11-bit offset)
<End Marker> : = 110000000

<Length> : =

00 =2 1111 0110 = 14
01 =3 1111 0111 = 15
10 =4 1111 1000 = 16
1100 =5 1111 1001 = 17
1101 =6 1111 1010 = 18
1110 =7 1111 1011 =19
1111 0000 = 8 1111 1100 = 20
1111 0001 = 9 1111 1101 =21
1111 0010 = 10 1111 1110 = 22
1111 0011 = 11 1111 1111 0000 = 23
1111 0100 = 12 1111 1111 0001 = 24
1111 0101 = 13

2.3 Paddi ng

A dat agr am payl oad conpressed using LZS always ends with the | ast
conpressed data byte (also known as the <end marker>), which is used
to di sanbi guate padding. This allows trailing bits as well as bytes
to be consi dered padding.

The size of a conpressed payl oad MJST be in whole octet units.
3. Deconpression Process

If the received datagramis conpressed, the receiver MJST reset the
deconpression history prior to processing the datagram This ensures
that each datagram can be deconpressed i ndependently of any other, as
i s needed when datagrans are received out of order. Follow ng the
reset of the deconpression history, the receiver deconpresses the
Payl oad Data field according to the encoding specified in section 3.2
of [ANSI 94].

If the received datagramis not conpressed, the receiver needs to
perform no deconpression processing and the Payload Data field of the
datagramis ready for processing by the next protocol |ayer.

4. | PConmp Association (IPCA) Paraneters

| SAKMP MAY be used to negotiate the use of the LZS conpressi on nethod
to establish an I PCA, as defined in [|IPCOW].
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4.1 | SAKMP Transform | D
The LZS Transform|ID as | PCOW_LZS, as specified in The Internet IP
Security Domain of Interpretation [SECDO]. This value is used to
negoti ate the LZS conpression al gorithm under the | SAKMP protocol
4.2 | SAKMP Security Association Attributes

There are no other paraneters required for LZS conpressi on negoti ated
under | SAKMP

4.3 Manual configuration

The CPI value |IPCOW_LZS is used for a manually configured | PConp
Conpr essi on Associ ati ons.

4.4 M ni mum packet size threshold
As stated in [IPCOW], snall packets nay not conpress well. |nfornal
tests using the LZS algorithmover the Calgary Corpus data set show
that the average payl oad size that may produce expanded data is
approxi mately 90 bytes. Thus inplenmentations nay not want to attenpt
to conpress payl oads smaller than 90 bytes.

4.5 Conpressibility test

There is no adaptive algorithmenbodied in the LZS algorithm for
conpressibility testing, as referenced in [|PCOV].

5. Security Considerations

Thi s docunent does not add any further security considerations that
[1 PCOW] and [ Deutsch96] have al ready decl ared.

6. Acknow edgment s

The LZS details presented here are simlar to those in PPP LZS-DCP
Conpr essi on Protocol (LZS-DCP), [RFC 1967].

The aut hor wi shes to thank the participants of the | PPCP working
group mailing list whose discussion is currently active and is
working to generate the protocol specification for integrating
conpression with IP

Friend & Monsour I nf or mati onal [ Page 5]



RFC 2395

7. References

[ AH

[ ANSI 94]

[ Cal gary]

[ 1 PCOVP]

[LZ1]

[ RFC- 1962]

[ RFC- 1967]

[ RFC- 2003]

[ RFC- 2119]

[ SECDO |

| P Payl oad Conpression Using LZS Decenmber 1998

Kent, S., and R, Atkinson, "IP Authentication Header",
RFC 2402, Novenber 1998.

American National Standards Institute, Inc., "Data
Conpressi on Method for Infornation Systens," ANSI X3.241-
1994, August 1994.

Text Conpression Corpus, University of Cal gary, available
at ftp://ftp.cpsc.ucal gary. cal/ pub/ projects/text.
conpr essi on. cor pus.

Shacham A., "IP Payl oad Conpression Protocol (IPConp)",
RFC 2393, Decenber 1998.

Lenpel, A, and Ziv, J., "A Universal Al gorithmfor
Sequential Data Conpression", |EEE Transactions On
Information Theory, Vol. [T-23, No. 3, May 1977.

Rand, D., "The PPP Conpression Control Protocol (CCP)",
RFC 1962, June 1996.

Schneider, K., and R Friend, "PPP LZS-DCP Conpression
Protocol (LZS-DCP)", RFC 1967, August 1996.

Perkins, C., "IP Encapsulation within IP', RFC 2003,
Oct ober 1996.

Bradner, S., "Key words for use in RFCs to Indicate
Requi renent Level s", BCP 14, RFC 2119, March 1997.

Piper, D., "The Internet IP Security Domain of
Interpretation for |SAKMP', RFC 2407, Novenber 1998.

Friend & Monsour I nf or mati onal [ Page 6]



RFC 2395 | P Payl oad Conpression Using LZS Decenmber 1998

8. Aut hors’ Addresses

Robert Friend

H/fn Inc.

5973 Aveni da Enci nas
Suite 110

Carl sbad, CA 92008

EMail: rfriend@ifn.com
Robert WNbnsour

H/fn Inc.

2105 Hami | ton Avenue
Suite 230

San Jose, CA 95125

EMai | : rrmonsour @i fn. com

Friend & Monsour I nf or mati onal [ Page 7]



RFC 2395 | P Payl oad Conpression Using LZS Decenmber 1998

9. Appendi x: Conpression Efficiency versus Datagram Si ze

The follow ng table offers some gui dance on the conpression
efficiency that can be achieved as a function of datagram size. Each
entry in the table shows the conpression ratio that was achi eved when
LZS was applied to a test file using datagrans of a specified size.

The test file was the University of Calgary Text Conpression Corpus
[Calgary]. The Cal gary Corpus consists of 18 files with a total size
(all files) of 3.278MB

Dat agr am si ze,
byt es | 64 128 256 512 1024 2048 4096 8192 16384

Conpr essi on [1.18 1.28 1.43 1.58 1.74 1.91 2.04 2.11 2. 14
ratio |
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10. Full Copyright Statenent
Copyright (C The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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