Net wor k Wor ki ng Group G Vaudreuil

Request for Comments: 2421 Lucent Technol ogi es
obsol etes: 1911 G Parsons
Cat egory: Standards Track Northern Tel ecom

Sept enber 1998

Voice Profile for Internet Mail - version 2
Status of this Menp

Thi s document specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmenmo is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (1998). Al Rights Reserved.
Overvi ew

Thi s docunent profiles Internet mail for voice nmessaging. It
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of changes fromthat docunent are noted in Appendix F. As well,
Appendi x A summarizes the protocol profiles of this version of VPIM
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Wor ki ng Group Sunmary
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wor k group, which has representatives from nost nmajor voice nail
vendors and several email vendors, has held several interoperability
denonstrati ons between voi ce messagi ng vendors and is currently
pronmoting VPIMtrials and depl oynent.
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1. Abstract

A cl ass of special -purpose conputers has evol ved to provi de voice
nmessagi ng services. These machines generally interface to a

tel ephone switch and provide call answering and voi ce nmessagi ng
services. Traditionally, nmessages sent to a non-local machine are
transported using anal og networking protocols based on DITMF signaling
and anal og voi ce playback. As the demand for networking increases,
there is a need for a standard high-quality digital protocol to
connect these machines. The follow ng docunent is a profile of the
Internet standard M ME and ESMIP protocols for use as a digital voice
nmessagi ng networking protocol. The profile is referred to as VPIM
(Voice Profile for Internet Mail) in this docunent.

This profile is based on earlier work in the Audi o Message

I nt erchange Specification (AMS) group that defined a voi ce nessagi ng
prot ocol based on X 400 technology. This profile is intended to
satisfy the user requirenents statenent fromthat earlier work with
the industry standard ESMIP/M ME mai | protocol infrastructures

al ready used within corporate intranets. This second version of VPIM
i s based on inplenmentation experi ence and obsol etes RFC 1911 whi ch
descri bes version 1 of the profile.

2. Scope

MME is the Internet multipurpose, nultinedia nmessaging standard.
Thi s docunent explicitly recognizes its capabilities and provides a
mechani sm for the exchange of various messagi ng technol ogi es,
primarily voice and facsimle

Thi s docunent specifies a restricted profile of the Internet

mul ti nmedi a nmessagi ng protocols for use between voi ce processing
server platforns. These platfornms have historically been special-
pur pose conputers and often do not have the same facilities normally
associated with a traditional Internet Email-capable computer. As a
result, VPIMalso specifies additional functionality as it is needed.
This profile is intended to specify the m ni mum comobn set of
features to allow interworking between conpliant systemns.

2.1 Voice Messaging System Limtations

The following are typical limtations of voice nmessaging platform
whi ch were considered in creating this baseline profile.

1) Text nessages are not nornally received and often cannot be
easily displayed or viewed. They can often be processed only via
text-to-speech or text-to-fax features not currently present in
many of these nmchi nes.

Vaudreui|l & Parsons St andards Track [ Page 3]



RFC 2421 VPI M v2 Sept enber 1998

2) Voice mail machines usually act as an integrated Message
Transfer Agent, Message Store and User Agent. There is no relaying
of messages, and RFC 822 header fields may have linmted use in the
context of the Iimted nessaging features currently depl oyed.

3) Voice mail nessage stores are generally not capabl e of
preserving the full semantics of an Internet nessage. As such, use
of a voice mail machine for gatewaying is not supported. In
particul ar, storage of recipient lists, "Received" lines, and
"Message-I D' may be limted.

4) Internet-style distribution/exploder nmailing lists are not
typically supported. Voice mail machines often inplenment only
local alias lists, with error-to-sender and reply-to-sender
behavior. Reply-all capabilities using a CClist are not generally
avai |l abl e.

5) Error reports nust be nmachi ne-parsable so that hel pful responses
can be voiced to users whose only access nechanismis a tel ephone.

6) The voice mail systens generally Iimt address entry to 16 or
fewer nuneric characters, and normally do not support al phanuneric
mai | box nanes. Al pha characters are not generally used for mail box
identification as they cannot be easily entered froma tel ephone
term nal

2.2 Design CGoals

It is a goal of this profile to nake as few restrictions and
additions to the existing Internet mail protocols as possible while
satisfying the requirenents for interoperability with current
generation voi ce nessagi ng systens. This goal is notivated by the
desire to increase the accessibility to digital messaging by enabling
the use of proven existing networking software for rapid devel opment.

This specification is intended for use on a TCP/I P network; however,
it is possible to use the SMIP protocol suite over other transport
protocols. The necessary protocol paraneters for such use is outside
the scope of this docunent.

This profile is intended to be robust enough to be used in an
environnent, such as the global Internet with install ed-base gateways
whi ch do not understand M Mg, though typical use is expected to be
within corporate intranets. Full functionality, such as reliable
error messages and binary transport, will require careful selection
of gateways (e.g., via MX records) to be used as VPIM forwardi ng
agents. Nothing in this document precludes use of general purpose

M ME enmi | packages to read and conpose VPIM nessages. Wile no
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special configuration is required to receive VPIM conpliant nessages,
some may be required to originate conpliant structures.

It is expected that a VPI M nessagi ng systemwi ||l be managed by a
system adm ni strator who can perform TCP/ 1P network configuration
When using facsimle or nultiple voice encodings, it is suggested
that the system administrator maintain a list of the capabilities of
the networked mail machines to reduce the sending of undeliverable
nmessages due to | ack of feature support. Configuration

i mpl enent ati on and managenment of these directory listing capabilities
are | ocal matters.

3. Protocol Restrictions

This protocol does not linit the nunber of recipients per nessage.
VWer e possible, server inplenmentations should not restrict the number
of recipients in a single message. It is recognized that no

i mpl enentati on supports unlimted recipients, and that the nunber of
supported recipients my be quite | ow.

This protocol does not limt the maxi num nmessage | ength.

| mpl ementers shoul d understand that some machines will be unable to
accept excessively long nessages. A nechanismis defined in the RFC
1425 SMIP service extensions to declare the maxi num nessage si ze
support ed.

The nessage size indicated in the ESMIP Sl ZE parameter is in bytes,
not mnutes or seconds. The nunber of bytes varies by voice encoding
format and includes the M ME w apper overhead. |If the |ength nust be
known before sending, an approximate translation into mnutes or
seconds can be perfornmed if the voice encoding is known.

The foll owi ng sections describe the restrictions and additions to
Internet mail protocols that are required to be conpliant with this
VPI M v2 profile. Though vari ous SMIP, ESMIP and M ME features are
descri bed here, the inplenenter is referred to the relevant RFCs for
conplete details. It is also advisable to check for |IETF drafts of
various Internet Mail specifications that are later than the nost
recent RFCs since, for exanple, M ME has yet to be published as a
full ITETF Standard. The table in Appendi x A summarizes the protoco
details of this profile.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ REQ.
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4. Voice Message | nterchange Fornat

The voi ce nmessage interchange format is a profile of the Internet

Mai |l Protocol Suite. Any Internet Mail message containing the format
defined in this section is referred to as a VPIM Message in this
docunent. As a result, this docunent assunes an understandi ng of the
Internet Mail specifications. Specifically, VPIMreferences
conponents fromthe nessage format standard for Internet nessages

[ RFC822], the Miltipurpose Internet Message Extensions [M Mg, the

X. 400 gateway specification [X 400], delivery status and nessage

di sposition notifications [REPORT][DSN] [ DRPT] [ STATUS][ MDN], and the
el ectroni ¢ business card [ M MeEDI R] [ VCARD] .

4.1 Message Addressing Formats

RFC 822 addresses are based on the domain nane system This nam ng
system has two conponents: the |local part, used for usernane or
mai | box identification; and the host part, used for global nachine
i dentification.

4.1.1 VPI M Addr esses

The [ ocal part of the address shall be a US-ASCII string uniquely
identifying a nmailbox on a destination system For voice nessagi ng,
the local part is a printable string containing the mailbox ID of the
originator or recipient. Wile alpha characters and |ong mnail box
identifiers are pernmitted, nost voice mail networks rely on numeric
mai | box identifiers to retain conmpatibility with the linted 10 digit
t el ephone keypad. As a result, sone voice nmessagi ng systens may only
be able to handle a nuneric local part. The reception of

al phanuneric | ocal parts on these systens nmay result in the address
bei ng mapped to sone locally unique (but confusing to the recipient)
nunber or, in the worst case the address coul d be del eted maki ng the
nmessage un-replyable. Additionally, it may be difficult to create
nmessages on these systens with an al phanuneric |ocal part wthout
conpl ex key sequences or sone formof directory | ookup (see 6).

The use of the domain nam ng system should be transparent to the
user. It is the responsibility of the voice mail machine to | ookup
the fully-qualified domain nane (FQDN) based on the address entered
by the user (see 6).

In the absence of a global directory, specification of the |local part
is expected to conformto international or private tel ephone
nunbering plans. It is likely that private nunmbering plans wll
prevail and these are left for local definition. However, it is
RECOMMVENDED t hat public tel ephone nunbers be noted according to the

i nternational nunbering plan described in [E 164]. The indication
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that the local part is a public tel ephone nunber is given by a
preceding ‘+ (the ‘+ would not be entered froma tel ephone keypad,
it is added by the systemas a flag). Since the primary informtion
in the numeric scheme is contained by the digits, other character
separators (e.g. ‘-’') may be ignored (i.e. to allow parsing of the
nuneric local nmmilbox) or nay be used to recognize distinct portions
of the tel ephone nunmber (e.g. country code). The specification of
the I ocal part of a VPIM address can be split into the four groups
descri bed bel ow

1) mail box nunber
- for use as a private nunbering plan (any nurmber of digits)
- e.g. 2722@ucent.com

2) mail box nunber +ext ensi on
- for use as a private nunbering plan w th extensions
any nunmber of digits, use of '+ as separator
- e.g. 2722+111@ucent.com

3) +international nunber
- for international telephone nunmbers conforming to E 164
maxi mum of 15 digits
- e.g. +16137637582@m nortel.ca

4) - for international tel ephone nunbers conforming to E. 164
maxi mum of 15 digits, with an extension (e.g. behind a
PBX) that has a nmaxi num of 15 digits.
- e.g. +17035245550+230@nm=. org

Note that this address fornmat is designed to be conpatible with
current usage within the voice nmessaging industry. It is not
conpatible with the addressing formats of RFCs 2303-2304. It is
expected that as tel ephony services become nore wi despread on the
Internet, these addressing formats will converge.

4.1.2 Special Addresses

Speci al addresses are provided for conpatibility with the conventions
of Internet mail. These addresses do not use numeric |oca

addresses, both to conformto current Internet practice and to avoid
conflict with existing nuneric addressing plans. Two specia

addresses are RESERVED for use as foll ows:

post mast er @onai n
By convention, a special mailbox named "postmaster” MJST exist on al

systens. This address is used for diagnostics and shoul d be checked
regularly by the system manager. This mailbox is particularly likely
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to receive text nessages, which is not nornmal on a voice processing
platform The specific handling of these nessages is an individua
i mpl ement ati on choi ce.

non- mai | - user @onai n

If areply to a nessage is not possible, such as a tel ephone
answering nessage, then the special address "non-nmail-user" must be
used as the originator’s address. Any text nane such as "Tel ephone
Answering", or the tel ephone number if it is available, is permtted.
This special address is used as a token to indicate an unreachabl e
originator. For compatibility with the installed base of mail user
agents, inplenmentations that generate this special address MJST send
a negative delivery status notification (DSN) for reply nessages sent
to the undeliverabl e address. The status code for such NDN's is
5.1.1 "Mail box does not exist".

Exanpl e:
From Tel ephone Answering <non-nail - user @ryconpany. con
4.1.3 Distribution Lists

There are many ways to handle distribution Iist (DL) expansions and
none are 'standard’. Sinple alias is a behavior closest to what nost
voice mail systens do today and what is to be used with VPI M
nessages. That is:

Reply to the originator - (Address in the RFC822 Reply-to or From
field)

Errors to the submitter - (Address in the MAIL FROM field of the
ESMIP exchange and the Return-Path:
RFC 822 field)

Sone proprietary voice nessaging protocols include only the recipient
of the particular copy in the envel ope and include no "header fields"
except date and per-nessage features. Most voice nessagi ng systens
do not provide for "Header Information" in their messagi ng queues and
only include delivery information. As a result, recipient

i nformati on MAY be in either the To or CC header fields. If al

reci pients cannot be presented (e.g. unknown DL expansion) then the
reci pient header fields MJST be omitted to indicate that an accurate
list of recipients (e.g. for use with a reply-all capability) is not
known.
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4.2 Message Header Fields

I nt ernet nessages contain a header information block. This header

bl ock contains information required to identify the sender, the list
of recipients, the message send time, and other information intended
for user presentation. Except for specialized gateway and nmiling
list cases, header fields do not indicate delivery options for the
transport of nessages.

Distribution Iist processors are noted for nodi fying or adding to the
header fields of nmessages that pass through them VPIM systenms MJST
be able to accept and ignore header fields that are not defined here.

The foll owing header lines are permitted for use with VPI M voice
nmessages:

4.2.1 From

The originator’s fully-qualified donain address (a mail box address
followed by the fully-qualified donmain nanme). The user listed in
this field should be presented in the voice nmessage envel ope as the
originator of the nessage.

Systens conpliant with this profile SHOULD provi de the text persona
nane of the voice nessage originator in a quoted phrase, if the nane
is available. Text nanmes of corporate or positional nail boxes MAY be
provided as a sinple string. From [ RFC822]

Exampl e:
From "Joe S. User" <12145551212@ryconpany. conp
From Techni cal Support <6l1@ervi ceprovider.conp

The From address SHOULD be used for replies (see 4.6). However, if
the From address contai ns <non-nail -user @onai n>, the user SHOULD NOT
be offered the option to reply, nor should notifications be sent to
thi s address.

Voi ce mail nmachi nes may not be able to support separate attributes
for the FROM REPLY-TO and SENDER header field and the SMIP MAI L
FROM command, VPI M conform ng systens SHOULD set these values to the
sanme address. Use of addresses different than those present in the
From header field address may result in unanticipated behavior
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4.2.2 To

The To header contains the recipient’s fully-qualified domain
address. There may be one or nore To: fields in any nessage.

Exanpl e:
To: +12145551213@ryconpany. com

Systenms conpliant to this profile SHOULD provide a list of recipients
only if all recipients are provided. The To header MJST NOT be
included in the message if the sending nessage transport agent (MIA)
cannot resolve all the addresses in it, e.g. if an address is a DL
alias for which the expansion is unknown (see 4.1.3). |If present,
the addresses in the To header MAY be used for a reply nessage to al
recipients.

Systens conpliant to this profile MAY al so discard the To addresses
of incom ng nessages because of the inability to store the
information. This would, of course, nmake a reply-to-all capability
i mpossi bl e.

4.2.3 Cc

The cc header contains additional recipients’ fully-qualified domain
addresses. Many voice nmail systems maintain only sufficient envel ope
i nformati on for nessage delivery and are not capable of storing or
providing a conplete list of recipients.

Systens conpliant to this profile SHOULD provide a list of recipients
only if all disclosed recipients can be provided. The list of

di scl osed reci pi ents does not include those sent via a blind copy. If
not, systens SHOULD onmit the To and Cc header fields to indicate that
the full list of recipients is unknown.

Exanpl e:
Cc: +12145551213@ryconpany. com
Systens conpliant to this profile MAY discard the Cc addresses of
i ncom ng nessages as necessary. If alist of Cc or to addresses is

present, these addresses MAY be used for a reply nessage to al
recipients.
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4.2.4 Date

The Date header contains the date, tine, and time zone in which the
nmessage was sent by the originator. The time zone SHOULD be
represented in a four-digit time zone offset, such as -0500 for North
American Eastern Standard Time. This nmay be supplenented by a tine
zone nane i n parentheses, e.g., "-0900 (PDT)". Conpliant

i mpl ement ati ons SHOULD be able to convert RFC 822 date and time
stanps into local tine.

Exampl e:
Date: Wed, 28 Jul 96 10:08:49 -0800 (PST)

The sendi ng system MUST report the time the nmessage was sent. If the
VPI M sender is relaying a nessage froma system which does not
provide a time stanp, the tine of arrival at the VPIM system SHOULD
be used as the date. From [ RFC822]

4.2.5 Sender

The Sender header field contains the actual address of the originator
if the nessage is sent by an agent on behalf of the author indicated

inthe From field. This header field MAY be sent by VPIM conform ng

system If it is present in a VPIM nessage, the receiving VPIM

i mpl ementation may ignore the field and only present the From header

field.

4.2.6 Return Path

The Return-path header is added by the final delivering SMIP server.
If present, it contains the address fromthe MAIL FROM paraneter of
the ESMIP exchange (see 5.1.2). Any error nessages resulting fromthe
delivery failure MIST be sent to this address (see [DRPT] for

additional details). Note that if the Return-path is null ("<>"),
e.g. no path, loop prevention or confidential, a notification MJST
NOT be sent. |f the Return path address is not avail able (either

fromthis header or the MAIL FROM paraneter) the From address may be
used to deliver notifications.

4.2.7 Message-id
The Message-id header contains a unique per-nessage identifier. A
uni que nessage-id MJUST be generated for each nessage sent froma
conpl i ant inpl enentation.

The nessage-id is not required to be stored on the receiving system
This identifier MAY be used for tracking, auditing, and returning
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recei pt notification reports. From|[RFC3822]
Exanpl e:
Message-i d: <12345678@ryconpany. conw
4.2.8 Reply-To

If present, the reply-to header provides a preferred address to which
reply messages should be sent (see 4.6). Typically, voice nai

systens can only support one originator of a nessage so it is
unlikely that this field can be supported. A conpliant system SHOULD
NOT send a Reply-To header. However, if a reply-to header is present,
a reply-to sender nmessage MAY be sent to the address specified (that
is, overwiting From. From[RFC822] This preferred address of the
originator rmust also be provided in the originator’s vCard EMAI L
attribute, if present (see 4.3.3).

4.2.9 Received

The Received header contains trace information added to the begi nning
of a RFC 822 message by MIAs. This is the only header permitted to

be added by an MIA. Information in this header is useful for
debuggi ng when using an US-ASCI| nessage reader or a header parsing
t ool

A conpliant system MJST add Recei ved header fields when acting as a
gat eway and MUST NOT renpve any Received fields when rel aying
nmessages to other MIAs or gateways.. These header fields MAY be

i gnored or del eted when the nessage is received at the fina
destinati on. From [ RFC822]

4.2.10 M ME Versi on

The M ME- Version header indicates that the nessage conforms to the
M ME nessage format specification. Systens conpliant with this

speci fication SHOULD i nclude a comment with the words "(Voice 2.0)".
RFC 1911 defines an earlier version of this profile and uses the
token (Voice 1.0). From [M ME1] [ VPI ML]

Exampl e:

M ME- Version: 1.0 (Voice 2.0)
This identifier is intended for information only and SHOULD NOT be
used to senmantically identify the nessage as being a VPI M nmessage.

I nstead, the presence of the content defined in [V-M5G SHOULD be
used if identification is necessary.
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4.2.11 Content-Type

The content-type header declares the type of content enclosed in the
nmessage. The typical top level content in a VPIM Message SHOULD be
mul ti part/voi ce-message, a mechani sm for bundling several conponents
into a single identifiable voice nessage. The allowable contents are
detailed in section 4.3 of this docunment. From[M ME2]

4.2.12 Content-Transfer-Encodi ng

Because Internet mail was initially specified to carry only 7-bit
US-ASCI| text, it nay be necessary to encode voice and fax data into
a representation suitable for that environnment. The content-
transfer-encodi ng header describes this transformation if it is
needed. Conpliant inplenmentations MJST recogni ze and decode the
standard encodi ngs, "Binary", "7bit, "8bit", "Base64" and "Quoted-
Printable". The allowabl e content-transfer-encodings are specified
in section 4.3. From|[M ME]]

4.2.13 Sensitivity

The sensitivity header, if present, indicates the requested privacy
| evel . The case-insensitive values "Personal"™ and "Private" are
specified. If no privacy is requested, this field is omtted.

If a sensitivity header is present in the nessage, a conpliant system
MUST prohibit the recipient fromforwarding this nessage to any ot her
user. A compliant system however, SHOULD all ow the responder to
reply to a sensitive nessage, but SHOULD NOT include the origina
nmessage content. The sensitivity of the reply nessage MAY be set by
the responder.

If the receiving system does not support privacy and the sensitivity
is one of "Personal" or "Private", a negative delivery status
notification nust sent to the originator with the appropriate status
code indicating that privacy could not be assured. The nessage
contents SHOULD be returned to the sender to allow for a voice
context with the notification. A non-delivery notification to a
private nessage SHOULD NOT be tagged private since it will be sent to
the originator. From [X 400]

4.2.14 | nportance
I ndi cates the requested i nportance to be given by the receiving
system The case-insensitive values "low', "normal" and "high" are

specified. |If no special inportance is requested, this header may be
omitted and the val ue assuned to be "normal ".
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Conpl i ant inpl enentati ons MAY use this header to indicate the
i mportance of a message and nay order nessages in a recipient’s
mai | box. From [ X 400]

4.2.15 Subj ect

The subject field is often provided by enmail systens but is not

wi del y supported on Voice Miil platforms. For conpatibility with text
based mmil box interfaces, a text subject field SHOULD be generated by
a conpliant inplenentation but MAY be discarded if present by a

recei ving system From [ RFC822]

It is recomended that voice nessagi ng systems that do not support
any text user interfaces (e.g. access only by a tel ephone) insert a
generic subject header of "VPIM Message" for the benefit of text
enabl ed reci pients.

4.2.16 Disposition-Notification-To

Thi s header MAY be present to indicate that the sender is requesting
a receipt notification fromthe receiving user agent. This nmessage
di sposition notification (MDN) is typically sent by the user agent
after the user has listened to the nessage and consented to an NMDN
bei ng sent

Exanpl e:
Di sposition-notification-to: +12145551213@ryconpany. com

The presence of a Disposition-notification-to header in a nessage is
nerely a request for an MDN described in 4.4.5. The recipients’ user
agents are always free to silently ignore such a request so this
header does not burden any systemthat does not support it. From

[ MDN] .
4.2.17 Disposition-Notification-Options

Thi s header MAY be present to define future extensions paraneters for
an MDN requested by the presence of the header in the previous
section. Currently no paraneters are defined by this docunent or by
[MDN]. However, this header MJST be parsed if present, if MDNs are
supported. If it contains a extension paraneter that is required for
proper MDN generation (noted with "=required"), then an MDN MUST NOT
be sent if the paraneter is not understood. See [MDN] for conplete
details.
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Exanpl e:

Di sposition-notification-options:
whi zzbang=r equi r ed, f 0o

4.3 Voi ce Message Content Types

M ME, introduced in [MMEl], is a general -purpose nessage body format
that is extensible to carry a wide range of body parts. It provides
for encoding binary data so that it can be transported over the 7-bit
text-oriented SMIP protocol. This transport encoding (denoted by the
Cont ent - Transf er- Encodi ng header field) is in addition to the audio
encoding required to generate a binary object.

M ME defines two transport encodi ng nechani sns to transform binary
data into a 7 bit representation, one designed for text-like data
("Quoted-Printable"), and one for arbitrary binary data ("Base64").
Wil e Base64 is dramatically nore efficient for audio data, either
will work. Were binary transport is available, no transport
encodi ng i s needed, and the data can be | abeled as "Binary".

An inmplenentation in conpliance with this profile SHOULD send audi o
and/or facsimle data in binary formwhen binary nessage transport is
avai |l abl e. Wen binary transport is not available, inplenmentations
MUST encode the audio and/or facsinmile data as Base64. The detection
and decodi ng of "Quoted-Printable", "7bit", and "8bit" MJST be
supported in order to neet MME requirenents and to preserve
interoperability with the fullest range of possible devices.

However, if a content is received in a transfer encodi ng that cannot
be rendered to the user, an appropriate negative delivery status
notificati on MUST be sent.

The content types described in this section are identified for use
within the nultipart/voi ce-nmessage content. This content, which is
the fundamental part of a VPIM nessage, is referred to as a VPIM
voi ce nmessage in this docunent.

Only the contents profiled subsequently can be sent within a VPIM
voi ce nessage construct (i.e., the mulitpart/voi ce-nmessage content
type) to forma sinple or a nore conmplex structure (several exanples
are given in Appendix B). The presence of other contents within a
VPI M voi ce nessage is an error condition and SHOULD result in a
negative delivery status notification. Wen nultiple contents are
present within the nmultipart/voice-nessage, they SHOULD be presented
to the user in the order that they appear in the nessage.
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4.3.1 Multipart/Voice-Message

This MM multipart structure provides a mechani smfor packaging a
voi ce nessage into one container that is tagged as VPIMv2 conpliant.
The semantic of multipart/Voice-Message (defined in [V-M5GF) is
identical to nultipart/mxed and may be interpreted as that by
systens that do not recognize this content-type.

The Mul tipart/ Voi ce- Message content-type MJST only contain the
profiled media and content types specified in this section (i.e.
audi o/ *, image/*, message/rfc822 and text/directory). The nost
conmon wi || be: spoken nane, spoken subject, the nessage itself,
attached fax and directory info. Forwarded nessages are created by
sinply using the nmessage/rfc822 construct.

Conf ormant inpl ementati ons MJST send the nultipart/voice-nessage in a
VPI M nessage. |In nost cases, this Miltipart/Voi ce- Message content
will be the top level (i.e. in the Content-Type header). Conformant

i mpl enent ati ons MJST recogni ze the Miltipart/Voi ce- Message content
(whether it is a top level content or below a multipart/mn xed) and be
able to separate the contents (e.g. spoken name or spoken subject).

4. 3.2 Message/ RFC822

M ME requires support of the Message/ RFC822 nessage encapsul ation
body part. This body part is used within a nultipart/voi ce-nessage
to forward conpl ete nessages (see 4.5) or to reply with origina
content (see 4.6). From[M ME2]

4.3.3 Text/Directory

This content allows for the inclusion of a Versit vCard [ VCARD

el ectroni ¢ business card within a VPI M nessage. The format is

sui tabl e as an interchange format between applications or systerns,
and is defined independent of the method used to transport it. It
provi des a useful nechanismto transport information about the
originator that can be used by the receiving VPIMsystem (see 6) or
ot her | ocal applications

Each vCard MJST be contained within a Text/Directory content type
[MMEDIR] within a VPIM message. [MMEDIR] requires that the
character set MJUST be defined as a parameter value (typically us-
ascii for VPIM and that the profile SHOULD be defined (the val ue
MUST be vCard within VPI M nessages).

Each VPI M nessage SHOULD be created with a Text/Directory (vCard

profile) content type that MJST contain the preferred email address,
t el ephone nunber, and text nane of the nessage originator as well as
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the vCard version. The vCard SHOULD contain the spoken nane and role
of the originator, as well as the revision date. Any other vCard
attribute MAY al so be present. The intent is that the vCard be used
as the source of information to contact the originator (e.g., reply,
call).If the text/directory content-type is included in a VPIM
nessage, the vCard profile [VCARD] MJUST be used and MUST specify at

| east the followi ng attributes:

TEL - Public switched tel ephone nunber in international (E.164)
format (various types, typically VA CE)

EMAI L - emai | address (various types, typically | NTERNET; the
type VPIMis optionally used to denote an address that
supports VPI M nessages(see 18.1))

VERSI ON - Indicates the version of the vCard profile. Version 3.0
[ VCARD] MUST be used.

The followi ng attributes SHOULD be specifi ed:

N - Fami |y Name, G ven Name, Additional Names, Honorific
Prefixes, and Suffixes. Because it is expected that
reci pients using a tel ephone user interface will use the

information in the vCard to identify the originator, and
the QU will see the information presented in the FROM
line, all present conponents in the text name of the FROM
header field MJUST match the val ues provi ded by the Vcard.

ROLE - The role of the person identified in ‘N or ‘FN, but may
al so be used to distinguish when the sender is a corporate
or positional mail box

SOUND - spoken nane sound data (various types, typically 32KADPCM
REV - Revision of vCard in |1SO 8601 date format

The vCard MAY use other attributes as defined in [ VCARD] or
extensions attributes not yet defined (e.g. capabilities).

If present, the spoken name attribute MJST be denoted by a content ID
pointing to an audio/* content el sewhere in the VPI M nmessage.

A typical VPIMnessage (i.e. no forwarded parts), MJST only contain
one vCard -- nore than one is an error condition. A VPIM nessage
that contains forwarded nessages, though, may contain multiple
vCards. However, these vCards MJST be associated with the
originator(s) of the forwarded message(s) and the originator of the
forwarding nessage. As a result, all forwarded vCards will be
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contai ned in nmessage/rfc822 contents -- only the vCard of forwarding
originator will be at the top-Ievel.
Exanpl e:

Content - Type: text/directory; charset=us-ascii; profile=vCard

Cont ent - Transf er- Encodi ng: 7bi t

BEG N: VCARD

N: Par sons; d enn

ORG Northern Tel ecom

TEL; TYPE=VO CE; MSG WORK: +1- 613- 763- 7582

EMAI L; TYPE=I NTERNET; gl enn. parsons@ortel.ca

EMAI L; TYPE=I NTERNET; VPl M 6137637582@m nortel.ca
SOUND; TYPE=32KADPCM ENCODI NG=URI : Cl D: <part 1@/M2- 4321>
REV: 19960831T103310Z

VERSION: 3.0

END: VCARD

4. 3.4 Audi o/ 32KADPCM

An i nmpl enentation conpliant to this profile MJST send Audi o/ 32KADPCM
by default for voice [ADPCM. Receivers MJST be able to accept and
decode Audi o/ 32KADPCM  Typically this body contains several mnutes
of nmessage content, however if used for spoken nane or subject the
content shoul d be considerably shorter (i.e. about 10 and 20 seconds
respectively).

If an inplenentation can only handl e one voi ce body, then nultiple
voi ce bodies (if present) SHOULD be concatenated, and SHOULD NOT be
di scarded. It is RECOMVENDED that this be done in the sanme order as
they were sent. Note that if an Oiginator Spoken Nane audi o body and
a vCard are both present in a VPIM nessage, the vCard SOUND attri bute
MJST point to this audio body (see 4.3.3).

Wil e any valid M ME body header MAY be used, several header fields
have the follow ng senantics when included with this body part:

4.3.4.1 Content-Description:
This field MAY be present to facilitate the text identification of
these body parts in sinple email readers. Any val ues may be used,
though it may be useful to use values simlar to those for Content-
Di sposi tion.
Exanpl e:

Content-Description: Big Tel co Voice Message

Vaudreui|l & Parsons St andards Track [ Page 18]



RFC 2421 VPI M v2 Sept enber 1998

4.3.4.2 Content-Disposition

This field MUST be present to allow the parsable identification of
these body parts. This is especially useful if, as is typical, nore
than one Audi o/ 32KADPCM body occurs within a single |level (e.g

nmul tipart/voi ce-nmessage). Since a VPIMvoice nessage is intended to
be automatically played upon display of the nessage, in the order in
whi ch the audi o contents occur, the audio contents mnmust always be of
type inline. However, it is still useful to include a filenane

val ue, so this should be present if this information is avail able.
From [ DI SP]

In order to distinguish between the various types of audio contents
in a VPIMvoice nessage a new di sposition paranmeter "voice" is
defined with the paranmeter val ues below to be used as appropriate
(see 18.2):

Voi ce- Message - the primary voi ce nessage,

Voi ce- Message- Notification - a spoken delivery notification
or spoken disposition notification

Ori gi nat or - Spoken- Nane - the spoken nane of the originator,

Reci pi ent - Spoken- Name - the spoken name of the recipient if
available to the originator and present if there is ONLY one
reci pi ent,

Spoken- Subj ect- the spoken subject of the nessage, typically
spoken by the originator

Note that there SHOULD only be one instance of each of these types of
audi o contents per message level. Additional instances of a given
type (i.e., paraneter value) may occur within an attached forwarded
voi ce nessage

| mpl ement ati ons that do not understand the "voice" paraneter (or the
Content-Di sposition header) can safely ignore it, and will present
the audi o bodyparts in order (but will not be able to distinguish
bet ween t hem.

Exanpl e:

Content-Di sposition: inline; voice=spoken-subject;
filename="nmsg001. 726"

4.3.4.3 Content-Duration:
This field MAY be present to allow the specification of the length of

the audi o bodypart in seconds. The use of this field on reception is
a local inplementation issue. From [DUR]
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Exanpl e:
Content - Duration: 33
4.3.4.4 Content-Language:

This field MAY be present to allow the specification of the spoken
| anguage of the audi o bodypart. The encoding is defined in [LANG.
The use of this field on reception is a local inplenentation issue.

Exampl e for UK Engli sh:
Cont ent - Language: en- UK
4.3.5 Image/ Ti ff

A common i mage encoding for facsimle, known as TIFF-F, is a
derivative of the Tag Image File Format (TIFF) and is described in
several documents. For the purposes of VPIM the F Profile of TIFF
for Facsimle (TIFF-F) is defined in [TIFF-F] and the image/tiff MM
content type is defined in [TIFFREG. Wile there are severa

formats of TIFF, only TIFF-F is profiled for use in a VPI Mvoice
message. Further, since the TIFF-F file format is used in a store-
and-forward node with VPIM the inage MUST be encoded so that there
is only one inage strip per facsimle page.

Al VPIMinplenentations that support facsinmle SHOULD generate
TIFF-F conpatible facsimle contents in the inage/tiff;

appl i cati on=f axbw sub-type encodi ng by default. An inplementation
MAY send this fax content in VPIMvoice nessages and MJST be able to
recogni ze and display it in received nmessages. |f a fax nessage is
received that cannot be rendered to the user (e.g. the receiving VPIM
system does not support fax), then the system MJST return the nessage
with a negative delivery status notification with a medi a not
supported status code.

Wil e any valid M ME body header MAY be used (e.g., Content-

Di sposition to indicate the filenane), none are specified to have
special semantics for VPIMand MAY be ignhored. Note that the content
type parameter application=faxbw MJST be included in outbound
messages. However, inbound nessages with or wthout this paraneter
MUST be rendered to the user (if the rendering software encounters an
error inthe file format, sone form of negative delivery status
notification MUST be sent to the originator).
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4.3.6 Proprietary Voice or Fax Formats

Proprietary voice or fax encoding formats or other standard formats
MAY be supported under this profile provided a unique identifier is
registered with the ANA prior to use (see [MME4]). The voice
encodi ngs shoul d be registered as sub-types of Audio and the fax
encodi ngs shoul d be registered as sub-types of |mage

Use of any ot her encodi ng except audi o/ 32kadpcm or inage/tiff;

appl i cati on=f axbw reduces interoperability in the absence of explicit
manual system configuration. A conpliant inplenentation MAY use any
ot her encoding with explicit per-destination configuration

4.4 Ot her Message Content Types

An inmpl enentation conpliant with this profile MAY send additiona
contents in a VPl M nmessage, but ONLY outside of the multipart/voice-
nmessage. The content types described in this section are identified
for use with this profile. Additional contents not defined in this
profile MJUST NOT be used without prior explicit per-destination
configuration. If an inplenmentation receives a VPI M nmessage that
contains content types not specified in this profile, their handling
is a local inmplenmentation issue (e.g. the unknown contents MAY be

di scarded if they cannot be presented to the recipient). Conversely,
if an inplenmentation receives a non-VPI M nessage (i.e., without a

nmul i t part/voi ce- mnessage content type) with any of the contents
defined in 4.3 & 4.4, it SHOULD deliver those contents, but the ful
message handling is a local issue (e.g. the unknown contents _or_ the
entire nessage MAY be discarded). Inplenentations MJST issue
negative delivery status notifications to the origi nator when any
formof non-delivery to the recipient occurs.

The nultipart contents defined bel ow MAY be sent as the top |evel of
a VPI M nessage (with other noted contents bel ow themas required.) As
well, the multipart/mxed content SHOULD be used as the top | evel of
a VPI M nessage to forma nore conplex structure (e.g., with
addi ti onal content types). Wen nultiple contents are present, they
SHOULD be presented to the user in the order that they appear in the
nmessage. Several exanples are given in Appendix B

4.4.1 Multipart/M xed

M ME provides the facilities for enclosing several body parts in a
singl e message. Miultipart/M xed SHOULD only be used for sending
conpl ex voice or nmultinedia nessages. That is, as the top |eve
Cont ent - Type when sendi ng one of the follow ng contents (in addition
to the VPIMvoice nessage) in a VPI M nessage. Conpliant systems MJST
accept nultipart/ mxed body parts. From|[M ME2]
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4.4.2 Text/Plain

M ME requires support of the basic Text/Plain content type. This
content type has limted applicability within the voice messagi ng
environnent. However, because VPIMis a MM profile, MM

requi renents should be net. Conpliant VPIMinplenentations SHOULD
NOT send the Text/Plain content-type. Conpliant inplenmentations MJST
accept Text/Plain nmessages, however, specific handling is left as an
i mpl ement ati on deci sion. From[M M2]

There are several mechani sns that can be used to support text (once
accepted) on voice nmessagi ng systens including text-to-speech and
text-to-fax conversions. |If no rendering of the text is possible
(i.e., it is not possible for the recipient to determne if the text
is acritical part of the nessage), the entire nessage MJST be
returned to the sender with a negative delivery status notification
and a nedi a- unsupported status code.

4.4.3 Multipart/Report

The Multipart/Report is used for enclosing human-readabl e and machi ne
parsabl e notification (e.g. Message/delivery-status) body parts and
any returned message content. The multipart/report content-type is
used to deliver both delivery status reports indicating transport
success or failure and nessage di sposition notifications to indicate
post-delivery events such as receipt notification. Conpliant

i mpl enent ati ons MJST use the Multipart/Report construct. Conpliant

i mpl enent ati ons MJST recogni ze and decode the Miltipart/ Report

content type and its conponents in order to present the report to the
user. From [ REPORT]

Mul ti part/ Report messages from VPI M inpl ementati ons SHOULD i ncl ude
the human-readabl e description of the error as a spoken audio/*
content (this speech SHOULD al so be nade available to the
notification recipient). As well, VPIMinplementations MIST be able
to handl e (and MAY generate) Miltipart/Report nessages that encode
the human-readabl e description of the error as text. Note that per
[DSN] the human-readabl e part MJST al ways be present.

4. 4.4 Message/ Delivery-status

This M ME body part is used for sendi ng machi ne-parsabl e delivery
status notifications. Conpliant inplenentations MJST use the
Message/ del i very-status construct when returni ng nessages or sending
war ni ngs. Conpliant inplementations MIST recogni ze and decode the
Message/ del i very-status content type and present the reason for
failure to the sender of the nessage. From [DSN
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4.4.5 Message/ Di sposition-notification

This M ME body part is used for sendi ng nachi ne-parsabl e recei pt
notification nessage disposition notifications. Conformn ng

i mpl enent ati ons SHOULD use the Message/ Di sposition-notification
construct when sendi ng post-delivery nessage status notifications.
These MDNs, however, MJST only be sent in response to the presence of
the Disposition-notification-to header in 4.2.16. Conform ng

i mpl ement ati ons shoul d recogni ze and decode the Message/Di sposition-
notification content type and present the notification to the user

From [ MDN]
4.5 Forwarded Messages

VPI M version 2 explicitly supports the forwardi ng of voice and fax
content with voice or fax annotation. However, only the two
constructs described bel ow are acceptable in a VPI M nmessage. Since
only the first (i.e. nessage/rfc822) can be recogni zed as a forwarded
nessage (or even multiple forwarded nessages), it is RECOVMENDED t hat
this construct be used whenever possible.

Forwar ded VPI M nessages SHOULD be sent as a nultipart/voi ce-nessage
with the entire original nmessage enclosed in a nessage/rfc822 content
type and the annotation as a separate Audio/* or inage/* body part.

If the RFC822 header fields are not available for the forwarded
content, sinulated header fields with available information SHOULD be
constructed to indicate the original sending tinestanp, and the
original sender as indicated in the "From' |line. However, note that
at |least one of "Fronf, "Subject", or "Date" MJIST be present. As
wel |, the nmessage/rfc822 content MJST include at |east the "M M-
Version", and "Content-Type" header fields. From[M ME2]

In the event that forwarding information is |ost through

concat enati on of the original nessage and the forwardi ng annotati on,
such as must be done in a gateway between VPIM and the AM S voi ce
nmessagi ng protocol, the entire audio content MAY be sent as a single
Audi o/ * segnent wi thout including any forwardi ng semanti cs.

4.6 Reply Messages

Replies to VPI M nmessages (and Internet mail nessages) are addressed
to the address noted in the reply-to header (see 4.2.8) if it is
present, else the From address (see 4.2.1) is used. The vCard EMAI L
attribute, if present, SHOULD be the same as the reply-to address and
may be the sane as the From address. While the vCard is the senders
preferred address it SHOULD NOT be used to generate a reply. Also,
the Return-path address should not be used for replies.
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Support of multiple originator header fields is often not possible on
voi ce nessagi hg systens, so it may be necessary to choose only one
when gatewayi ng a VPI M nessage to another voi ce nmessage system
However, inplementers should note that this nay make it inpossible to
send error nessages and replies to their proper destinations.

In sone cases, a reply nessage i s not possible, such as with a
nessage created by tel ephone answering (i.e. classic voice mail). In
this case, the Fromfield MJST contain the special address non-mail -
user @omain (see 4.1.2). A null ESMIP MAIL FROM address SHOULD al so
be used in this case (see 5.1.2). A receiving VPIM system SHOULD NOT
of fer the user the option to reply to this kind of nessage.

4.7 Notification Messages

VPI M del i very status notification nessages (4.4.4) MJST be sent to
the originator of the message when any form of non-delivery of the
subj ect nmessage or its conponents occurs. These error nessages nust
be sent to the return path (4.2.6) if present, otherw se, the From
(4.2.1) address may be used.

VPI M Recei pt Notification nessages (4.4.5) should be sent to the
sender specified in the Disposition-Notification-To header field
(4.2.16), only after the nessage has been presented to the recipient
or if the message has sonmehow been di sposed of w thout being
presented to the recipient (e.g. if it were deleted before playing

it).

VPI M Noti ficati on nessages may be positive or negative, and can

i ndicate delivery at the server or receipt by the client. However,
the notification MJST be contained in a multipart/report container
(4.4.3) and SHOULD contain a spoken error message.

If a VPI M systemreceives a nmessage with contents that are not
understood (see 4.3 & 4.4), its handling is a local matter. A
delivery status notification SHOULD be generated if the nessage could
not be delivered because of unknown contents (e.g., on traditiona

voi ce processing systens). |n sone cases, the nessage nay be
delivered (with a positive DSN sent) to a nail box before the

determ nation of rendering can be made.

5. Message Transport Protoco

Messages are transported between voice nail nmachi nes using the

I nternet Extended Sinple Mail Transfer Protocol (ESMIP). Al
information required for proper delivery of the message is included
in the ESMIP dialog. This information, including the sender and
reci pient addresses, is commonly referred to as the nessage
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"envel ope". This information is equivalent to the nessage contro
bl ock in many anal og voi ce nmessagi ng protocols.

ESMIP i s a general - purpose messagi ng protocol, designed both to send
mail and to allow term nal consol e nmessaging. Sinple Miil Transport
Protocol (SMIP) was originally created for the exchange of US-ASCI
7-bit text messages. Binary and 8-bit text nmessages have
traditionally been transported by encoding the nessages into a 7-bit
text-like form [ESMIP] formalized an extension mechani smfor SMIP
and subsequent RFCs have defined 8-bit text networking, command
stream ng, binary networking, and extensions to pernmt the

decl arati on of nessage size for the efficient transm ssion of |arge
nessages such as multi-mnute voice nmail.

The followi ng sections |ist ESMIP commands, keywords, and paraneters
that are required and those that are optional for conformance to this
profile.

5.1 ESMIP Comrands
5.1.1 HELO

Base SMIP greeting and identification of sender. This command is not
to be sent by conpliant systens unless the nore-capable EHLO command
is not accepted. It is included for conpatibility with general SMIP

i mpl ementations. Conpliant servers MJUST inplenment the HELO comrand
for backward conpatibility but clients SHOULD NOT send it unless EHLO
is not supported. From [ SMIP]

5.1.2 MAIL FROM ( REQUI RED)

Oiginating mailbox. This address contains the mailbox to which
errors should be sent. VPIMinplenmentations SHOULD use the sane
address in the MAIL FROM command as is used in the From header field
This address is not necessarily the same as the nessage Sender |isted
in the nessage header fields if the nessage was received froma
gateway or sent to an Internet-style mailing list. From[SMIP, ESMIP]

The MAIL FROM address SHOULD be stored in the | ocal nmessage store for
the purposes of generating a delivery status notification to the
originator. The address indicated in the MAIL FROM command SHOULD be
passed as a |local system parameter or placed in a Return-Path: |ine

i nserted at the beginning of a VPI M nessage. From [ HOSTREQ

Since delivery status notifications MUST be sent to the MAIL FROM
address, the use of the null address ("<>") is often used to prevent
| oopi ng of messages. This null address MAY be used to note that a
particul ar nmessage has no return path (e.g. a tel ephone answer
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nessage). From [ SMIP]
5.1.3 RCPT TO

Reci pient’s mail box. The parameter to this command contains only the
address to which the nmessage should be delivered for this
transaction. It is the set of addresses in one or nore RCPT TO
comuands that are used for mail routing. From [ SMIP, ESMIP]

Note: In the event that multiple transport connections to multiple
destinati on nmachines are required for the sane nmessage, the set of
addresses in a given transport connection may not match the |list of
reci pients in the nessage header fields.

5. 1. 4 DATA

Initiates the transfer of nessage data. Support for this conmand is
required. Conpliant inplenentations MJST inpl enent the SMIP DATA
conmand for backwards conpatibility. From [ SMIP]

5.1.5 TURN

Requests a change-of-roles, that is, the client that opened the
connection offers to assune the role of server for any mail the
renote machine may wi sh to send. Because SMIP is not an

aut henti cated protocol, the TURN command presents an opportunity to
i mproperly fetch mail queued for another destination. Conpliant

i mpl enent ati ons SHOULD NOT i npl ement the TURN command. From [ SMIP]

5.1.6 QUT
Requests that the connection be closed. |f accepted, the renote
machine will reset and cl ose the connection. Conpliant

i mpl enent ati ons MJST i npl enent the QU T command. From [ SMIP]
5.1.7 RSET

Resets the connection to its initial state. Conpliant
i mpl ement ati ons MUST i npl enment the RSET command. From [ SMIP]

5.1. 8 VRFY

Requests verification that this node can reach the listed recipient.
While this functionality is also included in the RCPT TO conmand,
VRFY al l ows the query without beginning a mail transfer transaction.
This command is useful for debugging and tracing problems. Conpliant
i mpl enent ati ons MAY i npl ement the VRFY conmmand. From [ SMIP] (Note
that the inplementation of VRFY may sinplify the guessing of a
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recipient’s mail box or autonmated sweeps for valid mail box addresses,
resulting in a possible reduction in privacy. Various inplenentation
techni ques may be used to reduce the threat, such as linmting the
nunber of queries per session.) From|[SMIP]

5.1.9 EHLO

The enhanced mail greeting that enables a server to announce support
for extended nessagi ng options. The extended nessagi ng nodes are

di scussed i n subsequent sections of this document. Conpliant

i mpl enent ati ons MJST i npl enent the ESMIP command and return the
capabilities indicated later in this meno. From [ ESMIP]

5.1.10 BDAT

The BDAT conmmand provides a higher efficiency alternative to the
earlier DATA conmand, especially for voice. The BDAT comrand provi des
for native binary transport of messages. Conpliant inplenmentations
SHOULD support binary transport using the BDAT conmand [ Bl NARY].

5.2 ESMIP Keywor ds

The foll owi ng ESMIP keywords indi cate extended features useful for
voi ce nessagi ng.

5.2.1 PIPELI NI NG

The "PI PELI NI NG' keyword indicates ability of the receiving server to
accept new commands before issuing a response to the previous
conmand. Pipelining commands dranatically inproves performance by
reduci ng the nunber of round-trip packet exchanges and nakes it
possible to validate all recipient addresses in one operation
Conpl i ant inpl enentati ons SHOULD support the comrand pi pelining

i ndicated by this keyword. From [Pl PE]

5.2.2 SIZE

The "SI ZE" keyword provi des a nechani sm by which the SMIP server can
i ndi cate the nmaxi mum si ze nessage supported. Conpliant servers MJST
provi de size extension to indicate the nmaxi mum si ze nessage that can
be accepted. dients SHOULD NOT send nessages |arger than the size

i ndicated by the server. dients SHOULD advertise SIZE= when sendi ng
nessages to servers that indicate support for the SIZE extension.
From [ SI ZE]
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5. 2.3 CHUNKI NG

The " CHUNKI NG' keyword indicates that the receiver will support the
hi gh- perf ormance binary transport node. Note that CHUNKI NG can be
used with any nmessage format and does not inply support for binary
encoded nessages. Conpliant inplenentati ons MAY support binary
transport indicated by this capability. From [ Bl NARY]

5. 2.4 BI NARYM ME

The " BI NARYM ME" keyword indicates that the SMIP server can accept

bi nary encoded M ME nessages. Conpliant inplenmentations MAY support
bi nary transport indicated by this capability. Note that support for
this feature requires support of CHUNKING From [ Bl NARY]

5.2.5 DSN

The "DSN' keyword indicates that the SMIP server will accept explicit
delivery status notification requests. Conpliant inplenentations
MUST support the delivery notification extensions in [DRPT].

5. 2. 6 ENHANCEDSTATUSCCDES

The " ENHANCEDSTATUSCODES" keyword indicates that an SMIP server
augnents its responses with the enhanced nail system status codes
[CODES]. These codes can then be used to provide nore informative
expl anati ons of error conditions, especially in the context of the
delivery status notifications format defined in [DSN]. Conpli ant

i mpl enent ati ons SHOULD support this capability. From [ STATUS]

5.3 ESMIP Paraneters - MAIL FROM
5.3.1 BI NARYM ME
The current nmessage is a binary encoded M ME nessages. Conpli ant
i mpl enent ati ons SHOULD support binary transport indicated by this
paranmeter. From [ Bl NARY]
5.3.2 RET
The RET paraneter indicates whether the content of the nmessage shoul d

be returned. Conpliant systens SHOULD honor a request for returned
content. From [ DRPT]
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5.3.3 ENVID

The ENVID keyword of the SMIP MAIL command is used to specify an
"envel ope identifier" to be transnmitted along with the nessage and
included in any DSNs issued for any of the recipients named in this
SMIP transaction. The purpose of the envel ope identifier is to allow
the sender of a nessage to identify the transaction for which the DSN
was i ssued. Conpliant inplenentations MAY use this paraneter. From

[ DRPT]

5.4 ESMIP Paraneters - RCPT TO
5.4.1 NOTIFY

The NOTI FY paraneter indicates the conditions under which a delivery
report should be sent. Conpliant inplenmentations MJUST honor this
request. From [ DRPT]

5.4.2 ORCPT

The ORCPT keyword of the RCPT command is used to specify an
"original" recipient address that corresponds to the actual recipient
to which the nessage is to be delivered. |If the ORCPT esntp-keyword
is used, it MJST have an associ ated esnt p-val ue, which consists of
the original recipient address, encoded according to the rul es bel ow.
Conpl i ant inplenentations MAY use this paraneter. From [ DRPT]

5.5 ESMIP - SMIP Downgr adi ng

The ESMIP extensi ons suggested or required for confornmance to VPIM
fall into two categories. The first category includes features which
i ncrease the efficiency of the transport system such as S| ZE,

Bl NARYM ME, and PIPELINING In the event of a downgrade to a | ess
functional transport system these features can be dropped with no
functional change to the sender or recipient.

The second category of features are transport extensions in support
of new functions. DSN and EnhancedSt at usCodes provi de essentia

i mprovenents in the handling of delivery status notifications to
bring email to the level of reliability expected of Voice Mail. To
ensure a consistent |evel of service across an intranet or the gl oba
Internet, it is essential that VPIM conpliant ESMIP support the ESMIP
DSN extension at all hops between a VPIM originating systemand the
reci pient system In the situation where a ‘downgrade’ is unavoi dable
a relay hop nmay be forced (by the next hop) to forward a VPI M nessage
wi t hout the ESMIP request for positive delivery status notification.
It is RECOWENDED that the downgradi ng system should continue to
attenpt to deliver the nessage, but MJST send an appropriate delivery
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notification to the originator, e.g. the nessage |eft an ESMIP host
and was sent (unreliably) via SMIP

6. Directory Address Resol ution

It is the responsibility of a VPIMsystemto provide the fully-
qual i fied domain namre (FQDN) of the recipient based on the address
entered by the user (if the entered address is not already a FQDN).
This would typically be an issue on systens that offered only a

tel ephone user interface. The mapping of the dialed target nunmber to
a rout eabl e FQDN address allow ng delivery to the destination system
can be acconplished through inpl enentation-specific neans.

To facilitate a | ocal dial-by-name cache, an inplenentation may wi sh
to popul ate local directories with the first and | ast nanmes, as well
as the address information extracted fromreceived nessages. It is
mandat ed that only address information fromvCard attachments to VPI M
nessages be used to popul ate such a directory when the vCard is
avai | abl e. Addresses or nanmes parsed fromthe header fields of VPIM
nessages SHOULD NOT be used to populate directories as it only
provides partial data. Alternatively, bilateral agreenents could be
made to allow the bul k transfer of vCards between systens.

7. | VAP

The use of client/server desktop mail box protocols |ike | MAP or POP
to retrieve VPIM nessages froma | MAP or POP nessage store is
possi bl e wi thout any special nodifications to this VPIM
specification. Email clients (and web browsers) typically have a
table for mapping fromM ME type to displaying application. The
audio/*, image/tiff and text/directory contents can be configured so
that they invoke the correct player/recorder for rendering. In
addition with IMAP clients, the first nultipart/mxed content (if
present) will not appear since it is a generic part. The user
instead will be presented with a nmessage that has (for exanple) audio
and i mage contents.

8. Managenent Protocols
The Internet protocols provide a mechani smfor the management of
messagi ng systens, fromthe managenent of the physical network

through the nmanagenent of the nmessage queues. SNWP shoul d be
supported on a conpliant nessage nachi ne.
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8.1 Network Managenent

The digital interface to the VM and the TCP/IP protocols MAY be
managed. MB Il MAY be inplenmented to provide basic statistics and
reporting of TCP and IP protocol perfornmance [MB I1].

9. Conformance Requirenents

VPIMis a messagi ng application which nmust be supported in severa
environnents and be supported on differing devices. These
environnents include traditional voice processing systens, desktop
voi ce nessagi ng systens, store and forward relays, and protoco
transl ati on gat eways.

In order to accombdate all environnents, this docunent defines two
areas of conformance: transport and content.

Transport conformant systenms will pass VPIM nessages in a store and
forward manner with assured delivery notifications and wi thout the

loss of information. It is expected that npost store and forward
Internet mail based nessagi ng systens will be VPIMtransport
conpli ant.

Content conformant systenms will generate and interpret VPIM nessages.
Conformance in the generation of VPIM nessages indicates that the
restrictions of this profile are honored. Only contents specified in
this profile or extensions agreed to by bilateral agreenent nmay be
sent. Conformance in the interpretation of VPI M nmessages indicates
that all VPIMcontent types and constructs can be received; that al
mandat ory VPI M content types can be decoded and presented to the

reci pient in an appropriate manner; and that any unrenderable
contents result in the appropriate notification

A summary of the conpliance requirenments is contained in Appendix A

VPI M end systens are expected to be both transport and content
conformant. They shoul d generate conform ng content, reliably send
it to the next hop system receive a nessage, decode the nessage and
present it to the user. Voice nessaging systens and protoco
conver si on gateways are considered end systens.

Rel ay systens are expected to be transport conpliant in order to
recei ve and send conform ng nessages. However, they nust al so create
VPI M conforming delivery status notifications in the event of
del i very probl ens.
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Desktop Email clients that support VPIM and are expected to be
content conformant. Desktop enmil clients use various protocols and
APl s for exchanging nessages with the | ocal nessage store and
nmessage transport system \Wiile these clients may benefit from VPI M
transport capabilities, specific client-server requirements are out-
of -scope for this docunent.

10. Security Considerations
10.1 Ceneral Directive

This docunent is a profile of existing Internet mail protocols. To
maintain interoperability with Internet mail, any security to be
provi ded should be part of the of the Internet security
infrastructure, rather than a new nechani smor sone other mechani sm
outside of the Internet infrastructure.

10. 2 Threats and Probl ens

Both Internet nmail and voi ce nessagi ng have their own set of threats
and counternmeasures. As such, this specification does not create any
security issues not already existing in the profiled Internet mai

and voice mail protocols thenselves. This section attends only to
the set of additional threats which ensue fromintegrating the two
servi ces.

10. 2.1 Spoofed sender

The actual sender of the voice nessage mght not be the sane as that
specified in the Sender or From header fields of the nessage content
header fields or the MAIL FROM address fromthe SMIP envelope. 1|n a
tightly constrained environnment, sufficient physical and software
controls may be able to ensure prevention of this problem In
addition, the recognition of the senders voice may provide confidence
of the sender’s identity irrespective of that specified in Sender or
From It should be recognized that SMIP i npl erentati ons do not

provi de i nherent authentication of the senders of nessages, nor are
sites under obligation to provide such authentication

10.2.2 Unsolicited voice nai

Assigning an Internet mail address to a voice nmil box opens the
possibility of receiving unsolicited nmessages (either text or voice
mail). Traditionally voice mail systens operated in closed
environnents and were not susceptible to unknown senders. Voice nai
users have a hi gher expectation of mailbox privacy and may consi der
such nmessages as a security breach. Many Internet mail systens are
choosing to bl ock all nessages from unknown sources in an attenpt to
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curb this problem
10. 2. 3 Message di scl osure

Users of voice nessaging systenms have an expectation of a |evel of
nessage privacy which is higher than the | evel provided by Internet
mai | without security enhancenments. This expectation of privacy by
users SHOULD be preserved as much as possi bl e.

10. 3 Security Techni ques

Sufficient physical and software control nay be acceptable in
constrai ned environments. Further, the profile specified in this
docunent does not in any way preclude the use of any Internet object
or channel security protocol to encrypt, authenticate, or non-
repudi ate the messages.
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14. Appendix A - VPI M Requirenents Sunmmary

The following table sunmarizes the profile of VPIMversion 2 detail ed
in this document. Since in many cases it is not possible to sinplify
the qualifications for supporting each feature this appendix is
informative. The reader is recommended to read the conplete

expl anati on of each feature in the referenced section. The text in
the previous sections shall be deemed authoritative if any itemin
this table is anmbi guous.

The conformance table is separated into various col ums:

Feature - nanme of protocol feature (note that the indenting
i ndi cates a hierarchy of confornance, i.e. the
conformance of a |lower feature is only relevant if there
is conformance to the higher feature)

Section - reference section in main text of this docunent

Area - confornmance area to which each feature applies:
C - content
T - transport

Status - whether the feature is mandatory, optional, or prohibited.
The key words used in this table are to be interpreted as descri bed
in [REQQ, though the following |ist gives a quick overview of the
di fferent degrees of feature confornmance:

Must - mandatory

Shoul d - required in the absence of a conpelling
need to omt.

May - optiona

Shoul d not - prohibited in the absence of a conpelling
need.

Must not - prohibited

Footnote - special conmrent about confornance for a particular
feature
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Message Content Types:
I ncl usi on in outbound nessages
Mul ti part/ Voi ce- Message

Message/ RFC822

Text/Directory
include TEL, EMAIL, VERSION
i ncl ude ROLE, SOUND, N, REV
only one voice type per |eve

Audi o/ 32KADPCM
Cont ent - Descri pti on
Cont ent - Di sposition
Cont ent - Dur ati on
Cont ent - Langauge

I mage/tiff; application=faxbw
Audi o/ * or | mage/* (other encodings)
Mul tipart/M xed
Text/plain

Mul ti part/ Report
human-r eadabl e part
human-r eadabl e part

Message/ del i very- st atus

Message/ di sposition-notification

Q her contents

is voice
is text

Det ecti on & decoding in inbound nessages
Mul ti part/ Voi ce- Message
Message/ RFC822
Text/Directory
recogni ze TEL, EMAIL, VERSI ON
recogni ze ROLE, SOUND, N, REV
Audi o/ 32KADPCM
Cont ent - Descri ption
Cont ent - Di sposition
Cont ent - Durati on
Cont ent - Langauge
I mage/tiff; application=faxbw
send NDN i f unable to render
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Audi o/ * or Inmage/* (other encodings) |4.3.6 | |
Mul tipart/M xed |4.4.1 | C x|
Text/plain | 4.4.2 | 4 x|

send NDN i f unable to render | 4.4.2 | 4 x|
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||| S|
| | | | | |H |IF
| | | | | [AMo
| | | IS [YUYYo
| | | [H [L]St
| |AMQ |DTln
| |IRIU UM | |o
| | E| S| L] Al NI N t
| |A|TID YO gt
FEATURE | SECTI ON [ 11 ] ITITle
------------------------------------------- | === -1 1] -]
| L]
ESMIP Keywor ds & Paraneters | [ 11 ] | |
Pl PELI NI NG |5.2.1 [T Ix] | |
S| ZE |5.2.2 [ TIx] | | |
CHUNKI NG |5.2.3 [T | | x| |
Bl NARYM ME [5.2.4,5.3. 1T | |x| |
DSN |5.2.5 [ TIx| | | |
ENHANCEDSTATUSCCODES |5.2.6 [T | x] | |
RET | 5.3.2 [ T] Ix] | |
ENVI D |5.3.3 [T | [x] | |
NOTI FY |5.4.1 [ TIx] | | |
ORCPT I5.4.2 ITI I le I
ESMIP- SMTP Downgr adi ng | [ 11 ] | |
send delivery report upon downgrade
| L]
Directory Address Resol ution | [ 11 1 | |
provide facility to resol ve addresses | 6 [ |1 x] | |
use vCards to populate local directory | 6 [ Ix] | | |8
use headers to popul ate |local directory |6 1 I I '
| L]
Managemnment Protocol s: | o
Net wor k managenent 8.1 | T ||x
| -1-1

' A

Foot not es:

1 MUST NOT include if all recipients are not known or resolvable.

2. If a sensitive message is received by a systemthat does not
support sensitivity, then it MJST be returned to the originator
with an appropriate error notification. Also, a received
sensitive nessage MJUST NOT be forwarded to anyone.

3. If the addtional header fields are not understood they MAY be
i gnor ed

4. \Wen binary transport is not avail able

5 VWhen binary transport is avail able

Vaudreui|l & Parsons St andards Track [ Page 43]



RFC 2421 VPI M v2 Sept enber

6. O her un-profiled contents nmust only be sent by bilatera
agr eenent .

7. If the content cannot be presented in some form the entire
nmessage MJST be returned with a negative delivery status
notification.

8. Wien the vCard is present in a nessage

1998
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15. Appendi x B - Exanpl e Voi ce Messages

The foll owi ng nessage is a full-featured nmessage addressed to two
reci pients. The nessage includes the sender’s spoken nane and a short
speech segment. The nmessage is narked as inportant and private.

To: +19725551212@mil. myconpany. com

To: +16135551234@/ML. nyconpany. com

From "Parsons, G enn" <12145551234@/M2. myconpany. conp

Date: Mon, 26 Aug 93 10:20:20 -0700 (CDT)

M ME-Version: 1.0 (Voice 2.0)

Content-type: Miltipart/Voice-Message; Version=2.0;
Boundar y=" MessageBoundar y"

Cont ent - Transf er- Encodi ng: 7bi t

Message- 1 D 123456789@/M2. mycomnpany. com

Sensitivity: Private

| mportance: Hi gh

- - MessageBoundary

Content-type: Audi o/ 32KADPCM

Cont ent - Tr ansf er - Encodi ng: Base64

Content-Di sposition: inline; voice=Originator-Spoken- Name
Cont ent - Language: en-US

Content-1D: partl@M-4321

gl sl fdslsertifl kTf pgkTportr pkTpf gTpoi Tpdadasssdasddasdasd
(This is a sanple of the base-64 Spoken Name dat a)
f gdhgddl kgpokpeowr it 09==

- - MessageBoundary

Content-type: Audi o/ 32KADPCM

Cont ent - Transf er - Encodi ng: Base64

Content - Description: Brand X Voice Message

Content-Di sposition: inline; voice=Voi ce-Message; fil enane=nsgl. 726
Content-Duration: 25

ilililjMeN3czdze3s7d7fwf HhcvESIVe/ 4yEhLz8/ FOQ VFRERCESL/ zqr q
(This is a sanple of the base64 nessage data) zb8t FALTQ 1PX|
u7wj OyRhws+kr dns7Rj uOt 4t LF7cEOKOMKOTONRW Pn30c8uHi 9==

- - MessageBoundary
Content-type: text/directory; charset=us-ascii; profile=vCard
Cont ent - Transf er- Encodi ng: 7bi t

BEQ N: VCARD

N: Par sons; d enn; ; M. ;

EMAI L; TYPE=I NTERNET: +12145551234@/M2. myconpany. com
TEL: +1-217-555-1234
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SOUND; TYPE=32KADPCM ENCODI NG=URI : Cl D: <part 1@/M2-4321>
REV: 19951031T222710Z

VERSION: 3.0

END: VCARD

- - MessageBoundary__

The foll owi ng nessage is a forwarded single segnment voice. Both the
f orwarded nmessage and the forwardi ng nessage contain VCARDs with
spoken nanes.

To: +12145551212@mil. myconpany. com

From "Vaudreuil, Geg" <+19725552345@/MR. mycomnpany. conp

Date: Mon, 26 Aug 93 10:20:20 -0700 (CDT)

M ME-Version: 1.0 (Voice 2.0)

Content-type: Miltipart/Voice-Message; Version=2.0;
Boundar y=" MessageBoundar y"

Cont ent - Transf er- Encodi ng: 7bi t

Message- | D ABCD- 123456789@/M2. nyconpany. com

- - MessageBoundary

Content -type: Audi o/ 32KADPCM

Cont ent - Transf er - Encodi ng: Base64

Content-Disposition: inline; voice=Oiginator-Spoken- Nane
Cont ent - Language: en-US

Content-1D: part3@/M-4321

gl sl fdslsertifl kTf pgkTportr pkTpf gTpoi Tpdadasssdasddasdasd
(This is a sanple of the base-64 Spoken Nane dat a)
f gdhgd dl kgpokpeow it 09==

- - MessageBoundary

Content -type: Audi o/ 32KADPCM

Cont ent - Descri ption: Forwarded Message Annotation
Content-Disposition: inline; voice=Voi ce-Message
Cont ent - Transf er - Encodi ng: Base64

gl sl fdslsertifl kTf pgkTportr pkTpf gTpoi Tpdadasssdasddasdasd
(This is the voiced introductory remarks encoded i n base64)
jrgoij3045itj09fiuvdkj gW akg@3ij kpokf pgok@0g@bt kj pokf gw
dl kgpokpeowr it 09==

- - MessageBoundary
Content-type: Message/ RFC822
Cont ent - Transf er - Encodi ng: 7bi t

To: +19725552345@/M2. myconpany. com
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From "Parsons, Genn, W" <+16135551234@/ML. myconpany. conp
Date: Mon, 26 Aug 93 8:23:10 -0500 (EST)
Content-type: Miltipart/Voice- Message; Version=2.0;
Boundar y=" MessageBoundar y2"
Cont ent - Transf er - Encodi ng: 7bi t
M ME-Version: 1.0 (Voice 2.0)

- - MessageBoundar y2

Content -type: Audi o/ 32KADPCM

Cont ent - Tr ansf er - Encodi ng: Base64

Content-Disposition: inline; voice=Originator-Spoken-Name
Cont ent - Language: en-US

Content-1D: part6@M-4321

gl sl fdslsertifl kTf pgkTportr pkTpf gTpoi Tpdadasssdasddasdasd
(This is a sample of the base-64 Spoken Name data) fgdhgd
dl kgpokpeowr it 09==

- - MessageBoundar y2

Content-type: Audi o/ 32KADPCM

Content-Di sposition: inline; voice=Voi ce-Message
Cont ent - Tr ansf er - Encodi ng: Base64

gl sl fdslsertifl kTf pgkTportr pkTpf gTpoi Tpdadasssdasddasdasd
(This is the original nessage audi o data) fgwersdfmiwjj

jrgoij3045itj09fiuvdkj gW akg®3ij kpokf pgok@0gQbt kj pokf gwW
dl kgpokpeowrit 09==

- - MessageBoundar y2
Content-type: text/directory; charset=us-asci
Cont ent - Transf er- Encodi ng: 7bi t

BEQ N: VCARD

N: Par sons; d enn; WM . ;

EMAI L; TYPE=I NTERNET: +16135551234@/M2. mycomnpany. com
TEL: +1- 613-555-1234

SOUND; TYPE=32KADPCM ENCODI NG=URI : CI D: <part 6@/M2- 4321>
REV: 19951031T222710Z

END: VCARD

- - MessageBoundar y2- -

- - MessageBoundary

Content-type: text/directory; charset=us-asci
Cont ent - Tr ansf er - Encodi ng: 7bi t

BEG N: VCARD
N: Vaudreui |l ; Geg;; M. ;
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SOUND; TYPE=32KADPCM ENCODI NG=URI : CI D: <part 3@/M2- 4321>
EMAI L; TYPE=I NTERNET, VPI M +19725552345@/M2. nycomnpany. com
TEL: +1- 972- 555- 2345

REV: 19951031T222710Z

VERSION: 3.0

END: VCARD

- - MessageBoundar y- -

The following exanple is for a nmessage returned to the sender by a
VPI M gat eway at VML. conmpany.com for a mail box whi ch does not exist.

Date: Thu, 7 Jul 1994 17:16: 05 -0400

From Mail Delivery Subsystem <MAl LER- DAEMON@ m comnpany. comne

Message-1d: <199407072116. RAA14128@ . conpany. conp

Subj ect: Returned voi ce nessage

To: 2175552345@/M2. nycomnpany. com

M ME- Version: 1.0 (Voice 2.0)

Content-Type: nultipart/report; report-type=delivery-status;
boundar y="RAA14128. 773615765/ VML. COVPANY. COM'

--RAA14128. 773615765/ VML. COVPANY. COM

Content -type: Audi o/ 32KADPCM

Cont ent - Descri ption: Spoken Delivery Status Notification
Content-Disposition: inline; voice= Voice-Mssage-Notification
Cont ent - Transf er - Encodi ng: Base64

gl sl fdslsertifl kTf pgkTportr pkTpf gTpoi Tpdadadf f sssddasdasd
(This is a voiced description of the error in base64)
jrgoij3045itj09fiuvdkj gW akg®3ij kpokf pgok@0gdf f kj pokf gwW
dl kgpokpeowrit 09==

- - RAA14128. 773615765/ VML. COVPANY. COM
Content -type: nessage/ delivery-status

Reporti ng- MTA: dns; vnil. conpany.com

Oiginal-Recipient: rfc822; 2145551234@/ML. nyconpany. com
Fi nal - Reci pient: rfc822; 2145551234@/ML. nyconpany. com
Action: failed

Status: 5.1.1 (User does not exist)

Di agnosti c-Code: sntp; 550 Mil box not found
Last-Attenpt-Date: Thu, 7 Jul 1994 17:15:49 -0400

- - RAA14128. 773615765/ VML. COVPANY. COM
content-type: nessage/rfc822

[original VPIMnessage goes here]

Vaudreui|l & Parsons St andards Track [ Page 48]



RFC 2421 VPI M v2 Sept enber 1998

- - RAA14128. 773615765/ VML. COVPANY. COM -

The foll owing exanple is for a receipt notification sent to the
original sender for a nessage which has been played. This

del ivered VPI M nessage was received by a corporate gateway and
relayed to a unified mail box.

Date: Thu, 7 Jul 1994 17:16: 05 -0400
From "Greg Vaudreuil" <22722@m company. conp
Message- 1 d: <199407072116. RAA14128@xchange. conpany. conp
Subj ect: Voi ce nessage pl ayed
To: 2175552345@/M2. nyconpany. com
M ME- Version: 1.0 (Voice 2.0)
Content-Type: multipart/report;
Report -type=di sposition-notification;
Boundar y="RAA14128. 773615765/ EXCHANGE. COVPANY. COM'

- - RAA14128. 773615765/ EXCHANGE. COVPANY. COM

Content-type: Audi o/ 32KADPCM

Cont ent - Descri ption: Spoken Disposition Notification
Content-Di sposition: inline; voice= Voi ce-Message-Notification
Cont ent - Tr ansf er - Encodi ng: Base64

gl sl fdslsertifl kTf pgkTportr pkTpf gTpoi Tpdadadf f sssddasdasd
(Voi ced description of the disposition action in base64)
jrgoij3045itj09fiuvdkj gW akg@3i j kpokf pgok@0gdf f kj pokf gwW
dl kgpokpeowrit 09==

--RAA14128. 773615765/ EXCHANGE. COVPANY. COM
Content -type: nessage/ di sposition-notification

Reporting- UA: gregs-I|aptop.dallas. conpany. com (Unified FooMail 3.0)
Original -Recipient: rfc822;22722@m conpany. com

Fi nal - Reci pient: rfc822; Geg. Vaudreui | @ oomai |l . conpany. com

Origi nal - Message- |1 D: <199509192301. 12345@nR2. myconpany. com >

Di sposition: nanual -acti on/ MDN-sent -autonatical ly; displayed

- - RAA14128. 773615765/ EXCHANGE. COMPANY. COM
Content-type: nessage/rfc822

[original VPIMnessage goes here]

- - RAA14128. 773615765/ EXCHANGE. COVPANY. COM -
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The foll owi ng common voi ce processing errors and their correspondi ng

status codes are given as exa
i ntended only for

npl es.

reference to describe the error

Text after the error
code.

codes are

| mpl enent ati ons should provide i nplenmentation specific informative

comrents after the error

Error condition

Anal og delivery failed
because renote systemis busy

Anal og delivery failed
because renote systemis

ri ng- no- answer

Renot e system did not answer
AM S- Anal og handshake ("D' in
response to "C' at connect
time)

Mai | box does not exi st

Mai | box full or over quota

Di sk ful

Conmand out of sequence

Frame Error

Mai | box does not support FAX
Mai | box does not support TEXT
is not authorized

Sender

& Par sons

RFC

St andards Track

code rather than the text bel ow

1893 Error codes

.0 Persistent connection error

- ot her

1 Persistent protocol error
- no answer from host

5 Permanent protocol error
- wong version

1 Permanent nail box error
- does not exi st

2 Persistent mmil box error
- full

1 Persistent systemerror
- full

1 Pernmanent protocol error
- invalid command

2 Permanent protocol error
- syntax error

1 Permanent mnedia error
- not supported

1 Permanent nedia error
- not supported

1 Pernmanent security error

sender not authorized
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Message nmarked private, but 5. 3.3 Pernmanent systemerror
systemis not private capable - not feature capable

17. Appendix D - Exanple Voice Processing Disposition Types

The foll owi ng comopn voi ce processing disposition conditions and
their corresponding MDN Di sposition (which contains the disposition
node, type and nodifier, if applicable) are given as exanpl es.

| mpl ementers should refer to [MDN] for a full description of the
format of message disposition notifications.

Notification event MDN Di sposition node, type & nodifier

Message pl ayed by reci pi ent, manual - acti on/ MDN- sent - aut omat i cal | y;
recei pt automatically returned displayed

Message del eted from nail box manual - acti on/ MDN- sent - aut omat i cal | y;
by user without |istening del et ed

Message cl eared when mail box manual - acti on/ MDN- sent - aut onati cal | y;
del eted by admin del et ed/ mai | box-t erm nat ed

Message automatically del eted aut omati c-acti on/
when ol der than admi ni strator MDN- sent - aut onati cal | y; del et ed/

set threshold expired

Message processed, however manual - acti on/ MDN- sent - aut omat i cal | y;
audi o encodi ng unknown - processed/ error

unable to play to user Error: unknown audi o encodi ng
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18.

18.

18.

Appendi x E - | ANA Regi strations
1 vCard EMAIL Type Definition for VPIM
To: ietf-mne-directory@nct.org

Subj ect: Registration of new paraneter for text/directory MM type
EMAI L

Type name: ENAIL

Type purpose: To specify the electronic nail address for
conmuni cation with the object the vCard represents (defined in
[ VCARD] ) .

Type encodi ng: 8bit
Type val ue: A single text val ue.

Type special notes: The type may include the type paraneter "TYPE" to
specify the format or preference of the electronic nail address. The
TYPE paraneter val ues previously defined include: "internet" to

i ndicate an Internet addressing type, "x400" to indicate a X 400
addressing type and "pref" to indicate a preferred-use email|l address
when nore than one is specified. The value of "vpini is defined to

i ndicate that the address specified supports VPIM nessages. O her

| ANA registered address type nay al so be specified. The default enai
type is "internet". A non-standard value may al so be specifi ed.

Type exanpl e:
EMAI L; TYPE=i nt ernet, vpi mj gpubl i c@yz. doml. com

2 Voice Content-Disposition Parameter Definition
To: | ANA@ ANA. ORG

Subj ect: Registration of new Content-Di sposition paraneter

Content - Di sposition paranmeter name: voice
Al | owabl e values for this paranmeter:

Voi ce- Message - the primary voi ce nessage,

Voi ce- Message- Notification - a spoken delivery notification
or spoken disposition notification

Ori gi nat or - Spoken- Nane - the spoken nane of the originator,
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Reci pi ent - Spoken- Nane - the spoken nanme of the recipient if
available to the originator and present if there is ONLY one
reci pi ent,

Spoken- Subj ect - the spoken subject of the nessage, typically
spoken by the originator

Descri pti on:

In order to distinguish between the various types of audio contents
in a VPIMvoice nessage a new di sposition paranmeter "voice" is
defined with the preceding values to be used as appropriate. Note
that there SHOULD only be one instance of each of these types of
audi o contents per nessage level. Additional instances of a given
type (i.e., paraneter value) may occur within an attached forwarded
voi ce nessage
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19. Appendix F - Change Hi story: RFC 1911 to this Docunent

The updated profile in this docunent is based on the experience of a
proof of concept dempnstration of VPIMat EMA' 96 in April 1996 and a
subsequent denonstration of products at EMA 97 in April 1997. This
version of the profile is significantly different fromthe previous
described in [VPIM]. The changes are categorized as general
content, transport and conpliance. They are detail ed bel ow

1. Ceneral

- All definitions are now contained in separate docunents that are
referenced by this profile. The new docunents include:

- arefined multipart/voi ce-nmessage definition

arefined (i.e., added nibble order) audi o/ 32KADPCM defi nition

the definitions of TIFF-F and i mage/tiff for fax inages
- the Content-Duration definition
- Changed the Voice version to 2.0
- Added Table of Contents and nore exanples
- Various editorial updates to inprove readability
- Added nore security considerations
2. Content
- Modified multipart/voice-nmessage content type by dropping the
posi ti onal dependence of contents while restricting its contents to

voi ce nmessage specific content types

- Explicitly indicated other contents that may be present ina
mul tipart/ m xed content type

- Explicitly defined the forwardi ng nodel using nessage/ RFC822

- Expl ained the use of reply-to and from header fields for
addr essi ng nmessage replies

- Deprecated the special "l oopback" address because of security
concerns and its use only for testing
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- Defined the non-mail-user reserved address to support the case in
which replies to the originator are not possible

- Elimnated the text name in the "To" and "CC' header fields.
Deprecated ordering of text names in the "From' header

- Added support for facsimle using TIFF-F in an imge/tiff;
appl i cati on=f axbw content type

- Profiled vCard in the text/directory body part for transport of
directory informati on about the originator

- Loosened text restriction
- Added additional details on delivery and receipt notifications

- Added support for nessage disposition notifications, also known
as receipt notifications.

- Added suggested addressing formats
- Described handling of private messages
- Described the handling of non-profiled contents in VPI M nmessages

- Described the use of Content-Disposition to semantically identify
audi o contents

3. Transport
- Moved binary support to optiona

- Added optional ESMIP keywords for return of content, enhanced
status codes, original recipient, and envel ope ID

- Described use of null MAIL FROM address
4. Conpliance

- Added an explicit section on conformance specifying conformance
to content or transport

- I nmproved conformance table in Appendi x A
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20. Full Copyright Statenent
Copyright (C The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Vaudreui|l & Parsons St andards Track [ Page 56]






