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Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (1998). Al Rights Reserved.
Abst r act

This docunent is one in the series of docunents that define various
M B objects for IPv6. Specifically, this docunent is the MB nodul e
whi ch defi nes managed objects for inplenentations of the Transm ssion
Control Protocol (TCP) over IP Version 6 (IlPv6).

Thi s docunent al so recommends a specific policy with respect to the
applicability of RFC 2012 for inplenentations of IPv6. Nanely, that
nost of nmanaged objects defined in RFC 2012 are i ndependent of which
| P versions underlie TCP, and only the TCP connection information is
| P version-specific.

This meno defines an experinental portion of the Managenent
Informati on Base (M B) for use with network managenent protocols in
| Pv6- based i nternets.

1. | nt roducti on

A managenent system contains: several (potentially many) nodes, each
with a processing entity, terned an agent, which has access to
managenment instrunmentation; at |east one managenent station; and, a
management protocol, used to convey nanagenent infornmation between
the agents and managenent stations. Operations of the protocol are
carried out under an adm nistrative framework which defines

aut hentication, authorization, access control, and privacy policies.
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Managenent stations execute managenent applications which nonitor and
control managed el enents. Managed el ements are devices such as
hosts, routers, terminal servers, etc., which are nonitored and
controll ed via access to their managenent information

Managenent information is viewed as a collection of nanaged objects,
residing in a virtual information store, terned the Managenent
Informati on Base (MB). Collections of related objects are defined
in MB nodul es. These nodules are witten using a subset of OSl’'s
Abstract Syntax Notation One (ASN. 1) [1], terned the Structure of
Management |Information (SM) [2].

2. Overview

This docunment is one in the series of docunents that define various
M B obj ects, and statenments of conformance, for |1 Pv6. This docunent
defines the required instrunmentation for inplenentations of TCP over
| Pv6.

3. Transparency of |IP versions to TCP

The fact that a particular TCP connection uses |Pv6 as opposed to
IPv4, is largely invisible to a TCP inplenentation. A "TCPng" did
not need to be defined, inplementations sinply need to support |Pv6
addr esses.

As such, the managed objects already defined in [TCP MB] are
sufficient for managing TCP in the presence of |Pv6. These objects
are equal ly applicabl e whether the nanaged node supports |Pv4 only,
| Pv6 only, or both IPv4 and | Pvé6.

For exanple, tcpActiveQpens counts "The nunber of tines TCP
connections have nmade a direct transition to the SYN-SENT state from
the CLOSED state", regardl ess of which version of IP is used between
the connection endpoints.

Stated differently, TCP inplenentations don’t need separate counters
for 1Pv4d and for |Pv6.

4. Representing TCP Connections
The exception to the statenments in section 3 is the tcpConnTabl e.
Since | Pv6 addresses cannot be represented with the | pAddress syntax,

not all TCP connections can be represented in the tcpConnTabl e
defined in [TCP M B].

Dani el e St andards Track [ Page 2]



RFC 2452 TCP MB for |Pv6 Decenber 1998

6.

This meno defines a new, separate table to represent only those TCP
connecti ons between | Pv6 endpoints. TCP connections between |Pv4
endpoi nts continue to be represented in tcpConnTable [TCP MB]. (It
is not possible to establish a TCP connecti on between an | Pv4

endpoi nt and an | Pv6 endpoint.)

A different approach woul d have been to define a newtable to
represent all TCP connections regardless of IP version. This would
require changes to [TCP M B] and hence to existing (IPv4-only) TCP
i mpl enent ati ons. The approach suggested in this neno has the
advant age of |eaving |IPv4-only inplenmentations intact.

It is assunmed that the objects defined in this neno will eventually
be defined in an update to [TCP MB]. For this reason, the nodule
identity is assigned under the experinmental portion of the MB.

Conf or mance
This nmeno contains conformance statenents to define conformance to
this MB for TCP over |Pv6 inplenentations.
Definitions
| PV6-TCP-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNWVPv 2- CONF
MODULE- | DENTI TY, OBJECT- TYPE,
m b-2, experinent al FROM SNWVPv2- SM
| pv6Addr ess, |pv6lflndexOrZero FROM | PV6- TC;

i pv6TcpM B MODULE- | DENTI TY

LAST- UPDATED "9801290000Z"
ORGANI ZATI ON "I ETF | Pv6 M B Wor ki ng G oup”
CONTACT- | NFO

" M ke Dani el e

Post al : Conpaq Computer Corporation
110 Spitbrook Rd
Nashua, NH 03062.
us

Phone: +1 603 884 1423
Emai | : dani el e@k3. dec. cont
DESCRI PTI ON
"The M B nodule for entities inplementing TCP over |Pv6."
.= { experimental 86 }
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-- objects specific to TCP for |Pv6

tcp OBJECT IDENTIFIER ::={ mb-2 6 }

-- the TCP over |Pv6 Connection table

-- This connection table contains information about this

-- entity’'s existing TCP connections between | Pv6 endpoints.
-- Only connections between | Pv6 addresses are contained in
-- this table. This entity’' s connections between |Pv4

-- endpoints are contained in tcpConnTabl e.

i pv6TcpConnTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pv6TcpConnEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table containing TCP connection-specific information,
for only those connecti ons whose endpoints are | Pv6 addresses."”
o= { tcp 16 }

i pv6TcpConnEnt ry OBJECT- TYPE
SYNTAX | pv6TcpConnEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A conceptual row of the ipv6TcpConnTabl e contai ni ng
i nformati on about a particular current TCP connection
Each row of this table is transient, in that it ceases to
exi st when (or soon after) the connection nakes the transition
to the CLOSED state

Note that conceptual rows in this table require an additiona
i ndex object conpared to tcpConnTable, since |Pv6 addresses
are not guaranteed to be uni que on the managed node."
I NDEX { ipv6TcpConnLocal Address,
i pv6TcpConnLocal Port,
i pv6TcpConnRemAddr ess,
i pv6TcpConnRenPort
i pv6TcpConnl f 1 ndex }
::={ ipv6eTcpConnTable 1 }

| pv6TcpConnEntry :: =

SEQUENCE { i pv6TcpConnLocal Addr ess | pv6Addr ess,
i pv6TcpConnLocal Port | NTEGER (0. .65535),
i pv6TcpConnRemAddr ess | pv6Addr ess,
i pv6TcpConnRenPor t | NTEGER (0. .65535),
i pv6TcpConnl f | ndex | pv6l f I ndexOr Zer o,
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i pv6TcpConnSt at e | NTEGER }

i pv6TcpConnLocal Address OBJECT- TYPE
SYNTAX | pv6Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The local | Pv6 address for this TCP connection. In
the case of a connection in the listen state which

iswilling to accept connections for any |Pv6
address associated with the nanaged node, the val ue
::0 is used."

::={ ipv6TcpConnEntry 1 }

i pv6TcpConnLocal Port OBJECT- TYPE

SYNTAX | NTEGER (0. .65535)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The | ocal port number for this TCP connection."
::={ ipveTcpConnEntry 2 }

i pv6TcpConnRemAddr ess OBJECT- TYPE
SYNTAX | pv6Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The renpte | Pv6 address for this TCP connection."
::={ ipveTcpConnEntry 3 }

i pv6TcpConnRenPort OBJECT- TYPE

SYNTAX | NTEGER (0. .65535)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The renote port nunmber for this TCP connection.”
::={ ipv6TcpConnEntry 4 }

i pv6TcpConnl f 1 ndex OBJECT- TYPE
SYNTAX | pv6l f I ndexOr Zer o
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An index object used to di sambi guate conceptual rows in
the table, since the connection 4-tuple nmay not be unique.

If the connection’s renpte address (ipv6TcpConnRemAddr ess)
is a link-1ocal address and the connection’s | ocal address

1998
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(i pv6TcpConnLocal Address) is not a link-local address, this
object identifies a local interface on the sanme link as
the connection’s renote |ink-l1ocal address.

O herwi se, this object identifies the |ocal interface that

is associated with the ipv6TcpConnLocal Address for this

TCP connection. |If such a local interface cannot be deternined,
this object should take on the value 0. (A possible exanple

of this would be if the value of ipv6TcpConnLocal Address is ::0.)

The interface identified by a particular non-0 value of this
index is the sane interface as identified by the sane val ue
of ipv6lflndex.

The value of this object nust remain constant during the life
of the TCP connection.”
::={ ipveTcpConnEntry 5 }

i pv6TcpConnSt at e OBJECT- TYPE
SYNTAX | NTEGER {
cl osed(1),
listen(2),
synSent ( 3),
synRecei ved(4),
est abl i shed(5),
finwaiti(e),
finwait2(7),
cl oseWai t(8),
| ast Ack(9),
cl osi ng(10),
ti meWait(11),
del et eTCB(12) }
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The state of this TCP connection

The only val ue which may be set by a managenent station is

del eteTCB(12). Accordingly, it is appropriate for an agent

to return an error response (‘badValue’ for SNMPv1l, ’w ongVal ue’
for SNMPv2) if a managenent station attenpts to set this

obj ect to any other val ue.

I f a nanagenent station sets this object to the value

del et eTCB(12), then this has the effect of deleting the TCB
(as defined in RFC 793) of the correspondi ng connection on
the managed node, resulting in inrediate term nation of the
connecti on.
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As an inpl enentation-specific option, a RST segnent nay be
sent fromthe nanaged node to the other TCP endpoint (note
however that RST segnents are not sent reliably)."

::={ ipv6TcpConnEntry 6 }

-- conformance i nformation

i pv6TcpConf ormance OBJECT | DENTI FI ER ::

1
—~

i pv6TcpM B 2 }

i pv6TcpConpl i ances OBJECT | DENTI FI ER ::
i pv6TcpG oups OBJECT | DENTI FI ER ::

{ i pv6TcpConformance 1 }
i pv6TcpConfornance 2 }

I
)

-- conpliance statenents

i pv6TcpConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for SNMPv2 entities which
i mpl enent TCP over |Pv6."
MODULE -- this nodule
MANDATORY- GROUPS { i pv6TcpG oup }
.= { ipv6TcpConpliances 1 }

i pv6TcpG oup OBJECT- GROUP
OBJECTS { -- these are defined in this nodul e
-- i pveTcpConnLocal Address (not-accessible)
-- i pveTcpConnLocal Port (not-accessible)
-- i pveTcpConnRemAddr ess (not-accessi bl e)
-- ipveTcpConnRenPort (not-accessible)
-- ipv6TcpConnl fl ndex (not-accessible)
i pv6TcpConnSt ate }
STATUS current
DESCRI PTI ON
"The group of objects providing managenent of
TCP over |Pv6."
o= { ipv6TcpGoups 1}

END
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9. Security Considerations
This M B contains a managenment object that has a MAX- ACCESS cl ause of
read-write and/or read-create. |In particular, it is possible to
del ete individual TCP control blocks (i.e., connections).
Dani el e St andards Track [ Page 8]



RFC 2452 TCP MB for |Pv6 Decenber 1998

Consequently, anyone having the ability to issue a SET on this object
can i npact the operation of the node.

There are a nunber of nanaged objects in this MB that may be
considered to contain sensitive information in sone environnents.
For exanple, the MB identifies the active TCP connections on the
node. Although this infornmation m ght be considered sensitive in
sone environments (i.e., to identify ports on which to |aunch

deni al -of -service or other attacks), there are already other ways of
obtaining simlar information. For exanple, sending a random TCP
packet to an unused port pronpts the generation of a TCP reset
nmessage.

Therefore, it nay be inportant in some environnents to control read
and/or wite access to these objects and possibly to even encrypt the
val ues of these object when sending them over the network via SNWP
Not all versions of SNWP provide features for such a secure
environnent. SNWPvl by itself does not provide encryption or strong
aut henti cati on.

It is recormended that the inplenentors consider the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mdel [RFC2274] and the View based Access
Control Model [RFC2275] is reconmended.

It is then a custoner/user responsibility to ensure that the SNWP
entity giving access to an instance of this MB, is properly
configured to give access to those objects only to those principals
(users) that have legitimate rights to access them
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11. Full Copyright Statenent
Copyright (C The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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