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1. Abstract

Thi s docunent describes requirenents for the provisioning of "roam ng
capability" for dialup Internet users. "Roanming capability" is
defined as the ability to use nultiple Internet service providers
(I'SPs), while maintaining a formal, custoner-vendor relationship with
only one.

2. I nt roducti on

Operational roanmi ng services are currently providing worl dw de
roam ng capabilities, and these services continue to grow in
popul arity [1]. Interested parties have included:

Regi onal Internet Service Providers (1SPs) operating within a
particul ar state or province, |ooking to conbine their efforts
with those of other regional providers to offer services over a
wi der area.

Nati onal |SPs w shing to combine their operations with those of
one or nore ISPs in another nation to provide greater coverage in
a group of countries or on a continent.

Busi nesses desiring to offer their enployees a conprehensive
package of dialup services on a global basis. Those services can
i nclude Internet access as well as secure access to corporate
intranets via a Virtual Private Network (VPN)
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Thi s docunent provides an architectural franmework for the
provi si oning of roami ng capabilities, as well as describing the
requi renments that nust be net by elenents of the architecture.

2.1. Requirements | anguage

In this docunent, the key words "MAY", "MJST, "MJST NOT", "optional",
"“recomrended", "SHOULD', and "SHOULD NOT", are to be interpreted as
described in [4].

Pl ease note that the requirenents specified in this docunment are to
be used in evaluating protocol subnissions. As such, the

requi renents | anguage refers to capabilities of these protocols; the
protocol docunents will specify whether these features are required,
reconmended, or optional for use in roaming. For exanple, requiring
that a protocol support confidentiality is NOT the sane thing as
requiring that all protocol traffic be encrypted.

A protocol submssion is not conpliant if it fails to satisfy one or
nore of the must or nust not requirenents for the capabilities that
it inplenents. A protocol submission that satisfies all the nust,
must not, should and should not requirenents for its capabilities is
said to be "unconditionally conpliant”; one that satisfies all the
nmust and nmust not requirenments but not all the should or should not
requirenents for its protocols is said to be "conditionally
conpliant."

2.2. Term nol ogy
Thi s docunent frequently uses the follow ng ternmns:

phone book
This is a database or docunment containing data pertaining to
di al up access, including phone nunbers and any associ at ed
attributes.

phone book server
This is a server that naintains the |atest version of the phone
book. dients comunicate with phone book servers in order to
keep their phone books up to date.

Net wor k Access Server
The Network Access Server (NAS) is the device that clients dial in
order to get access to the network.

Aut henti cati on server

This is a server which provides for authentication/authorization
within the roam ng architecture.
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Accounting server
This is a server which provides for accounting within the roam ng
architecture.

Aut hent i cati on proxy
Aut hentication proxies may be deployed within the roam ng
architecture for several purposes, including authentication
forwardi ng, policy inplenmentation, shared secret nanagenment, and
attribute editing. To the NAS, the authentication proxy appears
to act as an authentication server; to the authentication server,
the proxy appears to act as an authentication client.

Accounti ng proxy
Accounting proxies may be deployed within the roaning architecture
for several purposes, including accounting forwarding, reliability
i mprovenent, auditing, and "pseudo-transactional" capability. To
the NAS, the accounting proxy appears to act as an accounting
server; to the accounting server, the proxy appears to act as an
accounting client.

Net wor k Access ldentifier
In order to provide for the routing of authentication and
accounting packets, user name MAY contain structure. This
structure provides a nmeans by which the authentication or
accounting proxies will locate the authentication or accounting
server that is to receive the request.

3. Architectural framework
The roam ng architecture consists of three najor subsystens:

Phone book Subsystem
Aut henti cati on Subsystem
Account i ng Subsyst em

The phone book subsystemis concerned with the mai ntenance and
updating of the user phone book. The phone book provides the user
with information on the | ocation and phone nunbers of Points of
Presence (POPs) that are roam ng enabl ed. The function of the

aut hentication subsystemis to provide authorized users with access
to the POPs in the phonebook, and to deny access to unauthorized
users. The goal of the accounting subsystemis to provide

i nformation on the resources utilized during the user’s session

3.1. Phone Book Subsystem

The phone book subsystem provides for the foll ow ng:
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3.

2.

Phone nunber presentation
Phone nunber exchange
Phone book conpil ation
Phone book update

Phone nunber presentation
Phone nunber presentation involves the display of avail able phone
nunbers to the user, and culmnates in the choosing of a nunber
Since the user interface and sequence of events involved in phone
nunber presentation is a function of the connecti on nanagenent
software being used, it is likely that individual vendors will
take different approaches to the problem These differences can

i nclude variances in the format of the client phone books, varying

approaches to presentation, etc. There is no inherent problem
with this. As a result, phone nunber presentati on need not be
st andar di zed.

Phone nunber exchange

Phone nunber exchange invol ves propagation of phone nunber changes

bet ween providers in a roani ng association. Current roam ng

i mpl enent ati ons do not provide for conplete automati on of the
phone nunber exchange process [1]. As a result, phone nunber
exchange need not be standardized at this tinme.

Phone book conpil ation
Once an | SP's phone book server has received its updates it needs
to conpile a new phone book and propagate this phone book to al
the phone book servers operated by that 1SP. G ven that the
conpi l ati on process does not affect protocol interoperability, it
need not be standardized.

Phone book update
Once the phone book is conpiled, it needs to be propagated to
users. Standardi zati on of the phone book update process all ows
for providers to update user phone books, independent of their
client software or operating system

Aut henti cati on Subsystem
The aut henticati on subsystem provi des for the follow ng:

Connecti on managemnent

Aut henti cation

NAS Confi guration/ Aut hori zati on
Addr ess Assi gnment/ Routi ng
Security
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Connecti on managenent

In order to be able to use the POPs of the |ocal provider, it is
first necessary to bring up a connection

I dentification
Aut hentication consists of two parts: the claimof identity (or
identification) and the proof of the claim (or verification). As
part of the authentication process, users identify thenselves to
the Network Access Server (NAS) in a nanner that allows the
aut hentication request to be routed its home destination.

Aut henti cation

Aut hentication is typically required prior to allowi ng access to
the network. CHAP [8] and PAP [9] are the two authentication
protocol s nost commonly used within the PPP [10] franmework today.
Sone groups of users are requiring different forms of proof of
identity (e.g., token or smart cards, Kerberos credentials, etc.)
for special purposes (such as acquiring access to corporate
intranets). The Extensible Authentication Protocol (EAP) [7] was

created in order to provide a general mechani smfor support of
t hese met hods.

NAS confi guration/authorization

In order to set up the session, authorization paraneters need to
be sent to fromthe hone authentication server to the local ISP s
NAS.

Addr ess assi gnnment/routing
If it is desired that the user be able to conmunicate with the

rest of the Internet, then the session will be assigned a routable
| P address by the NAS.

Security
In the process of authenticating and authorizing the user session,

it may be desirable to provide protection against a variety of
security threats.

3.3. Accounting Subsystem

The function of the accounting subsystemis to enable the
participants in the roam ng consortiumto keep track of what
resources are used during a session. Relevant information includes
how | ong the user was connected to the service, connection speed,
port type, etc.
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4. Roam ng Requirenents
4.1. Phonebook requirements
4.1.1. Phone book update protoco

Portability

The update protocol MJST allow for updating of clients on a range of
pl atfornms and operating systens. Therefore the update mechani sm MJST
NOT i npose any operating systemspecific requirenments.

Aut henti cation

The client MJUST be able to determine the authenticity of the server
sendi ng the phone book update. The server MAY also be able to

aut henticate the client.

Ver si oni ng
The update protocol MJST provide for updating of the phone book from
an arbitrary previous version to the |atest avail able version

Integrity Checking

The client MJST be able to determine the integrity of the received
update before applying it, and MJST be able to deternine the
integrity of the newy produced phone book after updating it.

Li ght weight transfers
Since the client nmay be a | owend machine or internet appliance, the
update protocol MJST be |ightweight.

Language support

The phone book update nechani sm MUST support the ability to request
that the phone book be transmitted in a particular |anguage and
character set. For exanple, if the custoner has a Russian | anguage
sof tware package, then the propagati on and update protocols MJST
provi de a nechanismfor the user to request a Russian | anguage phone
book.

4.1.2. Phone book fornat

Phone nunber attri butes

The phone book format MJST support phone nunber attributes conmonly
used by Internet service providers. These attributes are required in
order to provide users with information on the capabilities of the
avai | abl e phone nunbers.

Provi der attributes

In addition to providing information relating to a gi ven phone
nunber, the phone book MUST provide information on the individua
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roam ng consortium nenbers. These attributes are required in order
to provide users with informati on about the individual providers in
the roaming consortium

Service attributes

In addition to providing information relating to a given phone
nunber, and service provider, the phone book MJST provide infornation
rel evant to configuration of the service. These attributes are
necessary to provide the client with information relating to the
operation of the service.

Extensibility

Since it will frequently be necessary to add phone book attributes,
the phone book format MJST support the addition of phone nunber

provi der and service attributes w thout nodification to the update
protocol. Registration of new phone book attributes will be handl ed
by 1ANA. The attribute space MJST be sufficiently large to
acconodat e grow h.

Compact ness

Si nce phone book will typically be frequently updated, the phone book
format MUST be conpact so as to minimze the bandwi dth used in
updating it.

4.2. Authentication requirenents
4.2.1. Connecti on Managenent

G ven the current popularity and near ubiquity of PPP, a roam ng
standard MUST provide support for PPP and IP. A roam ng standard NAY
provi de support for other fram ng protocols such as SLIP. However,
SLI P support is expected to prove difficult since SLIP does not
support negotiation of connection paraneters and | acks support for
protocol s other than IP.

A roam ng standard MAY provi de support for non-IP protocols (e.g.

| PX or Appl eTal k) since these may be useful for the provision of
corporate intranet access via the Internet. Since it is intended
that the client will begin PPP negotiation i mediately on connection
support for scripting SHOULD NOT be part of a roam ng standard.

4.2.2. ldentification

A roam ng standard MJST provide a standardized format for the userlD
and real mpresented to the NAS
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4.2.3. Verification of Identity

Aut henti cation types
A roam ng standard MJST support CHAP, and SHOULD support EAP. Due
to security concerns, PAP authentication SHOULD NOT be support ed.
A possi ble exception is where PAP is used to support a one tine
password or token

Scal ability
A roam ng standard, once available, is likely to be widely
depl oyed on the Internet. A roam ng standard MJUST therefore
provide sufficient scalability to allow for the formation of
roam ng associations with thousands of ISP nenbers.

RADI US Support
G ven the current popularity and near ubiquity of RADIUS [2,3] as
an aut hentication, authorization and accounting solution, a
roam ng standard MJUST be able to incorporate RAD US-enabl ed
devices within the roam ng architecture. It is expected that this
wi Il be acconplished by devel opnment of gateways between RADI US and
the roani ng standard authentication, authorization, and accounting
pr ot ocol

4.2.4. NAS Configuration/Authorization

In order to ensure conpatibility with the NAS or the | ocal network,
aut henti cation/authorization proxies often will add, delete, or

nodi fy attributes returned by the hone authentication server. In
addition, an authentication proxy will often carry out resource
managenent and policy functions. As a result, a roanmi ng standard
MUST support the ability of proxies to performattribute editing and
i mpl enent policy.

4.2.5. Address assignnent/routing

A roam ng standard MJST support dynam c address assignment. Static
address assi gnment MAY be supported, nost likely via layer 2 or |ayer
3 tunneling.

Layer 2 tunneling protocols
Layer-2 tunneling protocols, such as PPTP, L2F, or L2TP, hold
great prom se for the inplenentation of Virtual Private Networks
as a neans for inexpensive access to renpte networks. Therefore
proxy inplenmentations MJST NOT preclude use of |ayer 2 tunneling.

Layer 3 tunneling protocols
Layer-3 tunneling protocols as enbodied in Mbile IP [5], hold
great promi se for providing "live", transparent nobility on the
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part of nobile nodes on the Internet. Therefore, a roam ng
standard MJUST NOT preclude the provisioning of Mbile |IP Foreign
Agents or other Mbile IP functionality on the part of service
provi ders.

4.2.6. Security

Security anal ysis
A roam ng standard MJST include a thorough security analysis,
i ncluding a description of security threats and count er neasures.
Thi s includes specification of mechanisnms for fraud prevention and
det ecti on.

Hop by hop security
A roam ng standard MJST provide for hop-by-hop integrity
protection and confidentiality. This MAY be acconplished through
support of network |ayer security (IPSEC) [6].

End-to-end security
As policy inplenmentation and attribute editing are conmon in
roam ng systens, proxies may need to nodify packets in transit
between a | ocal NAS and the home server. In order to permt
aut horized nodi fications while at the sanme tinme guardi ng agai nst
attacks by rogue proxies, it is necessary for a roam ng standard
to support data object security. As a result, a roam ng standard
MUST provi de end-to-end confidentiality and integrity protection
on an attribute-by-attribute basis. However, non-repudiation is
NOT a requirenent for a roam ng standard.

4.3. Accounting requirenents

Real -ti me accounti ng
In today’s roaming inplenmentations, real-time accounting is a
practical necessity in order to support fraud detection and risk
management. As a result, a roam ng standard MJST provi de support
for real-tine accounting.

Accounting record formats
Today there is no proposed standard for NAS accounting, and there
is wide variation in the protocols used by providers to
conmuni cate accounting information within their own organizations.
Therefore, a roam ng standard MJUST prescribe a standardi zed format
for accounting records. For the sake of efficiency, the record
format MJUST be conpact.

Extensibility

A standard accounting record format MJST be able to encode netrics
conmmonly used to determine the user’s bill. Since these netrics
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5.

change over tinme, the accounting record format MJST be extensible
so as to be able to add future metrics as they cone along. The
record format MJST support both standard netrics as well as
vendor -specific netrics.
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9. Full Copyright Statenent
Copyright (C The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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