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This meno defines an Experinental Protocol for the Internet
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Di scussi on and suggestions for inprovenment are requested.
Distribution of this meno is unlimted.
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1. Introduction

Connectivity is the basic stuff fromwhich the Internet is nade.
Therefore, netrics determ ning whether pairs of hosts (IP addresses)
can reach each other nmust formthe base of a nmeasurement suite. W
define several such netrics, some of which serve mainly as building
bl ocks for the others.

This meno defines a series of netrics for connectivity between a pair
of Internet hosts. |t builds on notions introduced and di scussed in
RFC 2330, the | PPM franmework docunent. The reader is assuned to be
famliar with that docunent.

The structure of the nenp is as foll ows:

+ An analytic nmetric, called Type-P-Instantaneous-Unidirectional-
Connectivity, will be introduced to define one-way connectivity at
one noment in time.

+ Using this metric, another analytic netric, called Type-P-
| nst ant aneous- Bi di recti onal - Connectivity, will be introduced to
define two-way connectivity at one nonent in tine.

+ Using these nmetrics, correspondi ng one- and two-way anal ytic

netrics are defined for connectivity over an interval of tine.
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2.

Using these netrics, an analytic netric, called Type-Pl-P2-

I nt erval - Tenpor al - Connectivity, will be introduced to define a
useful notion of two-way connectivity between two hosts over an
i nterval of tinme.

Met hodol ogi es are then presented and di scussed for estimating
Type- P1- P2- I nterval - Tenpor al - Connectivity in a variety of
settings.

Careful definition of Type-Pl-P2-Interval-Tenporal - Connectivity and
the di scussion of the metric and the nethodol ogies for estimating it
are the two chief contributions of the neno.

| nst ant aneous One-way Connectivity

2.1. Metric Nane:

Type- P-1 nst ant aneous- Uni di recti onal - Connectivity

2.2. Metric Paraneters:

Src, the | P address of a host
Dst, the | P address of a host
T, atine

2.3. Metric Units:

Bool ean.

2.4. Definition:

Src has *Type- P-1nstantaneous- Uni di recti onal - Connectivity* to Dst at
time Tif a type-P packet transmitted fromSrc to Dst at time T will
arrive at Dst.

2.5. Discussion

For nost applications (e.g., any TCP connection) bidirectiona
connectivity is considerably nore germane than unidirectiona
connectivity, although unidirectional connectivity can be of interest
for sonme security applications (e.g., testing whether a firewal
correctly filters out a "ping of death"). Mbst applications also
require connectivity over an interval, while this metric is

i nst ant aneous, though, again, for sone security applications

i nst ant aneous connectivity remains of interest. Finally, one m ght
not have instantaneous connectivity due to a transient event such as
a full queue at a router, even if at nearby instants in time one does
have connectivity. These points are addressed below, with this
nmetric serving as a buil ding bl ock.
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Note al so that we have not explicitly defined *when* the packet
arrives at Dst. The TTL field in IP packets is nmeant to limt IP
packet lifetines to 255 seconds (RFC 791). |In practice the TTL field
can be strictly a hop count (RFC 1812), with nost |Internet hops being
much shorter than one second. This neans that nobst packets will have
nowhere near the 255 second lifetine. In principle, however, it is
al so possi ble that packets m ght survive |onger than 255 seconds.
Consi deration of packet lifetines nmust be taken into account in
attenpts to neasure the value of this netric.

Finally, one might assune that unidirectional connectivity is
difficult to nmeasure in the absence of connectivity in the reverse
direction. Consider, however, the possibility that a process on
Dst’s host notes when it receives packets from Src and reports this
fact either using an external channel, or later in tine when Dst does
have connectivity to Src. Such a nethodol ogy could reliably nmeasure
the unidirectional connectivity defined in this netric.

3. Instantaneous Two-way Connectivity
3.1. Metric Nare:
Type- P-1 nst ant aneous- Bi di r ecti onal - Connectivity
3.2. Metric Parameters:
+ Al, the IP address of a host
+ A2, the I P address of a host
+ T, atime
3.3. Metric Units:
Bool ean.
3.4. Definition:
Addresses Al and A2 have *Type-P-1nstantaneous-Bi directional -
Connectivity* at time T if address Al has Type-P-1nstant aneous-
Uni di rectional - Connectivity to address A2 and address A2 has Type-P-
I nst ant aneous- Uni di recti onal - Connectivity to address Al.
3.5. Discussion
An alternative definition would be that A1l and A2 are fully connected
if at time T address Al has instantaneous connectivity to address A2,
and at tinme T+dT address A2 has instantaneous connectivity to Al,

where T+dT is when the packet sent from Al arrives at A2. This
definition is nore useful for measurenent, because the neasurenent
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can use a reply fromA2 to Al in order to assess full connectivity.
It is a nore conplex definition, however, because it breaks the
synmmetry between Al and A2, and requires a notion of quantifying how
| ong a particular packet fromAl takes to reach A2. W postpone

di scussion of this distinction until the devel opment of interval-
connectivity metrics bel ow.

4. One-way Connectivity

4.1. Metric Name:
Type-P-Interval -Uni directional - Connectivity

4.2. Metric Paraneters:

Src, the I P address of a host

Dst, the | P address of a host

T, atine

dT, a duration

{Comment: Thus, the closed interval [T, T+dT] denotes a tine
interval .}

+ + + +

4.3. Metric Units:
Bool ean.

4.4, Definition:
Address Src has *Type-P-Interval - Uni directional -Connectivity* to
address Dst during the interval [T, T+dT] if for sone T within [T,
T+dT] it has Type-P-instantaneous-connectivity to Dst.

5. Two-way Connectivity

5.1. Metric Nane:
Type-P-Interval -Bi directional -Connectivity

5.2. Metric Paraneters:

Al, the I P address of a host

A2, the IP address of a host

T, atime

dT, a duration

{Comment: Thus, the closed interval [T, T+dT] denotes a tinme
i nterval .}

+ + + +
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5.3. Metric Units:
Bool ean.
5.4. Definition:

Addresses Al and A2 have *Type-P-Interval -Bi directional -Connectivity*
between them during the interval [T, T+dT] if address Al has Type-P-
I nt erval - Uni directional -Connectivity to address A2 during the

i nterval and address A2 has Type-P-Interval -Unidirectional -
Connectivity to address Al during the interval.

5.5. Discussion

This metric is not quite what’s needed for defining "generally
useful " connectivity - that requires the notion that a packet sent
fromAl to A2 can elicit a response fromA2 that will reach Al. Wth
this definition, it could be that Al and A2 have full-connectivity
but only, for exanple, at tine Tl early enough in the interval [T,
T+dT] that Al and A2 cannot reply to packets sent by the other. This
deficiency notivates the next netric.

6. Two-way Tenporal Connectivity
6.1. Metric Nane:
Type- P1- P2- I nt erval - Tenpor al - Connectivity
6.2. Metric Parameters:
Src, the | P address of a host
Dst, the | P address of a host
T, atine
dT, a duration

{Conmment: Thus, the closed interval [T, T+dT] denotes a time
i nterval .}

+ + + +

6.3. Metric Units:
Bool ean.
6.4. Definition:
Address Src has *Type-P1-P2-Interval - Tenpor al - Connectivity* to

address Dst during the interval [T, T+dT] if there exist tines Tl and
T2, and tine intervals dT1l and dT2, such that:
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+ + + + +

=+

6.5

6.6

6. 6.

+
+

+

6.6

Mah

T1, T1+dT1l, T2, T2+dT2 are all in [T, T+dT].
T1+dT1l <= T2.
At time T1l, Src has Type-Pl instantanous connectivity to Dst.
At time T2, Dst has Type-P2 instantanous connectivity to Src.
dTl is the time taken for a Type-Pl packet sent by Src at time T1
to arrive at Dst.
dT2 is the time taken for a Type-P2 packet sent by Dst at time T2
to arrive at Src.
. Di scussion
This nmetric defines "generally useful" connectivity -- Src can send

packet to Dst that elicits a response. Because nmany applications
utilize different types of packets for forward and reverse traffic,
it is possible (and likely) that the desired responses to a Type-P1
packet will be of a different type Type-P2. Therefore, in this
metric we allow for different types of packets in the forward and
reverse directions.

. Met hodol ogi es:

Here we sketch a class of nethodol ogies for estimating Type- P1-P2-

I nterval - Tenporal - Connectivity. It is a class rather than a single
net hodol ogy because the particulars will depend on the types Pl and
P2.

1. Inputs:

Types P1 and P2, addresses Al and A2, interval [T, T+dT].
N, the nunber of packets to send as probes for detern ning
connectivity.
W the "waiting time", which bounds for howlong it is useful to
wait for a reply to a packet.

Required: W<= 255, dT > W

. 2. Recommended val ues:

dT = 60 seconds.

W= 10 seconds.

N = 20 packets.
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6.6.3. Algorithm

+

+

Conpute N *sending-tinmes* that are randomy, uniformy distributed
over [T, T+dT-W.

At each sending tinme, transmt fromAl a well-formed packet of
type Pl to A2.

I nspect incoming network traffic to AL to determine if a
successful reply is received. The particulars of doing so are
dependent on types Pl & P2, discussed below. |If any successfu
reply is received, the value of the neasurenment is "true". At
this point, the neasurenment can term nate

If no successful replies are received by tinme T+dT, the val ue of
the neasurenent is "false".

6.6.4. Discussion

The algorithmis inexact because it does not (and cannot) probe
temporal connectivity at every instant in tinme between [T, T+dT].

The val ue of N trades off measurenent precision against network
nmeasurenment |oad. The state-of-the-art in Internet research does not
yet offer solid guidance for picking N. The values given above are
just guidelines.

6.6.5. Specific nmethodol ogy for TCP

A TCP-port-N1-port-N2 met hodol ogy sends TCP SYN packets with source
port N1 and dest port N2 at address A2. Network traffic incoming to
Al is interpreted as foll ows:

A SYN-ack packet fromA2 to AL with the proper acknow edgenent
fields and ports indicates tenporal connectivity. The neasurenent
termnates i Mmediately with a value of "true". {Comrent: if, as a
side effect of the nethodol ogy, a full TCP connection has been
establ i shed between Al and A2 -- that is, if Al’s TCP stack
acknow edges A2’s SYN ack packet, conpleting the three-way

handshake -- then the connection now established between Al and A2
is best torn down using the usual FIN handshake, and not using a
RST packet, because RST packets are not reliably delivered. |If

the three-way handshake is not conpl eted, however, which will

occur if the measurenent tool on Al synthesizes its own initia

SYN packet rather than going through Al’s TCP stack, then Al’s TCP
stack will automatically term nate the connection in a reliable
fashion as A2 continues transmitting the SYNNack in an attenpt to
establish the connection. Finally, we note that using Al's TCP
stack to conduct the measurement conplicates the methodol ogy in
that the stack may retransmt the initial SYN packet, altering the
nunber of probe packets sent.}
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+ A RST packet fromA2 to A1 with the proper ports indicates
tenmporal connectivity between the addresses (and a *| ack* of
service connectivity for TCP-port-NLl-port-N2 - sonething that
probably shoul d be addressed with another netric).

+ An | CWP port-unreachable from A2 to Al indicates tenmpora
connectivity between the addresses (and again a *lack* of service
connectivity for TCP-port-Nl-port-N2). {Coment: TCP
i mpl enent ati ons generally do not need to send | CMP port-
unr eachabl e messages because a separate mechanismis avail abl e
(sending a RST). However, RFC 1122 states that a TCP receiving an
| CMP port-unreachable MJUST treat it the sane as the equival ent
transport-level nechanism (for TCP, a RST).}

+ An | CWP host - unreachabl e or networ k-unreachable to Al (not
necessarily fromA2) with an encl osed | P header matching that sent
fromAl to A2 *suggests* a |l ack of tenporal connectivity. |If by

time T+dT no evidence of tenporal connectivity has been gat hered,
then the receipt of the ICMP can be used as additional informtion
to the nmeasurenent value of "false".

{Comment: Sinmilar nethodol ogies are needed for | CVWP Echo, UDP, etc.}
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8. Security Considerations

As noted in RFC 2330, active neasurenent techniques, such as those
defined in this document, can be abused for denial-of-service attacks
di sgui sed as |l egitimte nmeasurenment activity. Furthernore, testing
for connectivity can be used to probe firewalls and ot her security
mechni sns for weak spots.
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11. Full Copyright Statenent
Copyright (C The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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