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Abst ract

The Key Exchange Al gorithm (KEA) is a classified algorithmfor
exchangi ng keys. This specification profiles the formt and
semantics of fields in X.509 V3 certificates containing KEA keys. The
specification addresses the subjectPublicKeylnfo field and the
keyUsage extension

1. Executive Summary

Thi s specification contains guidance on the use of the Internet
Public Key Infrastructure certificates to convey Key Exchange

Al gorithm (KEA) keys. This specification is an addendumto RFC 2459,
"Internet X 509 Public Key Infrastructure: Certificate and CRL
Profile". Inplenmentations of this specification nust also conformto
RFC 2459. Inplenmentations of this specification are not required to
conformto other parts fromthat series.

2. Requirements and Assunptions

The goal is to augnment the X 509 certificate profile presented in
Part 1 to facilitate the managenent of KEA keys for those communities
whi ch use this algorithm

2.1. Communication and Topol ogy

This profile, as presented in [ RFC 2459] and augnented by this
speci fication, supports users w thout high bandwi dth, real-tine IP
connectivity, or high connection availability. |In addition, the
profile allows for the presence of firewall or other filtered
comuni cati on.

This profile does not assume the depl oynent of an X 500 Directory
system The profile does not prohibit the use of an X 500 Directory,
but ot her neans of distributing certificates and certificate
revocation lists (CRLs) are supported.

2.2. Acceptability Criteria

The goal of the Internet Public Key Infrastructure (PKI) is to neet
the needs of determnistic, automated identification, authentication
access control, and authorization functions. Support for these
services determnes the attributes contained in the certificate as
well as the ancillary control information in the certificate such as
policy data and certification path constraints.
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The goal of this docunment is to profile KEA certificates, specifying
the contents and semantics of attributes which were not fully
specified by [RFC 2459]. |If not specifically addressed by this
docunent, the contents and semantics of the fields and extensions
must be as described in [RFC 2459].

2.3. User Expectations

Users of the Internet PKI are people and processes who use client
software and are the subjects naned in certificates. These uses

i nclude readers and witers of electronic mail, the clients for WWV
browsers, WWVservers, and the key manager for IPSEC within a router.
This profile recognizes the lintations of the platforns these users
enpl oy and the sophistication/attentiveness of the users thensel ves.
This mani fests itself in nminiml user configuration responsibility
(e.g., root keys, rules), explicit platformusage constraints within
the certificate, certification path constraints which shield the user
frommany malicious actions, and applications which sensibly automate
val i dation functions.

2.4. Administrator Expectations

As with users, the Internet PKI profile is structured to support the
i ndi viduals who generally operate Certification Authorities (CAs).
Provi di ng admi nistrators with unbounded choi ces increases the chances
that a subtle CA administrator mistake will result in broad
conprom se or unnecessarily limt interoperability. This profile
defines the object identifiers and data formats that nust be
supported to interpret KEA public keys.

3. KEA Al gorithm Support

This section describes object identifiers and data formats which may
be used with [ RFC 2459] to describe X. 509 certificates containing a
KEA public key. Conform ng CAs are required to use the object
identifiers and data formats when issuing KEA certificates.
Conform ng applications shall recognize the object identifiers and
process the data formats when processi ng such certificates.

3.1. Subject Public Key Info
The certificate identifies the KEA al gorithm conveys optiona
paraneters, and specifies the KEA public key in the

subj ect Publ i cKeyl nfo field. The subjectPublicKeylnfo field is a
SEQUENCE of an algorithmidentifier and the subjectPublicKey field.
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The certificate indicates the algorithmthrough an al gorithm
identifier. This algorithmidentifier consists of an object
identifier (O D) and optional associated paranmeters. Section 3.1.1
identifies the preferred O D and paraneters for the KEA al gorithm
Conformng CAs shall use the identified O D when issuing certificates
contai ning public keys for the KEA algorithm Conform ng applications
supporting the KEA algorithmshall, at a mininum recognize the OD
identified in section 3.1.1.

The certificate conveys the KEA public key through the

subj ect PublicKey field. This subjectPublicKey fieldis a BIT STRING
Section 3.1.2 specifies the nethod for encoding a KEA public key as a
BIT STRING Conform ng CAs shall encode the KEA public key as
described in Section 3.1.2 when issuing certificates containing
public keys for the KEA al gorithm Conformi ng applications supporting
the KEA al gorithm shall decode the subjectPublicKey as described in
section 3.1.2 when the algorithmidentifier is the one presented in
3.1.1.

3.1.1. Agorithmldentifier and Paraneters

The Key Exchange Al gorithm (KEA) is an algorithmfor exchangi ng keys.
A KEA "pairwi se key" may be generated between two users if their KEA
public keys were generated with the same KEA paraneters. The KEA
paranmeters are not included in a certificate; instead a "domain
identifier" is supplied in the paraneters field.

VWhen the subjectPublicKeylnfo field contains a KEA key, the algorithm
identifier and parameters shall be as defined in [sdn.701r]:

i d- keyExchangeAl gorithm OBJECT IDENTIFIER ::=
{ 216 840 1 101 21 1 22}

KEA- Par ns- | d : 1= CCTET STRI NG

CAs shall populate the paraneters field of the Algorithmdentifier
within the subjectPublicKeylnfo field of each certificate containing
a KEA public key with an 80-bit paranmeter identifier (OCTET STRI NG,
al so known as the domain identifier. The domain identifier will be
conputed in three steps: (1) the KEA paraneters are DER encoded using
the Dss-Parns structure; (2) a 160-bit SHA-1 hash is generated from
the paraneters; and (3) the 160-bit hash is reduced to 80-bits by
perform ng an "exclusive or" of the 80 high order bits with the 80

| ow order bits. The resulting value is encoded such that the nost
significant byte of the 80-bit value is the first octet in the octet
string.

Housl ey & Pol k I nf or mati onal [ Page 4]



RFC 2528 PKI X KEA March 1999

The Dss-Parns is provided in [ RFC 2459] and reproduced bel ow for
conpl et eness.

Dss-Parns ::= SEQUENCE ({
p | NTEGER
q | NTEGER
g | NTEGER }

3.1.2. Encoding of KEA Public Keys

A KEA public key, y, is conveyed in the subjectPublicKey BIT STRI NG
such that the nost significant bit (MSB) of y beconmes the MSB of the
BIT STRING value field and the | east significant bit (LSB) of y
becones the LSB of the BIT STRING value field. This results in the
followi ng encoding: BIT STRING tag, BIT STRING |l ength, 0 (indicating
that there are zero unused bits in the final octet of y), BIT STRING
value field including vy.

3.2. Key Usage Extension in KEA certificates
The key usage extension may optionally appear in a KEA certificate.
If a KEA certificate includes the keyUsage extension, only the
foll owi ng val ues may be asserted:
keyAgr eenent ;
enci pherOnly; and
deci pher Only.
The enci pherOnly and deci pherOnly values may only be asserted if the
keyAgreenent value is also asserted. At nobst one of enci pherOnly and
deci pherOnly shall be asserted in keyUsage extension. GCenerally, the
keyAgreenent value is asserted without either the enci pherOnly or
deci pherOnly val ue bei ng asserted.
4. ASN. 1 Modul es
4.1 1988 Syntax
PKI Xkea88 {iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sms(5) pkix(7)
i d-mod(0) id-nod-kea-profile-88(7) }
BEG N :: =
-- EXPORTS ALL --

-- | MPORTS NONE - -
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i d- keyExchangeAl gorithm OBJECT IDENTIFIER ::=
{ 21684011012 1122}
KEA- Par mrs- 1 d ;= OCTET STRI NG
END
4.2 1993 Synt ax
PKI Xkea93 {iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sms(5) pkix(7)
i d-mod(0) id-nod-kea-profile-93(8) }
BEG N :: =
-- EXPORTS ALL --
| MPORTS ALGORI THW | D
FROM PKI X1Explicit93 {iso(1) identified-organization(3)
dod(6) internet(1l) security(5) nechanisns(5) pkix(7)
i d-mod(0) id-pkixl-explicit-93(3) }

KeaPubl i cKey ALGORITHMID ::= { A D id-keyExchangeAl gorithm
PARMS KEA- Parns-1d }

i d- keyExchangeAl gorithm OBJECT IDENTIFIER ::=
{ 216 840 1 101 2 1 1 22}

KEA- Par ns- | d ;1= OCTET STRI NG
END
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6. Security Considerations

This specification is devoted to the fornmat and encodi ng of KEA keys
in X.509 certificates. Since certificates are digitally signed, no
additional integrity service is necessary. Certificates need not be
kept secret, and unrestricted and anonynbus access to certificates
and CRLs has no security inplications.

However, security factors outside the scope of this specification
will affect the assurance provided to certificate users. This
section highlights critical issues that should be considered by

i npl enentors, adm nistrators, and users.

The procedures performed by CAs and RAs to validate the binding of
the subject’s identity of their public key greatly affect the
assurance that should be placed in the certificate. Relying parties
may wish to reviewthe CA's certificate practice statenent.

The protection afforded private keys is a critical factor in

mai ntai ning security. Failure of users to protect their KEA private
keys will pernit an attacker to masquerade as them or decrypt their
personal information.

The availability and freshness of revocation information will affect
the degree of assurance that should be placed in a certificate.

Wiile certificates expire naturally, events may occur during its
natural lifetime which negate the binding between the subject and
public key. |If revocation information is untinely or unavail abl e,
the assurance associated with the binding is clearly reduced.
Simlarly, inplenentations of the Path Validation nmechani sm descri bed
in section 6 that omt revocation checking provide | ess assurance
than those that support it.

The path validation algorithmspecified in [ RFC 2459] depends on the
certain know edge of the public keys (and other information) about
one or nore trusted CAs. The decision to trust a CAis an inportant
decision as it ultimately determines the trust afforded a
certificate. The authenticated distribution of trusted CA public
keys (usually in the formof a "self-signed" certificate) is a
security critical out of band process that is beyond the scope of
this specification.

In addition, where a key conpromi se or CA failure occurs for a
trusted CA, the user will need to nodify the infornmation provided to
the path validation routine. Selection of too nmany trusted CAs wl|l
make the trusted CA information difficult to maintain. On the other
hand, selection of only one trusted CAnay limt users to a closed
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conmunity of users until a global PKI energes.

The quality of inplementations that process certificates may al so
af fect the degree of assurance provided. The path validation

al gorithm described in section 6 relies upon the integrity of the
trusted CA information, and especially the integrity of the public
keys associated with the trusted CAs. By substituting public keys
for which an attacker has the private key, an attacker could trick
the user into accepting false certificates.

The bi ndi ng between a key and certificate subject cannot be stronger
than the cryptographic nodul e i nplenmentation and algorithms used to
generate the signature.
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8.

Ful | Copyright Statenent
Copyright (C The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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