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Status of this Meno

This meno defines an Experinental Protocol for the Internet
conmunity. It does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenment are requested.
Distribution of this nmeno is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (1999). Al Rights Reserved.
| ESG Not e

Thi s docunent defines an Experinental protocol for the Internet
conmunity. The | ESG expects that a revised version of this protoco
wi Il be published as Proposed Standard protocol. The Proposed

St andard, when published, is expected to change fromthe protoco
defined in this memb. |In particular, it is expected that the
standards-track version of the protocol will incorporate strong

aut hentication and privacy features, and that an "ipp:" URL type wl]l
be defi ned which supports those security neasures. Qher changes to
the protocol are also possible. |Inplenmentors are warned that future
versions of this protocol may not interoperate with the version of

| PP defined in this docunent, or if they do interoperate, that sone
protocol features may not be avail abl e.

The | ESG encour ages experinmentation with this protocol, especially in
conbinati on with Transport Layer Security (TLS) [RFC2246], to help
deterni ne how TLS may effectively be used as a security layer for

| PP.

ABSTRACT

Thi s docunent is one of a set of docunents, which together describe
all aspects of a new Internet Printing Protocol (IPP). [IPP is an
application | evel protocol that can be used for distributed printing
using Internet tools and technol ogi es. This docunment describes |PP
froma high level view, defines a roadmap for the vari ous docunents
that formthe suite of | PP specifications, and gives background and
rationale for the | ETF worki ng group’s nmj or deci sions.
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The full set of | PP docunents includes:

Design CGoals for an Internet Printing Protocol [RFC2567]
Rationale for the Structure and Model and Protocol for the
Internet Printing Protocol (this docunent)

Internet Printing Protocol/1.0: Mdel and Semantics [ RFC2566]
Internet Printing Protocol/1.0: Encoding and Transport [RFC2565]
Internet Printing Protocol/1.0: Inplenenter’s Guide [ipp-iid]
Mappi ng between LPD and | PP Protocol s [ RFC2569]

The "Design Goals for an Internet Printing Protocol" document takes a
broad | ook at distributed printing functionality, and it enunerates
real-life scenarios that help to clarify the features that need to be
included in a printing protocol for the Internet. It identifies
requirenents for three types of users: end users, operators, and

admi ni strators. The Design Goals docunent calls out a subset of end
user requirenments that are satisfied in IPP/1.0. Operator and
adm ni strator requirenents are out of scope for version 1.0.

The "Internet Printing Protocol/1.0: Mdel and Semantics" docunent
describes a sinplified nodel consisting of abstract objects, their
attributes, and their operations that is independent of encodi ng and
transport. The nodel consists of a Printer and a Job object. The
Job optionally supports nultiple docunents. This docunent al so
addresses security, internationalization, and directory issues.

The "Internet Printing Protocol/1.0: Encodi ng and Transport" docunent
is a formal mapping of the abstract operations and attributes defined
in the nodel docunment onto HTTP/1.1. It defines the encoding rules
for a new Internet nedia type called "application/ipp".

The "Internet Printing Protocol/1.0: Inplenenter’s Guide" docunent

gi ves insight and advice to inplenenters of IPP clients and | PP
objects. It is intended to help them understand I PP/ 1.0 and some of
the considerations that may assist themin the design of their client
and/ or | PP object inplementations. For exanple, a typical order of
processing requests is given, including error checking. Mbtivation
for some of the specification decisions is also included.

The "Mappi ng between LPD and | PP Protocol s" docunent gives sone
advice to inplenenters of gateways between |IPP and LPD (Line Printer
Daenon) i npl enent ati ons.

1. ARCHI TECTURAL OVERVI EW
The Internet Printing Protocol (IPP) is an application |evel protoco

that can be used for distributed printing on the Internet. This
protocol defines interactions between a client and a server. The
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protocol allows a client to inquire about capabilities of a printer,
to subnmit print jobs and to inquire about and cancel print jobs. The
server for these requests is the Printer; the Printer is an
abstraction of a generic document output device and/or a print
service provider. Thus, the Printer could be a real printing device,
such as a conputer printer or fax output device, or it could be a
service that interfaced with output devices.

The protocol is heavily influenced by the printing nodel introduced
in the Docunment Printing Application (DPA) [ISOL0175] standard.

Al t hough DPA specifies both end user and admi nistrative features, |PP
version 1.0 (IPP/1.0) focuses only on end user functionality.

The architecture for | PP defines (in the Mddel and Semantics docunent
[ RFC2566]) an abstract Mddel for the data which is used to contro

the printing process and to provide information about the process and
the capabilities of the Printer. This abstract Mdel is hierarchica
in nature and reflects the structure of the Printer and the Jobs that
nmay be being processed by the Printer.

The Internet provides a channel between the client and the
server/Printer. Use of this channel requires flattening and
sequenci ng the hierarchical Mdel data. Therefore, the IPP al so
defines (in the Encoding and Transport docunent [RFC2565]) an
encodi ng of the data in the nodel for transfer between the client and
server. This transfer of data nmay be either a request or the
response to a request.

Finally, the I PP defines (in the Encodi ng and Transport docunent
[ RFC2565]) a protocol for transferring the encoded request and
response data between the client and the server/Printer.

An example of a typical interaction would be a request fromthe
client to create a print job. The client would assenbl e the Mde
data to be associated with that job, such as the nane of the job, the
nedia to use, the nunber of pages to place on each nedia instance,
etc. This data woul d then be encoded according to the Protocol and
woul d be transmtted according to the Protocol. The server/Printer
woul d receive the encoded Mddel data, decode it into a form
under st ood by the server/Printer and, based on that data, do one of
two things: (1) accept the job or (2) reject the job. In either case,
the server nust construct a response in terns of the Mdel data,
encode that response according to the Protocol and transmit that
encoded Model data as the response to the request using the Protocol

Anot her part of the IPP architecture is the Directory Schema

described in the nodel document. The role of a Directory Schema is to
provide a standard set of attributes which mght be used to query a
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directory service for the URI of a Printer that is |likely to neet the
needs of the client. The IPP architecture al so addresses security

i ssues such as control of access to server/Printers and secure
transm ssi ons of requests, response and the data to be printed.

2. THE PRI NTER

Because the (abstract) server/Printer enconpasses a w de range of

i mpl enentations, it is necessary to nake some assunptions about a

m ni mal inpl enentation. The nost likely mninmal inplementation is one
that is enbedded in an output device running a specialized real tine
operating systemand with linted processing, nenory and storage
capabilities. This printer will be connected to the Internet and wl|
have at least a TCP/IP capability with (likely) SNWP [ RFC1905,
RFC1906] support for the Internet connection. In addition, it is
likely the the Printer will be an HTM./HTTP server to allow direct
user access to information about the printer.

3. RATI ONALE FOR THE MODEL

The Model [RFC2566] is defined i ndependently of any encodi ng of the
Model data both to support the likely uses of IPP and to be robust
with respect to the possibility of alternate encoding.

It is expected that a client or server/Printer would represent the
Model data in some data structure within the applications/servers
that support |IPP. Therefore, the Mddel was designed to make that
representation straightforward. Typically a parser or formatter woul d
be used to convert fromor to the encoded data format. Once in an
internal formsuitable to a product, the data can be nmani pul ated by
the product. For exanple, the data sent with a Print Job can be used
to control the processing of that Print Job

The semantics of I PP are attached to the (abstract) Model

Therefore, the application/server is not dependent on the encodi ng of
the Model data, and it is possible to consider alternative nmechani sms
and formats by which the data could be transnmitted froma client to a
server; for exanple, a server could have a direct, client-less GU
interface that m ght be used to accept sone kinds of Print Jobs. This
i ndependence woul d al so allow a di fferent encodi ng and/ or
transm ssi on nechanismto be used if the ones adopted here were shown
to be overly limting in the future. Such a change could be mgrated
into new products as an alternate protocol stack/parser for the Mde
dat a.
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Havi ng an abstract Model also allows the Mddel data to be aligned
with the (abstract) nodel used in the Printer [RFCL759], Job and Host
Resources M Bs. This provides consistency in interpretation of the
dat a obt ai ned i ndependently of how the data is accessed, whether via
| PP or via SNWP [ RFC1905, RFC1906] and the Printer/Job M Bs.

There is one aspect of the Mddel that deserves sonme extra

expl anation. There are two ways for identifying a Job object: (a)
with a Job URI and (b) using a conbination of the Printer URI and a
Job ID (a 32 bit positive integer). Allow ng Job objects to have URI's
allows for flexibility and scalability. For example a job could be
noved froma printer with a large backlog to one with a snaller |oad
and the job identification, the Job object URI, need not change.
However, many existing printing systems have | ocal nodels or
interface constraints that force Job objects to be identified using

only a 32-bit positive integer rather than a URI. This numeric Job
IDis only unique within the context of the Printer object to which
the create request was originally submtted. |In order to allow both

types of client access to Jobs (either by Job URI or by nuneric Job
ID), when the Printer object successfully processes a create request
and creates a new Job, the Printer object generates both a Job UR
and a Job ID for the new Job object. This requirenent allows al
clients to access Printer objects and Job objects independent of any
| ocal constraints inposed on the client inplenentation

4. RATI ONALE FOR THE PROTOCOL

There are two parts to the Protocol: (1) the encodi ng of the Mde
data and (2) the nechanismfor transmtting the nodel data between
client and server.

4.1 The Encoding

To make it sinpler to devel op enbedded printers, a very sinple binary
encodi ng has been chosen. This encoding is adequate to represent the
ki nds of data that occur within the Mddel. It has a sinple structure
consi sting of sequences of attributes. Each attribute has a nane,
prefixed by a name | ength, and a value. The names are strings
constrained to characters froma subset of ASCII. The values are

ei ther scalars or a sequence of scalars. Each scal ar value has a

| ength specification and a value tag which indicates the type of the
val ue. The value type has two parts: a major class part, such as

i nteger or string, and a minor class part which distinguishes the
usage of the mmjor class, such as dateTine string. Tagging of the
values with type information allows for introduci ng new val ue types
at some future tine.
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A fully encoded request/response has a version nunber, an operation
(for a request) or a status and optionally a status nessage (for a
response), associ ated paraneters and attributes which are encoded
Model data and, optionally (for a request), print data follow ng the
Model data

4.2 The Transm ssi on Mechani sm

The chosen nechanismfor transnmitting the encoded Model data is HITP
1.1 Post (and associ ated response). No nodifications to HTTP 1.1 are
proposed or required. The sole role of the Transm ssion Mechanismis
to provide a transfer of encoded Mddel data fronmito the client
to/fromthe server. This could be done using any data delivery
mechani sm The key reasons why HTTP 1.1 Post is used are given bel ow
The nost inportant of these is the first. Wth perhaps this
exception, these reasons could be satisfied by other mechanismns.
There is no claimthat this |ist uniquely determ nes a choice of
mechani sm

1. HTTP 1.0 is already wi dely depl oyed and, based on the recent

evidence, HTTP 1.1 is being w dely deployed as the nmanufacturers
rel ease new products. The performance benefits of HITP 1.1 have

been shown and nmanufactures are reacting positively.

W de depl oynent has neant that many of the problenms of naking a
protocol work in a wide range of environnments fromlocal net to
Intranet to Internet have been solved and will stay solved with
HTTP 1.1 depl oynent.

2. HTTP 1.1 sol ves nost of the problens that m ght have required a
new protocol to be devel oped. HTTP 1.1 all ows persistent
connections that nake a multi-nessage protocol be nore efficient;
for exanple it is practical to have separate Create-Job and Send-
Docurent messages. Chunking allows the transm ssion of |arge print
files without having to pre-scan the file to determine the file

| ength. The accept headers allow the client’s protocol and

| ocalization desires to be transnmitted with the | PP operations and
data. If the Model were to provide for the redirection of Job
requests, such as Cancel -Job, when a Job is noved, the HITP
redirect response allows a client to be informed when a Job he is
interested in is noved to another server/Printer for any reason

3. Most network Printers will be inplenenting HITP servers for
reasons other than | PP. These network attached Printers want to
provide information on how to use the printer, its current state,
HELP i nformation, etc. in HIM.. This requires having an HTTP
server which would be available to do I PP functions as well.
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4. Most of the conplexity of HITP 1.1 is concerned with the

i mpl enentati on of HITP proxies and not the inplenmentation of HTTP
clients and/or servers. Wrk is proceeding in the HTTP WrKking
Goup to help identify what nust be done by a server. As the
Encodi ng and Transport document shows, that is not very rmnuch.

5. HTTP i npl ementations provide support for handling URLs that
woul d have to be provided if a new protocol were defined.

6. An HTTP based solution fits well with the Internet security
mechani sns that are currently depl oyed or being depl oyed. HITP
will run over SSL3. The di gest access authentication nmechani sm of
HTTP 1.1 provides an adequate |evel of access control. These
solutions are deployed and in practical use; a new solution would
requi re extensive use to have the sane degree of confidence inits
security. Note: SSL3 is not on the | ETF standards track

7. HTTP provides an extensibility nodel that a new protocol would
have to devel op i ndependently. In particular, the headers,
intent-types (via Internet Media Types) and error codes have w de
acceptance and a useful set of definitions and nmethods for

ext ensi on.

8. Although not strictly a reason why | PP should use HTTP as the
transm ssion protocol, it is extrenely helpful that there are many
prototyping tools that work with HTTP and that CA scripts can be
used to test and debug parts of the protocol

9. Finally, the POST met hod was chosen to carry the print data
because its usage for data transm ssion has been established, it
works and the results are available via CAd scripts or servlets.
Creating a new nethod woul d have better identified the intended
use of the POSTed data, but a new nmethod would be nore difficult
to deploy. Assigning a new default port for |IPP provided the
necessary identification with mninmal inpact to installed
infrastructure, so was chosen i nstead.

5. RATI ONALE FOR THE DI RECTORY SCHEMA

Successful use of | PP depends on the client finding a suitable IPP
enabled Printer to which to send a I PP requests, such as print a
job. This task is sinplified if there is a Directory Service which
can be queried for a suitable Printer. The purpose of the
Directory Schema is to have a standard description of Printer
attributes that can be associated the URI for the printer. These
attributes are a subset of the Mddel attributes and can be encoded
in the appropriate query syntax for the Directory Service being
used by the client.
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6. SECURI TY CONSI DERATI ONS - RATI ONALE FOR SECURI TY

Security is an area of active work on the Internet. Conplete
solutions to a wide range of security concerns are not yet
avai |l abl e. Therefore, in the design of IPP, the focus has been on
identifying a set of security protocols/features that are

i mpl enented (or currently inplenentable) and solve real problens
with distributed printing. The two areas that seem appropriate to
support are: (1) authorization to use a Printer and (2) secure
interaction with a printer. The chosen nechani sns are the digest
aut henti cati on nechani smof HITP 1.1 and SSL3 [ SSL] secure
comuni cati on nechani sm
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9. Full Copyright Statenent
Copyright (C The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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