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1. Overview

The purpose of this docunent is to describe coexistence between
version 3 of the Internet-standard Network Managenent FraneworKk,
terned the SNWP version 3 framework (SNWPv3), version 2 of the

I nternet-standard Network Managenent Franework, termed the SNWP
version 2 framework (SNMPv2), and the original I|nternet-standard
Net wor k Management Framewor k ( SNVPv1).
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The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MNAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC2119 [15].

There are four general aspects of coexistence described in this
docunent. Each of these is described in a separate section

- Conversion of MB docunents between SMvl and SMv2 formats is
docunented in section 2.

-  Mapping of notification paraneters is docunented in section 3.

- Approaches to coexi stence between entities which support the

various versions of SNMP in a multi-lingual network is
documented in section 4. This section addresses the processing
of protocol operations in multi-lingual inplenmentations, as

wel | as behavi our of proxy inplenmentations.

- The SNWPv1l Message Processi ng Model and Community-Based
Security Model, which provides nechanisns for adapting SNWPv1
into the View Based Access Control Mddel (VACM [20], is
docunented in section 5 (this section al so addresses the
SNWPv2c Message Processing Mbdel and Community-Based Security
Model ) .

SNWVPv 1
SNWPv1 is defined by these docunents:

- STD 15, RFC 1157 [2] which defines the Sinple Network
Managenent Protocol (SNWMPv1l), the protocol used for network
access to nanaged objects.

- STD 16, RFC 1155 [1] which defines the Structure of Managenent
Information (SMv1l), the mechani snms used for describing and
nam ng objects for the purpose of managenent.

- STD 16, RFC 1212 [3] which defines a nore concise description
mechani sm which is wholly consistent with the SMvl.

-  RFC 1215 [4] which defines a convention for defining Traps for
use with the SMvl.

Not e that throughout this docunment, the term’SMvl is used. This
termgenerally refers to the information presented in RFC 1155, RFC
1212, and RFC 1215.
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SNVPv 2

SNWPv2 is defined by these docunents:

STD 58, RFC 2578 which defines Version 2 of the Structure of
Managenent |nformation (SMv2) [7].

STD 58, RFC 2579 which defi nes commpn M B "Textual Conventions"
[8].

STD 58, RFC 2580 whi ch defines Conformance Statenments and
requi renents for defining agent and nanager capabilities [9].

RFC 1905 whi ch defines the Protocol Operations used in
processing [10].

RFC 1906 whi ch defines the Transport Mappi ngs used "on the
wire" [11].

RFC 1907 whi ch defines the basic Managenent |nfornation Base
for monitoring and controlling sone basic common functions of
SNWP entities [12].

Note that SMv2 as used throughout this docunent refers to the first
three docunents |isted above (RFCs 2578, 2579, and 2580).

The foll owi ng docunment augrments the definition of SNWPv2:

1.3.

RFC 1901 [6] is an Experinmental definition for using SNMPv2
PDUs within a community-based nessage wapper. This is
referred to throughout this docunment as SNWPv2c.

SNWVPv 3

SNWPv3 is defined by these docunents:

Frye,

RFC 2571 whi ch defines an Architecture for Describing SNWP
Managenent Frameworks [16].

RFC 2572 whi ch defines Message Processing and Di spatching [17].
RFC 2573 whi ch defines various SNVP Applications [18].
RFC 2574 whi ch defines the User-based Security Mdel (USM,

providing for both Authenticated and Private (encrypted) SNW
nmessages [19].
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- RFC 2575 which defines the View based Access Control Model
(VACM), providing the ability to limt access to different MB
obj ects on a per-user basis [20].

SNWPv3 al so uses the SNWPv2 definitions of RFCs 1905 through 1907 and
the SMv2 definitions of 2578 through 2580 descri bed above.

1.4. SNWPv1l and SNWMPv2 Access to M B Data

In several places, this docurment refers to ' SNMPvl Access to MB
Data’ and ' SNMPv2 Access to MB Data’. These terns refer to the part
of an SNMP agent which actually accesses instances of MB objects,
and which actually initiates generation of notifications.

Di fferences between the two types of access to MB data are:

- FError-status val ues generat ed.
- Ceneration of exception codes.
- Use of the Counter64 data type.

- The format of parameters provided when a notification is
gener at ed.

SNWPv1 access to M B data may generate SNWMPv1 error-status val ues,
wi Il never generate exception codes nor use the Counter64 data type,
and will provide SNWPvl format paraneters for generating
notifications. Note also that SNMPv1l access to MB data will
actually never generate a readOnly error (a noSuchName error would
al ways occur in the situation where one woul d expect a readOnly
error).

SNWPv2 access to M B data may generate SNMPv2 error-status val ues,
may generate exception codes, may use the Counter64 data type, and
will provide SNWPv2 format paranmeters for generating notifications.
Note that SNMPv2 access to MB data will never generate readOnly,
noSuchNane, or badVal ue errors.

Note that a particular nmulti-Ilingual inplenentation nay choose to
i mpl enent all access to MB data as SNWPv2 access to M B data, and
performthe translations described herein for SNWPv1-based
transacti ons.

2. SM and Managenent |nfornmation Mappi ngs
The SM v2 approach towards describing collections of nanaged objects

is nearly a proper superset of the approach defined in the SMvl.
For exanple, both approaches use an adapted subset of ASN. 1 (1988)
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[11] as the basis for a fornmal descriptive notation. |[|ndeed, one

nm ght note that the SMv2 approach largely codifies the existing
practice for defining MB nodul es, based on extensive experience with
the SMvl.

The foll owing sections consider the three areas: M B nodul es,
conpliance statenents, and capabilities statenents.

2.1. MB Mdul es

M B nodul es defined using the SMv1l may continue to be used with
protocol versions which use SNMPv2 PDUs. However, for the MB
nodul es to conformto the SMv2, the foll owi ng changes SHALL be made

2.1.1. oject Definitions

In general, conversion of a MB nodul e does not require the
deprecation of the objects contained therein. |f the definition of
an object is truly inadequate for its intended purpose, the object
SHALL be deprecated or obsol eted, otherw se deprecation is not
required.

(1) The I MPORTS statenment MJIST reference SNVWPv2-SM, instead of
RFC1155- SM and RFC-1212.

(2) The MODULE-IDENTITY macro MUST be invoked i mredi ately after any
| MPORTs st at enent .

(3) For any object with an integer-valued SYNTAX cl ause, in which
the correspondi ng | NTEGER does not have a range restriction
(i.e., the INTEGER has neither a defined set of naned-nunber
enuner ati ons nor an assi gnment of |ower- and upper-bounds on its
val ue), the object MJIST have the value of its SYNTAX cl ause
changed to Integer32, or have an appropriate range specified.

(4) For any object with a SYNTAX cl ause val ue of Counter, the object
MUST have the value of its SYNTAX clause changed to Counter 32.

(5) For any object with a SYNTAX cl ause val ue of Gauge, the object
MJST have the value of its SYNTAX cl ause changed to Gauge32, or
Unsi gned32 where appropriate.

(6) For all objects, the ACCESS cl ause MJUST be replaced by a MAX-
ACCESS cl ause. The val ue of the MAX- ACCESS cl ause SHALL be the
sane as that of the ACCESS cl ause unl ess some ot her val ue nakes
"protocol sense" as the maxi mal |evel of access for the object.
In particular, object types for which instances can be
explicitly created by a protocol set operation, SHALL have a
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MAX- ACCESS cl ause of "read-create". |f the value of the ACCESS
clause is "wite-only", then the value of the MAX- ACCESS cl ause
MUST be "read-wite", and the DESCRI PTI ON cl ause SHALL note t hat
reading this object will result in inplementation-specific
results. Note that in SMvl, the ACCESS cl ause specifies the

m ni mal required access, while in SMv2, the MAX- ACCESS cl ause
speci fies the nmaxi mum al |l oned access. This should be consi dered
when converting an ACCESS cl ause to a MAX- ACCESS cl ause

(7) For all objects, if the value of the STATUS cl ause is
"mandat ory" or "optional"”, the value MJST be replaced with
"current", "deprecated", or "obsol ete" depending on the current
usage of such objects.

(8) For any object not containing a DESCRI PTI ON cl ause, the object
MJUST have a DESCRI PTI ON cl ause defi ned.

(9) For any object corresponding to a conceptual row which does not
have an | NDEX cl ause, the object MJST have either an | NDEX
cl ause or an AUGMVENTS cl ause defi ned.

(10) If any INDEX clause contains a reference to an object with a
syntax of NetworkAddress, then a new object MJST be created and
placed in this INDEX clause i medi ately precedi ng the object
whose syntax i s NetworkAddress. This new object MJST have a
syntax of |INTEGER, it MJST be not-accessible, and its val ue MJST
al ways be 1. This approach allows one to convert a M B nodul e
in SMvl format to one in SMv2 format, and then use it with the
SNWPv1 protocol with no inpact to existing SNMPvl agents and
managers.

(11) For any object with a SYNTAX of NetworkAddress, the SYNTAX MJST
be changed to | pAddress. Note that the use of NetworkAddress in
new M B docunents is strongly discouraged (in fact, new MB
docunents should be witten using SMv2, which does not define
Net wor kAddr ess) .

(12) For any object containing a DEFVAL cl ause with an OBJECT
| DENTI FI ER val ue which is expressed as a collection of sub-
identifiers, the value MJST be changed to reference a single
ASN. 1 identifier. This may require defining a series of new
adm ni strative assignnments (OBJECT IDENTIFIERS) in order to
define the single ASN. 1 identifier

(13) One or nore OBJECT- GROUPS MJST be defined, and rel ated objects
SHOULD be collected into appropriate groups. Note that SMv2
requires all OBJECT-TYPEs to be a nenber of at |east one
OBJECT- GROUP
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QO her changes are desirable, but not necessary:

(1) Creation and deletion of conceptual rows is inconsistent using
the SMvl. The SMv2 corrects this. As such, if the MB nodul e
undergoes review early in its lifetine, and it contains
conceptual tables which allow creation and del eti on of
conceptual rows, then the objects relating to those tables MY
be deprecated and replaced with objects defined using the new
approach. The approach based on SMv2 can be found in section 7
of RFC2578 [7], and the RowStatus and StorageType TEXTUAL-
CONVENTI ONs are described in section 2 of RFC2579 [8].

(2) For any object with a string-val ued SYNTAX cl ause, in which the
correspondi ng OCTET STRI NG does not have a size restriction
(i.e., the OCTET STRI NG has no assi gnment of |ower- and upper-
bounds on its length), the bounds for the size of the object
SHOULD be defi ned.

(3) Al textual conventions informally defined in the MB nodul e
SHOULD be redefined using the TEXTUAL- CONVENTI ON macro. Such a
change woul d not necessitate deprecating objects previously
defined using an informal textual convention

(4) For any object which represents a neasurenent in sonme kind of
units, a UNITS cl ause SHOULD be added to the definition of that
obj ect.

(5) For any conceptual row which is an extension of another
conceptual row, i.e., for which subordinate columar objects
both exist and are identified via the sane semantics as the
ot her conceptual row, an AUGVENTS cl ause SHOULD be used in pl ace
of the I NDEX cl ause for the object corresponding to the
conceptual row which is an extension

Finally, to avoid comon errors in SMvl MB nodul es:

(1) For any non-columar object that is instanced as if it were
i medi ately subordinate to a conceptual row, the value of the
STATUS cl ause of that object MJST be changed to "obsol ete".

(2) For any conceptual row object that is not contained i mediately
subordinate to a conceptual table, the value of the STATUS
cl ause of that object (and all subordi nate objects) MJIST be
changed to "obsol ete".
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2.1.2. Trap and Notification Definitions

If a MB nodule is changed to conformto the SMv2, then each
occurrence of the TRAP-TYPE nmacro MJST be changed to a correspondi ng
i nvocation of the NOTIFI CATI ON- TYPE macr o:

(1) The I MPORTS statenent MJUST NOT reference RFC-1215 [4], and MJUST
ref erence SNWPv2-SM i nstead

(2) The ENTERPRI SE cl ause MJST be renoved.
(3) The VARI ABLES cl ause MJST be renaned to the OBJECTS cl ause.

(4) A STATUS cl ause MJST be added, with an appropriate val ue.
Normal Iy the val ue should be ’'current,’ although ’deprecated or
"obsol ete’ may be used as needed.

(5) The value of an invocation of the NOTIFI CATION-TYPE macro is an
OBJECT | DENTI FI ER, not an | NTEGER, and MJST be changed
accordingly. Specifically, if the value of the ENTERPRI SE
clause is not 'snnp’ then the value of the invocation SHALL be
the val ue of the ENTERPRI SE cl ause extended with two sub-
identifiers, the first of which has the value 0, and the second
has the value of the invocation of the TRAP-TYPE. |f the val ue
of the ENTERPRI SE cl ause is 'snnp’, then the value of the
i nvocation of the NOTIFI CATI ON- TYPE nmacro SHALL be mapped in the
same manner as described in section 3.1 in this docunent.

(6) A DESCRIPTION clause MJST be added, if not already present.

(7) One or nore NOTIFI CATI ON- GROUPs MUST be defined, and rel ated
notifications MJST be collected into those groups. Note that
SMv2 requires that all NOTI FI CATI ONTYPEs be a menber of at
| east one NOTI FI CATI ON- GROUP

2.2. Conpliance Statenents

For those information nodul es which are "standards track", a
correspondi ng i nvocati on of the MODULE- COVPLI ANCE macro and rel ated
OBJECT- GROUP and/ or NOTI FI CATI ON- GROUP macr os MUST be included wthin
the informati on nodule (or in a conpanion informtion nodule), and
any comentary text in the informati on nodule which relates to
conpl i ance SHOULD be renpbved. Typically this editing can occur when
the informati on nodul e under goes revi ew.
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Not e that a MODULE- COVPLI ANCE statenment is not required for a MB
document that is not on the standards track (for example, an
enterprise MB), though it nmay be useful in some circunmstances to
define a MODULE- COMPLI ANCE st aterment for such a M B docunent.

2.3. Capabilities Statenents

RFC1303 [5] uses the MODULE- CONFORMANCE nmacro to describe an agent’s
capabilities with respect to one or nore MB nodul es. Converting
such a description for use with the SMv2 requires these changes:

(1) The macro nane AGENT- CAPABI LI TI ES SHOULD be used instead of
MODUL E- CONFORMANCE.

(2) The STATUS cl ause SHOULD be added, with a value of 'current’.

(3) Al occurrences of the CREATI ONREQUI RES cl ause MUST either be
omitted if appropriate, or be changed such that the senantics
are consistent with RFC2580 [9].

In order to ease coexistence, object groups defined in an SMv1l
conpliant M B nodul e may be referenced by the | NCLUDES cl ause of an

i nvocati on of the AGENT-CAPABI LI TIES macro: upon encountering a
reference to an OBJECT | DENTI FI ER subtree defined in an SMvl MB
nodul e, all |eaf objects which are subordinate to the subtree and
have a STATUS cl ause val ue of mandatory are deened to be | NCLUDED.
(Note that this method is anbi guous when different revisions of an
SMvl MB have different sets of nandatory objects under the same
subtree; in such cases, the only solutionis to rewite the MB using
the SMv2 in order to define the object groups unanbi guously.)

3. Translating Notifications Paraneters

Thi s section describes how paraneters used for generating
notifications are transl ated between the format used for SNWPv1
notification protocol operations and the format used for SNWPv2
notification protocol operations. The paraneters used to generate a
notification are called "notification parameters’. The format of
paraneters used for SNMPv1l notification protocol operations is
refered to in this docunent as 'SNWMPv1l notification paranmeters’. The
format of parameters used for SNVMPv2 notification protocol operations
is refered to in this docunent as 'SNMPv2 notification paraneters’.
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The situations where notification paraneters MJST be transl ated are:

When an entity generates a set of notification paraneters in a
particular format, and the configuration of the entity

i ndicates that the notification nmust be sent using an SNWP
nessage version that requires the other format for notification
par amet ers.

When a proxy receives a notification that was sent using an
SNVP message version that requires one format of notification
paraneters, and must forward the notification using an SNWVP
nessage version that requires the other format of notification
par amet ers.

In addition, it MAY be desirable to translate notification paraneters
in a notification receiver application in order to present
notifications to the end user in a consistent format.

Note that for the purposes of this section, the set of notification
paraneters is i ndependent of whether the notification is to be sent
as a trap or an inform

SNMPv1 notification paraneters consist of:

An enterprise paraneter (OBJECT | DENTIFI ER)
An agent - addr paraneter (NetworkAddress).
A generic-trap paraneter (INTEGER).

A specific-trap paraneter (| NTEGER)

A time-stanmp parameter (TinmeTicks).

A list of variabl e-bindings (VarBindList).

SNVPv2 notification paranmeters consist of:

Frye, et

A sysUpTime paraneter (TimeTicks). This appears in the first
vari abl e-binding in an SNMPv2-Trap- PDU or | nfornmRequest - PDU

An snnpTrapd D parameter (OBJECT IDENTIFIER). This appears in
the second vari abl e-binding in an SNVPv2- Tr ap- PDU or
I nf or mMRequest - PDU

A list of variable-bindings (VarBindList). This refers to al

but the first two variabl e-bindings in an SNWPv2- Tr ap- PDU or
I nf or TRequest - PDU
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3.1. Translating SNMPv1l Notification Paranmeters to SNMPv2 Notification
Par anet er s

The foll owi ng procedure describes how to transl ate SNwPv1
notification parameters into SNMPv2 notification paraneters:

(1) The SNWPv2 sysUpTi me paraneter SHALL be taken directly fromthe
SNWVPv1 tinme-stanp paraneter

(2) If the SNMPvl generic-trap paraneter is 'enterpriseSpecific(6)’,
the SNVPv2 snnpTrapO D parameter SHALL be the concatentation of
the SNWPv1l enterprise paraneter and two additional sub-
identifiers, "0, and the SNWPvl specific-trap paraneter.

(3) |If the SNWMPv1l generic-trap paraneter is not ’

enterpriseSpecific(6)’, the SNVMPv2 snmpTrapO D par aneter SHALL

be the corresponding trap as defined in section 2 of RFC1907

[12]:

generic-trap paraneter snnpTrapA D. 0

(coldStart)

(warnttart)

(1'i nkDown)

(1'i nkUp)

(aut henti cationFail ure)
(egpNei ghbor Loss)

PRRPRRRR

000000
WwWwwww
agoooon
CUTRWN P

(4) The SNWMPv2 vari abl e- bi ndi ngs SHALL be the SNWPv1 vari abl e-

bindings. In addition, if the translation is being perforned by
a proxy in order to forward a received trap, three additiona
vari abl e-bi ndings will be appended, if these three additiona

vari abl e-bi ndi ngs do not already exist in the SNVWPvl vari abl e-
bi ndi ngs. The nanme portion of the first additional variable
bi ndi ng SHALL contai n snnpTrapAddress. 0, and the val ue SHALL
contain the SNWPvl agent-addr paraneter. The nane portion of
the second additional variable binding SHALL contain
snmpTrapComunity. 0, and the value SHALL contain the val ue of
the community-string field fromthe received SNMPv1l nessage
whi ch contained the SNMPvl Trap-PDU. The name portion of the
third additional variable binding SHALL contain
snnpTrapEnterprise.0 [12], and the value SHALL be the SNwWPv1
enterprise paraneter.
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3.2. Translating SNMPv2 Notification Paranmeters to SNMPv1l Notification
Par anet er s

The foll owi ng procedure describes how to transl ate SNWPv2
notification parameters into SNVMPv1l notification paraneters:

(1) The SNWPv1l enterprise paranmeter SHALL be determ ned as foll ows:

- If the SNWPv2 snnpTrapO D paraneter is one of the standard
traps as defined in RFC1907 [12], then the SNWPv1l enterprise
paranmeter SHALL be set to the value of the variable-binding in
the SNWMPv2 vari abl e- bi ndi ngs whose nane is snnpTrapEnterprise.0
if that variable-binding exists. |If it does not exist, the
SNWPv1 enterprise parameter SHALL be set to the value’
snnpTraps’ as defined in RFC1907 [12].

- |If the SNWPv2 snnmpTrapO D paraneter is not one of the standard
traps as defined in RFC1907 [12], then the SNWPvl enterprise
par amet er SHALL be determi ned fromthe SNMPv2 snmpTrapO D
paraneter as foll ows:

- If the next-to-last sub-identifier of the snmpTrapO D is
zero, then the SNWPvl1l enterprise SHALL be the SNWPv2
snnmpTrapO D with the last 2 sub-identifiers renoved,
ot herwi se

- |If the next-to-last sub-identifier of the snmpTrapO D is
non-zero, then the SNWPvl enterprise SHALL be the SNWPv2
snmpTrapO D with the last sub-identifier renpved

(2) The SNWPv1l agent-addr parameter SHALL be determ ned based on the
situation in which the translation occurs.

- If the translation occurs within a notification originator
application, and the notification is to be sent over IP, the
SNVPv1 agent-addr paraneter SHALL be set to the |IP address of
the SNVP entity in which the notification originator resides.
If the notification is to be sent over sonme other transport,
the SNWPv1l agent-addr paraneter SHALL be set to 0.0.0.0.

- If the translation occurs within a proxy application, the proxy
nmust attenpt to extract the original source of the notification
fromthe variable-bindings. |If the SNMPv2 vari abl e- bi ndi ngs
contai ns a variabl e bi nding whose nanme i s snnpTrapAddress. 0,
the agent-addr paraneter SHALL be set to the value of that
variabl e binding. Oherw se, the SNMPv1l agent - addr paramneter
SHALL be set to 0.0.0.0.
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(3) If the SNWPv2 snnpTrapQO D paraneter is one of the standard traps
as defined in RFC1907 [12], the SNMPv1l generic-trap paraneter
SHALL be set as follows:

snnpTrapO D. 0 paranet er generic-trap

1 (coldStart) 0
2 (warnttart) 1
3 (I'i nkDown) 2
4 (1inkUp) 3
5 (authenticationFail ure) 4
6 (egpNei ghbor Loss) 5

O herwi se, the SNMPvl generic-trap paranmeter SHALL be set to 6.

(4) If the SNWPv2 snnmpTrapQO D paranmeter is one of the standard traps
as defined in RFC1907 [12], the SNMPv1l specific-trap paramneter
SHALL be set to zero. Oherw se, the SNWPvl specific-trap
paranmeter SHALL be set to the last sub-identifier of the SNWPv2
snnpTrapO D paraneter.

(5) The SNWPv1 time-stanp parameter SHALL be taken directly fromthe
SNVPv2 sysUpTi ne paraneter.

(6) The SNWMPv1l vari abl e- bi ndi ngs SHALL be the SNWPv2 vari abl e-
bi ndings. Note, however, that if the SNMPv2 vari abl e- bi ndi ngs
contain any objects whose type is Counter64, the translation to
SNWPv1 notification paranmeters cannot be performed. |In this
case, the notification cannot be encoded in an SNMPv1l packet
(and so the notification cannot be sent using SNWPv1l, see
section 4.1.3 and section 4.2).

4. Approaches to Coexistence in a Milti-lingual Network

There are two basic approaches to coexistence in a nulti-Iingua
network, multi-lingual inplenentations and proxy inplenmentations.

Mul ti-lingual inplenentations allow elenents in a network to

conmuni cate with each ot her using an SNMP version which both el enents
support. This allows a nmulti-lingual inplenentation to comunicate
wi th any mono-Iingual inplenentation, regardl ess of the SNVMP version
supported by the nono-Ilingual inplenentation

Proxy i nplenmentations provide a nechanismfor translating between
SNWVP versions using a third party network elenent. This allows
network el ements which support only a single, but different, SNW
version to conmmuni cate with each other. Proxy inplenentations are

al so useful for securing comuni cations over an insecure |ink between
two | ocally secure networks.

Frye, et al. St andards Track [ Page 14]



RFC 2576 Coexi stence bet ween SNVP versi ons March 2000

4.1. Milti-lingual inplenentations

Thi s approach requires an entity to support multiple SNVP nessage
versions. Typically this neans supporting SNVPvl, SNWMPv2c, and
SNWPv3 nessage versions. The behavi our of various types of SNWP
applications which support nmultiple nmessage versions is described in
the follow ng sections. This approach allows entities which support
mul ti ple SNMP nessage versions to coexist with and conmunicate with
entities which support only a single SNVMP nessage version

4.1.1. Conmand Gener at or

A command generator nust sel ect an appropriate nessage versi on when
sendi ng requests to another entity. One way to achieve this is to
consult a | ocal database to select the appropriate nessage version

In addition, a command generator MJST ' downgrade’ GetBul k requests to
Get Next requests when sel ecting SNMPvl as the nessage version for an
out goi ng request. This is done by sinply changi ng the operation type
to GetNext, ignoring any non-repeaters and max-repetitions val ues,
and setting error-status and error-index to zero.

4.1.2. Command Responder

A command responder nust be able to deal with both SNWPvl and SNWMPv2
access to MB data. There are three aspects to dealing with this. A
conmand responder must:

- Deal correctly with SNMPv2 access to MB data that returns a
Count er64 val ue whil e processing an SNMPvl nessage,

- Deal correctly with SNMPv2 access to MB data that returns one
of the three exception values while processing an SNWv1
nmessage, and

- Map SNWPv2 error codes returned from SNMPv2 access to M B data
into SNMPvl error codes when processing an SNMPv1l nessage.

Note that SNWMPv1l error codes SHOULD NOT be used without any change
when processi ng SNMPv2c or SNMPv3 nessages, except in the case of
proxy forwarding. |In the case of proxy forwarding, for backwards
conpatibility, SNMPvl error codes may be used wi thout any change in a
forwarded SNMPv2c or SNWPv3 nessage.

The foll owi ng sections describe the behavi our of a comand responder

application which supports multiple SNVP nessage versions, and which
uses sone conbi nation of SNMPv1l and SNWMPv2 access to M B data.
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4.1.2.1. Handling Counter64

The SMv2 [7] defines one new syntax that is inconpatible with SMv1.
This syntax is Counter64. All other syntaxes defined by SMv2 are
conpatible with SMvl.

The inmpact on nulti-lingual conmand responders is that they MJST NOT
ever return a variabl e binding containing a Counter64 value in a
response to a request that was received using the SNVMPv1l nessage
versi on.

Mul ti-1ingual command responders SHALL take the approach that object
i nstances whose type is Counter64 are inplicitly excluded from vi ew
when processi ng an SNMPvl nessage. So:

- On receipt of an SNWPv1l Cet Request-PDU containing a variable
bi ndi ng whose name field points to an object instance of type
Count er64, a Get ResponsePDU SHALL be returned, with an error-
status of noSuchNane and the error-index set to the variable
bi ndi ng that caused this error

- On an SNWPv1 Cet Next Request-PDU, any object instance which
contains a syntax of Counter64 SHALL be ski pped, and the next
accessi bl e object instance that does not have the syntax of
Counter64 SHALL be retrieved. If no such object instance
exists, then an error-status of noSuchName SHALL be returned,
and the error-index SHALL be set to the variable binding that
caused this error.

- Any SNWPv1l request which contains a variable binding with a

Counter64 value is ill-formed, so the foregoing rules do not
apply. If that error is detected, a response SHALL NOT be
returned, since it would contain a copy of the ill-formed

vari abl e binding. Instead, the offending PDU SHALL be
di scarded and the counter snnpl nASNParseErrs SHALL be
i ncrement ed.

4.1.2.2. Mapping SNMPv2 Exceptions

SNWPv2 provides a feature call ed exceptions, which allow an SNWPv2
Response PDU to return as nuch nanagement informati on as possibl e,
even when an error occurs. However, SNMPvl does not support
exceptions, and so an SNWPv1l Response PDU cannot return any
managenment i nformati on, and can only return an error-status and
error-index val ue.
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When an SNWPv1l request is received, a conmand responder MJST check
any variabl e bindings returned using SNMPv2 access to MB data for
exception val ues, and convert these exception values into SNWPv1
error codes.

The type of exception that can be returned when accessing MB data
and the action taken depends on the type of SNWP request.

- For a CGetRequest, a noSuchOhject or noSuchl nstance exception
may be returned.

- For a Get Next Request, an endO'M bVi ew excepti on may be
returned.

- No exceptions will be returned for a SetRequest, and a
Get Bul kRequest should only be received in an SNMPv2c or SNWPv3
nmessage, so these request types may be ignored when mapping
exceptions.

Not e that when a response contains multiple exceptions, it is an
i mpl ement ati on choice as to which variable binding the error-index
shoul d reference.

4.1.2.2.1. Mappi ng noSuchObj ect and noSuchl nst ance

A noSuchQbj ect or noSuchl nstance exception generated by an SNMPv2
access to MB data indicates that the requested object instance can
not be returned. The SNMPv1l error code for this condition is
noSuchNanme, and so the error-status field of the response PDU SHALL
be set to noSuchNanme. Also, the error-index field SHALL be set to
the index of the variable binding for which an exception occurred
(there nay be nore than one and it is an inplenentation decision as
to which is used), and the variable binding list fromthe origina
request SHALL be returned with the response PDU

4.1.2.2.2. Mapping endOX M bVi ew

When an SNMPv2 access to M B data returns a variabl e binding
cont ai ni ng an endO M bVi ew exception, it indicates that there are no
obj ect instances avail able which | exicographically follow the object
in the request. In an SNMPvl agent, this condition normally results
in a noSuchNane error, and so the error-status field of the response
PDU SHALL be set to noSuchName. Al so, the error-index field SHALL be
set to the index of the variable binding for which an exception
occurred (there may be nore than one and it is an inplenmentation
decision as to which is used), and the variable binding list fromthe
original request SHALL be returned with the response PDU
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4.1.2.3. Processing An SNWPv1l Cet Request

When processi ng an SNWMPv1l Get Request, the followi ng procedures MJST
be fol |l owed when using an SNVMPv2 access to M B data.

When such an access to M B data returns response data usi ng SNVPv2
syntax and error-status val ues, then

(1) If the error-status is anything other than noError

- The error status SHALL be translated to an SNWPv1l error-status
using the table in section 4.3, "Error Status Mppings".

- The error-index SHALL be set to the position (in the origina
request) of the variable binding that caused the error-status.

- The variable binding list of the response PDU SHALL be made
exactly the sanme as the variable binding |ist that was received
in the original request.

(2) If the error-status is noError, the variabl e bindings SHALL be
checked for any SNMPv2 exception (noSuchCbject or
noSuchl nstance) or an SNMPv2 syntax that is unknown to SNWVPv1
(Counter64). |If there are any such vari abl e bindi ngs, one of
those vari abl e bindings SHALL be selected (it is an
i mpl ement ation choice as to which is selected), and:

- The error-status SHALL be set to noSuchNarme,

- The error-index SHALL be set to the position (in the variable
binding Iist of the original request) of the selected variable
bi ndi ng, and

- The variable binding list of the response PDU SHALL be exactly
the sane as the variable binding list that was received in the
original request.

(3) If there are no such variabl e bindings, then

- The error-status SHALL be set to noError

- The error-index SHALL be set to zero, and

- The variable binding list of the response SHALL be conposed
fromthe data as it is returned by the access to M B data.
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4.1.2.4. Processing An SNWPv1l GCet Next Request

When processi ng an SNVMPv1l Cet Next Request, the follow ng procedures
MUST be foll owed when an SNMPv2 access to MB data is called as part
of processing the request. There may be repetitive accesses to MB
data to try to find the first object which | exicographically foll ows
each of the objects in the request. This is inplenmentation specific.
These procedures are followed only for data returned when using
SNWPv2 access to M B data. Data returned using SNMPvl access to MB
data may be treated in the normal manner for an SNMPv1l request.

First, if the access to MB data returns an error-status of anything
ot her than noError:

(1) The error status SHALL be translated to an SNWPv1l error-status
using the table in section 4.3, "Error Status Mppings".

(2) The error-index SHALL be set to the position (in the origina
request) of the variable binding that caused the error-status.

(3) The variable binding Iist of the response PDU SHALL be exactly
the sane as the variable binding list that was received in the
original request.

O herwise, if the access to MB data returns an error-status of
noError:

(1) Any variable bindings containing an SNMPv2 syntax of Counter64
SHALL be considered to be not in view, and MB data SHALL be
accessed as nmany times as is required until either a value other
than Counter64 is returned, or an error occurs.

(2) If there is any variable binding that contains an SNWPv2
exception endO M bView (there nay be nore than one, it is an
i mpl enent ati on decision as to which is chosen):

- The error-status SHALL be set to noSuchNane,

- The error-index SHALL be set to the position (in the variable
binding Iist of the original request) of the variable binding
that returned such an SNMPv2 exception, and

- The variable binding list of the response PDU SHALL be exactly
the sane as the variable binding list that was received in the
original request.

(3) If there are no such variabl e bindings, then
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- The error-status SHALL be set to noError
- The error-index SHALL be set to zero, and

- The variable binding list of the response SHALL be conposed
fromthe data as it is returned by the access to M B data.

4.1.2.5. Processing An SNWPv1l Set Request

VWhen processing an SNWMPv1l Set Request, the followi ng procedures MJST
be foll owed when calling SNMPv2 M B access routi nes.

When such M B access routines return response data using SNMPv2
syntax and error-status values, and the error-status is anything
ot her than noError, then:

- The error status SHALL be translated to an SNWPv1l error-status
using the table in section 4.3, "Error Status Mppings".

- The error-index SHALL be set to the position (in the origina
request) of the variable binding that caused the error-status.

- The variable binding list of the response PDU SHALL be made
exactly the sanme as the variable binding |ist that was received
in the original request.

4.1.3. Notification Oiginator

A notification originator nust be able to translate between SNWPv1
notifications paraneters and SNMPv2 notification paraneters in order
to send a notification using a particular SNVWP nessage version. |If a
notification is generated using SNVPvl notification paraneters, and
configuration information specifies that notifications be sent using
SNWPv2c or SNMPv3, the notification paranmeters nmust be translated to
SNMPv2 notification paraneters. Likewise, if a notification is
generated using SNMPv2 notification paraneters, and configuration

i nfornmation specifies that notifications be sent using SNWPv1l, the
notification parameters nmust be translated to SNMPvl notification

parameters. In this case, if the notification cannot be translated
(due to the presence of a Counter64 type), it will not be sent using
SNVPv1.

When a notification originator generates a notification, using

par anet ers obtai ned fromthe SNWMP- TARGET-M B and SNWVP- NOTI FI CATI O\
MB, if the SNMP version used to generate the notification is SNWPVv1,
the PDU type used will always be a TrapPDU, regardl ess of whether the
val ue of snnpNotifyType is trap(l) or inform2).
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Note al so that access control and notification filtering are
performed in the usual manner for notifications, regardl ess of the
SNMP nessage version to be used when sending a notification. The
paranmeters for perform ng access control are found in the usua

manner (i.e., frominspecting the SNVP- TARGET-M B and SNWP-

NOTI FICATION-M B). In particular, when generating an SNVMPvl Trap, in
order to performthe access check specified in [18], section 3.3,
bullet (3), the notification originator nmay need to generate a val ue
for snnpTrapO D.0 as described in section 3.1, bullets (2) and (3) of
this document. |If the SNMPv1l notification paraneters being used were
previously translated froma set of SNMPv2 notification paraneters,
this value nay al ready be known, in which case it need not be
gener at ed.

4.1.4. Notification Receiver

There are no special requirements of a notification receiver.

However, an inplenmentation may find it useful to allow a higher |eve
application to request whether notifications should be delivered to a
hi gher |evel application using SNMPvl notification paranmeter or
SNMPv2 notification parameters. The notification receiver would then
translate notification paranmeters when required in order to present a
notification using the desired set of paraneters.

4.2. Proxy |Inmplenentations

A proxy inplenentation may be used to enabl e communi cati on between
entities which support different SNVMP nessage versions. This is
acconplished in a proxy forwarder application by performng

transl ations on PDUs. These translations depend on the PDU type, the
SNWVP version of the packet containing a received PDU, and the SNWP
version to be used to forward a received PDU. The follow ng sections
describe these translations. In all cases other than those described
bel ow, the proxy SHALL forward a received PDU wi thout change, subject
to size constraints as defined in section 5.3 (Comunity MB) of this
docunent. Note that in the foll ow ng sections, the 'Upstream
Version’ refers to the version used between the conmand generator and
the proxy, and the 'Downstream Version' refers to the version used
bet ween t he proxy and the comrand responder, regardl ess of the PDU
type or direction.

4.2.1. Upstream Version G eater Than Downstream Version
- |If a GetBul kRequest-PDU is received and nust be forwarded using
the SNWPv1l nessage version, the proxy forwarder SHALL set the

non-repeaters and nmax-repetitions fields to 0, and SHALL set the
tag of the PDU to Cet Next Request - PDU
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4.2. 2.

Frye,

If a Get Response-PDU is received whose error-status field has a
val ue of '"tooBig', the nmessage will be forwarded using the SNWPv2c
or SNMPv3 nessage version, and the original request received by
the proxy was not a GetBul kRequest-PDU, the proxy forwarder SHALL
renove the contents of the variabl e-bindings field before
forwardi ng the response.

If a GetResponse-PDU is received whose error-status field has a
val ue of 'tooBig,’ and the nessage will be forwarded using the
SNWPv2c or SNMPv3 message version, and the original request

recei ved by the proxy was a CetBul kRequest-PDU, the proxy
forwarder SHALL re-send the forwarded request (which would have
been altered to be a Get Next Request-PDU) with all but the first
vari abl e-bi ndi ng renoved. The proxy forwarder SHALL only re-send
such a request a single time. |If the resulting Get Response-PDU

al so contains an error-status field with a value of '"tooBig,’ then
the proxy forwarder SHALL renove the contents of the variabl e-

bi ndings field, and change the error-status field to 'noError’
before forwardi ng the response. Note that if the original request
only contained a single variabl e-binding, the proxy may skip re-
sendi ng the request and sinply renove the vari abl e- bi ndi ngs and
change the error-status to 'noError.

If a Trap-PDU is received, and will be forwarded using the SNWPv2c
or SNMPv3 nessage version, the proxy SHALL apply the translation
rul es described in section 3, and SHALL forward the notification
as an SNWPv2- Tr ap- PDU

Note that when an SNWMPv1l agent generates a nmessage containing a
Trap- PDU which i s subsequently forwarded by one or nore proxy
forwarders using SNVP versions other than SNWPvl, the community
string and agent-addr fields fromthe original nessage generated
by the SNMPv1l agent will be preserved through the use of the
snpTr apAddr ess and snnpTrapConmuni ty nobjects.

Upstream Version Less Than Downstream Versi on

If a Get Response-PDU is received in response to a Get Request - PDU
(previously generated by the proxy) which contains vari abl e-

bi ndi ngs of type Counter64 or which contain an SNWPv2 exception
code, and the nmessage woul d be forwarded using the SNVWPv1l nessage
version, the proxy MJST generate an alternate response PDU

consi sting of the request-id and variabl e bindings fromthe
original SNWPvl request, containing a noSuchNane error-status

val ue, and containing an error-index value indicating the position
of the vari abl e-bi ndi ng contai ning the Counter64 type or exception
code.
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Frye,

If a Get Response-PDU is received in response to a Get Next Request -
PDU (previously generated by the proxy) which contains vari abl e-
bi ndi ngs that contain an SNMPv2 exception code, and the nessage
woul d be forwarded using the SNMPvl nessage version, the proxy
MJST generate an alternate response PDU consisting of the
request-id and variabl e bindings fromthe original SNWPv1l request,
contai ni ng a noSuchNane error-status val ue, and containing an
error-index value indicating the position of the variabl e-bi nding
cont ai ni ng the exception code.

If a Get Response-PDU is received in response to a Get Next Request -
PDU (previously generated by the proxy) which contains variabl e-

bi ndi ngs of type Counter64, the proxy MJST re-send the entire

Get Next Request-PDU, with the foll owing nodifications. For any
variabl e bindings in the received Get Response whi ch contai ned
Counter64 types, the proxy substitutes the object names of these
vari abl e bindings for the correspondi ng object names in the
previ ousl y-sent Get Next Request. The proxy MJST repeat this
process until no Counter64 objects are returned. Note that an

i mpl enentation may attenpt to optinize this process of skipping
Count er 64 objects. One approach to such an optim zation would be
to replace the last sub-identifier of the object names of varbinds
contai ning a Counter64 type with 65535 if that sub-identifier is

| ess than 65535, or with 4294967295 if that sub-identifier is
greater than 65535. This approach should skip nmultiple instances
of the same Counter64 object, while maintaining conmpatibility with
some broken agent inplenmentations (which only use 16-bit integers
for sub-identifiers).

Depl oynent Hint: The process of repeated Get Next requests used by
a proxy when Counter64 types are returned can be expensive. Wen
depl oying a proxy, this can be avoi ded by configuring the target
agents to which the proxy forwards requests in a manner such that
any objects of type Counter64 are in fact not-in-view for the
principal that the proxy is using when comunicating with these
agents.

If a GetResponse-PDU is received which contains an SNMPv2 error-
status val ue of wongVal ue, wongEncodi ng, wongType, w onglLength,
i nconsi st ent Val ue, noAccess, notWitable, noCreation

i nconsi st ent Name, resourceUnavail abl e, commitFail ed, undoFail ed,
or authorizationError, the error-status value is nodified using
the mappings in section 4.3.

If an SNMPv2-Trap-PDU is received, and will be forwarded using the

SNWPv1 nessage version, the proxy SHALL apply the translation
rul es described in section 3, and SHALL forward the notification
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if the translation fails due to the

exi stence of a Counter64 data-type in the received SNWPv2- Trap-

PDU,

- If an InfornmRequest-PDU is received,
it would be forwarded using the SNMPv1l nessage
An | nf ornRequest-PDU can only be

i ndi cating that
versi on SHALL be ignored.

forwarded using the SNMPv2c or SNWPv3 message version
be forwarded if there is other
configuration information indicating that

I nf or MRequest - PDU may stil
usi ng SNWMPv2c or SNWPv3.

Error Status Mappi ngs

the trap cannot be forwarded using SNWPv1.

any configuration information

The

it should be forwarded

The foll owi ng tables shows the mappi ngs of SNMPvl error-status val ues

into SNMPv2 error-status val ues,

and the mappi ngs of SNWMPv2 error-

status values into SNWMPvl error-status val ues.

SNMPv1 error-status

noEr r or
tooBi g
noSuchNane
badVal ue
genkErr

SNVPv2 error-status

noEr r or

tooBi g

genErr

wr ongVal ue

wr ongEncodi ng
wrongType

wr ongLengt h

i nconsi st ent Val ue
noAccess
notWitable
noCreati on

i nconsi st ent Nane
resour ceUnavai | abl e
comm t Fai | ed
undoFai | ed

aut hori zati onError

e, et al.
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SNMPv2 error-status

noEr r or
tooBi g
noSuchNane
badVal ue
genkErr

SNVPv1 error-status

noEr r or
tooBi g
genErr
badVal ue
badVal ue
badVal ue
badVal ue
badVal ue
noSuchName
noSuchName
noSuchNanme
noSuchNanme
genErr
genkErr
genErr
noSuchName
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Whenever the SNMPv2 error-status val ue of authorizationError is
translated to an SNMPvl error-status val ue of noSuchNane, the val ue
of snnpl nBadComuni t yUses MJUST be i ncrenent ed.

5. Message Processing Mddels and Security Mbdel s

In order to adapt SNWMPv1l (and SNWMPv2c) into the SNWP architecture,
the followi ng nodels are defined in this docunent:

- The SNWPv1l Message Processing Mde
- The SNWMPvl Community-Based Security Mode
The foll owing nodels are al so described in this document:
- The SNWPv2c Message Processi ng Mode
- The SNWPv2c Communi ty-Based Security Mode

In nobst respects, the SNWPvl Message Processing Mddel and the
SNMPv2c Message Processing Model are identical, and so these
are not discussed independently in this docunent. Differences
between the two nodel s are described as required.

Simlarly, the SNMPvl Community-Based Security Moddel and the
SNVPv2c¢ Communi ty- Based Security Mdel are nearly identical
and so are not discussed independently. Differences between
these two nodel s are al so described as required.

5.1. Mappings

The SNWMPv1l (and SNMPv2c) Message Processing Mddel and Security Mde
requi re mappi ngs between paranmeters used in SNWPv1l (and SNMPv2c)
nmessages, and the version independent parameters used in the SNW
architecture [16]. The paraneters which MJUST be napped consi st of
the SNWPvl (and SNWPv2c) community nane, and the SNMP securityNane
and cont ext Engi nel D/ cont ext Nane pair. A MB nodul e (the SNWP-

COMWUNI TY-M B) is provided in this docunent in order to performthese
mappi ngs. This M B provides mappings in both directions, that is, a
conmuni ty nane may be mapped to a securityName, contextEnginelD, and
cont ext Nane, or the conbination of securityNanme, contextEnginelD, and
cont ext Nane may be mapped to a community nane.
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5.2. The SNWPvl MP Model and SNMPv1l Community-based Security Mde

The SNVMPv1l Message Processing Model handl es processing of SNWPv1
nmessages. The processing of nessages is handled generally in the
same manner as described in RFC1157 [2], with differences and
clarifications as described in the follow ng sections. The
SnnpMessagePr ocessi ngModel value for SNMPvl is O (the value for
SNWPv2c is 1).

5.2.1. Processing An Incom ng Request

In RFC1157 [2], section 4.1, item(3) for an entity which receives a
nessage, states that various paraneters are passed to the 'desired
aut hentication schene.’” The desired authentication scheme in this
case is the SNMPv1l Community-Based Security Model, which will be
cal l ed using the processlncom ngMsg ASI. The parameters passed to
this ASlI are:

- The nessageProcessi nghbdel, which will be 0 (or 1 for SNWPv2c).

- The naxMessageSi ze, which shoul d be the naxi num size of a
nmessage that the receiving entity can generate (since there is
no such value in the received nmessage).

- The securityParaneters, which consist of the community string
and the nessage’s source and destination transport domai ns and
addr esses.

- The securityMdel, which will be 1 (or 2 for SNMPv2c).
-  The securitylLevel, which will be noAut hNoPriv.
- The whol eMsg and whol eMsgLengt h.

The Conmmuni ty-Based Security Mddel will attenpt to select a rowin
the snnmpComunityTable. This is done by perform ng a search through
the snnmpComuni tyTabl e in | exicographic order. The first entry for
which the following matching criteria are satisfied will be sel ected:

- The community string is equal to the snmpConmunit yName val ue.

- |If the snnpCommunityTransportTag is an enpty string, it is
i gnored for the purpose of matching. |If the
snnmpCommuni tyTransportTag is not an enpty string, the
transport Domai n and transportAddress from whi ch the nessage was
recei ved nmust match one of the entries in the
snnpTar get Addr Tabl e sel ected by the snnmpCommuni t yTransport Tag
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val ue. The snnpTarget Addr TMask object is used as described in
section 5.3 when checki ng whet her the transportDomai n and
transport Address matches a entry in the snnpTarget Addr Tabl e.
If no such entry can be found, an authentication failure occurs as
described in RFC1157 [2], and the snnplnBadCommunityNanes counter is
i ncrement ed.
The paraneters returned fromthe Community-Based Security Mdel are:

- The securityEnginel D, which will always be the |ocal value of
snnpEngi nel D. 0.

- The securityNane.

- The scopedPDU. Note that this paraneter will actually consi st
of three val ues, the contextSnnpEngi nel D, the context Name, and
the PDU. These nust be separate values, since the first two do
not actually appear in the nmessage.

- The naxSi zeResponseScopedPDU

- The securityStat eReference

The appropriate SNVP application will then be called (dependi ng on
the val ue of the contextEnginelD and the request type in the PDU)
using the processPdu ASI. The paraneters passed to this ASI are:

- The nessageProcessi nghbdel, which will be 0 (or 1 for SNWPv2c).

-  The securityMdel, which will be 1 (or 2 for SNWPv2c).

- The securityNanme, which was returned fromthe call to
processl ncom nghsg.

- The securitylLevel, which is noAut hNoPriv.

- The context Engi nel D, which was returned as part of the
ScopedPDU fromthe call to processlncon ngisg

- The context Name, which was returned as part of the ScopedPDU
fromthe call to processlncom nghsg.

- The pduVersion, which should indicate an SNMPvl version PDU (if

the nmessage version was SNWPv2c, this would be an SNWPv2
versi on PDU).
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-  The PDU, which was returned as part of the ScopedPDU fromthe
call to processlncom nghsg.

- The naxSi zeResponseScopedPDU whi ch was returned fromthe cal
to processl nconm ngMsg.

- The stateReference which was returned fromthe call to
processl ncom ngMsg.

The SNWVP application should process the request as described
previously in this docunent. Note that access control is applied by
an SNMPv3 command responder application as usual. The paraneters as
passed to the processPdu ASI will be used in calls to the

i sSAccessAl | owed ASI.

5.2.2. Cenerating An Qutgoi ng Response

There is no special processing required for generating an outgoi ng
response. However, the conmunity string used in an outgoing response
must be the sanme as the community string fromthe original request.
The original community string MJUST be present in the stateReference

i nformati on of the original request.

5.2.3. Generating An Qutgoing Notification

In a multi-lingual SNWP entity, the paraneters used for generating
notifications will be obtained by exani ning the SNVWP-TARGET-M B and
SNWVP- NOTI FI CATI ON-M B.  These paraneters will be passed to the SNMPv1
Message Processing Mddel using the sendPdu ASI. The SNMPv1l Message
Processing Model will attenpt to |ocate an appropriate conmunity
string in the snnmpComruni tyTabl e based on the paraneters passed to
the sendPdu ASI. This is done by performing a search through the
snmpCommuni tyTabl e in | exi cographic order. The first entry for which
the following matching criteria are satisfied will be sel ected:

- The securityNane nust be equal to the snnmpComrunitySecurityNane
val ue.

- The context Engi nel D nust be equal to the
snimpConmuni t yCont ext Engi nel D val ue.

- The contextNane rmust be equal to the snnpConmmrunit yCont ext Nane
val ue.

- |If the snnpComunityTransportTag is an enpty string, it is

i gnored for the purpose of matching. |If the
snmpConmmuni tyTransportTag is not an enpty string, the
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transport Donai n and transportAddress nust natch one of the
entries in the snnpTarget Addr Tabl e sel ected by the
snimpConmmuni t yTransport Tag val ue.

If no such entry can be found, the notification is not sent.

Q herwi se, the community string used in the outgoing notification
will be the value of the snnmpComunityName col um of the sel ected
r ow.

5.3. The SNWP Conmmunity M B Modul e

The SNMP- COVMUNI TY-M B cont ai ns obj ects for mappi ng between community
strings and version-independent SNVP nessage paranmeters. In
addition, this MB provides a nechanismfor perform ng source address
val idation on incom ng requests, and for selecting comrunity strings
based on target addresses for outgoing notifications. These two
features are acconplished by providing a tag in the
snnpComruni t yTabl e which sel ects sets of entries in the
snnpTar get Addr Tabl e [18]. In addition, the SNMP- COMMUNI TY-M B
augnents the snnpTarget Addr Table with a transport address mask val ue
and a maxi mum nmessage size value. These values are used only where
explicitly stated. 1In cases where the snnpTarget Addr Table is used

wi t hout nention of these augnenting val ues, the augmenting val ues
shoul d be ignored.

The mask val ue, snnpTarget Addr TMask, allows selected entries in the
snnpTar get Addr Tabl e to specify multiple addresses (rather than just a
single address per entry). This would typically be used to specify a
subnet in an snmpTarget Addr Tabl e rather than just a single address.
The mask value is used to select which bits of a transport address
nmust nmatch bits of the correspondi ng i nstance of
snnpTar get Addr TAddress, in order for the transport address to match a
particular entry in the snnpTarget Addr Tabl e. The val ue of an

i nstance of snnpTarget Addr TMask must al ways be an OCTET STRI NG whose
length is either zero or the sane as that of the correspondi ng

i nstance of snnpTarget Addr TAddr ess.

Not e that the snnpTarget Addr TMask object is only used where
explicitly stated. In particular, it is not used when generating
notifications (i.e., when generating notifications, entries in the
snnpTar get Addr Tabl e only specify individual addresses).

When checki ng whether a transport address natches an entry in the
snnpTar get Addr Tabl e, if the value of snnpTarget Addr TMask is a zero-
l ength OCTET STRING the mask value is ignored, and the value of
snipTar get Addr TAddr ess nust exactly match a transport address.

O herwi se, each bit of each octet in the snnpTarget Addr TMask val ue
corresponds to the sanme bit of the sane octet in the
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snnpTar get Addr TAddress value. For bits that are set in the
snnpTar get Addr TMask value (i.e., bits equal to 1), the correspondi ng
bits in the snnpTarget Addr TAddr ess val ue nmust match the bits in a
transport address. |If all such bits match, the transport address is
mat ched by that snnpTarget Addr Table entry. O herw se, the transport
address i s not natched.

The maxi mum nessage size val ue, snnpTarget Addr M5, is used to
det erm ne the maxi mum nessage size acceptable to another SNWP entity
when the val ue cannot be determi ned fromthe protocol.

SNVP- COWMUNI TY-M B DEFINITIONS ::= BEG N

| MPORTS
| pAddr ess,
MODULE- | DENTI TY,
OBJECT- TYPE,
I nt eger 32,
snnpModul es
FROM SNWVPv2- SM
RowSt at us,
St or ageType
FROM SNWPv2-TC
SnnpAdmi nStri ng,
SnnpEngi nel D
FROM SNWVP- FRAMEWORK- M B
SnnpTagVal ue,
snipTar get Addr Entry
FROM SNMP- TARGET- M B
MODUL E- COMPLI ANCE,
OBJECT- GROUP
FROM SNMPv2- CONF;

snimpConmmuni t yM B MODULE- | DENTI TY

LAST- UPDATED "200003060000Z" -- 6 Mar 2000, m dnight
ORGANI ZATI ON " SNWPv3 Wor ki ng Gr oup”
CONTACT- | NFO "WG emi | : snmpv3@i sts.tislabs.com

Subscribe: najordomo@ists.tislabs.com
In neg body: subscribe snmpv3

Chair: Russ Mundy
TI'S Labs at Network Associ ates
Post al : 3060 Washi ngton Rd
d enwood MD 21738
USA
Emai | : mundy@i sl abs. com
Phone: +1- 301- 854- 6889
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Co-editor: Rob Frye
CoSi ne Communi cati ons
Post al : 1200 Bridge Par kway
Redwood City, CA 94065
USA
E-mail : rfrye@osi necom com
Phone: +1 703 725 1130
Co-editor: David B. Levi
Nort el Networ ks
Post al : 3505 Kesterwood Drive
Knoxville, TN 37918
E-mail : dl evi @ortel net works. com
Phone: +1 423 686 0432
Co-editor: Shawn A. Rout hier
Integrated Systens Inc.
Post al : 333 North Ave 4th Fl oor
Wakefield, MA 01880
E- mai | : sar @pi | ogue. com
Phone: +1 781 245 0804
Co-editor: Bert Wjnen
Lucent Technol ogi es
Post al : Schagen 33
3461 G Linschoten
Net her | ands
Emai | : bwi j nen@ ucent. com
Phone: +31-348-407-775
DESCRI PTI ON
"This M B nodul e defines objects to hel p support
bet ween SNWPv1, SNWPv2c, and SNWVPv3."
REVI SI ON "200003060000Z" -- 6 Mar 2000

DESCRI PTI ON "Thi s version published as RFC 2576."

REVI SI ON "199905130000Z" -- 13 May 1999

DESCRI PTI ON "The Initi al

;2= { snnpModul es 18 }

Revi si on"

March 2000

coexi stence

- - Adm ﬂl Stratlve aSSI gnrrents khkhkkhkhkkhkhhhhkhhhkhhhkhhdhhhdhhhdhhhddhdrdrkhxkx*x

snnpCommuni t yM BCbj ect s

OBJECT | DENTI FI ER :
snnpCommuni t yM BConf or mance OBJECT | DENTI FI ER : :

{ snmpCommunityMB 1 }
{ snnpComunityMB 2 }

-- The snnpCommuni tyTabl e contai ns a database of conmunity strings.

-- This table provides nmappi ngs between conmunity strings,
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-- paraneters required for View based Access Control.

snimpConmmuni t yTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SnmpConmuni t yEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The table of comunity strings configured in the SNWP
engi ne’s Local Configuration Datastore (LCD)."
::={ snnpComunityM BObj ects 1 }

snnpComruni t yEntry OBJECT- TYPE

SYNTAX SnnpComuni t yEnt ry
MAX- ACCESS  not -accessi bl e
STATUS current
DESCRI PTI ON
"Informati on about a particular community string."

| NDEX { I'MPLI ED snnpComruni tyl ndex }
::={ snnpCommunityTable 1 }

SnnpComuni t yEntry ::= SEQUENCE {
snimpConmuni t yl ndex SnnpAdmi nStri ng,
snnpComruni t yNane OCTET STRI NG
snnpComruni t ySecuri t yNane SnnpAdmi nStri ng,
snnpConmuni t yCont ext Engi nel D SnnpEngi nel D,
snnpConmuni t yCont ext Nane SnnpAdmi nStri ng,
snimpConmmuni t yTr ansport Tag SnnpTagVal ue,
snnpConmuni t ySt or ageType St or ageType,
snnpConmmuni t ySt at us RowsSt at us

}

snnmpConmmuni t yl ndex OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The unique index value of arowin this table."
c:= { snnmpComunityEntry 1 }

snipConmmuni t yName OBJECT- TYPE

SYNTAX OCTET STRI NG
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The conmunity string for which a rowin this table
represents a configuration.”
::= { snnpCommunityEntry 2 }
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snnpComruni t ySecurit yNanme OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

March 2000

"A human readabl e string representing the correspondi ng

val ue of snnpComunityNane in a Security Mde
i ndependent fornmat."
::= { snnpComunityEntry 3 }

snimpConmuni t yCont ext Engi nel D OBJECT- TYPE

SYNTAX SnnpEngi nel D
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The cont ext Engi nel D i ndicating the [ ocation of the
context in which managenent information is accessed
when using the community string specified by the
correspondi ng i nstance of snnpComunityNane.

The default value is the snmpEnginel D of the entity in

which this object is instantiated.”
::= { snnpComunityEntry 4 }

snnpComruni t yCont ext Nane OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(O. . 32))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The context in which managenent information is accessed
when using the community string specified by the correspondi ng

i nstance of snnpConmuni t yNane. "
DEFVAL { ""H} -- the empty string
::= { snnpComunityEntry 5 }

snnpComruni t yTr ansport Tag OBJECT- TYPE

SYNTAX SnnpTagVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object specifies a set of transport endpoints

fromwhich a command responder application will accept
managenent requests. |f a managenent request containing
this community is received on a transport endpoi nt ot her
than the transport endpoints identified by this object,

the request is deemed unaut hentic.

The transports identified by this object are specified
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in the snnpTarget Addr Table. Entries in that table
whose snnpTar get Addr TagLi st contains this tag val ue
are identified.

If the value of this object has zero-length, transport
endpoi nts are not checked when aut henticati ng nessages
containing this conmunity string."

DEFVAL { ""H} -- the empty string

c:= { snnmpComunityEntry 6 }

snnmpConmuni t ySt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row in the
snmpConmmuni tyTabl e.  Conceptual rows having the val ue
"permanent’ need not allow wite-access to any
col umar object in the row"

::= { snnmpComunityEntry 7 }

snimpConmmuni t ySt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row in the snnmpComrunityTabl e.

An entry in this table is not qualified for activation
until instances of all correspondi ng col ums have been
initialized, either through default val ues, or through
Set operations. The snnpComunityNane and
snimpCommruni t ySecurit yName obj ects rmust be explicitly set.

There is no restriction on setting colums in this table
when the val ue of snmpConmunityStatus is active(l)."
;.= { snnmpCommunityEntry 8 }

-- The snnpTar get Addr Ext Tabl e

snnpTar get Addr Ext Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SnnpTar get Addr Ext Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The tabl e of mask and nmrs val ues associated with the
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snnpTar get Addr Tabl e.

The snnpTar get Addr Ext Tabl e augnents the
snnpTar get Addr Tabl e with a transport address mask val ue
and a maxi mum nmessage size value. The transport address
mask allows entries in the snnpTarget Addr Tabl e to defi ne
a set of addresses instead of just a single address.
The maxi mum nmessage size value all ows the maxi mum
nmessage size of another SNWP entity to be configured for
use in SNWMPv1l (and SNWMPv2c) transactions, where the
message format does not specify a maxi mum nessage size."
;.= { snnpCommunityM BObj ects 2 }

snnpTar get Addr Ext Entry OBJECT- TYPE
SYNTAX SnnpTar get Addr Ext Ent ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
“"Informati on about a particular mask and nms val ue."
AUGVENTS { snnpTarget AddrEntry }
;.= { snnpTarget Addr Ext Table 1 }

SnnpTar get Addr Ext Entry :: = SEQUENCE ({
snnpTar get Addr TMask OCTET STRI NG
snnpTar get Addr MvVS I nt eger 32

}

snipTar get Addr TMask OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0..255))

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The mask val ue associated with an entry in the
snnpTar get Addr Tabl e.  The val ue of this object nust
have the same |length as the correspondi ng i nstance of
snnpTar get Addr TAddr ess, or nust have length 0. An
attenpt to set it to any other value will result in
an inconsistentValue error.

The value of this object allows an entry in the
snnpTar get Addr Tabl e to specify multiple addresses.

The mask value is used to select which bits of

a transport address nust match bits of the correspondi ng
i nstance of snnpTarget Addr TAddress, in order for the
transport address to match a particular entry in the
snnpTar get Addr Table. Bits which are 1 in the mask

value indicate bits in the transport address which

nmust nmatch bits in the snnpTarget Addr TAddr ess val ue.
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Bits which are 0 in the nask indicate bits in the
transport address which need not match. [|f the
length of the mask is 0, the mask shoul d be treated
as if all its bits were 1 and its length were equa
to the length of the correspondi ng val ue of
snnpTar get Addr Tabl e.

Thi s object may not be nodified while the value of the
correspondi ng i nstance of snnpTarget Addr RowSt atus i s
active(l). An attenpt to set this object in this case
will result in an inconsistentValue error.”

DEFVAL { ""H}

.= { snnpTarget AddrExtEntry 1 }

snnpTar get Addr VM5 OBJECT- TYPE

SYNTAX I nteger 32 (0] 484..2147483647)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The maxi mum nessage si ze val ue associated with an entry
in the snnpTar get Addr Tabl e. "
DEFVAL { 484 }
::= { snnpTarget Addr ExtEntry 2 }

-- The snnpTrapAddress and snnpTrapCommunity objects are included
-- in notifications that are forwarded by a proxy, which were
-- originally received as SNWPvl Trap nessages.

snnpTr apAddr ess OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS accessible-for-notify
STATUS current

DESCRI PTI ON

"The val ue of the agent-addr field of a Trap PDU which
is forwarded by a proxy forwarder application using
an SNWP version other than SNMPvl. The value of this
obj ect SHOULD contain the val ue of the agent-addr field
fromthe original Trap PDU as generated by an SNMPv1
agent."
;.= { snnpCommunityM BObj ects 3 }

snnpTrapConmuni ty OBJECT- TYPE

SYNTAX OCTET STRI NG

MAX- ACCESS accessible-for-notify
STATUS current

DESCRI PTI ON
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"The value of the commnity string field of an SNwWPv1
nessage containing a Trap PDU which is forwarded by a
a proxy forwarder application using an SNVP version
ot her than SNMPv1l. The value of this object SHOULD
contain the value of the community string field from
the original SNWPv1l nessage containing a Trap PDU as
generated by an SNMPv1l agent."
;o= { snnpComunityM BObj ects 4 }

Conf or mance Inf or rmtl on khkhkkhkhkkhkhkhhhkhhhkhhhkhhhkhhdhhhdhhhdhhhddhddhrkkx*x*x

snnpComruni t yM BConpl i ances OBJECT | DENTI FI ER

;.= { snnpConmuni tyM BConf or mance 1 }
snnmpCommuni t yM BGr oups OBJECT | DENTI FI ER

: = { snnpComuni t yM BConf or mance 2 }

-- Compliance statenents

snnpComruni t yM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for SNMP engi nes which
i npl erent the SNMP-COVMMUNI TY-M B. "

MODULE -- this nodul e
MANDATORY- GROUPS { snnpComuni tyG oup }
OBJECT snimpConmuni t yName
M N- ACCESS read-only
DESCRI PTI ON "Wite access is not required."
OBJECT snnmpCommruni t ySecuri t yName
M N- ACCESS read-only
DESCRI PTI ON "Wite access is not required.”
OBJECT snnpComruni t yCont ext Engi nel D
M N- ACCESS read-only
DESCRI PTI ON "Wite access is not required."
OBJECT snimpConmmuni t yCont ext Nane
M N- ACCESS read-only
DESCRI PTI ON "Wite access is not required."
OBJECT snnmpConmmuni t yTransport Tag
M N- ACCESS read-only
DESCRI PTI ON "Wite access is not required.”
OBJECT snnpComuni t ySt or ageType
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M N- ACCESS read-only

DESCRI PTI ON "Wite access is not required."
OBJECT snimpConmuni t ySt at us

M N- ACCESS read-only

DESCRI PTI ON "Wite access is not required."

;.= { snnpConmunityM BConpl i ances 1 }

snmpPr oxy Tr apFor war dConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for SNVP engi nes which
contain a proxy forwarding application which is
capabl e of forwarding SNMPvl traps using SNWVPv2c
or SNWPv3."
MODULE -- this nodul e
MANDATORY- GROUPS { snnpProxyTr apForwar dG oup }
;.= { snnpConmuni tyM BConpl i ances 2 }

snimpConmmuni t yGroup OBJECT- GROUP
OBJECTS {

snmpConmuni t yNarme,
snnpComruni t ySecuri t yNane,
snnpCommruni t yCont ext Engi nel D,
snnpConmmuni t yCont ext Nane,
snnmpConmmruni t yTransport Tag,
snimpConmuni t ySt or ageType,
snnpConmuni t ySt at us,
snnpTar get Addr TMask,
snnpTar get Addr MvVS

}
STATUS current
DESCRI PTI ON
"A collection of objects providing for configuration
of community strings for SNMPvl (and SNMPv2c) usage."
;.= { snnpComuni tyM BGroups 1 }

snpPr oxyTr apFor war dG oup OBJECT- GROUP
OBJECTS {
snnpTr apAddr ess,
snnpTrapConmuni ty

}

STATUS current

DESCRI PTI ON
"Cbj ects which are used by proxy forwardi ng applications
when transl ating traps between SNMP versions. These are
used to preserve SNMPvl1-specific information when
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translating to SNMPv2c or SNWPv3."
;.= { snnpComunityM BGroups 3 }

END
6. Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that might be clainmed to pertain
to the inplementation or use of the technol ogy described in this
docunent or the extent to which any |icense under such rights mght or
m ght not be available; neither does it represent that it has made any
effort to identify any such rights. |Information on the IETF s
procedures with respect to rights in standards-track and standards-

rel ated docunentati on can be found in BCP-11. Copies of clains of
rights made avail abl e for publication and any assurances of |icenses to
be made available, or the result of an attenpt nade to obtain a genera
license or permission for the use of such proprietary rights by

i mpl enentors or users of this specification can be obtained fromthe

| ETF Secretariat.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary rights
whi ch may cover technol ogy that nay be required to practice this
standard. Please address the information to the | ETF Executive
Director.
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8. Security Considerations

Al t hough SNMPv1l and SNMPv2 do not provide any security, allow ng
conmunity nanes to be mapped into securityNanme/context Nane provides
the ability to use view based access control to limt the access of
unsecured SNWPv1l and SNMPv2 operations. |In fact, it is inportant for
network adm nistrators to nake use of this capability in order to
avoi d unaut hori zed access to MB data that woul d ot herwi se be secure.

Further, the SNVMP-COVMUNI TY-M B has the potential to expose community
strings which provide access to nore information than that which is
avai | abl e using the usual 'public’ comunity string. For this
reason, a security admnistrator may wish to limt accessibility to
the SNVP-COWUNI TY-M B, and in particular, to nmake it inaccessible
when using the "public’ community string.

VWen a proxy inplenentation transl ates nessages between SNWPv1l (or
SNWVPv2c) and SNWPv3, there may be a | oss of security. For exanple,
an SNMPv3 nessage recei ved using authentication and privacy which is
subsequently forwarded using SNMPvl will | ose the security benefits
of using authentication and privacy. Careful configuration of
proxies is required to address such situations. One approach to dea
with such situations m ght be to use an encrypted tunnel
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A. Changes From RFC1908

- Editorial changes to comply with current RFC requirenents.

- Added/updat ed copyright statenents.

- Added Intellectual Property section

- Replaced old introduction with conplete new i ntroduction/overview.

- Added content for the Security Considerations Section

- Updat ed References to current docunents.

- Updated text to use current SNWVP terninol ogy.

- Added coexi stence for/w th SNVPv3.

- Added description for SNVMPvl and SNMPv2c Message Processing
Model s and SNMPv1l and SNMPv2c Conmmunity-based Security
Model s.

- Added snmpConmunityM B so that SNMPv1l and SNMPv2 conmunity
strings can be mapped into the SNMP Version | ndependent
par amat ers which can then be used for access control using the
standard SNMPv3 Vi ew based Access Control Mdel and the
snnpVacnmM B.

- Added two M B objects such that when an SNWPv1 notification
(trap) nust be converted into an SNMPv2 notification we add
those two objects in order to preserve information about the
address and comunity of the originating SNMPvl agent.

- Included (and extended) from RFC2089 the SNWMPv2 to SNWPv1
mappi ng within a multi-lingual SNVP Engi ne.

- Use keywords from RFC 2119 to describe requirenents for
conpl i ance.

- Changed/ added some rules for converting a MB nodul e from
SMvl to SMv2.

- Extended and i nproved the description of Proxy Forwarder
behavi our when nultiple SNWMP versions are invol ved.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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