Net wor k Wor ki ng Group R Housl ey

Request for Comments: 2585 SPYRUS
Cat egory: Standards Track P. Hof f man
I MC

May 1999

Internet X. 509 Public Key Infrastructure
Operational Protocols: FTP and HITP

Status of this Menp

Thi s document specifies an Internet standards track protocol for the
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Abst ract

The protocol conventions described in this docunment satisfy sone of
the operational requirements of the Internet Public Key
Infrastructure (PKI). This docunent specifies the conventions for
using the File Transfer Protocol (FTP) and the Hypertext Transfer
Protocol (HTTP) to obtain certificates and certificate revocation
lists (CRLs) fromPKI repositories. Additional nmechani sns addressing
PKI X operational requirenents are specified in separate docunents.

1 Introduction

This specification is part of a nulti-part standard for the Internet
Public Key Infrastructure (PKI) using X 509 certificates and
certificate revocation lists (CRLs). This docunment specifies the
conventions for using the File Transfer Protocol (FTP) and the
Hypertext Transfer Protocol (HTTP) to obtain certificates and CRLs
fromPKI repositories. Additional mechani sns addressing PK
repository access are specified in separate docunents.
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1.1. Model

The following is a sinplified view of the architectural npdel assuned
by the Internet PKI specifications.
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The conponents in this nodel are:

End Entity: wuser of PKI certificates and/or end user systemthat is
the subject of a certificate;

CA: certification authority;

RA: registration authority, i.e., an optional systemto
whi ch a CA del egates certain nanagenment functions;
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Repository: a systemor collection of distributed systens that store
certificates and CRLs and serves as a neans of
di stributing these certificates and CRLs to end
entities.

1.2. Certificate and CRL Repository

Sone CAs mandate the use of on-line validation services, while others
distribute CRLs to allow certificate users to performcertificate
validation thenselves. In general, CAs nake CRLs available to
certificate users by publishing themin the Directory. The Directory
is also the normal distribution nechanismfor certificates. However,
Directory Services are not available in many parts of the Internet
today. The File Transfer Protocol (FTP) defined in RFC 959 and the
Hypertext Transfer Protocol (HTTP) defined in RFC 2068 offer
alternate nmethods for certificate and CRL distribution

End entities and CAs nay retrieve certificates and CRLs fromthe
repository using FTP or HTTP. End entities nay publish their own
certificate in the repository using FTP or HTTP, and RAs and CAs may
publish certificates and CRLs in the repository using FTP or HITP.

2 FTP Conventi ons

Wthin certificate extensions and CRL extensions, the URl form of
General Nane is used to specify the location where issuer certificates
and CRLs may be obtained. For instance, a URl identifying the
subject of a certificate may be carried in subjectAltNane certificate
extension. An [ A5String describes the use of anonynmous FTP to fetch
certificate or CRL information. For exanple:

ftp://ftp. netcom coni sp/ spyrus/ housl ey. cer
ftp://ftp.your.org/pki/id48. cer
ftp://ftp.your.org/pki/id48.no42.crl

Internet users may publish the URI reference to a file that contains
their certificate on their business card. This practice is usefu
when there is no Directory entry for that user. FTP is wdely

depl oyed, and anonynous FTP are acconmodated by many firewalls.

Thus, FTP is an attractive alternative to Directory access protocols
for certificate and CRL distribution. While this service satisfies
the requirenent to retrieve information related to a certificate
which is already identified by a URI, it is not intended to satisfy
the nore general problemof finding a certificate for a user about
whom sone ot her information, such as their electronic nmail address or
corporate affiliation, is known.

Housl ey & Hof f man St andards Track [ Page 3]



RFC 2585 PKI X Operational Protocols: FTP and HTTP May 1999

For conveni ence, the names of files that contain certificates should
have a suffix of ".cer". Each ".cer" file contains exactly one
certificate, encoded in DER format. Likew se, the nanmes of files
that contain CRLs should have a suffix of ".crl". Each ".crl" file
contai ns exactly one CRL, encoded in DER format.

3 HITP Conventi ons

Wthin certificate extensions and CRL extensions, the URl form of
CGeneral Nane is used to specify the location where issuer certificates
and CRLs may be obtained. For instance, a URI identifying the
subject of a certificate may be carried in subjectAltNane certificate
extension. An | A5String describes the use of HTTP to fetch
certificate or CRL information. For exanple:

htt p: // www. net com com sp/ spyrus/ housl ey. cer
http://ww. your. org/ pki/id48. cer
http://ww. your.org/ pki/id48.no42. crl

Internet users may publish the URI reference to a file that contains
their certificate on their business card. This practice is usefu
when there is no Directory entry for that user. HITP is widely

depl oyed, and HTTP is accomopdated by many firewalls. Thus, HITP is
an attractive alternative to Directory access protocols for
certificate and CRL distribution. Wile this service satisfies the
requirenent to retrieve information related to a certificate which is
already identified by a URI, it is not intended to satisfy the nore
general problemof finding a certificate for a user about whom some
other information, such as their electronic mail address or corporate
affiliation, is known.

For conveni ence, the names of files that contain certificates should
have a suffix of ".cer". Each ".cer" file contains exactly one
certificate, encoded in DER format. Likew se, the nanes of files
that contain CRLs should have a suffix of ".crl". Each ".crl" file
contai ns exactly one CRL, encoded in DER format.

4 MME registrations

Two M ME types are defined to support the transfer of certificates
and CRLs. They are:

appl i cati on/ pki x-cert
appl i cati on/ pki x-crl

Housl ey & Hof f man St andards Track [ Page 4]



RFC 2585 PKI X Operational Protocols: FTP and HTTP May 1999

4.1. application/pkix-cert

To: ietf-types@ana.org
Subj ect: Registration of MM nedia type application/pkix-cert

M ME nedia type nane: application

M ME subtype nane: pkix-cert

Requi red paraneters: None

Optional parameters: version (default value is "1")

Encodi ng considerations: will be none for 8-bit transports and nost
l'i kel y Base64 for SMIP or other 7-bit transports

Security considerations: Carries a cryptographic certificate
Interoperability considerations: None
Publ i shed specification: draft-ietf-pkix-ipki-partl
Applications which use this nmedia type: Any M ME-conpl ai nt transport
Addi tional information:

Magi ¢ nunber(s): None

File extension(s): .CER

Maci ntosh File Type Code(s): none

Person & email address to contact for further infornmation:
Russ Housl ey <housl ey@pyr us. conp

I nt ended usage: COVMON

Aut hor/ Change control |l er
Russ Housl ey <housl ey@pyr us. conr

4.2. application/pkix-crl

To: ietf-types@ana.org
Subj ect: Registration of MM nedia type application/pkix-cr

M ME nedia type nane: application
M ME subtype nane: pkix-crl

Requi red paraneters: None
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Optional paranmeters: version (default value is "1")

Encodi ng considerations: will be none for 8-bit transports and nost
likely Base64 for SMIP or other 7-bit transports

Security considerations: Carries a cryptographic certificate
revocation |ist

Interoperability considerations: None
Publ i shed specification: draft-ietf-pkix-ipki-partl
Applications which use this nmedia type: Any M Me-conpl ai nt transport
Addi tional information:
Magi ¢ nunber (s): None
File extension(s): .CRL

Maci ntosh File Type Code(s): none

Person & email address to contact for further information:
Russ Housl ey <housl ey@pyr us. conr

I nt ended usage: COVMON

Aut hor/ Change control | er
Russ Housl ey <housl ey@pyr us. conp
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Security Consi derations
Since certificates and CRLs are digitally signed, no additiona
integrity service is necessary. Neither certificates nor CRLs need

be kept secret, and anonynous access to certificates and CRLs is
general |y acceptable. Thus, no privacy service is necessary.
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HTTP caching proxies are common on the Internet, and sonme proxies do
not check for the latest version of an object correctly. If an HTTP
request for a certificate or CRL goes through a misconfigured or

ot herwi se broken proxy, the proxy may return an out-of-date response.

Qperators of FTP sites and Wrld Wde Wb servers shoul d aut henticate
end entities who publish certificates as well as CAs and RAs who
publish certificates and CRLs. However, authentication is not
necessary to retrieve certificates and CRLs.

Aut hors’ Addr esses
Russel | Housl ey
SPYRUS
381 Elden Street, Suite 1120
Her ndon, VA 20170 USA
EMai | : housl ey@pyrus. com
Paul Hof f man
Internet Mail Consortium
127 Segre Pl ace
Santa Cruz, CA 95060 USA

EMai | : phof f man@nct. org
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Ful | Copyright Statenent
Copyright (C The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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