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The purpose of this talk

Describe mechanisms in routers (and elsewhere) that can
form the basis of a range of application services.

(Specifically) describe a combination of two schemes
presented at the last IETF -- “Van’s scheme” and “Dave’s
scheme”.
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Proposal for action -- what do we do now?

Select some suitable mechanisms.
• General
• Implementable

Provide illustrations of how these are used to provide
services.

Define how bits are used to select the mechanisms.
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Vocabulary

What is implemented in a specific “box” (router, profile meter)
we will call a mechanism with certain behavior.

What the user obtains, overall, by the specific use of these
mechanisms, we will call a service.

In order that a mechanism can be used to build services,
there must be enforced rules that limit how it is used.
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The three (important) places where mechanism is
implemented

The router (the point of congestion)
• Mechanism controls scheduling during congestion, etc.

Boundaries between networks
• Mechanism verifies usage patterns, tags packets,

shapes flows, logs usage, etc. Enforces the rules.
End node -- source and destination

• Generates/sinks traffic
• Uses the mechanisms in ways that realize the service.

These parts, working together, can make a range of services
out of the core mechanisms.
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The placement of mechanism
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Specifics

Router  mechanism Profile meter mechanism Resulting service

Queue with higher
priority than other
queues.

Queue with RIO
dropper.

Token buffer with
constant rate output.

Emulation of fixed
capacity circuit

Tags packets in or out
based on usage profile.

Allocated capacity profiles

Host tagging of coded
video (for example).

Application-controlled
drop preference
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A note on traffic meters

Meters enforce the rules.
Different rules at different points

• Between two ISPs -- enforce bulk contract for access to
“mechanism”.

Meters exploit the mechanism to obtain the desired service.
• Applies to meter near (at) the end-point.
• Meters inside the network do not need to know what the

application-visible service is.
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Conclusion for mechanisms

These two mechanisms (priority and RIO dropping) are not in
conflict. Both can be implemented at once.

There seems to be a demand for the services that can be built
from both mechanisms.

So -- put in both, and allow both sorts of services.

I named a specific dropping mechanism -- RIO dropping.
Claim: if a mechanism is to be used with a range of meters to

produce a range of services, the mechanism itself needs to
be carefully defined.
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How to use bits in header of packet

Option 1: bits describe service.
Option 2: bits select/control mechanism .

My proposal: use bits to select/control mechanism.  Why?
• Many more services than mechanisms. Run out of bits

sooner if select services.
• New services invented all the time. Don’t want to

standardize them.
• Don’t need/want to know what service is in “middle” of

net if mechanisms work properly.
The “aggregate and forward” model, rather than the

“segregate and bill” model.
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Drawbacks -- selecting mechanism using header bits

A service might be built from different mechanism in different
parts of the net.

Some services may be so universal that it is helpful to have a
name for them.

When hoarding bits, it is better to be thoughtful than dogmatic.
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Using bits to select mechanism.

A framework:
• Two parts:

– Mechanism selection.
– Per-packet control over what mechanism does.

• Mechanism:
– Priority Queue
– Queue with RIO dropper

• Per-packet control:
– Priority -- nothing
– Drop preference -- is this packet in or out
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Bits in the header

My proposal
• Use a TOS value to select the mechanism..
• Use one or more precedence bits to select the per-

packet treatment within the mechanism.
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How many drop levels?

I proposed two drop preferences: in and out.
• Don’t specify more unless it is proven that less will not do.

Why more?
• In military nets, where capacity may change wildly due to

network attack, it may be important to shed load in
several steps.

• For commercial nets, which are normally provisioned in a
conservative way, no clear evidence that having more
levels provides an increased range of interesting services.

Multiple drop levels, combined with specific rules for use, can
create specialized services. See the Kaveli proposal.
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