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1. Introduction

This menmo is being distributed to nmenbers of the Internet comunity
in order to solicit reactions to the proposal s contained herein.
VWil e the specification discussed here may not be directly rel evant
to the research problens of the Internet, it nmay be of interest to
researchers and i npl enenters.

1.1 Data Conventi ons

The nethods used in this nenp to describe and picture data adhere to
the standards of Internet Protocol docunentation [RFCL700], in
particul ar:

The convention in the docunentation of Internet Protocols is to
express nunbers in decimal and to picture data in "big-endi an”
order. That is, fields are described left to right, with the npst
significant octet on the left and the | east significant octet on
the right.

The order of transm ssion of the header and data described in this
docunent is resolved to the octet |evel. Wenever a diagram shows
a group of octets, the order of transm ssion of those octets is
the normal order in which they are read in English.

Whenever an octet represents a nuneric quantity the left nost bit
in the diagramis the high order or nost significant bit. That
is, the bit labeled 0 is the npbst significant bit.

Simlarly, whenever a nulti-octet field represents a nuneric
quantity the left nost bit of the whole field is the nost
significant bit. Wen a nmulti-octet quantity is transnmtted the
nost significant octet is transmtted first.

2. Ml anHel l o Protocol Operational Overview

Swi tches use the VianHell o protocol to detect their neighboring
swi tches and establish the topology of the switch fabric.

2.1 Nei ghbor Discovery

At initialization, each switch sends an Interswitch Keepalive nessage
out all local ports except those which have been preconfigured such
that they cannot be Network ports (see Section 2.2). Then, as each
swi tch discovers its neighboring switches via incomng Interswtch
Keepal i ve nessages, it notifies its |local topology services (see
Section 2.3), which then build the topol ogy tables for the swtching
fabric.
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Each switch continues to send Interswitch Keepalive nessages at

regular intervals (currently 5 seconds). If a switch has not heard
fromone of its neighbors for sone predetermi ned interval (see
Section 2.4), notification is sent to all interested services and the

nei ghboring switch is removed fromthe topol ogy table.
Interswitch Keepalive nessages are described in Section 4.
2.2 Port States

Each port on a switch can be in one of several different states.
These states are listed below. Figure 1 shows how the port state
changes within the VIanHell o protocol

o Unknown. This is the default state of all ports at
initialization.

o Network. A port is deened a Network port when the switch has
received an Interswitch Keepalive nessage over the port from one
of its neighbor switches. A transition to this state triggers a
Nei ghbor Found event, notifying the |ocal topology servers that
the interface is functioning and a 2-way conversation has been
established with the nei ghbor

When the last switch is lost on a Network port, the state of the
switch reverts to either Network Only (see next state) or to
Unknown, and a Nei ghbor Lost event is triggered, notifying the

| ocal topology servers that the interface is no | onger

oper ati onal

o Network Only. Certain types of port interfaces are incapable of
accessi ng user endstations and can only be used to access ot her
swi tches. Such ports are deermed Network Only ports. |If the |ast
switch is lost froma port that has already been deemed a Network
port, the VlanHello protocol checks the condition of the port
interface. |If it is the type of interface that can only be used
to access other switches, the state of the port is set to Network
Only. Qherwise, it reverts to Unknown.

o Standby. A port is deemed a Standby port under the follow ng
condi tions:

Ham I ton & Ruffen I nf or mati onal [ Page 3]



RFC 2641 Cabletron’s VlanHell o Protocol Version 4 August 1999

o The nei ghbor switch on the port has a higher |evel of
functionality and it has determned that the local switch is
i nconpatible with that functionality. In this circunstance,
the MAC entry for the local switch in the Interswitch Keepalive
nmessage recei ved fromthe nei ghbor contains an assi gned status
of I nconpati bl e.

o The list of MAC entries in the Interswitch Keepalive nessage
received fromthe nei ghbor switch does not contain an entry for

the local switch. 1In this circunstance, the local swtch
assunes that conmunication with its neighbor will be one-way
only.

The Ml anHel | o protocol continues to listen for Interswitch
Keepal i ve nessages on a Standby port, but does not transmit any
Interswitch Keepalive nmessages over the port. |If a nessage is
recei ved that renmpves the condition under which the port state was
set to Standby, the state of the port is set to Network.

0 Going to Access. Wen any packet other than an Interswtch
Keepal i ve nessage is received over an Unknown port, the state of
the port is changed to Going to Access and a tiner is activated.
If the timer expires without an Interswitch Keepalive nessage
bei ng received over the port, the port state changes to Access.

o Access. A port is deened an Access port when any packet ot her
than an Interswitch Keepalive nmessage has been received over the
port and the Going to Access tiner has expired. A port can also
be adm nistratively designated an Access "control" port, neaning
the port is to remmin an Access port, regardl ess of the type of
nessages that are received on it. Interswitch Keepalive nessages
are not sent over Access control ports.

Three other types of ports are recognized: the host nanagement port,
host data port, and host control port. These ports are designated at
initialization and are used to access the host CPU. Interswitch
Keepal i ve nessages are not sent over these ports.
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Figure 1. Port State Machine

2.3 Topol ogy Events

VWhen the MV anHel | o protoco

di scovers new i nformati on about the

status of one of

its network ports,

it notifies its |loca

t opol ogy

service center

so that the service center

can build or

topol ogy tables for the switch fabric.

formof a system event,

nodi fy the
This notification takes the
described in a structure known as a topol ogy

relay structure. These structures are linked in a first-in/first-out
(FI'FO queue and processed by the topol ogy servers in the order in
whi ch they were received.
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A topology relay structure typically contains information from
Interswitch Keepalive nmessages received on the specified port, as
shown bel ow.

0 1 2 3
01234567890123456789012345678901
T S A S S I T S I S

00 | Event

T Lk R e T e i ik i Sl TR R o
04 | Delta options mask

B s i S i I i S S S i i
08 | Current options mask

i s o i i S e T S i i s
12 | Port nunber

T Lk R e T e i ik i Sl TR R o
16 | |

+ Port nei ghbor switch identifier +

+ R i S S e R e o h

| | Port neighbor |IP address

Lk R e T e i ik i Sl NN S e
28 | Port nei ghbor | P address | |

oo d- oo oo - - d- - 4o 4-+-+-+-+ Nei ghbor chassis MAC addr +
32 | |

e s S i e S e e  t ik ok S R SR S S
36 | Nei ghbor chassis | P address

T L R e T S S i i i ol SR R
40 | Nei ghbor functional |evel

B s i S i I i S S S i i
44 | Topol ogy agent

e s S i e S e L e i st b NI N R SR S S
48 | Next event |

T Lk R e T e i ik i Sl TR R o

Event

This 4-octet field contains the nunber of the event.
Valid values are as foll ows:

1 A new nei ghbor switch was discovered on the
specified port.

2 The nei ghbor switch has gained the feature(s)
specified in the Delta options mask.

3 The nei ghbor switch has |ost the feature(s)
specified in the Delta options mask.

4 The nei ghbor switch has timed out and is presumed
down.

5 The specified port is down.

Ham I ton & Ruffen I nf or mati onal [ Page 6]



RFC 2641

10
11

12

13

Cabletron’s VlanHell o Protocol Version 4 August 1999

The nei ghbor switch has been previously seen on a
different port. The specified port is the

previ ous port.

The specified port is being reassigned to anot her
topol ogy agent. Event is generated by the current
(ol d) agent.

The port is looped -- that is, the Keepalive
nessage was generated by the receiving swtch.

The port is crossed -- that is, a Keepalive nessage
was received on a port not owned by this topol ogy
agent.

The nei ghbor switch’s functional |evel has changed.
The nei ghbor switch is running an inconpatible
version of the protocol

Two-way conmuni cation with the neighbor switch has
been | ost.

The nei ghbor switch’s Keepalive nessage sequence
nunber has been reset, indicating the switch

itself has been reset.

Del ta options mask

This 4-octet field contains a bit map specifying the feature(s)

gai ned or
Valid va
mask.

Current opti

| ost by the neighbor switch (events 2 and 3 only).
ues are as specified for the next field, Current options

ons mask

This 4-octet field contains a bit map specifying the features of
the neighbor switch. Bit assignnents are as foll ows:

Ham | ton & Ruff

(unused)

The switch is a VLAN switch.

The switch has |link state capability.

The switch has | oop-free flood path capability.

The switch has resol ve capability.

(unused)

The switch has tag-based flood capability.

The switch has tap capability.

The switch has message connection capability.

The switch has redundant access capability.

The switch is an isolated switch.

The switch is an uplink. (SFVLAN V1.8 only)

The switch is an uplink to core. (SFVLAN V1.8 only)
The port is an uplink port. (SFVLAN V1.8 only)

The port is an uplink flood port. (SFVLAN V1.8 only)
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Port nunber

This 4-octet field contains the |ogical number of the |ocal port
for which the event was generat ed.

Port nei ghbor switch identifier
This 10-octet field contains the internal identifier of the
nei ghbor swi tch di scovered on the port. The identifier consists
of the 6-octet physical (MAC) address of the neighbor swtch,
foll owed by the 4-octet |ogical port nunber (local to the nei ghbor
swi tch) on which the nei ghbor was di scover ed.

Port nei ghbor | P address

This 4-octet field contains the Internet Protocol (I1P) address of
the nei ghbor switch.

Nei ghbor chassi s MAC address

This 6-octet field contains the physical (MAC) address of the
chassi s of the nei ghbor switch.

Nei ghbor chassis | P address

This 4-octet field contains the Internet Protocol (IP) address of
the chassis of the neighbor switch.

Nei ghbor functional |evel

This 4-octet field contains the functional |evel of the nei ghbor
switch, as determ ned by the version | evel of the SecureFast VLAN
sof tware under which this switch is operating. Valid values are
as follows:

1 The switch is running a version of SFVLAN prior to Version 1.8.
2 The switch is running SFVLAN Version 1.8 or greater.

Topol ogy agent
This 4-octet field contains a pointer to the topol ogy agent that
generated the event. The pointer here can reference any of the

topol ogy agents that send Interswitch Keepalive nmessages -- that
is, any agent running the VlanHell o protocol.
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Next event

This 4-octet field contains a pointer to the next event relay
structure in the list.

2.4 Tiners
The VlanHel |l o protocol uses three tinmners.

o Send Hello timer. The Send Hello timer is used to control the
interval at which Interswitch Keepalive messages are sent.

o Aging timer. The Aging Tinmer is used to detect when comunication
with a neighboring switch has been | ost.

0 Going to Access timer. The Going to Access tiner is used to
synchroni ze the transition of a port state to Access and prevent a
port from being prematurely designation as an Access port during

network initialization. |f an Unknown port receives any packet
other than an Interswitch Keepalive nessage, the port state is set
to Going To Access. |If the switch receives an Intersw tch

Keepal i ve nessage over that port before the timer expires, the
port state is changed to Network. Qherw se, when the timer
expires, the port state is changed to Access.

3. InterSwitch Message Protoco

The VlanHel |l o protocol operates as part of the InterSwitch Message
Protocol (ISMP) -- part of Cabletron’s SecureFast VLAN ( SFVLAN)
product, as described in [IDsfvlan]. |SMP provides a consistent
net hod of encapsul ating and transmitting network control nessages
exchanged between SFVLAN switches.

| SMP message packets are of variable | ength and have the foll ow ng
general structure:

o Frame header

o | SMP packet header
o | SMP nmessage body
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3.1 Frane Header

| SMP packets are encapsul ated within an | EEE 802-conpliant frane
usi ng a standard header as shown bel ow

0 1 2 3
01234567890123456789012345678901
e R i i e i i S S R e i i e il ott (RIS R
00 | |
+ Desti nati on addr ess B i i I R e e S i ol i T S R R
04 |
R i i R S e S e el i it RIS S R Sour ce address
08 |
i i i i i it I NI S R S R S I R R R R e S e e e
12 | Type
R T o T s i sl ol S R S R R
16 |
+

T T+ +

Desti nati on address
This 6-octet field contains the Media Access Control (MAC) address
of the nulticast channel over which all switches in the fabric
recei ve | SMP packets. The destination address fields of all |SM
packets contain a value of 01-00-1D 00-00-00.

Sour ce address

This 6-octet field contains the physical (MAC) address of the
switch originating the | SMP packet.

Type

This 2-octet field identifies the type of data carried within the
frane. The type field of | SMP packets contains the val ue 0x81FD.
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3.2 | SMP Packet Header

The | SMP packet header consists of a variable nunber of octets, as
shown bel ow.

0 1 2 3
01234567890123456789012345678901
e SER S I S U S S S S R S S SR S ok T
OO0 | /11T bbb bbb
A1 Frame header [/ TTTTEEEEEETETEEETEEELEEEEEETTT
111111 (14 octets) [/ ] 4= 4= 4+ 4= 4= 4= - o o e b e e e - -

2 (/11000000 rnr bbb irrrirng | SMP Ver si on

s S S o T i i S S i (i
16 | | SMP nessage type | Sequence numnber

s i i i o i i I R S R e R R o o i S
20 Code | ength

- - 4-

Aut henti cati on code

R S

|
S S +
|

A S S S e it e SEp S S S S S S S S

Franme header
This 14-octet field contains the frame header

| SMP Ver sion
This 2-octet field contains the version nunber of the InterSw tch
Message Protocol to which this | SMP packet adheres. The VlianHello
prot ocol uses | SMP Version 3.0.

| SMP nmessage type
This 2-octet field contains a value indicating which type of |SMW
nmessage i s contained within the nessage body. M anHell o
Interswitch Keepalive nmessages have a message type of 2.

Sequence nunber
This 2-octet field contains an internally generated sequence

nunber used by the various protocol handlers for interna
synchroni zati on of nessages.
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Code | ength

This 1-octet field contains the nunber of octets in the
Aut hentication code field of the message.

Aut henti cati on code

This variable-length field contains an encoded val ue used for
aut henti cation of the | SMP nessage.

3.3 I SMP Message Body
The | SMP nessage body is a variable-length field containing the
actual data of the | SMP message. The length and content of this
field are determ ned by the value found in the nessage type field.

The format of the VianHello Interswitch Keepalive nessage is
described in the next section
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4. Interswitch Keepalive Message

The VlianHell o Interswitch Keepalive nmessage consists of a variable
nunber of octets, as shown bel ow.

0 1 2 3
01234567890123456789012345678901
R e L i e e i i SR S e e C s
00 | |
+ Frame header / +
: | SMP packet header :
| |

T S I S S T R S S SR S

n | Ver si on | Switch I P address ... |
I I T S i i it S S S it S
n+4 | ... Switch I P address | |
B i S S S it s ol T S S +
n+8 | |
+ Switch ID +
I I s s I i i it S S S S i S S
n+16 | |
+ Chassi s MAC address B ik T SR CEE I SR S e S S e el s R
| | Chassis | P address ... |
i L S i I S i I S S i

n+24 | Chassi s | P address | Switch type
I I T S T i i it S S S it S
n+28 | Functi onal | evel |
B s i S i I i S S S i i
n+32 | Opti ons |
i L S i I S it N DR S o
n+36 | Base MAC count | |
N it i SR S S +
n+40 | |

Base MAC entries :
| |

T S I S S T R S S SR S

n =21 + length of the authentication code of the packet
Frame header/| SMP packet header

This variable-length field contains the frame header and the | SMP
packet header.
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Ver si on

This 2-octet field contains the version nunber of the VianHello
protocol to which this nessage adheres. This document describes
VI anHel | o Version 4.

Switch | P address

This 4-octet field contains the Internet Protocol (IP) address of
the sending switch.

Switch ID

This 10-octet field contains the internal |ISMP identifier of the
sending switch. The identifier is generated by the sending switch
and consists of the 6-octet physical (MAC) address of the switch,
foll owed by a 4-octet value containing the |ogical port nunber
over which the switch sent the packet.

Chassi s MAC

This 6-octet field contains the physical (MAC) address of the
chassis of the sending swtch.

Chassi s | P address

This 4-octet field contains the Internet Protocol (I1P) address of
the switch chassis.

Switch type

This 2-octet field contains the type of the switch. Currently, the
only val ue recogni zed here is as foll ows:

2 The switch is an SFVLAN switch.
Functional |eve
This 4-octet field contains the functional |evel of the sending
switch, as determ ned by the version | evel of the SecureFast VLAN
sof tware under which this switch is operating. Valid values are
as follows:
1 The switch is running a version of SFVLAN prior to Version

1.8.
2 The switch is running SFVLAN Version 1.8 or greater.
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Opt i ons

This 4-octet field contains a bit map specifying the features of
the switch. Bit assignments are as foll ows:

1 (unused)

2 The switch is a VLAN switch.

4 The switch has link state capability.

8 The switch has | oop-free flood path capability.
16 The switch has resol ve capability.

32 (unused)

64 The switch has tag-based flood capability.
128 The switch has tap capability.

256 The switch has message connection capability.
512 The switch has redundant access capability.
1024 The switch is an isolated swtch.

4096 The switch is an uplink. (SFVLAN V1.8 only)

8192 The switch is an uplink to core. (SFVLAN V1.8 only)
16384 The port is an uplink port. (SFVLAN V1.8 only)

32768 The port is an uplink flood port. (SFVLAN V1.8 only)

Base MAC count

This 2-octet field contains the nunber of entries in the list of
Base MAC entri es.

Base MAC entries

This variable-length field contains a list of entries for all

nei ghboring switches that the sending switch has previously

di scovered on the port over which the nessage was sent. The nunber
of entries is found in the Base MAC count field.

Each MAC entry is 10 octets long, structured as follows:

0 1 2 3
01234567890123456789012345678901
i T i e i e s SIS i R
|+ Swi tch MAC address i I I R R e S S i ol i T S +-|+
| | Assigned neighbor state ... |
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Assi gned nei ghbor state |
R R e T e e
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Switch MAC addr ess

This 6-octet field contains the base MAC address of the

nei ghbori ng switch.

Assi gned nei ghbor state

August 1999

This 4-octet field contains the assigned state of the neighboring

switch as perceived by the sending switch. Currently,
value valid here is 3, indicating a state of Network

5. Security Considerations
Security concerns are not addressed in this docunent.
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