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Ext ensi on Mechani sns for DNS ( EDNSO)
Status of this Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (1999). Al Rights Reserved.
Abst ract

The Domain Name Systemis wire protocol includes a nunber of fixed
fi el ds whose range has been or soon will be exhausted and does not
allow clients to advertise their capabilities to servers. This
document descri bes backward conpati bl e nechanisns for allow ng the
protocol to grow.

1 - Rationale and Scope

1.1. DNS (see [RFCL035]) specifies a Message Format and within such
nmessages there are standard formats for encodi ng options, errors,
and name conpression. The maxi mum al |l owabl e size of a DNS Message
is fixed. Many of DNS' s protocol limts are too small for uses
which are or which are desired to becone common. There is no way
for inplementations to advertise their capabilities.

1.2. Existing clients will not know how to interpret the protoco
extensions detailed here. |In practice, these clients will be
upgr aded when they have need of a new feature, and only new
features will make use of the extensions. W nust however take
account of client behaviour in the face of extra fields, and design
a fallback schene for interoperability with these clients.
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2 - Affected Protocol Elenents

2.1. The DNS Message Header’'s (see [RFCL035 4.1.1]) second full 16-bit
word is divided into a 4-bit OPCODE, a 4-bit RCODE, and a nunber of
1-bit flags. The original reserved Z bits have been allocated to
various purposes, and nost of the RCODE val ues are now in use.

More flags and nore possi bl e RCODEs are needed.

2.2. The first two bits of a wire format domain | abel are used to denote
the type of the label. [RFC1035 4.1.4] allocates two of the four
possi bl e types and reserves the other two. Proposals for use of
the remaining types far outnunber those available. Mre |abe
types are needed.

2.3. DNS Messages are linmited to 512 octets in size when sent over UDP
Vi | e the m ni mum maxi mum reassenbly buffer size still allows a
[imt of 512 octets of UDP payl oad, nost of the hosts now connected
to the Internet are able to reassenble | arger datagrans. Sone
nechani sm nust be created to all ow requestors to advertise |arger
buf fer sizes to responders.

3 - Extended Label Types

3.1. The "0 1" label type will now indicate an extended | abel type,
whose value is encoded in the |lower six bits of the first octet of
a label. Al subsequently devel oped | abel types shoul d be encoded

usi ng an extended | abel type.

3.2. The "1 11 1 1 1" extended |abel type will be reserved for future
expansi on of the extended | abel type code space.

4 - OPT pseudo-RR

4.1. One OPT pseudo-RR can be added to the additional data section of
either a request or a response. An OPT is called a pseudo-RR
because it pertains to a particular transport |evel nessage and not
to any actual DNS data. OPT RRs shall never be cached, forwarded,
or stored in or |oaded frommaster files. The quantity of OPT
pseudo- RRs per nessage shall be either zero or one, but not
greater.

4.2. An OPT RR has a fixed part and a vari able set of options expressed
as {attribute, value} pairs. The fixed part holds sone DNS neta
data and also a snmall collection of new protocol elenents which we
expect to be so popular that it would be a waste of wire space to
encode them as {attribute, value} pairs.
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The fixed part of an OPT RRis structured as foll ows:

Fi el d Nane Field Type Descri ption

NANE domai n nane enpty (root domain)

TYPE u_int16_t oPT

CLASS u_intlé t sender’s UDP payl oad size
TTL u_int32_t ext ended RCODE and fl ags
RDLEN u_intl6e_t descri bes RDATA

RDATA octet stream {attribute,value} pairs

The variable part of an OPT RRis encoded in its RDATA and is
structured as zero or nore of the follow ng:

+0 ( MSB) +1 (LSB)
S S St A S S SIS S
| OPTI ON- CODE |
N S S S
| OPTI ON- LENGTH |
e S
} OPTI ON- DATA }
/ /

T e e T e LI g

OPTI ON- CODE (Assigned by | ANA.)

OPTI ON- LENGTH Size (in octets) of OPTI ON- DATA

OPTI ON- DATA Varies per OPTI ON- CODE.

4.5.

4.5.1.

Vi xi e

The sender’s UDP payl oad size (which OPT stores in the RR CLASS
field) is the nunber of octets of the |argest UDP payl oad that can
be reassenbl ed and delivered in the sender’s network stack. Note
that path MU, with or without fragmentation, may be smaller than
this.

Note that a 512-octet UDP payload requires a 576-octet |IP
reassenbly buffer. Choosing 1280 on an Ethernet connected
requestor woul d be reasonable. The consequence of choosing too
| arge a value may be an | CVWP nessage from an internedi ate

gat eway, or even a silent drop of the response nessage.

Bot h requestors and responders are advised to take account of the

path's discovered MIU (if already known) when consi deri ng nessage
si zes.
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4.5. 3.

4.5. 4.

4.5.5.

The requestor’s maxi mum payl oad si ze can change over tine, and
shoul d therefore not be cached for use beyond the transaction in
which it is advertised.

The responder’s maxi mum payl oad si ze can change over tinme, but
can be reasonably expected to remai n constant between two
sequential transactions; for exanple, a neaningless QUERY to

di scover a responder’s naxi mum UDP payl oad si ze, foll owed

i medi ately by an UPDATE whi ch takes advantage of this size.
(This is considered preferrable to the outright use of TCP for
oversi zed requests, if there is any reason to suspect that the
responder inplenents EDNS, and if a request will not fit in the
default 512 payload size limt.)

Due to transaction overhead, it is unwise to advertise an
architectural limt as a maxi mum UDP payl oad size. Just because
your stack can reassenbl e 64KB dat agrans, don’t assune that you
want to spend nore than about 4KB of state menory per ongoing
transacti on.

4.6. The extended RCODE and flags (which OPT stores in the RR TTL fi el d)

are structured as foll ows:

+0 (MBB) +1 (LSB)

S T g S SRS
| EXTENDED- RCODE | VERSI ON |
S
| z |

T e S

EXTENDED- RCODE Forns upper 8 bits of extended 12-bit RCODE. Note

t hat EXTENDED- RCODE val ue "0" indicates that an
unext ended RCODE is in use (values "0" through "15").

VERSI ON I ndicates the inplenentation | evel of whoever sets

Vi xi e

it. Full conformance with this specification is

i ndi cated by version "0." Requestors are encouraged
to set this to the |l owest inplenmented | evel capable
of expressing a transaction, to mnimze the
responder and network | oad of discovering the
greatest comon inplementation | evel between
requestor and responder. A requestor’s version
nunbering strategy should ideally be a run tine
configuration option.

I f a responder does not inplenent the VERSION | eve

of the request, then it answers w th RCODE=BADVERS
Al responses will be linmted in format to the
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VERSI ON | evel of the request, but the VERSION of each
response will be the highest inplenmentation |evel of
the responder. In this way a requestor will learn
the inplementation | evel of a responder as a side

ef fect of every response, including error responses,

i ncl udi ng RCODE=BADVERS

4 Set to zero by senders and ignored by receivers,
unl ess nodified in a subsequent specification

(6]
]

Transport Consi derations

5.1. The presence of an OPT pseudo-RR in a request should be taken as an
i ndication that the requestor fully inplenents the given version of
EDNS, and can correctly understand any response that conforms to
that feature' s specification.

5.2. Lack of use of these features in a request nust be taken as an
i ndi cation that the requestor does not inplenent any part of this
specification and that the responder may nmake no use of any
protocol extension described here in its response.

5.3. Responders who do not understand these protocol extensions are
expected to send a response with RCODE NOTI MPL, FORMERR, or
SERVFAI L. Therefore use of extensions should be "probed" such that
a responder who isn’'t known to support thembe allowed a retry with
no extensions if it responds with such an RCODE. |If a responder’s
capability level is cached by a requestor, a new probe should be
sent periodically to test for changes to responder capability.

6 - Security Considerations
Request or - si de specification of the nmaxi num buffer size nay open a
new DNS deni al of service attack if responders can be made to send
nmessages which are too large for internedi ate gateways to forward
thus leading to potential |CVMP storns between gateways and
responders.

7 - 1 ANA Consi derations

The | ANA has assigned RR type code 41 for OPT.

It is the recommendation of this docunent and its working group
that 1 ANA create a registry for EDNS Extended Label Types, for EDNS
Option Codes, and for EDNS Version Numbers.

Thi s docunent assigns | abel type 0bOlxxxxxx as "EDNS Extended Labe
Type." W request that | ANA record this assignment.
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Thi s docunent assigns extended | abel type Obxx111111 as "Reserved
for future extended |abel types." W request that | ANA record this
assi gnment .

Thi s docunent assigns option code 65535 to "Reserved for future
expansi on. "

Thi s docunment expands the RCODE space from4 bits to 12 bits. This
will allow I ANA to assign nmore than the 16 distinct RCODE val ues
all owed in [ RFC1035] .

Thi s docunent assigns EDNS Extended RCODE "16" to "BADVERS"

| ESG approval should be required to create new entries in the EDNS
Ext ended Label Type or EDNS Version Nunber registries, while any
publ i shed RFC (including Informational, Experimental, or BCP)
shoul d be grounds for allocation of an EDNS Opti on Code.
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11 - Full Copyright Statenent
Copyright (C The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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