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Status of this Meno
Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for
i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.
Copyri ght Notice
Copyright (C The Internet Society (2000). Al Rights Reserved.
Abst r act
This menpo presents a set of extensions for supporting generic policy
based adm ssion control in RSVP. It should be perceived as an

extension to the RSVP functional specifications [RSVP]

These extensions include the standard format of POLI CY_DATA objects,
and a description of RSVP s handling of policy events.

Thi s docunent does not advocate particular policy control nechanisns;

however, a Router/Server Policy Protocol description for these
ext ensi ons can be found in [ RAP, COPS, COPS-RSVP].
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1 Introduction

RSVP, by definition, discrimnates between users, by providing sone
users with better service at the expense of others. Therefore, it is
reasonabl e to expect that RSVP be acconpani ed by nechani sns for
controlling and enforcing access and usage policies. Version 1 of the
RSVP Functional Specifications [RSVP] |left a placehol der for policy
support in the formof POLI CY_DATA object.

The current RSVP Functional Specification describes the interface to
adnmi ssion (traffic) control that is based "only" on resource
availability. In this document we describe a set of extensions to
RSVP for supporting policy based adm ssion control as well. The scope
of this document is limted to these extensions and does not advocate
specific architectures for policy based controls.

For the purpose of this docunent we do not differentiate between
Pol i cy Decision Point (PDP) and Local Decision Point (LDPs) as
described in [RAP]. The term PDP should be assumed to include LDP as
wel | .
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2 A Sinple Scenario

It is generally assunmed that policy enforcement (at least inits
initial stages) is likely to concentrate on border nodes between
aut ononobus syst ens.

Figure 1 illustrates a sinple autononobus domain with two boundary
nodes (A, C) which represent PEPs controlled by PDPs. A core node (B)
represents an RSVP capabl e policy ignorant node (PIN) with
capabilities limted to default policy handling (Section 4.2).

PDP1 PDP2
| |
| |
+---+ +---+ +- - -+
| A+--------- + B +--------- + C |
+---+ +---+ +---+
PEP2 PI'N PEP2

Fi gure 1: Autononous Donmi n scenario

Here, policy objects transmtted across the domain traverse an
internediate PIN node (B) that is allowed to process RSVP nessage but
consi dered non-trusted for handling policy information.

Thi s docunent describes processing rules for both PEP as well as PIN
nodes.

3 Policy Data Objects

PCOLI CY_DATA objects are carried by RSVP nessages and contain policy
information. All policy-capable nodes (at any location in the
networ k) can generate, nodify, or renove policy objects, even when
senders or receivers do not provide, and may not even be aware of
policy data objects.

The exchange of POLI CY_DATA obj ects between policy-capabl e nodes

al ong the data path, supports the generation of consistent end-to-end
policies. Furthernmore, such policies can be successfully depl oyed
across nultiple adm nistrative domai ns when border nodes mani pul ate
and transl ate POLI CY_DATA objects according to established sets of

bi | ateral agreenents.

The foll owi ng extends section A 13 in [ RSVP].
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3.1 Base Format
PCOLI CY_DATA cl ass=14

o] Type 1 PCLI CY_DATA object: C ass=14, C Type=1

S S S S S
| Length | POLI CY_DATA
e . Fommma -
| Data Ofset | O (reserved)
T S Fomm -

Data OFfset: 16 bits

January 2000

The offset in bytes of the data portion (fromthe first

byte of the object header).
Reserved: 16 bits
Al ways O.

Option List: Variable length

The list of options and their usage is defined in Section

3. 2.

Policy Elenent List: Variable length

The contents of policy elenments is opaque to RSVP. See nore

details in Section 3.3.

3.2 Options

This section describes a set of options that may appear

in

PCLI CY_DATA objects. Al policy options appear as RSVP objects but
their semantic is nodified when used as policy data options.
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FI LTER SPEC obj ect (list) or SCOPE object

These objects describe the set of senders associated with the

PCLI CY_DATA object. If none is provided, the policy information is
assuned to be associated with all the flows of the session. These two
types of objects are nutually exclusive, and cannot be m xed.

In Packed FF Resv messages, this FILTER SPEC option provides
associ ati on between a reserved flow and its POLI CY_DATA obj ects.

In WF or SE styles, this option preserves the origina

fl ow POLI CY_DATA associ ation as fornmed by PDPs, even across RSVP
capabl e PINs. Such preservation is required since PIN nodes may
change the list of reserved flows on a per-hop basis, irrespective of
| egi ti mat e Edge-t o- Edge PDP policy considerations.

Last, the SCOPE object should be used to prevent "policy loops" in a
manner simlar to the one described in [ RSVP], Section 3.4. Wen PIN
nodes are part of a W reservation path, the RSVP SCOPE object is
unabl e to prevent policy |oops and the separate policy SCOPE object
is required.

Not e: using the SCOPE option may have significant inmpact on scaling
and size of POLI CY_DATA objects.

Originati ng RSVP_HOP

The RSVP_HOP object identifies the nei ghbor/peer policy-capable node
that constructed the policy object. When policy is enforced at border
nodes, peer policy nodes may be several RSVP hops away from each
other and the originating RSVP_ HOP is the basis for the nmechani sm
that allows themto recogni ze each other and comuni cate safely and
directly.

If no RSVP_HOP object is present, the policy data is inmplicitly
assuned to have been constructed by the RSVP_HOP indicated in the
RSVP nessage itself (i.e., the neighboring RSVP node is policy-
capabl e) .

Desti nati on RSVP_HOP

A second RSVP_HOP object may follow the originating RSVP_HOP obj ect.
This second RSVP_HOP identifies the destination policy node. This is
used to ensure the POLI CY_DATA object is delivered to targeted policy
nodes. It may be used to enul ate unicast delivery in multicast Path
nmessages. It may al so hel p prevent using a policy object in other
parts of the network (replay attack).
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On the receiving side, a policy node should ignore any POLI CY_DATA
that includes a destination RSVP_HOP that doesn’t nmatch its own IP
address.

I NTEGRI TY nj ect

Figure 1 (Section 2) provides an exanpl e where PCOLI CY_DATA obj ects
are transmtted between boundary nodes while traversing non-secure
PIN nodes. In this scenario, the RSVP integrity mechani sm becones
ineffective since it places policy trust with intermedi ate PI N nodes
(which are trusted to perform RSVP signaling but not to perform
pol i cy decisions or manipul ations).

The | NTEGRI TY obj ect option inside POLI CY_DATA object creates direct
secure comuni cati ons between non-nei ghboring PEPs (and their
controlling PDPs) w thout involving PIN nodes.

This option can be used at the discretion of PDPs, and is conmputed in
a nmanner described in Appendix B

Policy Refresh TI ME_VALUES (PRT)

The Policy Refresh TI ME_VALUES (PRT) option is used to slow policy
refresh frequency for policies that have | ooser timng constraints
relative to RSVP. If the PRT option is present, policy refreshes can
be withheld as long as at | east one refresh is sent before the policy
refresh timer expires. A mnimal value for PRT is R |ower values are
assuned to be R (neither error nor warning should be triggered).

To sinplify RSVP processing, tinme values are not based directly on
the PRT value, but on a Policy Refresh Multiplier N computed as
N=Fl oor (PRT/R). Refresh and cleanup rules are derived from [ RSVP]
Section 3.7 assunming the refresh period for PRT POLICY DATA is R
conputed as R=NR I n effect, both the refresh and the state

cl eanup are sl owed by a factor of N)

The refresh multiplier applies to no-change periodic refreshes only
(rather than updates). For exanple, a policy being refreshed at tine
T, T+N, T+2N,... may encounter a route change detected at T+X. In
this case, the event would force an i nmedi ate policy update and woul d
reset srfresh times to T+X+N, T+X+2N, ..

When network nodes restart, RSVP nessages between PRT policy
refreshes may be rejected since they arrive w thout necessary

POLI CY_DATA objects. This error situation would clear with the next
periodic policy refresh or with a policy update triggered by ResvErr
or Pat hErr messages.
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This option is especially useful to conbine strong (high overhead)
and weak (| ow overhead) authentication certificates as policy data.
In such schenmes the weak certificate can support adnmitting a
reservation only for alimted tinme, after which the strong
certificate is required.

Thi s approach may reduce the overhead of POLI CY_DATA processing.
Strong certificates could be transmitted | ess frequently, while weak
certificates are included in every RSVP refresh.

3.3 Policy Elenents

The content of policy elenents is opaque to RSVP; their interna
format is understood by policy peers e.g. an RSVP Local Decision
Point (LDP) or a Policy Decision Point (PDP) [RAP]. A registry of
policy el enent codepoints and their neaning is maintai ned by [|ANA-
CONSI DERATI ONS] (al so see Section 5).

Pol i cy El enents have the follow ng format:

S S S S +
| Length | P- Type |
T T +
| |
/1 Policy information (Opaque to RSVP) /1
| |
Fo ot ot o e e ee e +

3.4 Purging Policy State

Policy state expires in the granularity of Policy Elenents
(POLI CY_DATA objects are nere containers and do not expire as such).

Policy elenents expire in the exact nmanner and tine as the RSVP state
received in the sane nessage (see [RSVP] Section 3.7). PRT
controlled state expires N tinmes slower (see Section 3.2).

Only one policy elenent of a certain P-Type can be active at any
given time. Therefore, policy elenents are instantaneously replaced
when anot her policy element of the sane P-Type is received fromthe
same PDP (previous or next policy RSVP_HOP). An enpty policy el enent
of a certain P-Type is used to delete (rather than a replace) al
policy state of the same P-Type.
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4 Processing Rul es

These sections describe the mininmal required policy processing rules
for RSVP.

4.1 Basic Signaling

This menmo mandat es enforcing policy control for Path, Resv, PathErr
and ResvErr messages only. PathTear and ResvTear are assumed not to
require policy control based on two nain presunptions. First, that
Integrity verification [MD5] guarantee that the Tear is received from
the same node that sent the installed reservation, and second, that

it is functionally equivalent to that node hol di ng-off refreshes for
this reservation.

4.2 Default Handling for PIN nodes

Figure 1 illustrates an exanple of where policy data objects traverse
PIN nodes in transit fromone PEP to another.

A PIN node is required at a mininumto forward the received
PCOLI CY_DATA objects in the appropriate outgoing nmessages according to
the follow ng rules:

o] PCLI CY_DATA objects are to be forwarded as is, wthout any
nodi fi cations.

o] Mul ticast nerging (splitting) nodes:
In the upstreamdirection

When nmul tiple PCOLI CY_DATA objects arrive fromdownstream the
RSVP node shoul d concatenate all of them(as a list of the
ori ginal POLI CY_DATA objects) and forward themw th the

out goi ng (upstrean) nessage.

On the downstream direction:

When a single incom ng POLI CY_DATA object arrives from
upstream it should be forwarded (copied) to all downstream
branches of the nulticast tree.

The sane rul es apply to unrecogni zed policies (sub-objects) within
the POLI CY_DATA obj ect. However, since this can only occur in a
policy-capable node, it is the responsibility of the PDP and not
RSVP.
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4.3 Error Signaling

Policy errors are reported by either ResvErr or PathErr nmessages with
a policy failure error code in the ERROR SPEC object. Policy error
nmessage nust include a POLI CY_DATA object; the object contains
details of the error type and reason in a P-Type specific format (See
Section 3.3).

If a multicast reservation fails due to policy reasons, RSVP shoul d
not attenpt to di scover which reservation caused the failure (as it
woul d do for Blockade State). Instead, it should attenpt to deliver
the policy ResvErr to ALL downstream hops, and have the PDP (or LDP)
deci de where nessages shoul d be sent. This nechanismallows the PDP
tolimt the error distribution by deciding which "culprit" next-hops
shoul d be informed. It also allows the PDP to prevent further

di stribution of ResvErr or PathErr messages by performng | oca

repair (e.g. substituting the failed POLI CY_DATA object with a

di fferent one).

Error codes are described in Appendi x Appendi x A
5 | ANA Considerations
RSVP Pol i cy El enents (P-Types)

Fol l owi ng the policies outlined in [|ANA- CONSI DERATI ONS], number s
0-49151 are allocated as standard policy elenments by | ETF Consensus
action, nunbers in the range 49152-53247 are all ocated as vendor
specific (one per vendor) by First Conme First Serve, and nunbers
53248- 65535 are reserved for private use and are not assigned by

| ANA.

6 Security Considerations

This menmo describes the use of POLI CY_DATA objects to carry policy-
rel ated i nfornmati on between RSVP nodes. Two security nechani sns can
be optionally used to ensure the integrity of the carried

i nformati on. The first nechanismrelies on RSVP integrity [MD5] to
provide a chain of trust when all RSVP nodes are policy capable. The
second mechanismrelies on the | NTEGRITY object within the

PCLI CY_DATA object to guarantee integrity between non-nei ghboring
RSVP PEPs (see Sections 2 and 3.2).
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Appendi x A Policy Error Codes

Thi s Appendi x extends the list of error codes described in Appendix B
of [ RSVP].

Note that Policy Elenment specific errors are reported as described in
Section 4.3 and cannot be reported through RSVP (using this

nmechani sn). However, this nechani smprovides a sinple, |ess secure
mechani sm for reporting generic policy errors. Mdst likely the two
woul d be used in concert such that a generic error code is provided
by RSVP, while Policy Element specific errors are encapsulated in a
return POLI CY_DATA object (as in Section 4.3).

ERROR _SPEC class = 6
Error Code = 02: Policy Control failure

Error Value: 16 bit

0 = ERR_INFO : Information reporting

1 = ERR_WARN : Varning

2 = ERR_UNKNOMWN : Reason unknown

3 = ERR REJECT : Generic Policy Rejection

4 = ERR EXCEED : Quota or Accounting violation

5 = ERR_PREEMPT : Fl ow was preenpt ed

6 = ERR EXPIRED : Previously installed policy expired (not
ref reshed)

7 = ERR_REPLACED: Previous policy data was replaced & caused
rejection

8 = ERR MERGE : Policies could not be nerged (nulticast)
9 = ERR _PDP . PDP down or non functioning

10= ERR SERVER : Third Party Server (e.g., Kerberos) unavail abl e
11= ERR_PD_SYNTX: PCLI CY_DATA obj ect has bad syntax

12= ERR PD | NTGR POLI CY_DATA object failed Integrity Check

13= ERR_PE_BAD : POLI CY_ELEMENT obj ect has bad syntax

14= ERR PD M SS : Mandatory PE M ssing (Enpty PEis in the PD

obj ect)

15= ERR_NO RSC : PEP Qut of resources to handle policies.
16= ERR_RSVP : PDP encountered bad RSVP objects or syntax
17= ERR SERVICE : Service type was rejected

18= ERR_STYLE : Reservation Style was rejected

19= ERR FL_SPEC : Fl owSpec was rejected (too |arge)

Val ues between 27215 and 27216-1 can be used for site and/or vendor
error val ues.
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Appendi x B: | NTEGRITY conputati on for POLI CY_DATA objects

Conput ati on of the INTEGRITY option is based on the rules set forth
in [MD5], with the follow ng nodifications:

Section 4. 1:

Rat her than conputing digest for an RSVP nessage, a digest is
conputed for a POLI CY_DATA object in the foll owi ng manner:

(1) The INTEGRITY object is inserted in the appropriate place in
the POLI CY_DATA object, and its location in the nmessage is
remenbered for |ater use.

(2) The PDP, at its discretion, and based on destinati on PEP/ PDP
or other criteria, selects an Authentication Key and the hash
algorithmto be used.

(3) A copy of RSVP SESSI ON object is tenmporarily appended to the
end of the PD object (for the computation purposes only,
wi t hout changing the length of the PCLI CY_DATA object). The
flags field of the SESSI ON object is set to 0. This
concatenation is considered as the nessage for which a digest
is to be conputed

(4) The rest of the steps in Section 4.1 ((4)..(9)) remain
unchanged when conputed over the concatenated nessage.

Not e: When the conputation is conmplete, the SESSI ON object is ignored
and is not part of the PCLI CY_DATA object.

O her Provisions:

The processing of a received POLI CY_DATA object as well as a

chal | enge-response | NTEGRI TY obj ect inside a POLI CY_DATA object is
perfornmed in the manner described in [MD5]. This processing is
subject to the nodified conmputation algorithmas described in the
begi nning of this appendix (for Section 4.1 of [MD5]).

Her zog St andards Track [ Page 12]



RFC 2750 RSVP Ext ensions for Policy Control January 2000

Ful | Copyright Statenent
Copyright (C The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
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