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Abst r act

VWil e the X 500 standards define many useful attribute types [X520]
and object classes [X521], they do not define a person object class
that neets the requirenments found in today’s Internet and |Intranet
directory service deploynments. W define a new object class called
i net OrgPerson for use in LDAP and X. 500 directory services that
extends the X 521 standard organi zati onal Person class to nmeet these
needs.

Smth | nf or mati onal [ Page 1]



RFC 2798 The LDAP inet OrgPerson hject C ass April 2000

Tabl e of Contents

1. Background and Intended Usage............ ... ... ... 2
2. New Attribute Types Used in the inetOrgPerson Object O ass..3
2. 1. Vehicle license or registration plate.................... 3
2. 2. Departnment nunber. .. ......... . . . . . 3
2. 3. Display Name. .. ... e e e e 4
2. 4. Empl oyee Number. .. ... ... 4
2.5. Enpl oyee Type. ..o 4
2. 6. JPEG Photograph. . ... ... ... 5
2.7. Preferred Language. . . ....... . 5
2.8. User SIMME Certificate....... ... . i 5
2.9. User PKCS #12. .. . . .. e e 6
3. Definition of the inetOrgPerson Gbject Cass................ 6
4. Exanpl e of an inetOrgPerson Entry.......... ... ... ... .. ..... 7
5. Security Considerati ONS. . ... ... .. 8
6. Acknow edgment S. . . ... 8
7. Bi bl iography. ........ . . 8
8. AUt hOr’ s AdAress. . ... ... 9
9. Appendi x A - inetOrgPerson Schema Sumary.................. 10
9. 1. Attribute Types. . . ... 10
9.1.1. New attribute types that are defined in this docunent. 10
9.1.2. Attribute types fromRFC 2256......... ... ... .. ... ..... 12
9.1.3. Attribute types fromRFC 1274......... ... ... ... ....... 15
9.1.4. Attribute type fromRFC 2079.......... ... ... .. ..., 16
9. 2. YNt AXES. . ot 17
9.2.1. Syntaxes fromRFC 2252, . ... . .. .. . . ... 17
9.2.2. Syntaxes fromRFC 2256. .. ... ... . .. . .. ... 17
9. 3. Matching Rul es. . ... .. . 17
9.3.1. Matching rules fromRFC 2252, ........ .. ... .. ... 17
9.3.2. Matching rule fromRFC 2256............ ... ... 18
9.3.3. Addi tional matching rules fromX. 520.................. 18
9.3.4. Mat chi ng rul es not defined in any referenced document. 19
10. Ful | Copyright Statement............ .. .. . ... ... 20

1. Background and | ntended Usage

The i net OrgPerson object class is a general purpose object class that
hol ds attributes about people. The attributes it holds were chosen
to accomodate information requirenents found in typical Internet and
Intranet directory service deploynents. The inet O gPerson object
class is designed to be used within directory services based on the
LDAP [ RFC2251] and the X. 500 fanmly of protocols, and it should be
useful in other contexts as well. There is no requirenment for
directory services inplenmentors to use the inet O gPerson object

class; it is sinply presented as well-docunmented cl ass that

i mpl enentors can choose to use if they find it useful.
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The attribute type and object class definitions in this docunent are
witten using the BNF formof AttributeTypeDescription and

nj ect C assDescription given in [RFC2252]. In sone cases |lines have
been fol ded for readability.

Attributes that are referenced but not defined in this docunent are
i ncluded in one of the follow ng docunents:

The COSINE and Internet X 500 Schenma [ RFC1274]

Definition of an X. 500 Attribute Type and an (hject Class to Hold
Uni form Resource ldentifiers (URI's) [ RFC2079]

A Summary of the X. 500(96) User Schema for use with LDAPv3
[ RFC2256]

See Appendix A for a summary of the attribute types, associated
syntaxes, and matching rules used in this docunment.

2. New Attribute Types Used in the inetOgPerson hject C ass
2.1. Vehicle license or registration plate.

This multivalued field is used to record the values of the |icense or
registration plate associated with an individual

( 2.16.840.1.113730.3.1.1 NAME ’'carlicense
DESC 'vehicle license or registration plate’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubstri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

2.2. Department nunber

Code for departnent to which a person belongs. This can also be
strictly nuneric (e.g., 1234) or al phanuneric (e.g., ABC 123).

( 2.16.840.1.113730.3.1.2
NAME ' depart ment Nunber’
DESC 'identifies a department within an organi zation’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubstri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )
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2.3. Display Nane

When displaying an entry, especially within a one-line sunmary I|ist,
it is useful to be able to identify a name to be used. Since other
attribute types such as 'cn’ are nultivalued, an additional attribute
type is needed. Display name is defined for this purpose.

( 2.16.840.1.113730.3.1.241
NAME ’ di spl ayNane’
DESC 'preferred nane of a person to be used when displaying entries’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubstri ngshat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15
SI NGLE- VALUE )

2.4. Enpl oyee Nunber

Nunmeric or al phanuneric identifier assigned to a person, typically
based on order of hire or association with an organization. Single
val ued.

( 2.16.840.1.113730.3.1.3
NAME ' enpl oyeeNunber’
DESC 'nunerically identifies an enployee within an organization’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubstri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 15
SI NGLE- VALUE )

2.5. Enpl oyee Type

Used to identify the enpl oyer to enpl oyee rel ationship. Typica
val ues used will be "Contractor", "Enployee", "Intern", "Tenmp",
"External ", and "Unknown" but any val ue may be used.

( 2.16.840.1.113730.3.1.4
NAME ' enpl oyeeType
DESC 'type of enploynent for a person
EQUALI TY casel gnhoreMat ch
SUBSTR casel gnor eSubst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )
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2.6. JPEG Phot ogr aph

Used to store one or nore images of a person using the JPEG File
I nt erchange Format [JFIF].

( 0.9.2342.19200300. 100. 1. 60
NAME ' j pegPhot o’
DESC 'a JPEG i nage’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.28 )

Note that the jpegPhoto attribute type was defined for use in the
Internet X. 500 pilots but no referencable definition for it could be
| ocat ed.

2.7. Preferred Language

Used to indicate an individual’s preferred witten or spoken

| anguage. This is useful for international correspondence or human-
conputer interaction. Values for this attribute type MIUST conformto
the definition of the Accept-Language header field defined in

[ RFC2068] with one exception: the sequence "Accept-Language" ":"
should be omtted. This is a single valued attribute type.

( 2.16.840.1.113730.3.1.39
NAME '’ pr ef erredLanguage’
DESC 'preferred witten or spoken | anguage for a person
EQUALI TY casel gnhoreMat ch
SUBSTR casel gnor eSubst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 15
S| NGLE- VALUE )

2.8. User SSMME Certificate

A PKCS#7 [ RFC2315] SignedData, where the content that is signed is

i gnored by consumers of userSM MECertificate values. It is
recormended that val ues have a ‘content Type’ of data with an absent
‘content’ field. Values of this attribute contain a person’s entire
certificate chain and an smineCapabilities field [ RFC2633] that at a
m ni mum descri bes their SM Me al gorithm capabilities. Values for
this attribute are to be stored and requested in binary form as
"userSM MECertificate;binary’. |If available, this attribute is
preferred over the userCertificate attribute for S/M M applications.

( 2.16.840.1.113730.3.1.40
NAME ' user SM MECertificate’
DESC ' PKCS#7 Si gnedData used to support S/ M ME
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5 )
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2.9. User PKCS #12

PKCS #12 [PKCS12] provides a format for exchange of personal identity
i nformati on. Wen such information is stored in a directory service,
the user PKCS12 attribute should be used. This attribute is to be
stored and requested in binary form as 'userPKCS12; binary’. The
attribute values are PFX PDUs stored as binary data.

( 2.16.840.1.113730.3.1.216
NAME * user PKCS12
DESC ' PKCS #12 PFX PDU for exchange of personal identity information’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5 )

3. Definition of the inetO gPerson hject C ass

The i net OrgPerson represents people who are associated with an
organi zation in some way. It is a structural class and is derived
fromthe organi zati onal Person class which is defined in X 521 [X521].

( 2.16.840.1.113730.3.2.2

NAME ' i net Or gPer son

SUP or gani zat i onal Per son

STRUCTURAL

MAY (
audi o $ businessCategory $ carlLicense $ departnent Nunber $
di spl ayName $ enpl oyeeNunber $ enpl oyeeType $ gi venNanme $
honePhone $ honePostal Address $ initials $ jpegPhoto $
| abel edURI $ mail $ manager $ mobile $ o $ pager $
photo $ roonmNunber $ secretary $ uid $ userCertificate $
x500uni quel dentifier $ preferredLanguage $
user SM MECertificate $ user PKCS12

For reference, we list the follow ng additional attribute types that
are part of the inetOrgPerson object class. These attribute types
are inherited fromorgani zati onal Person (which in turn is derived
fromthe person object class):
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MUST (
cn $ objectC ass $ sn
)
MAY (
description $ destinationlndicator $ facsimleTel ephoneNunber $
i nternationali SDNNumber $ | $ ou $ physical DeliveryOificeName $
post al Address $ postal Code $ post OfficeBox $
preferredDel i veryMethod $ regi steredAddress $ seeAlso $
st $ street $ tel ephoneNunber $ teletexTerm nalldentifier $
tel exNunber $ title $ userPassword $ x121Address
)
4. Example of an inetOrgPerson Entry
The foll owi ng exanple is expressed using the LDIF notation defined in
[LDIF].
version: 1
dn: cn=Barbara Jensen, ou=Product Devel opnent, dc=si roe, dc=com
objectC ass: top
obj ect O ass: person
obj ect Cl ass: organi zati onal Per son
obj ect d ass: i net OrgPerson
cn: Barbara Jensen
cn: Babs Jensen
di spl ayNane: Babs Jensen
sn: Jensen
gi venNane: Barbara
initials: BJJ
title: manager, product devel opnent
ui d: bjensen
mail : bj ensen@iroe. com
t el ephoneNunber: +1 408 555 1862
facsi m | eTel ephoneNunber: +1 408 555 1992
nmobi l e: +1 408 555 1941
roomMunber: 0209
carlLi cense: 6ABC246
o: Siroe
ou: Product Devel opnent
depart ment Nunber: 2604
enpl oyeeNunber: 42
enpl oyeeType: full tine
preferredLanguage: fr, en-gb;qg=0.8, en;q=0.7
| abel edURI : http://ww. siroe.confusers/bjensen My Hone Page
Smth I nf or mati onal

[ Page 7]



RFC 2798 The LDAP inet OrgPerson hject C ass April 2000

5.

Security Considerations

Attributes of directory entries are used to provide descriptive

i nformati on about the real-world objects they represent, which can be
peopl e, organizations or devices. Mst countries have privacy | aws
regardi ng the publication of information about people.

Transfer of cleartext passwords are strongly discouraged where the
underlying transport service cannot guarantee confidentiality and may
result in disclosure of the password to unauthorized parties.
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9.

9.

9.

1

1

(

Appendi x A - inetOrgPerson Schema Sumary

Thi s appendi x provides definitions of all the attribute types

i ncluded in the inetOrgPerson object class along with their
associ ated syntaxes and mat chi ng rul es.

Attribute Types
1. New attribute types that are defined in this docunent

2.16.840.1.113730.3.1.1 NAME ’carLi cense
DESC 'vehicle license or registration plate’
EQUALI TY casel gnoreMat ch

SUBSTR casel gnor eSubstri ngsiat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

2.16.840.1.113730.3.1.2

NAME ' depart ment Nunber’

DESC 'identifies a departnment within an organi zation’
EQUALI TY casel gnoreMat ch

SUBSTR casel gnor eSubstri ngsiat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

2.16.840.1.113730. 3. 1. 241
NAME '’ di spl ayNane’

2000

DESC 'preferred nane of a person to be used when displaying entries’

EQUALI TY casel gnhoreMat ch

SUBSTR casel gnor eSubst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 15
SI NGLE- VALUE )

2.16.840.1.113730.3.1.3

NAME ' enpl oyeeNunber’

DESC 'nunerically identifies an enpl oyee within an organi zation
EQUALI TY casel gnoreMat ch

SUBSTR casel gnor eSubstri ngsMat ch

SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15

SI NGLE- VALUE )

2.16.840.1.113730.3.1. 4

NAME ' enpl oyeeType

DESC 'type of enploynent for a person
EQUALI TY casel gnoreMat ch

SUBSTR casel gnor eSubstri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )
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( 0.9.2342.19200300. 100. 1. 60
NAME ' j pegPhot o’
DESC 'a JPEG i mage’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.28 )

Not e: The jpegPhoto attribute type was defined for use in the
Internet X. 500 pilots but no referencable definition for it
coul d be | ocat ed.

( 2.16.840.1.113730.3.1.39
NAME ' pref erredLanguage’
DESC 'preferred witten or spoken | anguage for a person
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubstri ngsiMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15
SI NGLE- VALUE )

( 2.16.840.1.113730.3.1.40
NAME ' user SM MECertificate’
DESC ' si gned nessage used to support S/M ME
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5 )

( 2.16.840.1.113730.3.1.216
NAME '’ user PKCS12
DESC ' PKCS #12 PFX PDU for exchange of personal identity information’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5 )

9.1.2. Attribute types from RFC 2256

Note that the original definitions of these types can be found in
X. 520.

( 2.5.4.15
NAME ' busi nessCat egory’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 15{128} )

( 2.5.4.3
NAME ' cn’
SUP nane )

( 2.5.4.13
NAME ' descri ption
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubstri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 15{1024} )
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( 2.5.4.27
NAME ' desti nati onl ndi cat or’
EQUALI TY casel gnhoreMat ch
SUBSTR casel gnor eSubst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 44{128} )

( 2.5.4.23
NAME ' facsi nmi | eTel ephoneNunber’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.22 )

( 2.5.4.42
NAME ' gi venNane’
SUP nane )

( 2.5.4.43
NAME "initials’
SUP nane )

( 2.5.4.25
NAME ' i nt er nati onal i SDNNunber
EQUALI TY nurmeri cStri ngMat ch
SUBSTR nuneri cStringSubstringsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 36{16} )

( 2.5.4.7
NAME ' |’
SUP narne )

( 2.5.4.0
NAME ' obj ect d ass’
EQUALI TY obj ectldentifierMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.38 )

( 2.5.4.10
NAME ' o’
SUP nane )

( 2.5.4.11
NAME ’ ou’
SUP nane )

( 2.5.4.19
NAME ' physi cal Del i veryOf fi ceNane’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubstri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{128} )
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( 2.5.4.18
NAME ' post O fi ceBox’
EQUALI TY casel gnhoreMat ch
SUBSTR casel gnor eSubst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{40} )

( 2.5.4.16
NAME ' post al Addr ess’
EQUALI TY casel gnor eLi st Mat ch
SUBSTR casel gnor eLi st Substri ngshat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121.1.41 )

( 2.5.4.17
NAME ' post al Code’
EQUALI TY casel gnhoreMat ch
SUBSTR casel gnor eSubst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 15{40} )

( 2.5.4.28
NAME ' preferredDel i veryMet hod’
SYNTAX 1.3.6.1.4.1.1466. 115.121.1. 14
S| NGLE- VALUE )

( 2.5.4.26
NAME ' regi st er edAddr ess’
SUP post al Addr ess
SYNTAX 1.3.6.1.4.1.1466.115.121.1.41 )

( 2.5.4.34
NAME ' seeAl so
SUP di sti ngui shedNane )

( 2.5.4.4
NAME * sn’
SUP nane )

( 2.5.4.8
NAME ’ st’
SUP narne )

( 2.5.4.9
NAME ’ street’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubstri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{128} )
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(

2.5.4.20

NAME 't el ephoneNunber’

EQUALI TY t el ephoneNurber Mat ch

SUBSTR t el ephoneNunber Subst ri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 50{32} )

2.5.4.22
NAME 'tel etexTerm nal | dentifier’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.51 )

2.5.4.21
NAME 't el exNunber’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.52 )

2.5.4.12
NAME "title’
SUP nane )

2.5.4.36
NAME ’"userCertificate’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.8 )

2.5.4.35

NAME '’ user Passwor d’

EQUALI TY octet StringMatch

SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 40{128} )

2.5.4.24

NAME ' x121Addr ess’

EQUALI TY nunericStri nghMat ch

SUBSTR nunericStringSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 36{ 15} )

2.5.4.45

NAME ' x500Uni quel dentifier’

EQUALI TY bit StringMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.6 )

The LDAP inet OrgPerson hject C ass

April 2000

Sone attribute types included in inetOrgPerson are derived fromthe

"nanme’ and ' di stingui shedNanme’ attribute supertypes:

(

Smith

2.5.4.41

NAME ' name’

EQUALI TY casel gnoreMat ch

SUBSTR casel gnor eSubstri ngsiat ch

SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 15{ 32768} )

| nf or mat i onal
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9.

1

( 2.5.4.49
NAME '’ di sti ngui shedName’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 )

.3. Attribute types fromRFC 1274

( 0.9.2342.19200300. 100. 1. 55
NAME ' audi o’
EQUALI TY octet StringMat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 40{ 250000} )

Not e: The syntax used here for the audio attribute type is Cctet
String. RFC 1274 uses a syntax call ed audio which is not defined
in RFC 1274.

( 0.9.2342.19200300.100.1. 20
NAME ' honePhone
EQUALI TY t el ephoneNurber Mat ch
SUBSTR t el ephoneNunber Subst ri ngshMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.50 )
Not e: RFC 1274 uses the | onger name ' honeTel ephoneNunber’ .

( 0.9.2342.19200300. 100. 1. 39
NAME ' honePost al Addr ess’
EQUALI TY casel gnorelLi st Mat ch
SUBSTR casel gnor eLi st Substri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.41 )

( 0.9.2342.19200300.100.1.3
NAME ' i |
EQUALI TY casel gnor el A5SMat ch
SUBSTR casel gnor el A5Subst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26{ 256} )

Note: RFC 1274 uses the | onger nanme 'rfc822Mail box’ and syntax O D
of 0.9.2342.19200300.100.3.5. Al recent LDAP docunents and nost
depl oyed LDAP inplenmentations refer to this attribute as ' nmmail
and define the IA5 String syntax using using the QD
1.3.6.1.4.1.1466.115.121.1.26, as is done here.

( 0.9.2342.19200300.100.1.10
NAME ’ manager’
EQUALI TY di sti ngui shedNaneMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 )
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( 0.9.2342.19200300.100.1.41
NAME ' nobi | e’
EQUALI TY t el ephoneNurber Mat ch
SUBSTR t el ephoneNunber Subst ri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.50 )
Not e: RFC 1274 uses the | onger nane 'nobil eTel ephoneNunber’ .

( 0.9.2342.19200300. 100. 1. 42
NAME ' pager’
EQUALI TY t el ephoneNurber Mat ch
SUBSTR t el ephoneNunber Subst ri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.50 )
Not e: RFC 1274 uses the | onger nane ’'pager Tel ephoneNunber’ .

( 0.9.2342.19200300.100.1.7
NAME ' photo’ )

Note: Photo attribute values are encoded in G3 fax format with an
ASN. 1 wrapper. Please refer to RFC 1274 section 9.3.7 for
detail ed syntax information for this attribute.

( 0.9.2342.19200300.100.1.6
NAME ' r oomNunber’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubstri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 15{ 256} )

( 0.9.2342.19200300.100.1.21
NAME * secretary’
EQUALI TY di sti ngui shedNameMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 )

( 0.9.2342.19200300.100.1.1

NAME '’ ui d’

EQUALI TY casel gnoreMat ch

SUBSTR casel gnor eSubst ri ngsiat ch

SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 15{ 256} )
Note: RFC 1274 uses the | onger nane 'userid’ .

9.1.4. Attribute type from RFC 2079

( 1.3.6.1.4.1.250.1.57
NAME ' | abel edURI
EQUALI TY caseExact Mat ch
SUBSTR caseExact Subst ri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )
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9.2.

9.2. 1.

9.2.2.

9. 3.

9.3.1.

Synt axes
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Synt axes from RFC 2252

1.3.6.1.4.1.1466.

1.3.

1.3.

1.3.

6.

6.

6.

1.

1.

1.

1.

4.

4.

4.

4.

1.

1.

1.

1.

1466.

1466.

. 1466.

. 1466.

. 1466.

. 1466.

. 1466.

. 1466.

. 1466.

. 1466.

1466.

1466.

115.

115.

115.

115.

115.

115.

115.

115.

115.

115.

115.

115.

115.

Synt axes from RFC 2256

1.3.6.1.4.1.1466. 115. 121.

1.3.6.1.4.1.1466. 115. 121.

1.3.6.1.4.1.1466. 115. 121.

1.3.6.1.4.1.1466. 115. 121.

Mat chi ng Rul es

Mat ching rul es from RFC 2252

Note that the original
be found in X 520.

Smith

121.

121.

121.

121.

121.

121.

121.

121.

121.

121.

121.

121.

121.

1.5 DESC ' Binary’ )

1.6 DESC 'Bit String' )

1.8 DESC "Certificate’ )

1.

12

.15

.22

. 26

. 28

. 36

. 38

.41

.44

. 50

.14

. 40

.51

.52

DESC

DESC

DESC

DESC

DESC

DESC

DESC

DESC

DESC

DESC

DESC

DESC

DESC

DESC

DN )

"Directory String’

April 2000

)

"Facsim | e Tel ephone Nunber’ )

"IA5 String )

' JPEG )

"Nurneric String’

'aD )

" Post al

Addr ess’

)

)

"Printable String’

" Tel ephone Nunber’

"Delivery Method’

"Cctet String

" Tel et ex Ter m nal

" Tel ex Nunber’

)

)

)
)

)

Identifier’ )

definition of many of these matching rules can

| nf or mat i onal
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( 2.5.13.16 NAME 'bitStringhatch’

9.3.2.

Note that the original

in

SYNTAX 1.3.6.1.4.1.1466.115.121.1.6 )

April 2000

1.3.6.1.4.1.1466. 109. 114. 2 NAME ' casel gnor el A5SMat ch’
1.3.6.1.4.1.1466. 115.121. 1. 26 )

SYNTAX

2.5.13.
SYNTAX

2.5.13.
SYNTAX

2.5.13.
SYNTAX

2.5.13.
SYNTAX

2.5.13.
SYNTAX

2.5.13.
SYNTAX

1
1

2
1

0
1

1 NAME ' casel gnorelLi st Mat ch’

.3.6.1.4.1.1466.115.121.1.41 )

NAME ' casel gnor eMvat ch’

.3.6.1.4.1.1466.115.121.1.15 )

NAME ' di stingui shedNaneMat ch’
.3.6.1.4.1.1466. 115.121.1.12 )

NAME ' nuneri cStri nghat ch’

.3.6.1.4.1.1466.115.121.1.36 )

NAME ' obj ectldentifierMatch’

.3.6.1.4.1.1466.115.121.1.38 )

20 NAME 't el ephoneNunber Mat ch’
1.3.6.1.4.1.1466. 115.121. 1. 50 )

Mat ching rul e from RFC 2256

X. 520.

( 2.5.13.17 NAME ’'octetStringhatch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.40 )

9.3.3.

Addi ti onal

caseExact Mat ch

( 2.5.13.5 NAME ' caseExact Mat ch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

definition of this

mat ching rules from X 520

mat ching rul e can be found

This rul e determ nes whether a presented string exactly nmatches an
attribute value of syntax DirectoryString. It is identical to

casel gnoreMat ch except that case is not
whi t espace characters are treated the same as an individual space,
and | eading and trailing whitespace is ignored.

Smith

| nf or mat i onal

i gnor ed.

Mul ti pl e adj oi ni ng
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caseExact Substri ngsMat ch

( 2.5.13.7 NAME ' caseExact SubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.58 )

This rul es determ nes whether the initial, any and final substring
elements in a presented value are present in an attribute val ue of
syntax DirectoryString. It is identical to casel gnoreSubstringsMatch
except that case is not ignored.

casel gnor eLi st Subst ri ngsMat ch

( 2.5.13.12 NAME 'casel gnorelLi st SubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.58 )

This rul e conmpares a presented substring with an attribute val ue
which is a sequence of DirectoryStrings, but where the case of
letters is not significant for conparison purposes. A presented

val ue matches a stored value if and only if the presented val ue

mat ches the string formed by concatenating the strings of the stored
value. Matching is done according to the casel gnoreSubstringsMatch
rul e except that none of the initial, final, or any values of the
presented val ue match a substring of the concatenated string which
spans nore than one of the strings of the stored val ue.

9.3.4. Matching rules not defined in any referenced docunent
casel gnor el A5Substri ngsiat ch

( 1.3.6.1.4.1.1466.109. 114. 3 NAME ' casel gnor el A5Substri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.58 )

This rul es determ nes whether the initial, any and final substring
elements in a presented value are present in an attribute val ue of
syntax IA5 String without regard to the case of the letters in the
strings. It is expected that this natching rule will be added to an
update of RFC 2252.
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10. Full Copyright Statenent
Copyright (C The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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