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Abst r act

L2TP protocol is a virtual extension of PPP across |P network
infrastructure. L2TP nmakes possible for an access concentrator (LAC
to be near renote clients, while allowi ng PPP termnation server
(LNS) to be located in enterprise prem ses. L2TP allows an enterprise
to retain control of RADIUS data base, which is used to contro

Aut henti cation, Authorization and Accountability (AAA) of dial-in
users. The objective of this docunent is to extend security
characteristics of IPsec to renpte access users, as they dial-in
through the Internet. This is acconplished wthout creating new
protocols and using the existing practices of Renpte Access and

| Psec. Specifically, the docunent proposes three new RADI US
paranmeters for use by the LNS node, acting as Secure Renpte Access
Server (SRAS) to nmandate network | evel security between renote
clients and the enterprise. The docunent al so discusses limtations
of the approach.

1. Introduction and Overvi ew

Now- a-days, it is common practice for enployees to dial-in to their
enterprise over the PSTN (Public Sw tched Tel ephone Network) and
perform day-to-day operations just as they would if they were in
corporate prem ses. This includes people who dial-in fromtheir hone
and road warriors, who cannot be at the corporate prem ses. As the

I nternet has become ubiquitous, it is appealing to dial-in through
the Internet to save on phone charges and save the dedi cated voice
lines frombeing clogged with data traffic.
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The docunent suggests an approach by which renpte access over the
Internet could becone a reality. The approach is founded on the

wel | - known techni ques and protocols already in place. Renote Access
ext ensi ons based on L2TP, when conbined with the security offered by
| PSec can make renmpte access over the Internet a reality. The
approach does not require inventing new protocol (s).

The trust nodel of renote access discussed in this docunent is viewed
principally fromthe perspective of an enterprise into which renote
access clients dial-in. A renpte access client may or may not want to
enforce end-to-end I Psec fromhis/her end to the enterprise.

However, it is in the interest of the enterprise to nandate security
of every packet that it accepts fromthe Internet into the
enterprise. |ndependently, renpte users nay al so pursue end-to-end

| Psec, if they choose to do so. That would be in addition to the
security requirenment inposed by the enterprise edge device.

Section 2 has reference to the term nol ogy used throughout the
docunent. Also nentioned are the |imted scope in which some of these
terms may be used in this document. Section 3 has a brief description
of what constitutes renpte access. Section 4 describes what
constitutes network security froman enterprise perspective. Section
5 describes the nodel of secure renpte access as a viable solution to
enterprises. The solution presented in section 5 has sone
limtations. These limtations are listed in section 6. Section 7 is
devoted to describing new RADIUS attributes that nmay be configured to
turn a NAS device into Secure Renpte Access Server.

2. Term nol ogy and scope

Definition of terms used in this docunment nay be found in one of (a)
L2TP Protocol docunent [Ref 1], (b) IP security Architecture docunent
[Ref 5], or (c) Internet Key Exchange (1 KE) docunent [Ref 8].

Note, the terns Network Access Server (NAS) and Renote Access
Server (RAS) are used interchangeably throughout the docunent. While
PPP may be used to carry a variety of network |ayer packets, the
focus of this document is limted to carrying |P datagranms only.

"Secure Renpte Access Server" (SRAS) defined in this docunent refers
to a NAS that supports tunnel-nmode IPsec with its renote clients.
Specifically, LNSis the NAS that is referred. Further, involuntary
tunneling is assunmed for L2TP tunnel setup, in that renote clients
initiating PPP session and the LAC that tunnels the PPP sessions are
presuned to be distinct physical entities.
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Lastly, there are a variety of transport nediuns by which to tunne
PPP packets between a LAC and LNS. Exanpl es include Frane Rel ay or
ATM cl oud and I P network infrastructure. For sinplicity, the docunent
assunes a public IP infrastructure as the mediumto transport PPP
packets between LAC and LNS. Security of |IP packets (enmbedded within
PPP) in a trusted private transport nediumis |less of a concern for
the purposes of this docunent.

3. Renpte Access operation

Renote access is nore than nere authentication of renote clients by a
Net wor k Access Server (NAS). Authentication, Authorization, Accounting
and routing are integral to renpte access. A client must first pass
the authentication test before being granted |ink access to the
networ k. Network |evel services (such as IP) are granted based on the
aut hori zation characteristics specified for the user in RAD US

Net wor k Access Servers use RADIUS to scale for |arge numbers of users
supported. NAS al so nonitors the link status of the renpbte access
clients.

There are a variety of techniques by which renpte access users are
connected to their enterprise and the Internet. At a link level, the
access techniques include I1SDN digital |ines, anal og plain-old-

t el ephone-service lines, xDSL |ines, cable and wirel ess to nane a
few PPP is the nbst commobn Layer-2 (L2)protocol used for carrying
network | ayer packets over these renote access |inks. PPP may be used
to carry a variety of network | ayer datagranms including IP, |IPX and
Appl eTal k. The focus of this document is however limted to IP

dat agrans only.

L2TP is a | ogical extension of PPP over an IP infrastructure. Wile a
LAC provides term nation of Layer 2 links, LNS provides the |ogica
termi nation of PPP. As a result, LNS becormes the focal point for (a)
perform ng the AAA operations for the renote users, (b) assigning IP
address and nonitoring the logical link status (i.e., the status of
LAC-to-LNS tunnel and the |ink between renpte user and LAC), and (c)
mai nt ai ni ng host-route to renote user network and providing routing
infrastructure into the enterprise.

L2TP uses control nessages to establish, term nate and nmonitor the
status of the |ogical PPP sessions (fromrenote user to LNS). These
are independent of the data nessages. L2TP data nessages contain an
L2TP header, foll owed by PPP packets. The L2TP header identifies the
PPP session (anongst other things) to which the PPP packet bel ongs.
The | P packets exchanged fromto the renote user are carried within
the PPP packets. The L2TP data nessages, carrying end-to-end IP
packets in an I P transport medium may be described as follows. The
exact details of L2TP protocol may be found in [Ref 1].
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U +
| | P Header |
| (LAC <->LNS) |
o m e e e a e oo +
| UDP Header |
o e e e e e oo +
| L2TP Header |
| (incl. PPP Sess-1D) |
e +
| PPP Header |
| (Renmpte User<->LNS) |
o e e e e e oo +

| End-to-end | P packet |
| (to/from Renote User) |

4. Requirements of an enterprise Security Gateway

Today's enterprises are aware of the various benefits of connecting
tothe Internet. Internet is a vast source of Information and a nmeans
to dissem nate information and make avail abl e certain resources to
the external world. However, enterprises are also aware that security
breaches (by being connected to the Internet) can severely jeopardize
i nternal network.

As a result, npst enterprises restrict access to a pre-defined set of
resources for external users. Typically, enterprises enploy a
firewall to restrict access to internal resources and pl ace
external ly accessible servers in the DeMlitarized Zone (DMZ), in
front of the firewall, as described belowin Figure 1

Srisuresh I nf or mati onal [ Page 4]



RFC 2888 Secure Renpte Access with L2TP August 2000

( )
( )
( I nt er net )
( )
( )
WAN |
......... [\].
|
o e oo +
| Ent erpri se Router
TR +

+- -+ +- -+ R +
| | | | | Firewal l
/ \ / \ R +
DVZ- Narre DVZ- Wb ...
Server Server |

( Internal Network )
( (private to the )
( enterprise) )

( )

Figure 1. Security nodel of an Enterprise using Firewall

Net wor k Access Servers used to allow direct dial-in access (through
the PSTN) to enpl oyees are placed within the private enterprise
network so as to avoid access restrictions inposed by a firewall

Wth the above nodel, private resources of an enterprise are
restricted for access fromthe Internet. Firewall may be configured
to occasionally pernit access to a certain resource or service but is
not reconmended on an operational basis as that could constitute a
security threat to the enterprise. It is of interest to note that
even when the firewall is configured to permt access to interna
resources from pre-defined external node(s), many internal servers,
such as NFS, enforce address based authentication and do not co-
operate when the | P address of the external node is not in corporate
| P address domain. In other words, with the above security nodel, it
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becormes very difficult to all ow enpl oyees to access corporate
resources, via the Internet, even if you are willing to forego
security over the Internet.

Wth the advent of IPsec, it is possible to secure corporate data
across the Internet by enploying a Security Gateway within the
enterprise. Firewall nmay be configured to allow | KE and | Psec packets
directed to a specific Security Gateway behind the firewall. It then
becones the responsibility of the Security Gateway to enploy the
right access list for external connections seeking entry into the
enterprise. Essentially, the access control functionality for |Psec
secure packets would be shifted to the Security Gateway (while the
access control for clear packets is retained with the firewall). The
following figure illustrates the nodel where a conbination of

Firewal | and Security Gateway control access to internal resources.
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Figure 2. Security Mddel based on Firewall and Security Gateway

In order to all ow enployee dial-in over the Internet, an LNS may be

pl aced behind a firewall, and the firewall may be configured to all ow
UDP access to the LNS fromthe Internet. Note, it may not be possible
to know all the IP addresses of the LACs | ocated on the Internet at
configuration time. Hence, the need to allow UDP access from any node
on the Internet. The LNS nmay be configured to process only the L2TP
packets and drop any UDP packets that are not L2TP.
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Such a configuration allows renpte access over the Internet. However,
the above setup is prone to a variety of security attacks over the
Internet. It is easy for soneone on the Internet to steal a renote
access session and gain access to precious resources of the
enterprise. Hence it is inportant that all packets are preserved wth
| Psec to a security Gateway (SGW behind the LNS, so the Security
Gateway will not allow IP packets into corporate network unless it
can authenticate the sane.

The trust nodel of secure rempte access assumes that the enterprise
and the end user are trusted domains. Everything in between is not
trusted. Any exam nation of the end-to-end packets by the nodes
enroute would violate this trust nodel. Fromthis perspective, even
the LAC node enroute nust not be trusted with the end-to-end IP
packets. Hence, |ocation and operation of LACis not relevant for the
di scussion on security. On the other hand, |ocation and operation of
LNS and the Security Gateway (SGN are precisely the basis for

di scussi on.

Havi ng security processing done on an i ndependent Security gateway
has the follow ng shortconings.

1. Gven the trust nodel for renote access, the SGWN nust be
configured with a set of security profiles, access control lists
and | KE aut hentication paraneters for each user. This nandates an
i ndependent provisioning of security paraneters on a per-user
basis. This may not be able to take advantage of the user-centric
provi sioning on RADI US, used by the LNS node.

2. Unlike the LNS, SGWnmay not be in the routing path of renote
access packets. |.e., there is no guarantee that the egress |IP
packets will go through the chain of SGWand LNS before they are
delivered to rennte user. As a result, packets may be subject to
| PSec in one direction, but not in the other. This can be a
significant threat to the renpte access trust nodel

3. Lastly, the SGW node does not have a way to know when a renpote
user node(s) sinply died or the LAC-LNS tunnel failed. Being
unable to delete the SAs for users that no | onger exist could
drain the resources of the SGWN Further, the LNS cannot even
conmuni cate the user going away to the SGW because, the SGW
mai ntains its peer nodes based on |IKE user |ID, which could be
different the user |Ds enpl oyed by the LNS node.
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5. Secure Renpte Access

Conbi ning the functions of IPsec Security Gateway and LNS into a
single systempronises to offer a viable solution for secure renote

access. By doing this, renpote access clients will use a single node
as both (a) PPP term nation point providing NAS service, and (b) the
Security gateway node into the enterprise. W will refer this node as

"Secure Renpte Access Server" (SRAS).

The SRAS can benefit greatly fromthe confluence of PPP session and
| Psec tunnel end points. PPP session nonitoring capability of L2TP
directly translates to being able to nonitor |Psec tunnels. Radius
based user authorization ability could be used to configure the
security characteristics for IPsec tunnel. This includes setting
access control filters and security preferences specific to each
user. This may al so be extended to configuring | KE authentication and
ot her negotiation paraneters, when automated key exchange is
solicited. Security attributes that may be defined in Radius are

di scussed in detail in section 7. Needless to say, the centralized
provi sioning capability and scalability of Radius helps in the
configuration of IPsec.

As for rempte access, the benefit is one of IPsec security as
befitting the trust nodel solicited by enterprises for the end-to-end
| P packets traversing the Internet. You nay use sinply AH where there
is no fear of external eaves-dropping, but you sinply need to

aut henti cate packet data, including the source of packet. You may use
ESP (includi ng ESP-aut hentication), where there is no trust of the
network and you do not want to pernmt eaves-droppi ng on corporate
activities.

Operation of SRAS requires that the firewall be configured to permt
UDP traffic into the SRAS node. The SRAS node in turn will process
just the L2TP packets and drop the rest. Further, the SRAS will
require all IP packets enbedded within PPP to be one of AH and ESP
packets, directed to itself. In addition, the SRAS will also permt

| KE UDP packets (with source and destination ports sets to 500)
directed to itself in order to perform|KE negotiation and generate

| Psec keys dynamically. Al other IP packets enbedded within PPP will
be dropped. This enforces the security policy for the enterprise by
permtting only the secure renpte access packets into the enterprise.
When a PPP session is dropped, the IPsec and | SAKMP SAs associ at ed
with the renpte access user are dropped fromthe SRAS. Al the
shortcomngs listed in the previous section with LNS and SGWVon two
systens di sappear withe Secure Renpte Access Server. Figure 3 bel ow
is a typical description of an enterprise supporting renote access
users using SRAS system
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Figure 3: Secure Renpte Access Server operation in an Enterprise

The following is an illustration of secure renpte access data flow as
end-to-end | P packets traverse the Internet and the SRAS. The exanpl e
shows | P packet tunneling and | Psec transfornmation as packets are
exchanged between a renpte Access host (RA-Host) and a host within
the enterprise (say, Ent-Host).
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Note, the I P packets originating fromor directed to RA-Host are
shown wi thin PPP encapsul ati on, whereas, all other packets are shown
sinply as I P packets. It is done this way to highlight the PPP
packets encapsul ated within L2TP tunnel. The PPP headers bel ow are
identified by their |ogical source and destination in parenthesis.
Not e, however, the source and recipient information of the PPP data
is not a part of PPP header. This is described thus, just for
clarity. In the case of an L2TP tunnel, the L2TP header carries the
PPP session ID, which indirectly identifies the PPP end points to the
LAC and the LNS. Lastly, the |IPsec Headers section bel ow include the
tunnel i ng overhead and the AH ESP headers that are attached to the
tunnel .
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RA- Host to Ent-Host Packet traversal:

RA- Host LAC SRAS Ent - Host
o e e e e +
| PPP Header |
| (RA-Host ->SRAS) |
o m e e e a e oo +

| Tunnel - Mode | Psec |
| Hdr (s) (RA- Host - >SRAS) |

| End-to-end | P packet |
| transformed as needed|
| (RA-Host->Ent-Host) |

o e e e e e e +
______________________ >
e L +
| I'P Header |
| (LAC >SRAS) |
o e e e e e e +
| UDP Header |
T +
| L2TP Header |
| (incl. PPP Sess-I1D) |
o m e e e a e oo +
| PPP Header |
| (RA-Host ->SRAS) |
LT T +

| Tunnel - Mode | Psec |
| Hdr (s) (RA- Host - >SRAS) |

| End-to-end I P packet |

| transformed as needed|
| (RA-Host->Ent-Host) |

| End-to-end | P packet |
| (RA-Host->Ent-Host) |
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Ent - Host to RA-Host Packet traversal:

| End-to-end | P packet |
| (Ent-Host->Ra-Host) |

o m e e e a e oo +
______________________ >
LT +
| | P Header |
| (SRAS->LAC) |
o m e e e a e oo +
| UDP Header |
o e e e e e oo +
| L2TP Header |
| (incl. PPP Sess-1D) |
R T T +
| PPP Header |
| (SRAS- >RA- Host) |
o e e e e e oo +

| Tunnel - Mode | Psec |
| Hdr (s) ( SRAS- >RA- Host) |

| End-to-end I P packet |
| transformed as needed|
| (Ent-Host->RA-Host) |

o +
______________________ >
o e e e e e e e o +
| PPP Header |
| (SRAS->RA- Host) |
o +

| Tunnel - Mode | Psec |
| Hdr (s) ( SRAS- >RA- Host) |

| End-to-end I P packet |

| transformed as needed|
| (Ent-Host->RA-Host) |
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6. Limtations to Secure Renpte Access using L2TP

The SRAS nodel described is not without its [imtations. Belowis a
list of the [imtations.

1. Tunneling overhead: There is considerable tunneling overhead on
the end-to-end | P packet. Arguably, there is overlap of
i nformation between tunneling headers. This overhead w || undercut
packet throughput.

The overhead is particularly apparent at the LAC and SRAS nodes.
Specifically, the SRAS has the additional conputational overhead
of | Psec processing on all |P packets exchanged with renpte users.
This can be a significant bottleneck in the ability of SRAS to
scal e for |large nunbers of renote users.

2. Fragnentation and reassenbly: Large |IP packets may be required to
undergo Fragnentation and reassenbly at the LAC or the LNS as a
result of multiple tunnel overhead tagged to the packet.
Fragmentati on and reassenbly can havoc on packet throughput and
| atency. However, it is possible to avoid the overhead by reducing
the MIU pernmitted within PPP franes.

3. Multiple identity and authentication requirenent: Renote Access
users are required to authenticate thenselves to the SRAS in order
to be obtain access to the link. Further, when they require the
use of IKE to autonate | Psec key exchange, they will need to
aut henticate once again with the sane or different ID and a
di stinct authentication approach. The authentication requirements
of I KE phase 1 [Ref 8] and LCP [Ref 3] are different.

However, it is possible to have a single authentication approach
(i.e., asingle ID and authentication nechanisn) that can be
shared between LCP and | KE phase 1. The Extended Authentication
Prot ocol (EAP) [Ref 4] may be used as the base to transport |IKE
aut hentication nechanisminto PPP. Note, the configuration
overhead is not a drag on the functionality perse.

4. Weak security of Link |evel authentication: As LCP packets
traverse the Internet, the Identity of the renpte user and the
password (if a password is used) is sent in the clear. This nakes
it atarget for soneone on the net to steal the information and
nmasquer ade as renote user. Note, however, this type of password
stealing will not jeopardize the security of the enterprise per
se, but could result in denial of service to renpte users. An
i ntruder can collect the password data and sinply steal the |ink,
but will not be able to run any I P applications subsequently, as
the SRAS will fail non-IPsec packet data.

Srisuresh I nf or mati onal [ Page 14]



RFC 2888 Secure Renpte Access with L2TP August 2000

A better approach would be to enpl oy Extended Authentication
Protocol (EAP) [Ref 4] and select an authentication technique that
is not prone to stealing over the Internet. Alternately, the LAC
and the SRAS may be independently configured to use IPsec to
secure all LCP traffic exchanged between thensel ves.

7. Configuring RADIUS to support Secure Renpte Access.

A centralized RAD US database is used by enterprises to maintain the
aut hentication and authorization requirenments of the dial-in Users.
It is also believed that direct dial-in access (e.g., through the
PSTN network is) safe and trusted and does not need any scrutiny
outside of the Iink | evel authentication enforced in LCP. This belief
is certainly not shared with the dial-in access through the Internet.

So, while the same RADI US dat abase may be used for a user directly
dialing-in or dialing in through the Internet, the security
requirenents nmay vary. The following RADIUS attributes may be used to
nmandate | Psec for the users dialing-in through the Internet. The
exact values for the attributes and its values nmay be obtained from
| ANA (refer Section 10).

7.1. Security mandate based on access net hod

A new RADI US attribute | PSEC MANDATE (91) nay be defined for each
user. This attribute nmay be given one of the follow ng val ues.

NONE (=0) No | Psec mandated on the | P packets
enbedded within PPP

LNS_AS SRAS (=1 Mandat es Tunnel node | Psec on the IP
packets enbedded within PPP, only so
long as the PPP session terninates
at an LNS. LNS woul d be the tunne
node | Psec end point.

SRAS (=2) Mandat es Tunnel node | Psec on the IP
packets enbedded within PPP
irrespective of the NAS type the PPP
termnates in. |.e., the |IPsec nmandate
is not specific to LNS alone, and is
applicable to any NAS, term nating
PPP. NAS woul d be the tunnel node
| Psec end point.
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When | PSEC MANDATE attribute is set to one of LNS AS SRAS or SRAS,
that would direct the NAS to drop any | P packets in PPP that are not
associated with an AH or ESP protocol. As an exception, the NAS wil |
continue to process | KE packets (UDP packets, with source and
destination port set to 500) directed fromrenote users. Further, the
security profile paraneter, defined in the foll owi ng section nay add
additional criteria for which security is not nandatory.

7.2. Security profile for the user

A new SECURI TY_PRCFI LE (92) paraneter may be defined in RADIUS to
descri be security access requirements for the users. The profile
could contain informati on such as the access control security
filters, security preferences and the nature of Keys (manual or
automatic generated via the | KE protocol) used for security purposes.

The SECURI TY- PROFI LE attribute can be assigned a filenane, as a
string of characters. The contents of the file could be vendor
specific. But, the contents should include (a) a prioritized |ist
access control security policies, (b) Security Association security
preferences associated with each security policy.

7.3. 1 KE negotiation profile for the user

If the security profile of a user requires dynam c generation of
security keys, the paraneters necessary for |KE negotiation may be
configured separately using a new | KE_NEGOTI ATI ON_PROFI LE (93)
parameter in RADI US. | KE- NEGOTI ATI ON_PROFI LE attribute may be
assigned a filenane, as a string of characters. The contents of the
file could however be vendor specific. The contents would typically
include (a) the IKE ID of the user and SRAS, (b) preferred

aut henti cati on approach and the associ ated paraneters, such as a
pre-shared-key or a pointer to X 509 digital Certificate, and, (c)

| SAKMP security negotiation preferences for phase |
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9. Security Considerations

Thi s docunent is about providing secure renpte access to enterprises
via the Internet. However, the document does not address security

i ssues for network | ayers other than IP. While the docunent focus is
on security over the Internet, the security nodel provided is not
l[imted to the Internet or the IP infrastructure alone. It may al so
be applied over other transport nmedia such as Frane Relay and ATM
clouds. If the transport nedia is a trusted private network
infrastructure, the security neasures described may not be as nuch of
an issue. The solution suggested in the docunent is keeping in view
the trust nodel between a renpte user and enterprise.

10. | ANA Consi derati ons

Thi s docunent proposes a total of three new RADIUS attributes to be
mai nt ai ned by the I ANA. These attributes | PSEC MANDATE

SECURI TY_PROFI LE and | KE_NEGOTI ATI ON_PROFI LE may be assigned the
val ues 91, 92 and 93 respectively so as not to conflict with the
definitions for recognized radi us types, as defined in

http://wwv i si.edu/in-notes/ianalassi gnnents/radi us-types.

The foll owi ng sub-section explains the criteria to be used by the
| ANA to assign additional nunbers as values to the | PSEC- MANDATE
attribute described in section 7.1.

10.1. | PSEC- MANDATE attri bute Val ue
Val ues 0-2 of the | PSEC- MANDATE- Type Attribute are defined in Section
7.1; the remaining values [3-255] are available for assignment by the
| ANA with | ETF Consensus [Ref 11].
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devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.
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