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Abst ract

Thi s docunent summari ses |nternet Engineering Task Force (I ETF) and

I nternational Tel ecomunication Union (I TUT) docunents related to
Accounting. A classification scheme for the Accounting Attributes in
the summari sed docunents is presented. Exchange formats for
Accounting data records are discussed, as are advantages and

di sadvant ages of integrated versus separate record formats and
transport protocols. This docunent discusses service definition

i ndependence, extensibility, and versioning. Conpound service
definition capabilities are described.
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1. Introduction

Thi s document sunmarises |ETF and | TU- T docunments related to
Accounting. For those docunments which describe Accounting Attributes
(i.e. quantities which can be neasured and reported), an Attribute
Sunmary is given. Although several of the docunents describe
Attributes which are simlar, no attenpt is made to identify those
whi ch are the same in several documents. An extensible
classification scheme for AAA Accounting Attributes is proposed; it
is a superset of the attributes in all the docunents sunmarised.
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Many exi sting accounting record formats and protocols [ RAD ACT]
[TIPHON] are of linmited use due to their single-service descriptive
facilities and lack of extensibility. While sone record formats and
protocol s support extensible attributes [RAD-ACT], none provide
identification, type checking, or versioning support for defined
groupi ngs of attributes (service definitions). This docunent nakes a
case for well-defined services.

Advant ages and di sadvant ages of integrated versus separate record
formats and transport protocols are discussed. This docunent

di scusses service definition i ndependence, extensibility, and

versi oning. Compound service definition capabilities are descri bed.

2. Termnminology and Notation
The following terns are used throughout the docunent.

Accounting Server
A network el enent that accepts Usage Events from Service El enents.
It acts as an interface to back-end rating, billing, and
operations support systens.

Attribute-Value Pair (AVP)
A representation for a Usage Attribute consisting of the nanme of
the Attribute and a val ue.

Property
A component of a Usage Event. A Usage Event describing a phone
call, for instance, m ght have a "duration" Property.

Servi ce

A type of task that is perforned by a Service Elenent for a
Servi ce Consurer.

Servi ce Consuner
Client of a Service Elenent. End-user of a network service.

Service Definition
A specification for a particular service. It is conposed of a
nane or other identifier, versioning information, and a collection
of Properties.

Servi ce El enent
A network el enent that provides a service to Service Consuners.
Exanpl es i ncl ude RAS devi ces, voice and fax gateways, conference
bri dges.
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Usage Attribute

A conponent of a Usage Event that describes some netric of service
usage.

Usage Event
The description of an instance of service usage.

3. Architecture Mbdel

Service Elements provide Services to Service Consuners. Before,
whil e, and/or after services are provided, the Service El enent
reports Usage Events to an Accounting Server. Alternately, the
Accounting Server may query the Service Elenent for Usage Events.
Usage events are sent singly or in bulk.

B RS + S + B RS +

| Service | <----- > Service | Usage Events | Accounting

| Consuner | +-->| FElement |------------- >| Server

e + | e + e +
|

e + |

| Service | <--+

| Consuner

o m oo - - +

Accounting Servers nmay forward Usage Events to other systens,
possibly in other adm nistrative domains. These transfers are not
addressed by this docunent.

4, | ETF Docunents

In March 1999 there were at least 19 Internet Drafts and 8 RFCs
concerned with Accounting. These are summari sed (by working group)
in the foll owi ng sections.

4.1. RADI US

The RADI US protocol [RAD PROT] carries authentication, authorization
and configuration informati on between a Network Access Server (NAS)
and an authentication server. Requests and responses carried by the
protocol are expressed in ternms of RADIUS attributes such as User-
Nanme, Service-Type, and so on. These attributes provide the

i nfornmati on needed by a RADI US server to authenticate users and to
establish authorized network service for them

The protocol was extended to carry accounting informati on between a

NAS and a shared accounting server. This was achi eved by defining a
set of RADIUS accounting attributes [RAD-ACT].
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RADI US packets have a short header containing the RAD US packet type
and aut henticator (sixteen octets) and | ength, followed by a sequence
of (Type, Length, Value) triples, one for each attribute.

RADIUS is very widely used, and a nunber of significant new
extensions to it have been proposed. For exanpl e [ RAD-EXT] discusses
extensions to inplenment the Extensible Authentication Protocol (EAP)
and the Apple Renpote Access Protocol (ARAP). [RAD TACC] discusses
extensions to pernmit RADIUS to interwork effectively with tunnels

usi ng protocols such as PPTP and L2TP.

4.1.1. RADIUS Attributes

Each RADIUS attribute is identified by an 8-bit nunber, referred to
as the RADIUS Type field. Up-to-date values of this field are
specified in the nbst recent Assigned Nunbers RFC [ ASG NBR], but the
current list is as foll ows:

RADI US Attri butes [ RAD- PROT] 36 Logi n-LAT- G oup
37 Framed- Appl eTal k- Li nk
1 User-Nane 38 Franed- Appl eTal k- Net wor k
2 User-Password 39 Franed- Appl eTal k- Zone
3 CHAP-Password
4 NAS- | P- Address 60 CHAP- Chal | enge
5 NAS- Port 61 NAS-Port-Type
6 Service-Type 62 Port-Limt
7 Framed- Prot ocol 63 Logi n- LAT- Port
8 Framed- | P- Address
9 Franed- | P- Net mask RADI US Accounting Attributes
10 Franed- Routing [ RAD- ACT]
11 Filter-Id
12  Franed- MTU 40 Acct- Status-Type
13 Franed- Conpressi on 41 Acct-Del ay-Ti ne
14 Logi n-1 P- Host 42 Acct-lnput-Cctets
15 Logi n- Service 43 Acct-Qutput-Cctets
16 Logi n- TCP- Port 44 Acct-Session-1d
17 (unassi gned) 45 Acct-Authentic
18 Repl y- Message 46 Acct-Session-Tine
19 Cal | back- Nunmber 47 Acct -1 nput - Packet s
20 Call back-1d 48 Acct - Qut put - Packet s
21 (unassi gned) 49 Acct-Term nat e- Cause
22  Franed- Route 50 Acct-Milti-Session-1d
23  Franed- | PX- Net wor k 51 Acct - Li nk- Count
24 State
25 dass RADI US Ext ension Attributes
26 Vendor- Specific [ RAD- EXT]
27 Session-Ti neout
28 Idl e-Ti neout 52 Acct- I nput -G gawor ds
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29 Term nation-Action
30 Called-Station-Id
31 Calling-Station-1d
32 NAS-ldentifier
33 Proxy-State
34 Logi n- LAT- Servi ce
35 Logi n- LAT- Node
73 ARAP-Security
74 ARAP- Security-Data
75 Password-Retry
76 Pronpt
77 Connect-Info
78 Configuration-Token
79 EAP- Message
80 Message- Aut henti cat or
84 ARAP- Chal | enge- Response
85 Acct-Interimlnterval
87 NAS-Port-1d
88 Franed- Pool

RADI US Tunneling Attributes

[ RAD- TACC]
64 Tunnel - Type
65 Tunnel - Medi um Type
66 Tunnel - i ent - Endpoi nt
67 Tunnel - Server - Endpoi nt
68 Acct - Tunnel - Connecti on
69 Tunnel - Passwor d
81 Tunnel -Private-Goup-1D
82 Tunnel - Assi gnment -1 D
83 Tunnel - Preference
90 Tunnel-Cdient-Auth-1D
91 Tunnel - Server-Auth-1D

4.2. DI AVMETER

53
54
55

70
71
72

Acct - Qut put - G gawor ds
Unused
Event - Ti nest anp

ARAP- Passwor d
ARAP- Feat ur es
ARAP- Zone- Access

The DI AMETER framework [ DI AM FRAM defines a policy protocol used by

clients to performPolicy,
single server to handle policies for
pr ot oco
encapsul ated in a header
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nany services.
consi sts of a header followed by objects.

known as an Attribute-Value Pair (AVP).

This allows a
The DI AVETER
Each object is
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DI AMETER defines a base protocol that specifies the header fornmats,
security extensions and requirenents as well as a snall nunber of
mandat ory conmands and AVPs. A new service can extend DI AMETER by
ext endi ng the base protocol to support new functionality.

One key differentiator with DIAMETER is its inherent support for
I nter-Server comunication. Although this can be achieved in a
variety of ways, the nost useful feature is the ability to "proxy"
nmessages across a set of DI AMETER servers (known as a proxy chain).

The DI AMETER Accounti ng Extension docunent [ DI AM ACT] extends

DI AMETER by defining a protocol for securely transferring accounting
records over the DI AMETER base protocol. This includes the case
where accounting records nmay be passed through one or nore
intermedi ate proxies, in accordance with the 'referral broker’ nodel.

The DI AMETER accounti ng protocol [D AM ACT] defines DI AMETER records
for transferring an ADIF record (see below). It introduces five new
attributes (480..485) which specify the way in which accounting
information is to be delivered between D AVETER servers.

4.2.1. DIAVETER Attri butes

DI AMETER AVPs are identified by a 16-bit nunber defined in [ DI AM
AUTH]. Since nost of the AVPs found in that document were copied
fromthe RADI US protocol [RAD-PROT], it is possible to have both
RADI US and DI AMETER servers read the sane dictionary and users files.

The backward compatibility that D AVETER offers is intended to
facilitate deploynent. To this end, DI AMETER inherits the RADIUS
attributes, and adds only a few of its own.

In the list below attribute nunbers which are used for RAD US
attributes but not for DIAMETER are indicated with a star (*).
RADI US attributes used by D AMETER are not |isted again here.

The DI AMETER attributes are:

4 (unassi gned, *)
17 (unassi gned)
21 (unassi gned)
24 (unassi gned, *)
25 (unassi gned, *
27 (unassi gned, *
32 (unassi gned, *)
33 (unassi gned, *
280 Filter-Rule
281 Fr amed- Passwor d- Pol i cy
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480 Account i ng- Recor d- Type

481 ADI F- Record

482 Accounting-Interimlnterva
483 Account i ng- Del i very- Max- Bat ch
484 Account i ng- Del i very- Max- Del ay
485 Account i ng- Recor d- Nurrber

600 SI P- Sequence

601 SIP-Call-1D

602 SI P-To

603 SI P- From

4.3. ROAMOPS

[ ROAM | MPL] reviews the design and functionality of existing roam ng
i mpl enentations. "Roaming capability" nmay be | oosely defined as the
ability to use any one of multiple Internet service providers (ISPs),
while maintaining a formal custoner-vendor relationship with only
one. One requirenent for successful roaming is the provision of
effective accounti ng.

[ ROAM ADI F] proposes a standard accounting record format, the
Accounting Data Interchange Format (ADIF), which is designed to
conpactly represent accounting data in a protocol -i ndependent nanner.
As a result, ADIF may be used to represent accounting data from any
protocol using attribute value pairs (AVPs) or variabl e bi ndings.

ADI F does not define accounting attributes of its owmn. Instead, it
gi ves exanpl es of accounting records using the RAD US accounti ng
attributes.

4.4. RTFM

The RTFM Architecture [ RTFM ARC] provi des a general method of
measuring network traffic fl ows between "nmetered traffic groups”.
Each RTFM fl ow has a set of "address" attributes, which define the
traffic groups at each of the flow s end-points.

As well as address attributes, each flow has traffic-rel ated
attributes, e.g. times of first and | ast packets, counts for packets
and bytes in each direction.

RTFM f | ow neasurenments are nade by RTFM neters [ RTFMM B] and
col l ected by RTFM neter readers using SNMP. The M B uses a

"Dat aPackage" convention, which specifies the attribute values to be
read froma flow table row. The nmeter returns the values for each
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required attribute within a BER-encoded sequence. This nmeans there
is only one object identifier for the whol e sequence, greatly
reduci ng the nunber of bytes required to retrieve the data.

4.4.1. RTFM Attributes

RTFM attributes are identified by a 16-bit attribute nunber.

The RTFM Attri butes are:

0 Null
1 Flow Subscri pt I nt eger
4 Source Interface I nt eger
5 Source Adjacent Type I nt eger
6 Source Adjacent Address String
7 Source Adjacent Mask String
8 Source Peer Type I nt eger
9 Source Peer Address String
10 Source Peer Mask String
11 Source Trans Type I nt eger
12 Source Trans Address String
13 Source Trans Mask String
14 Destination Interface I nt eger
15 Destination Adjacent Type I nt eger
16 Destination Adjacent Address String
17 Destination Adjacent Mask String
18 Destination PeerType I nt eger
19 Destination PeerAddress String
20 Destination PeerMask String
21 Destination TransType I nt eger
22 Destination TransAddress String
23 Destination TransMask String
26 Rule Set Nunber I nt eger
27 Forward Bytes I nt eger
28 Forward Packets I nt eger
29 Reverse Bytes I nt eger
30 Reverse Packets I nt eger
31 First Tine Ti mest anp
32 Last Active Tine Ti mest anp
33 Source Subscriber ID String
34 Destination Subscriber ID String
35 Session ID String
Brownl ee & Bl ount I nf or mati onal

Fl ow table info

Sour ce Address

Desti nati on Address

Meter attribute

Sour ce-t o- Dest counters
Dest -t o- Source counters
Activity tinmes

Session attributes
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36 Source d ass I nt eger "Conput ed" attributes
37 Destination d ass I nt eger

38 Flow d ass I nt eger

39 Source Kind I nt eger

40 Destination Kind I nt eger

41 Flow Kind I nt eger

50 Matchi ngSt oD I nt eger PME vari abl e

51 wv1 I nt eger Met er Vari abl es
52 v2 I nt eger

53 v3 I nt eger

54 v4 I nt eger

55 v5 I nt eger

65-127 "Extended" attributes
(to be defined by the RTFM wor ki ng group)

4.5. |ISDN MB
The 1SDN M B [I SDN-M B] defines a mninmal set of managed objects for
SNWVP- based managenent of | SDN term nal interfaces. |1t does not
explicitly define anything related to accounting, however it does
defi ne i sdnBearer ChargedUnits as
The nunber of charged units for the current or last connection
For inconming calls or if charging information is not supplied by
the switch, the value of this object is zero.

This allows for an I SDN switch to convert its traffic flow data (such
as Call Connect Tinme) into chargi ng data.

4.5.1. |SDN Attributes

The rel evant object in the MB is the | SDN bearer table, which has
entries in the following form

| sdnBearerEntry ::=

SEQUENCE {

i sdnBear er Channel Type | NTEGER

i sdnBear er Oper St at us | NTEGER

i sdnBear er Channel Nunber | NTEGER

i sdnBear er Peer Addr ess Di splayString,
i sdnBear er Peer SubAddr ess Di spl ayStri ng,
i sdnBearerCal | Ori gin | NTEGER

i sdnBear er | nf oType | NTEGER

i sdnBearerMul tirate Tr ut hVal ue,

i sdnBear er Cal | Set upTi ne Ti meSt anp,
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i sdnBear er Cal | Connect Ti ne Ti meSt anp,
i sdnBear er Char gedUni t s Gauge32

}
4.6. AToMM B

The "ATM Accounting Informati on M B" docunment [ ATM ACT] describes a

| arge set of accounting objects for ATM connections. An
adnmi ni strator may select objects fromthis set using a selector of
the form (subtree, list) where "subtree" specifies an object
identifier fromthe AToMM B. For each subtree there is a table
hol di ng val ues for each ATM connection. The required connections are
i ndicated by setting bits in "list", which is an octet string. For
exanpl e, the set containing the nunber of received cells for the
first eight ATM connections woul d be sel ected by

(at mAcct ngRecei vedCel I's, OxFF).

The Connection-Oriented Accounting M B docunent [ ATM COLL] defines a
M B provi di ng nanaged objects used for controlling the collection and
storage of accounting information for connection-oriented networks
such as ATM The accounting data is collected into files for later
retrieval via a file transfer protocol. Records within an accounting
file are stored as BER strings [ ASNl1, BER].

4.6.1. AToMM B Attributes

Accounting data objects within the AToMVBIB are identified by the
last integer in their object identifiers.

The ATM accounting data objects are:

1 at mAcct ngConnect i onType

2 at mAcct ngCast Type

3 at mAcct ngl f Namre

4 atmAcctngl f Ali as

5 at mAcct ngVpi

6 at mAcct ngVei

7 at mAcct ngCal | i ngParty

8 at mAcct ngCal | edParty

9 at mAcct ngCal | Ref erence
10 at mAcctngStart Ti me
11 at mAcct ngCol | ecti onTi ne
12 at mAcct ngCol | ect Mode
13 at mAcct ngRel easeCause
14 at mAcct ngSer vi ceCat egory
15 at mMAcct ngTransm ttedCel | s
16 at mMAcct ngTransmi ttedC p0Cel | s
17 at mAcct ngRecei vedCel | s
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4.

7.

18 at mAcct ngRecei vedd pOCel | s

19 at mMAcct ngTransmi t Traf fi cDescri pt or Type
20 at mMAcct ngTransmi t Tr af fi cDescri pt or Par aml
21 at mMAcct ngTransmi t Tr af fi cDescri pt or Par an?
22 at mAcct ngTransmi t Tr af fi cDescri pt or Par anB
23 at mMAcct ngTransmi t Tr af fi cDescri pt or Par an¥
24 at mMAcct ngTransmi t Traf fi cDescri pt or Par anb
25 at mAcct ngRecei veTraf fi cDescri pt or Type

26 at mMcct ngRecei veTraf fi cDescri pt or Par aml
27 at mMAcct ngRecei veTraf fi cDescri pt or Par an?
28 at mAcct ngRecei veTraf fi cDescri pt or Par anB
29 at mAcct ngRecei veTraf fi cDescri pt or Paramd
30 at mAcct ngRecei veTraf fi cDescri pt or Par anb
31 at mAcct ngCal | i ngPart ySubAddr ess

32 at mAcct ngCal | edPart ySubAddr ess

33 at mAcct ngRecor dCrc16

QS: RSVP and DI FFSERV

As we nove towards providing nore than sinple "best effort™
connectivity, there has been a tremendous surge of interest in (and
wor k on) protocols to provide managed Quality of Service for Internet
sessions. This is of particular interest for the provision of
"Integrated Services", i.e. the transport of audio, video, real-tineg,
and classical data traffic within a single network infrastructure.

Two approaches to this have energed so far:

- the Integrated Services architecture (intserv) [II1S-ARC], with its
acconpanyi ng signaling protocol, RSVP [ RSVP-ARC], and RSVP s
Conmon Open Policy Service protocol, COPS [ RAP-COPS]

- the Differentiated Services architecture (diffserv) [DSRV-ARC

RSVP is a signaling protocol that applications may use to request
resources fromthe network. The network responds by explicitly
admtting or rejecting RSVP requests. Certain applications that have
qgquantifiable resource requirenents express these requirenents using

i ntserv paraneters [|1S- SPEC] .

Diffserv networks classify packets into one of a small nunber of
aggregated flows or "classes", based on the diffserv codepoint (DSCP)
in the packet’'s IP header. At each diffserv router, packets are

subj ected to a "per-hop behavior" (PHB), which is invoked by the
DSCP. Since RSVP is purely a requirements signalling protocol it can
al so be used to request connections froma diffserv network [RS-DS
oP] .

Brownl ee & Bl ount I nf or mati onal [ Page 12]



RFC 2924 Accounting Attributes and Record Formats Septenber 2000

4.

5.

5.

7.1. RSVP and DI FFSERV Attri butes

A set of paraneters for specifying a requested Quality of Service are
given in [I1S-SPEC]. These have been turned into accounting
attributes within RTFM [ RTFM NEWA] and within the RSVP M B [ RSVP-

M B] .

The RTFM QoS attributes are:

98 QoSServi ce

99 QSstyl e
100 QoSRat e
101 oSSl ackTerm
102 QoSTokenBucket Rat e
103 QoSTokenBucket Si ze
104 QoSPeakDat aRat e
105 QoSM nPol i cedUni t
106 QoSMaxPol i cedUni t

The RSVP M B contains a | arge nunber of objects, arranged within the
foll owi ng sections:

General njects

Session Statistics Table

Sessi on Sender Tabl e

Reservati on Requests Received Table
Reservati on Requests Forwarded Tabl e
RSVP Interface Attributes Table

RSVP Nei ghbor Tabl e

The Session tables contain informati on such as the nunbers of senders
and receivers for each session, while the Reservati on Requests tables
contain details of requests handl ed by the RSVP router. There are
too many objects to list here, but many of them could be used for
accounting. In particular, RSVP Requests contain the specification
of the service paraneters requested by a user; these, together with
the actual usage data for the connection make up an accounting record
for that usage.

| TU- T Docunments
1. Q825: Call Detail Recording

| TUT Recormmendati on Q 825 specifies how CDRs (Call Detail Records)
are produced and nanaged in Network El ements for POTS, |SDN and IN
(I'ntelligent Networks).

Uses of Call Detail information for various purposes are di scussed.
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Each call produces one or nore records describing events that
occurred during the life of a call. Data may be produced in rea
time (single CDRs), near real-tine (blocks of CDRs), or as batch
files of CDRs.

The infornmation nodel for Call Detail Recording is formally described
interns of an Entity-Rel ati onship nodel, and an object nodel
specified in ternms of GODMO tenplates (Guidelines for the Definition
of Managed (bjects). Note that this nodel includes the ways in which
CDRs are transported fromthe (NE) Network El enent where they are
generated to the OS (Operations System where they are used.

5.2. Q825 Attributes

The following attributes are defined. The explanations given are
very brief summaries only, see [Q 825] for the conplete text.

1 accessDelivery
I ndicates that the call was delivered to the call ed subscriber

2 account Codel nput
Account code (for billing), supplied by subscriber

78 additional Participantinfo
(No details given)

5 b-PartyCategory
Subscri ber category for called subscriber.

4 DbearerService
Bearer capability information (only for ISDN calls).

13 cDRPur pose
Reason for triggering this Call Data Record.

70 callDetailDatald
Unique identifier for the Call Detail Data object.

79 callDuration
Dur ati on of cal

6 callldentificationNunber
I dentification nunber for call; all records produced for this
call have the sane callldenfificati onNunber

73 call Status
I dentifies whether the call was answered or not.

Brownl ee & Bl ount I nf or mati onal [ Page 14]



RFC 2924 Accounting Attributes and Record Formats Septenber 2000

9 cal |l edPartyNunber
Tel ephone nunber of the called subscriber (nmay be a
"diverted-to" or "translated" nunber.

7 callingPartyCategory
Cal ling subscri ber category.

8 callingPartyNunber
Tel ephone nunber of the calling party.

10 calli ngPartyNunber Not Scr eened
An additional, user-provided (not screened) number to the
calling party.

11 callingPartyType
Cal ling subscri ber type.

74 carrierld
Carrier IDto which the call is sent.

12 cause
Cause and | ocation value for the term nation of the call

14 chargedDi rect or yNumber
Charged directory nunber (where the charged partici pant
el enent can’t indicate the nunber).

16 chargedParti ci pant
Partici pant to be charged for the usage.

15 chargi nglnformation
Charging informati on generated by a Network Element which is
capabl e of charging.

17 confi gurati onMask
Time consunption, e.g. fromB-answer to ternm nation tineg,
bet ween partial call records, etc.

18 conversationTi e
Ti me consunption from B-answer to end of call

19 creationTriggerlList
List of trigger values which will create Call Detail data
obj ect s.

75 dPC
Destinati on point code (for analysis purposes).
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20 datavalidity
I ndicates that the NE is having problenms, contents of the
generated Call Detail record is not reliable.

23 durationTi mreACM
Ti me consunption from seizure until received ACM

21 durationTi neB- Answer
Ti me consunption from seizure until B-answer.

22 durationTi neNoB- Answer
Time fromseizure to term nati on when no B-answer was
recei ved.

25 exchangel nfo
Identity of exchange where Call Detail record was generated.

26 fall backBearerService
Fal | back bearer capability information for a call

27 glare
Indicates if a glare condition was encountered.

31 i NServicel nformationLi st
Contains informati on about the use of IN (Intelligent Network)
servi ces.

32 i NSpecificlnformation
Contains infornmati on about the use of one IN service.

33 i SUPPreferred
I ndi cat e whether an | SUP preference was request ed.

28 imredi ateNotifi cati onForUsageMet eri ng
Indicates that the Call Detail records requires
i medi ate data transfer to the Operations System

34 maxBl ockSi ze
Maxi mum nunmber of Call Detail records in a block

35 nmaxTinelnterva
Maxi mum | at ency al |l owabl e for near-real-tine Call Detai
dat a delivery.

36 networ kManagenent Control s

I ndi cat es which Traffic Managenment Control has affected
the call.

Brownl ee & Bl ount I nf or mati onal [ Page 16]



RFC 2924 Accounting Attributes and Record Formats Septenber 2000

37 networkProviderld
I ndi cates the Network Provider for whomthe CDR is generated.

76 oPC
Oiginating point code for a failed call (for analysis
pur poses).

38 operatorSpecificlAdditional Nunber
40 operator Speci fi c2Addi ti onal Nunmber
42 operat or Speci fi c3Addi ti onal Number
Qperator-defined additional participant information

39 operator SpecificlNunber
41 operator Speci fi c2Nunber
43 operat or Speci fi c3Number
Oper ator-defined participant information

44 origi nal Cal | edNunber
Tel ephone nunber of the original called party.

45 partial Generation
Included if the CDR (Call Detail record) output is partial
Such CDRs have a field indicating their partial record nunber.

77 participantinfo
(No details given).

46 percentageToBeBill ed
Percentage to be billed when normal billing rules are
not to be foll owed.

47 periodi cTrigger
Defines the intervals at which the CDR file should be created.

48 personal Userld
Internationally unique personal User Identity (for UPT calls).

49 physi cal Li neCode
Identifies the call subscriber’s physical |ine.

50 progress
Descri bes an event which occurred during the life of a call

51 queuelnfo
Used to record usage of queueing resources with IN calls.
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52 receivedDigits
The digits dialed by the subscriber. (Normally only included
for customer care purposes).

53 recor dExt ensi ons
I nformation el emrents added by network operators and/or
manuf acturers in addition to the standard ones above.

6. Oher Docunents
6.1. TIPHON: ETSI TS 101 321

TIPHON [ TIPHON] is an XM.-based protocol, carried by HTTP, which
handl es accounting and authori zati on requests and responses.

The following are el ements selected from TIPHON s DID that are used
for accounting.

<! ELEMENT Currency (#PCDATA)> <! ELEMENT Anpunt (#PCDATA) >
Identifies a numeric value. Expressed using the period (.) as a
deci mal separator with no punctuati on as the thousands separator.

<! ELEMENT Cal | I d (#PCDATA) >
Contains a call’s H 323 CallID value, and is thus used to
uni quely identify individual calls.

<l ELEMENT Currency (#PCDATA) >
Defines the financial currency in use for the parent el enent.

<! ELEMENT Destinationlnfo type ( el164 | h323 | url | email |
transport | international
nati onal | network | subscriber
abbreviated | el64prefix )
G ves the primary identification of the destination for a call

<! ELEMENT I ncrenent (#PCDATA) >
I ndi cat es the nunber of units being accounted.

<! ELEMENT Servi ce EMPTY>
I ndi cates a type of service being priced, authorized, or
reported. An enpty Service el enent indicates basic Internet
t el ephony service, which is the only service type defined by
V1.4.2 of the specification. The specification notes that "Later
revi sions of this standard are expected to specify nore enhanced
service definitions to represent quality of service
avail ability, paynent nethods, etc."
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<! ELEMENT Destinationlnfo type ( el64 | h323 | url | enmail |
transport | international
nati onal | network | subscriber
abbreviated | el64prefix)
G ves the primary identification of the source of a call

<! ELEMENT Ti mest anp (#PCDATA) >
A restricted formof [1SO DATE] that indicates the tinme at which
the conponent was gener at ed.

<! ELEMENT Transactionld (#PCDATA) >
Contains an integer, decinmal valued identifier assigned to a
specific authorized transaction

<! ELEMENT Unit (#PCDATA) >
I ndicates the units by which pricing is neasured or usage

recorded. It shall contain one of the follow ng val ues:
S seconds
p packet s (datagrans)
byte byt es

<l'El ement UsageDetail ( Service, Ampunt, Increnent, Unit ) >
Col l ects information describing the usage of a service.

6.2. MdSIX

MBI X [ MBI X- SPEC] is an XM.-based protocol transported by HITP that is
used to make accounting service definitions and transmt service
usage information. As its service definitions are paraneterized and
dynam c, it nakes no definition of services or attributes itself, but
allows inplenentors to nake their own. |t specifies only the base
data types that attributes may take: STRING UN STRING |NT32, FLOAT,
DOUBLE, BOCOLEAN, TI MESTAMP.

7. Accounting File and Record Fornats

7.1. ASN. 1 Records

7.1.1. RTFM and ATovM B
RTFM and AToMM B use ASN. 1 Basic Encoding Rules (BER) to encode lists
of attributes into accounting records. RTFM uses SNVP to retrieve

such records as BER strings, thus avoiding having to have an object
identifier for every object.
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AToOMM B carries this a stage further by defining an accounting file
format in ASN.1 and making it available for retrieval by a file
transfer protocol, thereby providing a nore efficient alternative to
simply retrieving the records using SNWP

7.1.2. Q825

A Q825 Call Record is an ASN.1 SET containing a specified group of
the Q825 attributes. Call records would presumably be encoded as
BER strings before being collected for |ater processing.
7.2. Binary Records
7.2.1. RADUS
Radi us packets carry a sequence of attributes and their val ues, as
(Type, Length, Value) triples. The format of the value field is one
of four data types.
string 0- 253 octets
address 32 bit value, nobst significant octet first.
integer 32 bit value, nobst significant octet first.
tinme 32 bit value, nobst significant octet first -- seconds
since 00:00: 00 GV, January 1, 1970. The standard
Attributes do not use this data type but it is presented
here for possible use within Vendor-Specific attributes.
7.2.2. DI AMETER

Each DI AMETER nessage consists of nultiple AVP's that are 32-bit
aligned, with the follow ng format:

0

+ or

123456789
o

+ O W

2

0 1234567890123456789 1
+- s I R R R ol T I R e e oI
|+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+- -+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
| AVP Length | Reser ved | PI TIVIRIM
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Vendor | D (opt)

s S S i I S R R e h T Tk e S S S o T S
| Tag (opt) |
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| Data ...

+- - - - - - -+
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Code
The AVP Code identifies the attribute uniquely. |f the Vendor-
Specific bit is set, the AVP Code is allocated fromthe
vendor’s private address space.

The first 256 AVP nunbers are reserved for backward
conpatibility with RADIUS and are to be interpreted as per
RADI US [ RAD- PROT]. AVP nunbers 256 and above are used for
DI AMETER, which are allocated by | ANA

AVP Lengt h
A 16-bit field contains the total object length in bytes.
Must always be a multiple of 4, and at |east 8.

AVP Fl ags
P Protected bit
T Tag bit
\Y, Vendor-1D bit
R Reserved (MUST be set to 0)
M Mandat ory bit

7.3. Text Records

7.3.1. ROAMOPS

ADI F (Accounting Data |nterchange Fornmat [ ROAM ADI F]) presents a
general , text-based format for accounting data files, described in a

straightforward BNF grammar. Its file header contains a field
i ndicating the default protocol from which accounting attributes are
drawmn. |If an attribute fromanother protocol is to be used, it is

preceded by its protocol nane, for exanmple rtfm /27 would be RTFM s
"forward bytes" attribute. Comments in an ADIF file begin with a
cross- hat ch.

Example: An ADIF file encodi ng RADI US accounting data

version: 1

devi ce: server3

description: Accounting Server 3
date: 02 Mar 1999 12:19: 01 -0500
def aul t Prot ocol : radi us

rdate: 02 Mar 1999 12:20:17 -0500
#NAS- | P- Addr ess

4: 204.45.34.12

#NAS- Por t

5: 12

#NAS- Port - Type
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8.

1

61: 2

#User - Nane

1: fred@igco.com
#Acct - St at us- Type
40: 2
#Acct - Del ay- Ti ne

41: 14
#Acct -l nput-Cctets
42: 234732

#Acct - Qut put - Cctet s
43: 15439
#Acct - Session-1d

44: 185
#Acct - Aut henti c

45: 1

#Acct - Sessi on- Ti ne
46: 1238

#Acct - | nput - Packet s
47: 153

#Acct - Qut put - Packet s
48: 148

#Acct - Ter m nat e- Cause
49: 11

#Acct-Mul ti-Session-1d
50: 73
#Acct - Li nk- Count

51: 2

AAA Requi renent s
A Vel | -Defined Set of Attributes

AAA needs a well-defined set of attributes whose values are to be
carried in records to or fromaccounting servers.

Most of the existing sets of docunments described above include a set
of attributes, identified by snmall integers. It is likely that these
sets overlap, i.e. that sone of them have attributes which represent
the sane quantity using different names in different sets. This
suggests it mght be possible to produce a single conbined set of

"uni versal " accounting attributes, but such a "universal" set does
not seem wort hwhil e.

The ADI F approach of specifying a default protocol (from which
attributes are assunmed to cone) and identifying any exceptions seens
much nore practical. W therefore propose that AAA should use the
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ADI F convention (or sonmething like it) to identify attributes,
together with all the sets of attributes covered by the [ ASG NBR]
document .

8.2. A Sinple Interchange For nat

AAA needs a sinple interchange file format, to be used for accounting
data. Several schenes for packagi ng and transporting such data have
been descri bed above.

The SNMVP- based ones fit well within the context of an SNWP-based

net wor k managenent system RTFM and AToMM B provi de ways to reduce
the SNVWP overhead for collecting data, and AToMM B defi nes a conplete
file format. Both provide good ways to collect accounting data.

As an interchange format, however, ASN. 1-based schemes suffer from
bei ng rat her conplex binary structures. This neans that one requires
suitable tools to work with them as conpared to plain-text files
where one can use existing text-based utilities.

The binary schemes such as RADI US and DI AMETER have sinpl er
structures, but they too need purpose-built tools. For general use
they would need to be extended to allow themto use attributes from
ot her protocols.

Fromthe point of view of being easy for humans to understand, AD F
seens very promsing. O course any processing programwoul d need a
suitable ADIF input parser, but using plain-text files makes them
much easier to understand.

TIPHON s record format is specified by an XML DTD. Wile XM
representati ons have the advantages of being well-known, they are
limted by XM.'s inability to specify type or other validity checking
for information within the tags. This situation will likely be

i mproved by the XML Schema [ XM_L- SCHM efforts that are underway, but
a stable reference is not yet avail able.

9. Issues
It is generally agreed that there is a need for a standard record
format and transport protocol for comunication between Service
El ements and Accounting Servers.
There is |l ess agreement on the follow ng issues:
0 Separate or integral record format and transport protoco

o Standard set of base data types
o Service definitions: part of the protocol or separately defined
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o Service definition nanmespace managenent
The foll owi ng sections address these issues.
9.1. Record Format vs. Protoco

Al'l known Internet-centric billing protocols to date have an integra
record format. That is, the collection of Properties that describe a
Usage Event are specified as an integral part of the protocol
typically as a part of a "subnmit" nessage that is used to transnit a
Usage Event froma Service Entity to an Accounting Server.

It may be advantageous to define a record format that is independent
of the transport protocol. Such a record format shoul d support both
representation of individual records and records in bulk, as Usage
Events are often aggregated and transmitted in bul k.

A separate record format is useful for record archiving and tenporary
file storage. Miltiple transport protocols may be defined w thout
affecting the record format. The task of auditing is nade easier if
a standard file format is defined. |If a canonical format is used,
bul k records may be hashed with MD5 [MD5] or a simlar function, for
reliability and security purposes.

Fom ek +
| transport |
| header |

Fomm e oo - + Fomm e oo - +

| | | |

| Usage | | Usage

| Event(s) | | Event(s)

| | | |

| | | |

Fomm e oo - + Fomm e oo - +
| trailer
S +

record fornmat transport protoco

If the protocol is witten such that it can transmit Usage Events in
the record format, no record rewiting for transport is required.

9.2. Tagged, Typed Data

Record formats and protocols use a conbi nation of data locality and

explicit tagging to identify data elements. Ml [RFC822], for

i nstance, defines a header bl ock conposed of several Attribute-Value
Pairs, followed by a nessage body. Each header field is explicitly
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tagged, but the order of the AVPs is undefined. The nessage body is
not tagged (except with an additional preceding blank line), and is
found through its position in the nessage, which rmust be after al
header fi el ds.

Sone record fornmats nake no use of tags--data el enents are identified
only by their position within a record structure. Wile this
practice provides for the | east ambunt of record space overhead, it
is difficult to later nodify the record format by addi ng or renoving

el ements, as all record readers will have to be altered to handl e the
change. Tagged data allows old readers to detect unexpected tags and
to detect if required data are missing. |f the overhead of carrying

explicit tags can be borne, it is advantageous to use explicitly
tagged data el ements where possi bl e.

An AVP approach has proven useful in accounting. RAD US [ RADI US]
uses nuneric data type identifiers. ETSI’s TIPHON [ TI PHON] uses XM
mar kup.

For an AAA accounting record format, the authors suggest that each
Property be named by a textual or nuneric identifier and carry a

val ue and a data type indicator, which governs interpretation of the
value. It may also be useful for each Property to carry a units of
neasure identifier. The TIPHON specification takes this approach
TS 101 321 also carries an Increnment field, which denom nates the
Property’s Unit of Measure field. Wether this additiona

conveni ence is necessary is a matter for di scussion

It is not strictly necessary for each data record to carry data type,
units of measure, or increnments identifiers. |If this information is
recorded in a record schema docunent that is referenced by each data
record, each record may be validated agai nst the schema without the
overhead of carrying type information.

9.2.1. Standard Type Definitions

It is useful to define a standard set of primtive data types to be
used by the record format and protocol. Looking at the prior art,

DI AMETER supports Data (arbitrary octets), String (UTF-8), Address
(32 or 128 bit), Integer32, Integer64, Tine (32 bits, seconds since
1970), and Conpl ex. Ml X [ M5l X- SPEC] supports String, Unistring,
Int32, Float, Double, Boolean, and Tinestanp. SMv2 [SM-V2] offers
ASN. 1 types | NTEGER, OCTET STRING and OBJECT | DENTI FI ER, and the
application-defined types |Integer32, |pAddress, Counter32, Gauge32,
Unsi gned32, Ti meTi cks, Opaque, and Count er 64.
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An appropriate set would likely include bool eans, 32 and 64 bit
signed integers, 32 and 64 bit floats, arbitrary octets, UTF-8 and
UTF-16 strings, and | SO 8601: 1988 [| SO DATE] tinestanps. Fixed-
preci si on nunbers capabl e of representing currency anmounts (wth
preci sion specified on both sides of the decimal point) have proven
useful in accounting record formats, as they are imrune to the
preci sion problens that are encountered when one attenpts to
represent fixed-point anpbunts with floating point nunbers.

It may be worthwhile to consider the datatypes that are being
specified by the WBC s "XM. Schema Part 2: Datatypes” [ XM.- DATA]
docunent. That docunent specifies a rich set of base types, along
with a mechanismto specify derivations that further constrain the
base types.

9.3. Transaction lIdentifiers
Each Usage Event requires its own unique identifier

It is expedient to allow Service Elenments to create their own uni que
identifiers. |In this manner, Usage Events can be created and
archived wi thout the invol venent of an Accounting Server or other
central authority.

A nunber of nethods for creating unique identifiers are well known.
One popul ar identifier is an anal gamati on of a nonotonically

i ncreasi ng sequence nunber, a |large random val ue, a network el enent
identifier, and a tinestanp. Another possible source of entropy is a
hash value of all or part of the record itself.

RFC 822 [MAIL], RFC 1036 [NEWS], and RFC 2445 [| CAL- CORE] give
gui dance on the creation of good unique identifiers.

9.4. Service Definitions

A critical differentiator in accounting record fornmats and protocols
is their capability to account for arbitrary service usage. To date,
no accounting record format or protocol that can handle arbitrary
service definitions has achi eved broad acceptance on the Internet.

This section anal yzes the issues in service definition and makes a

case for a record format and protocol with the capability to carry
Usage Events for rich, independently-defined services.
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9.4.1. Service |Independence

It is informative to survey a nunber of popul ar Internet protocols
and document encodi ngs and exam ne their capacities for extension.
These protocols can be categorized into two broad categories--"fully
speci fied" protocols that have little provision for extension and
"framewor k" protocols that are inconplete, but provide a basis for
future extension when coupled with application docunents.

Exampl es of fully-specified protocols are NTP [ NTP], NNTP [ NNTP],
RADI US Accounting [ RAD- ACT], and HTM. [ HTM].

Aside fromleaving sone field values "reserved for future use", al
of Network Time Protocol’s fields are fixed-wi dth and conmpletely
defined. This is appropriate for a sinple protocol that solves a
si mpl e probl em

Net wor k News Transfer Protocol [NEWS- PROT] specifies that further
conmands may be added, and requests that non-standard inpl enentations
use the "X-" experinmental prefix so as to not conflict with future
additions. The content of news is 7-bit data, with the high-order
bit cleared to 0. Nothing further about the content is defined.
There is no in-protocol facility for automating decodi ng of content

t ype.

We pay particular attention to RADI US Accounting [ RAD-ACT]. Perhaps
the second nost frequently heard conmplaint (after security
short com ngs) about RADI US Accounting is its preassigned and fixed
set of "Types". These are coded as a range of octets from40 to 51
and are as follows:

40 Acct - St at us- Type

41 Acct - Del ay- Ti ne

42 Acct-Il nput-Cctets

43 Acct-CQut put-Cctets
44 Acct - Session-1d

45 Acct - Aut henti c

46 Acct - Sessi on-Ti ne

47 Acct - | nput - Packet s
48 Acct - Qut put - Packet s
49 Acct - Ter m nat e- Cause
50 Acct-Mil ti-Session-1d
51 Acct - Li nk- Count

These identifiers were designed to account for packet-based network
access service. They are ill-suited for describing other services.
VWi | e extensi on docunents have specified additional types, the base
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protocol limts the type identifier to a single octet, linmting the
total nunber of types to 256.

HTM./ 2.0 [HTM.] is nmostly a fully-specified protocol, but with WBC s
HTML/ 4.0, HTM. is becoming nore of a framework protocol. HIM/2.0
specified a fixed set of markups, with no provision for addition

(wi thout protocol revision).

Exanmpl es of "framework" protocols and document encodi ngs are HTTP,
XM., and SNWP

HTTP/ 1.1 [HTTP] is sonmewhat simlar to NNTP in that it is designed to
transport arbitrary content. It is different in that it supports
description of that content through its Content-Type, Content-
Encodi ng, Accept-Encodi ng, and Transfer-Encodi ng header fields. New
types of content can be designated and carried by HTTP/ 1.1 w t hout
nodi fication to the HITP protocol

XML [ XM.] is a preem nent general -purpose framework encodi ng. DID
publishing is left to users. There is no standard registry of DTDs.

SNWP presents a successful exanple of a framework protocol. SNW' s
aut hors envi sioned SNMP as a general managenent protocol, and all ow
ext ensi on through the use of private MBs. SNWMP's ASN.1 MBs are
defined, published, and standardi zed without the necessity to nodify
the SNWP standard itself. From"An Overview of SNMP' [ SNVP- OVER] :

It can easily be argued that SNMP has becone prom nent nmainly from
its ability to augnent the standard set of M B objects with new
val ues specific for certain applications and devices. Hence, new
functionality can continuously be added to SNWP, since a standard
met hod has been defined to incorporate that functionality into
SNWVP devi ces and network nanagers.

Most accounting protocols are fully-specified, with either a

conpl etely defined service or set of services (RADI US Accounting) or
with one or nore services defined and provision for "extension"
services to be added to the protocol later (TIPHON). Wile the
latter is preferable, it may be preferable to take a nore SNWP-1i ke
approach, where the accounting record format and protocol provide
only a framework for service definition, and | eave the task of
service definition (and standardi zation) to separate efforts. In
this manner, the accounting protocol itself would not have to be
nodi fi ed to handl e new services.
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9.4.2. Versioned Service Definitions

Versioning is a nanming and conpatibility issue. Version identifiers
are useful in service definition because they enabl e service
definitions to be upgraded wi thout a possibly awkward name change.
They al so enabl e possible conpatibility between different versions of
the same service

An exampl e coul d be the service definition of a phone call. Version
1 mght define Properties for the start time, duration, and called
and calling party nunbers. Later, version 2 is defined, which
augnents the fornmer service definition with a byte count. An
Accounting Server, aware only of Version 1, may accept Version 2
records, discarding the additional information (forward
conpatibility). Alternately, if an Accounting Server is nmade aware
of version 2, it could optionally still accept version 1 records from
Service El enments, provided the Accounting Sever does not require the
additional information to properly account for service usage
(backward conpatibility).

9.4.3. Relationships Anong Usage Events

Accounting record formats and protocols to date do not sufficiently
addressed "conpound" service description

A conpound service is a service that is described as a conposition of
ot her services. A conference call, for exanple, nmay be described as
a nunber of point-to-point calls to a conference bridge. It is

i mportant to account for the individual calls, rather than just
sunmi ng up an aggregate, both for auditing purposes and to enable
differential rating. |If these calls are to be reported to the
Accounting Server individually, the Usage Events require a shared
identifier that can be used by the Accounting Server and other back-
end systens to group the records together

In order for a Service Elenent to report conpound events over tine as
a succession of individual Usage Events, the accounting protoco
requires a facility to comunicate that the conmpound event has
started and stopped. The "start" nmessage can be inplicit--the
transm ssion of the first Usage Event will suffice. An additiona
semaphore is required to tell the Accounting Server that the conpound
service is conplete and may be further processed. This is necessary
to prevent the Accounting Server from prematurely processing conpound
events that overlap the end of a billing period.
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9.

10.

Br

RADI US Accounting has some provision for this sort of accounting with
its "Acct-Milti-Session-1d" field. Unfortunately, RADIUS
Accounting’s other shortcom ngs preclude it frombeing used in
general purpose service usage description

4. 4. Service Nanespace Managenent

"Franmewor k" protocols, as previously nmentioned, do not define
conpl ete schema for their payload. For interoperability to be
achieved, it must be possible for:

(1) content definers to specify definitions wthout conflicting
with the names of other definitions

(2) protocol users to find and use content definitions

Condition (1) can be readily managed through | ANA assi gnnent or by
usi ng an exi sting nanespace differentiator (for exanple, DNS).

Condition (2) is harder, and places consi derabl e burden on the

i mpl ementors. Their clients and servers mnmust be able, statically or
dynam cally, to find and validate definitions, and nanage versi oni ng
i ssues.

As previously mentioned, the XM. specification provides no facility
for DTD di scovery or nanmespace managenent. XM specifies only a
docunent format, and as such does not need to specify support for
nore "protocol" oriented probl ens.

For an accounting record format and protocol, an approach closer to
SNVP's is useful. SNMP uses an | SO nanaged dotted-deci nal nanespace.
An | ANA- nanaged registry of service types is a possibility. Another
possibility, used by MsI X [ M5l X-SPEC], is for Service El enent
creators to identify their services by concatenation of a new service
nanme wi th existing unique identifier, such as a domai n nane.

A standard record format for service definitions would make it
possi bl e for Service Elenent creators to directly supply accounting
system managers with the required definitions, via the network or
ot her means.

Encodi ngs
It may be useful to define nore than one record encoding.
A "verbose" XML encoding is easily inplemented and records can be

syntactically verified with existing tools. "Hunman-readabl e"
protocols tend to have an edge on "hitfield" protocols where ease of
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11.

12.

i npl enentation is paranmount and the application can tolerate any
addi ti onal processing required to generate, parse, and transport the
records.

A alternative "conmpressed” encoding that nmakes m ni mal use of storage
and processing nay be useful in many contexts.

There are di sadvantages to supporting multiple encodings.

Optional l'y-supported multiple encodi ngs mandate the requirenent for
capabilities exchange between Service El enent and Accounting Server.
Al so, inplenentations can tend to "drift apart”, with one encoding
better-supported than another. Unless all encodings are nandatory,
i mpl enentors nay find they are unable to interoperate because they
pi cked the wong encodi ng.

Security Consi derations

Thi s docunent summari ses many existing | ETF and | TU docunents; pl ease
refer to the original docunents for security considerations for their
particul ar protocols.

It nust be possible for the accounting protocol to be carried by a
secure transport. A canonical record format is useful so that
regeneration of secure record hashes is possible.

When dealing with accounting data files, one nust take care that
their integrity and privacy are preserved. This docunent, however,
is only concerned with the format of such files.
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devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
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Engl i sh.
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