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Abst r act

Thi s docunent describes extensions to the Internmediate Systemto
Internmediate System (1S-1S) protocol to support optinmal routing
within a two-level domain. The IS 1S protocol is specified in ISO
10589, with extensions for supporting IPv4 (Internet Protocol)
specified in RFC 1195 [2].

Thi s docunent extends the semantics presented in RFC 1195 so that a
routing domain running with both level 1 and level 2 Internediate
Systenms (IS) [routers] can distribute IP prefixes between level 1 and
| evel 2 and vice versa. This distribution requires certain
restrictions to insure that persistent forwarding | oops do not form
The goal of this domain-wide prefix distribution is to increase the
granularity of the routing information within the domain.

| nt roducti on

An 1S 1S routing domain (a.k.a., an autononbus systemrunning IS-15)
can be partitioned into multiple level 1 (L1) areas, and a |evel 2
(L2) connected subset of the topology that interconnects all of the
L1 areas. Wthin each L1 area, all routers exchange link state
information. L2 routers also exchange L2 link state information to
conput e routes between areas.
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RFC 1195 [2] defines the Type, Length and Value (TLV) tuples that are
used to transport IPv4 routing information in IS-1S. RFC 1195 al so
specifies the semantics and procedures for interactions between

| evels. Specifically, routers in a L1 area will exchange information
within the L1 area. For |IP destinations not found in the prefixes in
the L1 database, the L1 router should forward packets to the nearest
router that is in both L1 and L2 (i.e., an L1L2 router) with the
"attached bit" set in its L1 Link State Protocol Data Unit (LSP)

Al so per RFC 1195, an L1L2 router should be manually configured wth
a set of prefixes that summarizes the I P prefixes reachable in that
L1 area. These summmaries are injected into L2. RFC 1195 specifies
no further interactions between L1 and L2 for |Pv4 prefixes.

1.1 Mtivations for domai n-wide prefix distribution

The nmechani sns specified in RFC 1195 are appropriate in nmany
situations, and lead to excellent scalability properties. However,
in certain circunstances, the domain adnministrator may wish to
sacrifice some anount of scalability and distribute nore specific
information than is described by RFC 1195. This section discusses
the various reasons why the domain administrator may w sh to make
such a tradeoff.

One nmmjor reason for distributing nore prefix information is to
improve the quality of the resulting routes. A well know property of
prefix summarization or any abstraction mechanismis that it
necessarily results in a loss of information. This |oss of
information in turn results in the conmputation of a route based upon
| ess information, which will frequently result in routes that are not
optimal .

A sinple exanple can serve to denonstrate this adequately. Suppose
that a L1 area has two L1L2 routers that both advertise a single
summary of all prefixes within the L1 area. To reach a destination
inside the L1 area, any other L2 router is going to conpute the
shortest path to one of the two L1L2 routers for that area. Suppose,
for exanple, that both of the L1L2 routers are equidistant fromthe
L2 source, and that the L2 source arbitrarily selects one L1L2
router. This router may not be the optimal router when viewed from
the L1 topology. |In fact, it may be the case that the path fromthe
sel ected L1L2 router to the destination router may traverse the L1L2
router that was not selected. |If nore detailed topol ogica
information or nore detailed metric information was available to the
L2 source router, it could make a nore optimal route computation
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This situation is symmetric in that an L1 router has no infornation
about prefixes in L2 or within a different L1 area. |n using the
nearest L1L2 router, that L1L2 is effectively injecting a default
route without metric information into the L1 area. The route
conputation that the L1 router perfornms is simlarly suboptinal

Besides the optimality of the routes conputed, there are two ot her
significant drivers for the domain w de distribution of prefix
i nf ormati on.

VWhen a router learns nultiple possible paths to external destinations
via BGP, it will select only one of those routes to be installed in
the forwarding table. One of the factors in the BGP route selection
is the |GP cost to the BGP next hop address. Many | SP networks
depend on this technique, which is known as "shortest exit routing"
If a L1 router does not know the exact IGP nmetric to all BGP speakers
in other L1 areas, it cannot do effective shortest exit routing.

The third driver is the current practice of using the IGP (1S19)
nmetric as part of the BGP Multi-Exit Discrimnator (MED). The val ue
in the MED is advertised to other domains and is used to inform other
domai ns of the optimal entry point into the current domain. Current
practice is to take the 1S-1S nmetric and insert it as the MED val ue.
This tends to cause external traffic to enter the domain at the point
closest to the exit router. Note that the receiving donmai n may,
based upon policy, choose to ignore the MED that is advertised.
However, current practice is to distribute the I1GP nmetric in this way
in order to optimze routing wherever possible. This is possible in
current networks that only are a single area, but becones problematic
if hierarchy is to be installed into the network. This is again
because the loss of end-to-end netric informati on nmeans that the MED
value will not reflect the true distance across the advertising
domain. Full distribution of prefix information within the domain
woul d alleviate this problemas it would all ow accurate conputation
of the 1S 1S metric across the domain, resulting in an accurate val ue
presented in the MED

1.2 Scalability

The di sadvantage to performng the domai n-wi de prefix distribution
descri bed above is that it has an inpact to the scalability of IS-IS.
Areas within IS-1S help scalability in that LSPs are contained within
a single area. This limts the size of the Iink state database, that
inturn limts the conplexity of the shortest path conputation
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Further, the summari zation of the prefix information aids scalability
in that the abstraction of the prefix information renoves the sheer
nunber of data itens to be transported and the nunber of routes to be
conput ed.

It should be noted quite strongly that the distribution of prefixes
on a donain wi de basis inpacts the scalability of I1S-1Sin the second

respect. It will increase the nunmber of prefixes throughout the
domain. This will result in increased nenory consunption,

transm ssion requi rements and conputation requirenments throughout the
donai n.

It nust also be noted that the donmmi n-wi de distribution of prefixes
has no effect whatsoever on the first aspect of scalability, nanely
the existence of areas and the limtation of the distribution of the
link state database.

Thus, the net result is that the introduction of domain-w de prefix
distribution into a fornerly flat, single area network is a clear
benefit to the scalability of that network. However, it is a
conprom se and does not provide the nmaxi mum scal ability avail abl e
with IS-1S. Domains that choose to make use of this facility should
be aware of the tradeoff that they are naking between scalability and
optimality and provision and nonitor their networks accordingly.

Nor mal provi sioning guidelines that would apply to a fully

hi erarchi cal deploynment of IS-1Swill not apply to this type of
configurati on.

2. Proposed syntax and semantics for L2->L1 inter-area routes

Thi s docunent defines the syntax of how to advertise |evel 2 routes
in level 1 LSPs. The encoding is an extension of the encoding in RFC
1195.

To sonme extent, in IS 1S the |level 2 backbone can be seen as a
separate area itself. RFC 1195 defines that L1L2 routers can
advertise IP routes that were learned via L1 routing into L2. These
routes can be regarded as inter-area routes. RFC 1195 defines that
these L1->L2 inter-area routes nust be advertised in L2 LSPs in the
"IP Internal Reachability Information" TLV (TLV 128). Intra-area L2
routes are also advertised in L2 LSPs in an "IP Internal Reachability
Information" TLV. Therefore, L1->L2 inter-area routes are

i ndi stinguishable fromL2 intra-area routes.

RFC 1195 does not define L2->L1 inter-area routes. A sinple
extension would be to allow a L1L2 router to advertise routes | earned
via L2 routing inits L1 LSP. However, to prevent routing-I|oops,
L1L2 routers nust never advertise L2->L1 inter-area routes that they
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learn via L1 routing, back into L2. Therefore, there nust be a way
to distinguish L2->L1 inter-area routes fromL1 intra-area routes.
Draft-ietf-isis-traffic-01.txt defines the "up/down bit" for this
purpose. RFC 1195 defines TLVs 128 and 130 to contain |IP routes.
TVLs 128 and 130 have a netric field that consists of 4 TOS metrics.
The first netric, the so-called "default metric", has the high-order
bit reserved (bit 8). Routers nust set this bit to zero on

transm ssion, and ignore it on receipt.

Thi s docunent redefines this high-order bit in the default netric
field in TLVs 128 and 130 to be the up/down bit. L1L2 routers nust
set this bit to one for prefixes that are derived fromL2 routing and
are advertised into L1 LSPs. The bit nust be set to zero for al

other IP prefixes in L1 or L2 LSPs. Prefixes with the up/down bit
set that are learned via L1 routing, nust never be advertised by L1L2
routers back into L2.

2.1 darification of external route-type and external netric-type

RFC 1195 defines two TLVs for carrying IP prefixes. TLV 128 is
defined as "IP Internal Reachability Information", and should be used
to carry IP prefixes that are directly connected to IS-1S routers.
TLV 130 is defined as "I P External Reachability Informtion", and
shoul d be used to carry routes learned fromoutside the I1S-1S domain
RFC 1195 docunents TLV type 130 only for level 2 LSPs.

RFC 1195 al so defines two types of nmetrics. Metrics of the interna
metric-type should be used when the netric is conparable to netrics
used to weigh links inside the ISIS domain. Metrics of the externa
netric-type should be used if the metric of an IP prefix cannot be
directly conmpared to internal netrics. External netric-type can only
be used for external IP prefixes. A direct result is that nmetrics of
external netric-type should never be seen in TLV 128.

To prevent confusion, this docunment states again that when a router
conputes IP routes, it nmust give the sane preference to I P routes
advertised in an "IP Internal Reachability Information" TLV and IP
routes advertised in an "IP External Reachability Information" TLV.
RFC 1195 states this quite clearly in the note in paragraph 3.10. 2,
item2c). This docunment does not alter this rule of preference.

NOTE: Internal routes (routes to destinations announced in the
“"IP Internal Reachability Information" field), and externa
routes using internal netrics (routes to destinations announced
inthe "IP External Reachability Information" field, with a
metric of type "internal") are treated identically for the
purpose of the order of preference of routes, and the Dijkstra
cal cul ati on.

I nf or mati onal [ Page 5]



RFC 2966 Donmi n-wi de Prefix Distribution Cct ober 2000

However, |P routes advertised in "IP External Reachability
Information" with external netric-type nust be given | ess preference
than the sane I P routes advertised with internal-metric type,

regardl ess of the value of the netrics.

While IS 1S routers nmust not give different preference to IP prefixes
| earned via "IP Internal Reachability Information" and "I P Externa
Reachability Information" when executing the Dijkstra calculation
routers that inplenent nultiple 1GPs are free to use this distinction
bet ween internal and external routes when conparing routes derived
fromdifferent 1Gs for inclusion in their global R B

2.2 Definition of external IP prefixes in level 1 LSPs

RFC 1195 does not define the "I P External Reachability Infornmation"
TLV for L1 LSPs. However, there is no reason why an IS 1S

i mpl enentation could not allow for redistribution of external routes
into L1. Sonme IS-1S inplenentations already all ow network
administrators to do this. This docurment | oosens the restrictions in
RFC 1195, and allows for the inclusion of the "IP Externa
Reachability Information" TLV in L1 LSPs.

RFC 1195 defines that IP routes | earned via L1 routing nust always be
advertised in L2 LSPs in a "IP Internal Reachability Information"
TLV. Now that this docunent allows "IP External Reachability
Information" TLVs in L1 LSPs, and allows for the advertisenent of
routes learned via L2 routing into L1, the above rule needs a

ext ensi ons.

When a L1L2 router advertises a L1 route into L2, where that L1 route
was | earned via a prefix advertised in a "IP External Reachability
Information" TLV, that L1L2 router should advertise that prefix in
its L2 LSP within an "I P External Reachability Information" TLV. L1
routes learned via an "IP Internal Reachability Information" TLV
shoul d still be advertised within a "IP Internal Reachability
Informati on" TLV. These rules should al so be applied when
advertising IP routes derived fromL2 routing into L1. O course in
this case also the up/down bit nust be set.

RFC 1195 defines that if a router sees the same external prefix
advertised by two or nore routers with the same external nmetric, it
nust select the route that is advertised by the router that is
closest to itself. It should be noted that now that external routes
can be advertised fromL1 into L2, and vice versa, that the router
that advertises an external prefix in its LSP might not be the router
that originally injected this prefix into the IS-1S domain.
Therefore, it is less useful to advertise external routes with
external nmetrics into other |evels.

I nf or mati onal [ Page 6]



RFC 2966 Donmi n-wi de Prefix Distribution Cct ober 2000

3. Types of IProutes in IS 1S and their order of preference

RFC 1195 and this docunent defines several ways of advertising IP
routes in IS IS. There are four vari abl es invol ved.

1) The level of the LSP in which the route is advertised. There are
currently two possible values: level 1 and |evel 2

2) The route-type, which can be derived fromthe type of TLV in which
the prefix is advertised. Internal routes are advertised in IP
Internal Reachability Information TLVs (TLV 128), and externa
routes are advertised in I[P External Reachability Information TLVs
(TLV 130).

3) The netric-type: Internal or External. The netric-type is derived
fromthe Internal/External metric-type bit in the netric field
(bit 7).

4) The fact whether this route is | eaked down in the hierarchy, and
thus can not be advertised back up. This information can be
derived fromthe newy defined up/down bit in the default netric
field.

3.1 Overview of all types of IP prefixes in IS 1S Link State PDUs

The conbination IP Internal Reachability Information and externa
nmetric-type is not allowed. Al so the up/down bit is never set in L2
LSPs. This leaves us with 8 different types of |IP advertisenents in
IS-1S. However, there are nore than 8 reasons for | P prefixes to be
advertised in IS-1S. The follow ng tables describe the types of IP
prefi xes and how they are encoded.

1) L1 intra-area routes

These are advertised in L1 LSPs, in TLV 128.

The up/down bit is set to zero, netric-type is internal netric.
These I P prefixes are directly connected to the advertising router.
2) L1 external routes

These are advertised in L1 LSPs, in TLV 130.

The up/down bit is set to zero, netric-type is internal netric.

These I P prefixes are | earned fromother |1GPs, and are usually not
directly connected to the advertising router.
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3) L2 intra-area routes

These are advertised in L2 LSPs, in TLV 128.

The up/down bit is set to zero, netric-type is internal netric.
These I P prefixes are directly connected to the advertising router.
These prefixes can not be distinguished fromL1->L2 inter-area
routes.

4) L2 external routes

These are advertised in L2 LSPs, in TLV 130.

The up/down bit is set to zero, netric-type is internal netric.
These I P prefixes are |earned fromother |1 GPs, and are usually not
directly connected to the advertising router. These prefixes can
not be distinguished fromL1->L2 inter-area external routes.

5) L1->L2 inter-area routes

These are advertised in L2 LSPs, in TLV 128.

The up/down bit is set to zero, netric-type is internal netric.
These I P prefixes are learned via L1 routing, and were derived
during the L1 SPF conputation fromprefixes advertised in L1 LSPs in
TLV 128. These prefixes can not be distinguished fromL2 intra-area
routes.

6) L1->L2 inter-area external routes

These are advertised in L2 LSPs, in TLV 130.

The up/down bit is set to zero, netric-type is internal netric.
These I P prefixes are learned via L1 routing, and were derived
during the L1 SPF conputation fromprefixes advertised in L1 LSPs in
TLV 130. These prefixes can not be distinguished fromL2 externa
routes.

7) L2->L1 inter-area routes

These are advertised in L1 LSPs, in TLV 128.

The up/down bit is set to one, nmetric-type is internal netric.
These I P prefixes are learned via L2 routing, and were derived
during the L2 SPF conputation fromprefixes advertised in TLV 128.

8) L2->L1 inter-area external routes

These are advertised in L1 LSPs, in TLV 130.

The up/down bit is set to one, nmetric-type is internal netric.

These I P prefixes are learned via L2 routing, and were derived
during the L2 SPF conputation fromprefixes advertised in L2 LSPs in
TLV 130.
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9) L1 external routes with external netric

These are advertised in L1 LSPs, in TLV 130.

The up/down bit is set to zero, netric-type is external netric.
These I P prefixes are |earned fromother |1GPs, and are usually not
directly connected to the advertising router.

10) L2 external routes with external metric

These are advertised in L2 LSPs, in TLV 130.

The up/down bit is set to zero, netric-type is external netric.
These I P prefixes are |earned fromother |1 GPs, and are usually not
directly connected to the advertising router. These prefixes can
not be distinguished fromL1->L2 inter-area external routes with
external netric.

11) L1->L2 inter-area external routes with external netric

These are advertised in L2 LSPs, in TLV 130.

The up/down bit is set to zero, netric-type is external netric.
These I P prefixes are learned via L1 routing, and were derived
during the L1 SPF conputation fromprefixes advertised in L1 LSPs in
TLV 130 with external netrics. These prefixes can not be

di stingui shed fromL2 external routes with external netric.

12) L2->L1 inter-area external routes with external netric

These are advertised in L1 LSPs, in TLV 130.

The up/down bit is set to one, netric-type is external netric.

These I P prefixes are learned via L2 routing, and were derived
during the L1 SPF conputation fromprefixes advertised in L2 LSPs in
TLV 130 with external netrics.

3.2 Order of preference for all types of IProutes in IS 1S

Unfortunately |IS-1S cannot depend on netrics alone for route

sel ection. Sone types of routes nust always preferred over others,
regardl ess of the costs that were conputed in the Dijkstra

cal culation. One of the reasons for this is that inter-area routes
can only be advertised with a maxi mumnetric of 63. Another reason
is that this maxi mum val ue of 63 does not nean infinity (e.g. like a
hop count of 16 in RIP denotes unreachable). Introducing a value for
infinity cost in |IS-ISinter-area routes would introduce counting-
to-infinity behavior via two or nore L1L2 routers, which would have a
bad i mpact on network stability.

The order of preference of IProutes in IS 1S is based on a few
assunpti ons.
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- RFC 1195 defines that routes derived fromL1l routing are preferred
over routes derived fromL2 routing.

- The note in RFC 1195 paragraph 3.10.2, item 2c) defines that
internal routes with internal metric-type and external prefixes
with internal metric-type have the sane preference

- RFC 1195 defines that external routes with internal netric-type are
preferred over external routes with external nmetric type.

- Routes derived fromL2 routing are preferred over L2->L1 routes
derived fromL1l routing.

Based on these assunptions, this document defines the follow ng route
pr ef er ences.

1) L1 intra-area routes with internal metric

L1 external routes with internal netric
2) L2 intra-area routes with internal netric

L2 external routes with internal netric

L1->L2 inter-area routes with internal netric

L1->L2 inter-area external routes with internal netric
3) L2->L1 inter-area routes with internal netric

L2->L1 inter-area external routes with internal netric
4) L1 external routes with external nmetric
5) L2 external routes with external netric

L1->L2 inter-area external routes with external netric
6) L2->L1 inter-area external routes with external netric

3.3 Additional notes on what prefixes to accept or advertise

Par agraphs 4.1 and 4.2 enunerate all used IP route types in IS 1S
Besi des these defined route types, the encoding used would allow for
a few nore potential conbinations. One of themis the conbination of
"IP Internal Reachability Information" and external nmetric type

Thi s combi nati on shoul d never be used when building an LSP. Upon
receipt of an IP prefix with this conbination, routers must ignore
this prefix.

Anot her issue woul d be the usage of the up/down bit in L2 LSPs.
Because I1S-1Sis currently defined with two | evels of hierarchy,
there should never be a need to set the up/down bit in L2 LSPs.
However, if IS-1S would ever be extended with nmore than two | evel s of
hi erarchy, L2-only (or L1L2) routers will need to be able to accept
L2 IP routes with the up/down bit set. Therefore, it is recommended
that inplenmentations ignore the up/down bit in L2 LSPs, and accept
the prefixes in L2 LSPs regardl ess whether the up/down bit is set.
This will allow for sinpler nmigration once nmore than two | evels of

hi erarchy are defined.
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Anot her detail that inplenentors should be aware of is the fact that
L1L2 routers should only advertise in their L2 LSP those L1 routes
that they use for forwardi ng thensel ves. They shoul d not

uncondi tionally advertise into L2 all prefixes fromLSPs in the L1
dat abase.

Not all prefixes need to be advertised up or down the hierarchy.

| npl enentations might allow for additional manual filtering or
sunmari zation to further bring down the nunber of inter-area prefixes
they advertise in their LSPs. It is also recommended that the
default configuration of L1L2 routers is to not advertise any L2
routes into L1 (see al so paragraph 5.0).

4. Inter-operability with ol der inplenentations

The solution in this docunent is not fully conpatible with RFC 1195.
It is an extension to RFC 1195. |If routers do not use the new
functionality of external L1 routes, nor L2->L1 inter-area routes,
ol der inplenmentations that strictly follow RFC 1195 will be
conpatible with newer inplenmentations that follow this docunent.

| mpl ement ati ons that do not accept the "I P External Reachability
Information® TLV in L1 LSPs will not be able to conpute external L1
routes. This could cause routing | oops between L1-only routers that
do understand external L1 routes for a particular destination, and
L1-only routers that use the default route pointing the closest
attached L1L2 router for that destination

| mpl ement ations that foll ow RFC 1195 should ignore bit 8 in the
default netric field when conputing routes. Therefore, even ol der

i npl enentati ons that do not know of the up/down bit should be able to
accept the new L2->L1 inter-area routes. These ol der inplenentations

will install the new L2->L1 inter-area routes as L1 intra-area
routes, but that in itself does not cause routing |oops anong L1-only
routers.

However, it is vital that the up/down bit is recognized by L1L2
routers. As has been stated before, L1L2 routers nust never
advertise L2->L1 inter-area routes back into L2. Therefore, if L2
routes are advertised down into L1 area, it is required that all L1L2
routers in that area run software that understands the new up/down
bit. dder inplenmentations that foll ow RFC 1195 and do not
understand the new up/down bit will threat the L2->L1 inter-area
routes as L1 intra-area routes, and they will advertise these routes
back into L2. This can cause routing | oops, sub-optiml routing or
extra routing instability. For this reason it is reconmended that
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i mpl enentati ons by default do not advertise any L2 routes into L1
| npl enent ati ons should force the network administrator to manual ly
configure L1L2 routers to advertise any L2 routes into L1

5. Comparisons with other proposals

In [3], a new TLV is defined to transport IP prefix information.

This TLV format al so defines an up/down bit to allow for L2->L1
inter-area routes. [3] also defines a new TLV to describe |inks.
Both TLVs have wi der netric space, and have the possibility to define
sub-TLVs to advertise extra information belonging to the link or
prefix. The wider nmetric space in IP prefix TLVs allows for nore
granular netric information about inter-area path costs. To make
full use of the wider nmetric space, network admni strators nust
depl oy both new TLVs at the sane tine.

Depl oyment of [3] requires an upgrade of all routers in the network
and a transition to the new TLVs. Such a network-w de upgrade and
transition nmight not be an easy task. In this case, the solution
defined in this document, which requires only an upgrade of L1L2
routers in selected areas, might be a good alternative to the
solution defined in [3].

6. Security Considerations
Thi s docunent raises no new security issues for IS 1S.
7. References
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Protocol for Providing the Connectionl ess-node Network Service
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9. Full Copyright Statenent
Copyright (C The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
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