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Abst r act
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i nformati on made avail abl e, irrespective of the service provider
responsi ble for maintaining that information, their directory service
protocols, or the end-user’s client access protocol

Tabl e of Contents

I ntroducti on.

Proj ect Goal. e e e e e
Executive Summary of Technical Study Result
Docurent Overview . . G e
Ter m nol ogy .

Requirenments. . . . . .

End- User Requirenents .

WDSPs Requi renents. . . .

DAG System Requirenents .

Functi onal Specification.

Overview. . . . . . . .. e
The DAG Core. . . . . . . . . . . « . « . .« . . . .. ....0
Cient Interface. . . . . . . . . . . . . . . . .. ... ..1
.1 Acceptable User lnput . . . . . . . . . . . . . . . . . . .12

O©OOOWoN~NO OO

WWWWWNNNNE PP
WWONFRPOWNROMWNRO

Dai gl e & Hedberg | nf or mati onal [ Page 1]



RFC 2967 TI SDAG Oct ober 2000

Supported Query Types. . . . . . . . . . . . . . . . ... o..12
Mat chi ng Semantics . . . . . . . . . . . . . . . . . . . . .12
Character Sets . . . . . . . . . . . . . . . . . . . . . .. .13
3.3.2 Data Qutput Spec. . . . . . . . . . . . . . . . . . . ... 14
Schema Definition. . . . . . . . . . . . . . . . . . . . ... 14
Referral Definition. . . . . . . . . . . . . . . . . . . .. .14
Error conditions . . . . . . . . . . . . . . . . . . . . .. .14
Directory Server Interface. . . . . . . . . . . . . . . . . . 14
Architecture. . . Y
Sof t war e Cbnponents e -1
.1 Internal Communications . . . . . . . . . . . . . . . . . . 15
.2 Referral Index. . . . . . . . . . . . . . . . . . .. .. .15
.3 DAGCAPS. . . . . . . . . . . . . . . . . . . . . ... ..15
.4 DAG SAPs. . . . e v
| mport ant chhltectural hbtes S T I 4
2 Distinct Functions: Referrals and Cha|n|ng I I 4
Limted Query and Response Semantics. . . . . . . . . . . . 17
Visibility. . . . e I 4
Ri chness of Query senant|cs e <
N+M Pr ot ocol Mappings . . . 18
DAG CAPs and DAG SAPs are conpletely |ndependent of each
other . . . . . . 18
.7 The Role of the DAG—CAP e R &
.8 The Role of the DAGSAP . . . . . . . . . . . . . . . . . .19
.9 DAGIPisinternal. . . . . . . . . . . . . . . . . . .. .19
.10 Expectations . . . . . . . . . . . . . . . . . . . ... .1
.11 Future Extensions. . . . . . . . . . . . . . . . . ... .19
Sof tware Specifications . . . . . . . . . . . . . . . . . . .19
Not ati onal Convention . . . . . . . . . . . . . . . . . . . .19
DAG CAP Basics. . . . . . . . . . . . . . . . . . ... ...20
.1 Functionality . . . . . . . . . . . . . . . .. . . ... .20
.2 Configuration . . . . . . . . . . . . . . . . ... ... 21
.3 Error handling. . . . . . . . . . . . . . . .. ... ... 21
.4 Pruning of results. . . . . . . . . . . . . . . . . . ... 22
DAG SAP Basics. . . . . . . . . . . . . ... 22
.1 Functionality . . . . . . . . . . . . . . . . . . . ... .22
.2 Configuration . . . . . . . . . . . . . . . . . . . ... .23
.3 Error handling. . . . . . . . . . . . . . . . . . . ... .23
.4 Pruning of results. . . . . . . . . . . . . . . . . . .. .23
.5 Constraint precedence . . . . . . . . . . . . . . . . . . .23
The Referral Index. . . . . . . . . . . . . . . . . . . ... 24
Architecture. . . -
Interactions with MDSPS (CIP) C e e e e oo 24
I ndex Object Format . . . e e e e s 24
DAG Internal 1/O . . . . . . . . . . . . . . .. . ... .24
The Index Server. . . . . . . . . . . . . . . . . . . ... 24
Configuration . . . . . . . . . . . . . . . . . . .. ... 25
Security. . . . . . . . . . . . . . . . .. . ... . ... 25

el ek i ol ool e el
NNNNNNNRERRREROA

OO WNPE

SRR R R R R R R S R S S R R R R

~NOoO o WNE

Dai gl e & Hedberg I nf or mati onal [ Page 2]



RFC 2967 Tl SDAG
5.5 Mail (SMIP) DAG CAP .
5.5.1 Mail DAG CAP I nput. .
552Trans|at|onfroml\/bul queryto DAG’IP

o o SRS RSRS

(26 ]

o1 o1 o1 O1 0101 01

aoaoaooa
00 0 00~~~

agooooon

Querying the Referral I|ndex.

Querying a DAG SAP . . . .

5.3 Chaining queries in Mil DAGCAP .o
5.4 Expression of results in Mil DAGCAP
5.5 Expression of Errors in Miil DAG CAP.
6 Wb (HTTP) DAG CAP. Ce e
6.1 Web DAG CAP | nput

6.2 Transl ation from Wb query to DAG’IP
Querying a DAG SAP Directly. . .
Querying the Referral I|ndex.

Querying a DAG SAP .

. 6.3 Chaining queries rn I/Ieb DAGCAP -
.6.4 Expression of results in Wb DAG CAP.

text/htm results. .
appl i cati on/ whoi spp- response Resul ts .

.6.5 Expression of Errors in Wb DAG CAP .

Standard Errors.

. 7 Whoi s++ DAG CAP . . .
. 7.1 \Whoi s++ DAG CAP Input .
. 7.2 Transl ation from Woi s++ query to DAG’IP

Querying the Referral I|ndex.

Querying a DAG SAP . . . .

.3 Chaining in Wois++ DAG CAP .

.4 Expression of results in Whois++.

.5 Expression of Errors in Wois++ DAG-CAP
LDAPv2 DAG- CAP.
.1 LDAPv2 DAG CAP Input .o

.2 Transl ation from LDAPv2 query to DAG’IP
QJery| ng the Referral |ndex. .
Querying a DAG SAP . . . .

.3 Chaining queries in LDAPv2 DAG- CAP

.4 Expression of results in LDAPv2 . . .
.5 Expression of Errors in LDAPv2 DAGCAP
LDAPv3 DAG CAP. . .
.1 LDAPv3 DAG CAP Input .o

.2 Transl ation from LDAPv3 query to DAG’IP
QJery| ng the Referral |ndex.

Querying a DAG SAP .

© © © 0 ©

.9.3 Chaining queries in LDAPv3 DAG CAP
.9.4 Expression of results in LDAPv3 . .
.9.5 Expression of Errors in LDAPv3 DAGCAP
.10 Whoi s++ DAG SAP. Ce e
.10.1 I nput. . .
.10.2 Translatron from DAG’IP to V\hor s++ query .
.10.3 Transl ati on of Wois++ results to DAGIP .

Dai gl e & Hedberg I nf or mati onal

Cct ober 2000

25
26
28
28
29
31
31
31
32
32
33
33
33
35
36
36
36
37
37
38
38
38
39
39
39
40
41
41
42
42
44
44
46
48
48
48
50
50
51
51
54
55
55
56
57
57
58
58

[ Page 3]



RFC 2967 TI SDAG Oct ober 2000
5.11 LDAPv2 DAG SAP . 59
5.11.1 Input. . . . 59
5.11.2 Transl ation from DAG’ I P to LDAPv2 query. 59
5.11.3 Transl ation of LDAPv2 results to DAG I P. 61
5.12 LDAPv3 DAG SAP . 62
5.12.1 Input. . . . 62
5.12.2 Transl ati on from DAG’ I P to LDAPv3 query. 62
5.12.3 Transl ation of LDAPv3 results to DAG I P. 64
5.13 Exanpl e Queri es. 64
5.13.1 A Whoi s++ Query. . 65

VWhat the Whoi s++ DAG CAP Rece| ves . 65
What the Whoi s++ DAG CAP sends to the Ref erraI 65
What t he Whoi s++ DAG CAP Sends to an LDAP DAG SAP. 65
5.13.2 An LDAP Query. . . . 66
What the LDAP DAG CAP Recel ves . . 66
5.13.3 What the LDAP DAG CAP sends to the Ref erral 67
VWhat the LDAP DAG CAP Sends to a Whoi s++ DAG SAP . 67
What the LDAP DAG CAP Sends to an LDAP DAG SAP . 68
6.0 Service Specifications. 68
6.1 Overview . . 68
6.2 WDSP Part|C|pat|0n 69
6.3 Load Distribution . 69
6.4 Extensibility . 72
7.0 Security. . . 73
7.1 Information cred|b|l|ty. 73
7.2 Unaut hori zed access . 73
8.0 Acknow edgrents . . . 74
Appendi x A - DAG Schenma Def| ni t| ons . . 75
A. 1 DAG Personal Information Schema (DAGPERSO\I Scherra) 76
A. 2 DAG Organi zational Role Information Schema ( DAGORGROLE
Schema) . . Ce 77
Appendi x B - Scherra I\/app| ngs for V\hm s++ and LDAP . 77
B.1 LDAP and t he DAG Schemas. . . Coe e e 78
B. 2 Whoi s++ and the DAG Schemas . . . . . . 81
Appendi x C - DAG Internal Protocol (DAGIP) 82
C.1 Aword on the choice of DAGIP. . 83
C.2 DAGIP Input and Qutput -- Overview . 83
C.3 BNF for DAG I P input and out put 83
C. 3.1 The DAG I P I nput G amar. 84
C. 3.2 The DAG | P Response G ammar 87
C.4 DAG | P Response Messages. . 89
Appendi x D - DAG | P Response Messages I\/app| ng . 93
Appendi x E - DAG ClI P Usage. . 95
E.1 CP Index Qhject. . . . 95
E.2 CP Index nject Creatlon . 97
E.3 CI P Index hject Sharing. 98
E. 3.1 Registration of Servers . 98
E. 3.2 Transm ssion of (hjects . 100
Dai gl e & Hedberg I nf or mati onal [ Page 4]



RFC 2967 TI SDAG Oct ober 2000
Appendi x F - Summary of Technical Survey Results. . 100
Appendi x G - Useful References. . 102
Bi bl i ogr aphy. . . 102
Aut hors’ Addr esses. . 104
Ful I Copyri ght Statenent . 105

Li st of Tables
Tabl e 3.1 DAG supported queries . . .12
Table 5.1 Al owabl e Whoi s++ Queries . . 38
Table A.1 DAGPERSON schema attributes . .76
Tabl e A. 2 DAGORGROLE schenm attributes. . . . .77
Tabl e B. 1 Canoni cal DAGPERSON schema & LDAP |netorgPerson

attributes . .. .79
Table B.2 Reasonable Approxrnatrons for LDAP organizationaIRoIe

attributes . Coe e e .79
Tabl e B. 3 Canoni cal nappings for LDAP organizationaIRoIe

attributes . e 2 4
Tabl e B. 4 Canoni cal DAGPERSON schenma & Whoi s++ USER attributes. .81
Tabl e B.5 Canoni cal mappi ngs for Woi s++ ORGROLE attri butes . .82
Table C. 1 List of systemresponse codes . . .90
Table D.1 LDAPv2/v3 resultcodes to DAG I P response codes

mappi ng. . .93
Table D. 2 thprng fron1[¥(?lP response codes to LDAPv2/v3

resul t codes. . . .94
Tabl e D. 3 Mappi ng betmeen [MK?I P and V%ors++ response codes . .94
Table F.1 Summary of TI SDAG Survey Results: Queries . 101
Table F.2 Sunmary of TI SDAG Survey Resul ts: Operationa

I nf or mati on. . 101

1.0 Introduction
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the sane | evel of access to information (7x24 service), and the sane
i nformati on made avail abl e, irrespective of the service provider
responsi ble for maintaining that information, their directory service
protocols, or the end-user’s client access protocol

Instead of requiring centralized mrroring of conplete information
records from Swedi sh directory service providers, the DAG system uses
a wel | -defined index object summary of that data, updated at the
directory service provider’s convenience. Wen an end-user queries
the DAG the referral information is used (by the end-user’s
software, or by a nodule within the DAG as appropriate) to conplete
the final query directly at the directory service provider’'s system
This ensures that the end-user gets the nbst up-to-date conplete

i nformati on, and pronotes the directory service provider’'s main

interest: its service. The architecture of the DAGitself is very
nmodul ar; support for future protocols can be added in the operationa
system

1. 3 Docunent Overview
Thi s docunent is broken into 5 major sections:

Requi renents: As a service, the DAG systemw || have severa
different types of users. In order to be successful, those users’
needs (requirenents) nust be net. This in turn defines certain
constraints, or systemrequirenents, that nust be nmet. This section
ains to capture the baseline requirenent assunptions to be addressed
by the system and thus |ays the groundwork on which the rest of the
proposed systemis built.

Functional Specification Overview. Wrking fromthe users

requi renents, specific technologies and functionality details are
outlined to architect a systemthat will neet the stated
requirements. This includes a conceptual architecture for the
system \Wile the Requirenents section outlines the needs the

di fferent users have for the eventual DAG system i nplenenting and
providing the eventual service will entail constraints or conditions
that need to be net in order to be able to participate in the overal
system

Architecture: Once the system has been defined conceptually, a
proposed software architecture is specified to produce the desired
functionality and neet the stated requirenents.

Sof tware Specifications: This section provides the specifications for
sof tware conponents to nmeet the architecture described above.
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Service Specifications: Once the software has been designed, the

success of the DAG systemwill rest on its operationa
characteristics. Details of service requirements are given in this
secti on.

1.4 Term nol ogy

DAG CAP: dient Access Point -- point of comunication between
client-access software and the DAG system

DAG System The Directory Access Gateway systemresulting fromthe
TISDAG project. A collection of infrastructural software and
services for the purpose of providing unified access to Swedi sh
whi t epages i nfornation

DAG | P: DAG Internal Protocol -- comunication protocol used between
sof tware conponents of the DAG

End- User: People perform ng Wiite Pages searches and | ook-ups (via
various forns of client software).

DAG SAP:  Service Access Point -- point of communication between the
DAG and WDSP sof t war e.

VWDSP: Wit epages Directory Service Provider -- |SPs, conpanies, or
other interested entities.

VWi t epages I nformation: Collected information coordi nates for
i ndi vi dual people. This typically includes (but is not limted to) a
person’s nanme, and e-nmail address.

2.0 Requirenents

There are 2 primary cl asses of users for the proposed Wit epages
directory access gateway:

- End-users
- WDSPs

As outlined bel ow, needs of each of these user classes inposes a set
of constraints on the design of the DAG systemitself. Some of the
requi renments shown bel ow are assuned starting criteria for the DAG
service; others have been derived fromdata collected in the
Techni cal Survey or other expertise input.
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2.1 End-User Requirenents

The End-User is to be provided with a specific set of search types:

Name

Name + Organi zation

Rol e + Organi zation

Nane + Locality

Nane + Organization + Locality

Rol e + Organization + Locality

The search results will, if available, include the follow ng

information for each "hit":

- Full name

- BE-mai|l address
- Role

- Organi zation

- Locality

- Full address
- Tel ephone nunbers

Access to the service must be avail abl e through reasonabl e and
current protocols -- such that directory-service-aware software can
nmake use of it seam essly, and there are no reasonabl e technol ogi ca
i mpedi ments to naking this service useful to all Swedish Internet
users.

Following on that, its responses are expected to be tinely; a
standard search should not take nore tine than the average access to
a web-server.

2.2 WDSPs Requirenents

G ven that the WOSPs that participate in this service are already in
the business of providing a service of whitepages information, they
have certain requirenents that nust be respected in order to nmake
this a successful and useful service to all concerned.

The DAG system must provi de reasonabl e assurances of data integrity
for WOSPs; the information the End-User sees should correspond
directly to that provided by the WOSPs. The DAG system shoul d be
non-preferential in providing whitepages information -- the service
is to the End-User, and the source of whitepages information should
not influence the search and information presentation processes.
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The DAG system nust be able to reflect information updates within a
reasonable time after receipt fromWSPs; on the flip side, while the
DAG systemw || function best with regular updates from WSPs, the
update and participati on overhead for WDSPs should be held within
reasonabl e bounds of what the WDSP should do to support regular
access to its information.

Furthernore, given that WDSPs provide directory service information
with an eye to val ue-added service, wherever possible End-Users
shoul d be redirected to the WDSP responsi bl e for individual directory
service entries for final and further information

2.3 DAG System Requirenents
In order to address the requirenments of End-Users and WDSPs, the DAG
systemitself has certain design constraints that rmust be taken into

account .

The system nust be inpl enentabl e/ operational by Dec 31/98 -- which
inplies that it must be designed and constructed with al ready extant
t echnol ogi es.

The Systemwi ||l have certain requirements for participation -- e.g.
7x24 WDSP avail ability.

In terns of scaling, the systemshould be able to handl e 8M records
at the outset, with a viewto handling larger information systens in
the future.

The system nust al so be capabl e of extension to other, related
applications (e.g., serving security certificate infornation).

3.0 Functional Specification
In the TI SDAG pil otservice we have decided to apply sonme limtations
as to what is specified for the DAGIP. These limtations are
presented in this text in the follow ng manner:
TISDAG This is a Tl SDAG comrent
3.1 Overvi ew

The conceptual environnent of the DAG system can be described in
three maj or conponents:

- client access software for end-users

- the DAG system core
- WDSP directory service software

Dai gl e & Hedberg I nf or mati onal [ Page 9]
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This is illustrated in Figure 3.1

The DAG (Directory Access Gateway) is the infrastructural core of the
service; it maintains the necessary data and transformation
facilities to permt the snoboth connection of diverse directory
service Client Software to the existing WDSPs’ directory servers.

The key chal l enges in designing this portion of the system are:

Quantity of data -- the quantity of whitepages information that will
be made avail able, and diversity of its sources (different WSPs)

i ntroduce challenges in terms of finding a structure that will allow
efficient searching, and facilitate the tineliness of updating the
necessary information.

Multiplicity of access protocols -- in order to support the use of
exi sting whitepages-aware software with a m ni num of perturbation,
the DAG systemwi |l have to present a uniformface in severa

di fferent access protocols, each with its own information search and
representati on paradi gm

This specification will outline the follow ng areas:

- the functioning of the DAG core itself

- the interface between the DAG core and End-Users’ Directory Service
Access software

- the interface between the DAG core and Directory Services Servers

3.2 The DAG Core

In order to reduce the quantity of data the DAGitself nust maintain
and to keep the nmmintenance of the whitepages information as close as
possible to the source of information (the WDSPs thensel ves), the DAG
will only maintain index information and will use "query routing"” to
efficiently refer End-User queries to WDSPs for search refinement and
retrieval of information. Although originally devel oped for the

Whoi s++ protocol, query routing is being pursued in a protocol -

i ndependent fashion in the |ETFs FIND W5 so the choice of this
approach does not Iimt the selection and support of whitepages
access protocols.

The DAG wi Il | ook after pursuing queries for access protocols that do
not support referral nmechanisns. |In order to achieve the support of
nmul tiple access protocols and differing data paradi gns, the DAG will
be geared to specifically support a limted set of whitepages

queri es.
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3.3 dient Interface
The DAG will respond to End-User queries in
- e-mail (SMIP)
- WW (HTTP)
- LDAPv2
- \Whoi s++
- LDAPv3
The DAG will provide responses including the agreed-upon data. For
access protocols that can handle referrals, responses will be data
and/or referrals in that query protocol. These are Whois++ and
LDAPv3. N.B.: the LDAPv3 proposal defines a referral as a URL; no

it cannot be

access protocols,

be returned.
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3.3.1 Acceptabl e User |nput
User Input is defined in terns of

- Searchabl e Attri butes
- Matching semantics
- Character sets

These, in conjunction with the DAG schema, defined in Appendix A
formthe basis of the required query expression. Individual queries
are discussed in nore detail in the Cient Access Point (DAG CAP)
conponent descriptions for supported protocols.

Supported Query Types

The DAG systemis designed to support fragment-matching queries on a
l[imted set of data attributes -- "Name", "Organizational Role",
"Organi zation", and "Locality". The selected pernissible query
conbi nati ons of attributes are listed in Table 3.1. Fromthe table
it can be seen that not all conbinations of the three attributes are
supported -- only those that are needed for the desired
functionality.

Synbol Description

N Name

NL Nane + Locality

NO Nanme + Organi zation

NCL Nane + Organi zation + Locality
RO Rol e + Organi zation

RCL Role + Organi zation + Locality

Tabl e 3.1 DAG supported queries

The RO and ROL queries are separated fromthe rest as they are
searches for "virtual" persons -- roles within an organization (e.g.
president, or custonmer service desk) for which one mght want to find
contact information.

Mat chi ng Semanti cs
As befits the individual client query protocols, nore string matching
expressions nmay be provided. The basic semantics of the DAG expect

the following to be available in all client access software (as
rel evant):
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- Full word, exact match
- Word substring match (E.g., "cat" would match "scatter")
- Case-sensitive and case-insensitive matching

TI SDAG LDAP/ X. 500, supports case-sensitivity as such but sone of
the nost used attributes, such as the comonName attribute, are
defined in the standard to be of the case-insensitive
attributetypes. The inpact on the DAG systemis that even if the
i ndex collected froma LDAP/ X. 500 server m ght have upper and

| ower case letters in the tokens, they can not be handl ed as such
since that would be inferring neaning in sonething which is
natively regarded as neani ngl ess. The concl usion of the above is
that The Referral |ndex should be case-insensitive and case-
sensitivity should be supported by the SAPs if the native access
protocol supports it.

Character Sets

Wher ever possible, the DAG System supports and pronotes the use of
Uni code Version 2.0 for character sets (see [21]) specifically the
UTF- 8 encodi ng (see Appendix A 2 of [21] or [20]) Accommopdation is
made, where necessary, to support the depl oyed base of existing
sof t war e.

Specifically:

DAG I P: Al internal communications using the DAGIP are carried out
in UTF-8.

TI SDAG not just UTF-8, but UTF-8 based on conposed UNI CODE
versi on 2 character encodings.

DAG CAP i nput: Were specific access protocols pernmit selection of
character sets, DAG CAPs nust support UTF-8. They nay additionally
support other anticipated character set encodings.

DAG SAP communi cations with WDSPs: \Were specific access protocols
permt selection of character sets, DAG SAPs nust support UTF-8 and
use UTF-8 whenever the renote WDSP supports it. They may
additionally support other character set encodings.

CIP Index Ohjects: The Index (hjects supplied by the WDSPs to t he DAG
system shall contain data encoded in UTF-8.

TI SDAG The sane |limtation as for DAGIP, that is the basic data

shoul d be UTF-8 encoded conmposed UNI CODE version 2 character
encodi ngs.
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3.3.2 Data Qut put Spec
Schema Definition

The schema used for the DAG service is defined in Appendix A This
is a very basic information schemn, intended to carry the necessary
information for the DAG service, and not nore. Although generic
"whi t epages"” schena definitions do exist the nore sophisticated and
detailed the informati on presentation, the nmore difficult it is to
map the schema seanl essly across protocols of different paradi gns.
Thus, the "KISS" ("Keep it sinple, sir"™) principle seens appropriate
here.

I ndi vi dual DAG CAPs define how they express this schema
Referral Definition

For client access protocols that nmake use of the concept of
referrals, DAG CAP definitions will define the expression of
referrals in those protocols. The DAG | P defines the expression of
referrals (see Appendix Q).

Error conditions

Each DAG CAP nay provide nore detailed error nessages, but will
define mnimally the support for the follow ng error conditions:

- unrecogni zed query
- too many hits

Apart fromthese errors, the DAG CAP nay choose to refuse a query by
redirecting the end-user to a different DAG CAP of the same protocol

3.4 Directory Server Interface

The DAG will use the Common | ndexing Protocol (CIP) server-server
protocol to obtain updated i ndex objects fromWSPs. For query-
routing purposes, WDSPs are expected to provide Wois++, LDAPv2 or
LDAPv3 interface to their data (although their preferred access my
be sonething conpletely different). NB.: In the responses fromthe
techni cal survey, all respondents currently provide access to their
service in one of these protocols.

In order to provide a useful and uniform service, WSPs are expected
to provide 7x24 access to their whitepages information. WSPs are
al so expected to inplenent operations, adninistration, maintenance,
and provi sioning processes designed to mnimze service down tinme for
bot h pl anned and unpl anned adm ni stration and mai nt enance activities.
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4.0 Architecture
4.1 Software Components

The conceptual architecture of the DAGis represented in Figure 4.1.
General architectural specifications are described bel ow, followed by
i ndi vi dual conponent specifications Sections 5.5 through 5.12.

4.1.1 Internal Conmmuni cati ons

Conmuni cati ons between conponents of the DAG will be by TCP/IP
connections, using the DAG Internal Protocol (DAGIP). DAGIP is
used by DAG CAPs to comunicate with the Referral |Index and DAG SAPs.
Thus, the DAG | P defi nes

the DAG CAPs’ range of query ability in the Referral Index (to

gather referrals in response to the end-user’s requests)

- the responses (and their formats) of the Referral Index to the
DAG CAP requests

- the DAG CAPs’ range of query ability to the DAG SAPs for pursuing
referrals when the DAG CAP needs to do chaining for the client
access software

- the responses (and their formats) of the DAG SAPs to the DAG CAPs.

The detail of the planned DAGIP is given in Appendix C. The detai
of the DAG CAP--Referral |ndex and DAG CAP--DAG SAP interactions is
given in the definitions of individual DAG CAPs and DAG SAPs, bel ow
(Sections 5.5 through 5.12).

4.1.2 Referral I|ndex

The Referral Index is responsible for maintaining the index of WDSP
information, and providing a |list of reasonable referrals in response
to DAG CAP search requests. These "referrals" provide pointers to
identify WDSPs that may have information that matches the end-user’s

query.
4. 1.3 DAG CAPs

I ndi vi dual DAG CAPs are responsible for providing a particular client
access protocol interface to the DAG service. DAG CAPs receive end-
user queries in a particular query access protocol, convert the
request into a query for the Referral Index ( i.e., expressed in
DAG I P), and then convert the Referral Index's response into a form
that is appropriate for the client access protocol. This nay mean
passi ng back the referrals directly, calling on DAG SAPs to do the
work of translating the referral into results ("chaining”), or a
conbi nati on of both.
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oo i +
|+::::+ |

HTTP  <-->+4] | <------ + (Full chai ning) |
| I I I
|+::::+ | |
| | RNy
| | Ref erral - ->| [ ]
| | Result <--| | +<--> Whoi s++
| | +oe o]
|+::::+ | |

SMIP  <-->+| | <------ + (Full chai ni ng) |
| I I I
|+::::+ | |
| | 4o oo 4]
| | Referral -->| ||
| | Result <--| | +<--> LDAPv2
| | 4o
|+::::+ | |
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| I I I
|+::::+ | |
| | 4o 4]
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|+::::+ | |

LDAPV2 <-->+| | <------ + (Full chai ning) |
| I I I
|+::::+ | |
I I I
|+::::+ | |

LDAPV3 <-->+| | <------ + (Chain \Woi s++) |
| I I I
|+::::+ | |
I I I
I v I
| o + |
| | Referral |ndex | <----mmmimae - > Conmmon
| | | | 1ndexing Protocol
| R R T + | (CP)
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Al'l internal comunications are in DAG | P.

Figure 4.1 Concept ual
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4.1.4 DAG SAPs

I ndi vi dual DAG SAPs are called upon (by DAG CAPs) to take DAG
generated referrals and pursue them-- issuing the indicated query at
the specified WOSP service. Results fromindividual WSPs are
converted back into DAG | P-specific format for the DAG CAP t hat nade
the request. Each DAG SAP is responsible for handling referrals to
WDSPs of a particular protocol (e.g., LDAPv2, Wois++, etc).

4.2 lnportant Architectural Notes

This section notes sonme of the thinking that has driven the
architectural and software design specification for the DAG system
This hel ps to provide the context in which to understand the software
specifications that follow, and should give clues for the eventua

ext ension of the DAG system This section also acts, in sone ways,
as an FAQ (Frequently Asked Questions) section, as the content is
shaped by questions received during the tech spec devel opnent phase.
It attenpts to illuninate context that may not ot herw se be apparent
on a first reading of the software specifications.

4.2.1 2 Distinct Functions: Referrals and Chai ning

At all times, it nust be kept in mnd that the prinmary function of
the DAG systemis to provide users with referrals to WDSP servi ces
that may have the information they seek. Since it is the case that
not all supported client protocols can handle referrals, the DAG
system al so provides a chaining service to pursue referrals that the
user’s client software cannot handle itself. This chaining service
does attenpt to match the user’s query agai nst data from WDSPs, but
this is to be seen as a secondary, or support function of the DAG
system In the perfect future, all access protocols will be able to
handl e all referrals!

4.2.2 Limted Query and Response Semantics

The DAG system does not attenpt to be a chaneleon, or the ultimate
whi t epages query service. |t focuses on providing referrals for
information on the linited nunber of query types outlined in the
functional specifications of the DAG service. This nmakes the DAG
system a good place to start a search, but refinenments and detail ed
inquiries are beyond its scope.

4.2.3 Visibility
Gven the Iimted query syntax of the DAG systemit will not always

be possible to exactly match a query posed to a CAP into a query
posed to a SAP. This will have the effect that for instance a LDAPv2
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client that issues a query to the DAG system whi ch by the DAG system
is chained to a LDAP server mght not get the sanme results as if the
client where directly connected to the server in question.

4.2.4 Richness of Query semantics

Even the limted query syntax of the DAG systemis capable of
expressing queries that might NOT be possible to represent in the
access protocols to the WOSPs. | n these cases the DAG SAP either can
refuse the query or try to emulate it.

4.2.5 N+M Protocol Mappi ngs

As part of the chaining service offered by the DAG system a certain
amount of mappi ng between protocols is required -- in theoretical
terns, there are "N' allowable end-user query access protocols, and
"M supported WDSP server protocols. The architecture of the
software is constructed to use a single internal protocol (the
DAG | P) and data schemm, providing a conmon | anguage between all
conponents. Wthout this, each input protocol nodul e (DAG CAP) woul d
have to be constructed to be able to handl e every WOSP protocol --
NxM prot ocol mappings. This would make the system conpl ex, and
difficult to expand to include new protocols in future.

4.2.6 DAG CAPs and DAG SAPs are conpl etely independent of each ot her

For the above reasons, the DAG CAP and DAG SAP nodul es are intended
to be conpletely i ndependent of each other. A DAG SAP responds to a
query that is posed to it in the DAGIP, without regard to the
protocol of the DAG CAP that passed the query.

4.2.7 The Role of the DAG CAP

Thus, the DAG CAP is responsible for using the DAGIP to obtain
referral information and, where necessary, chained responses. Were
necessary, it perforns adjustnments to accommpdate the differences in
semantics between the DAGIP and its native protocol. This mght

i nvol ved doing post-filtering of the results returned by the DAG SAPs
since the query issued in DAGIP to the DAG SAP ni ght be "broader”
then the original query.

Thus, the DAG CAP "knows" only 2 protocols: its native protocol, and
the DAG I P.
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4.2.8 The Rol e of the DAG SAP

Similarly, the DAG SAP is responsible for responding to DAG I P
gueries by contacting the designated WOSP server. \Were necessary,

it perfornms adjustnents to acconmpdate the differences in semantics
between the DAGIP and its native protocol. These adjustnents m ght
nean that, as a consequence, the DAG SAP will receive results that do
not match the original query. In such cases the DAG SAP shoul d
attenpt to do post-pruning in order to reduce the msmatch between
the original query and the results returned.

Thus, the DAG SAP "knows" only 2 protocols: its native protocol, and
the DAG I P.

4.2.9 DAGIP is internal

No modul e outside of the DAG system should be aware of the DAGIP s
construction. End-users use the query protocols supported by DAG
CAPs; WDSPs are contacted using the query protocols supported in the
DAG- SAPs.

4.2.10 Expectations

The expectation is that the DAG system although defined as a single
construct, will operate by running nodul es on several different,
perhaps widely distributed (in terns of geography and ownership),
conputers. For this reason, the DAG | P specified in such a way that
it will operate on inter-machi ne comunications.

4.2.11 Future Extensions
The DAG system architecture was constructed with a specific viewto
extensibility. At any tine, an individual component may be inproved
(e.g., the Mail DAG CAP may be given a different query interface)
wi t hout disrupting the system

Additionally, future versions of the DAG system nmay support other
access protocols -- for end-users, and for WDSPs.

5.0 Software Specifications
5.1 Notational Convention
It is always a challenge to accurately represent text protocol in a

printed docunent; when is a newline a "newmine", and when is it an
effect of the text formatter?
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In order to be adequately illustrated, this docunment includes many
segnents of protocol grammars, sanple data, and sanpl e input/output
in atext protocol. |In order to distinguish newines that are

significant in a protocol, the symbo
<NL>
is used. For exanple,

This is an exanple of a very long line of input. There is only one
newine init (at the end), in spite of the fact that this docunent
shows it spanning several |ines of text.<NL>

5.2 DAG CAP Basi cs
5.2.1 Functionality

Every DAG CAP nust support the full range of DAG queries, as defined
in 3.3.1.

Each DAG CAP accepts queries in its native protocol. Individua
DAG CAP definitions define the expected expression of the DAG queries
in the native protocol

The DAG CAP is then responsible for:

- converting that expression into a query in the DAGIP to obtain
rel evant referrals fromthe Referral Index. This mght mean that
parts of the original query are disregarded (e.g., if the query
i ncluded attributes not supported by the DAG application, or if the
qgquery al gebra was not supported by the DAG application);

- returning referrals in the client’s native protocol, where
possi bl e;

- expressing the client query to the necessary DAG SAPs, given the
l[imtations nmentioned above, to chain those referrals not usefully
expressible in the client’s native protocol

- possibly doing post-filtering on the DAG SAP results; and

- converting the collected DAG SAP results for expression in the
client’s native protocol (and schenma, where applicable).

Each DAG CAP defines the nature of the interaction with the end-user
(e.g., synchronous or asynchronous, etc). Additionally, each DAG CAP
nust be able to carry out the following, in order to permt |oad-
[imting and | oad-bal ancing in the DAG system

- direct the client to a different DAG CAP of the same type (for
| oad- bal anci ng)
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- decline to return results because too many referrals were generated
(to discourage data-nmining). |Ideally, this should include the
generation of a nessage to refine the query in order to produce a
nor e manageabl e nunber of referrals/replies.

DAG CAPs must be capabl e of accepting and respecting DAG SAP service
referrals (for DAG SAP | oad-sharing).

In protocols that permt it, the DAG CAP should indicate to the end-
user which services were unavailable for chaining referrals (i.e., to
indicate there were parts of the search that could not be conpleted
and information m ght be m ssing).

TI SDAG Any CAP that receives comands ot her than queries, like
hel p, answers those on its own. A CAP should not pass any system
conmand on to the R

5.2.2 Configuration

It nust be possible to change the expected address of the DAG CAP by
configuration of the software (i.e., host and port, e-nmmil address,
etc).

For DAG CAPs that need to access DAG SAPs for query chaining, for
each type (protocol) of DAG SAP that is needed, the DAG CAP nust be
configurable in ternms of:

- at | east one known DAG SAP of every necessary protocol to contact
- for each DAG SAP, the host and port of the DAG SAP software

The DAG CAPs must al so be configurable in terns of a nmaxi num nunber

of referrals to handle for a user transaction (i.e., to prevent data
m ning, the DAG CAP will refuse to reply if the query is too genera

and too many hits are generated at the Referral I|ndex).

The DAG CAP nust be configurable in terns of alternate DAG CAPs of
the sanme type to which the end-user software may be directed if this
one is too busy.

5.2.3 Error handling

Apart fromerror conditions arising fromthe operation of the DAG CAP
itself, DAG CAPs are responsible for conmunicating error conditions
occurring el sewhere in the systemthat affect the outconme of the
user’s query (e.g., in the DAGRI, or in one or nore DAG SAPS).
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If the DAG CAP sends a query to the DAG Rl and receives an error
nessage, it should attenpt to match the the recei ved DAG errorcode
into its native access protocol’s error codes. The sane action is
appropriate when the DAG CAP is "chaining" the query to one DAG SAP

There are al so occasi ons when the DAG CAP may have to conbi ne
multiple errorcodes into a single expression to the user. Wen the
DAG CAP is "chaining" the query through DAG SAPs to one or nore
WDSPs, situations can arise when there is a mx of responsecodes from
the DAG SAPs. If this happens, the DAG CAP should try to forward
information to the end-user software that is as specific as possible,
for instance which of the WDSPs has not been able to fulfill the
qguery and why.

See Appendix D for nore information concerning error condition
nmessage nmappi ngs.

5.2.4 Pruning of results

Since there is no perfect match between the query syntaxes of the DAG
system on one hand and the different access protocols that the DAG
CAPs and DAG SAPs supports on the other, there will be situations
where the results a DAG CAP has to collect is "broader"” then what
woul d have been the case if there had been a perfect match. This

m ght have adverse effects on the systemto the extent that
adnmnistrative limts will "unnecessary" be exceeded on WDSPs or that
the collected results exceeds the sizelimt of the DAG CAP

Since the DAG CAP is the only part of the DAG systemthat actually
knows what the original query was, the DAG CAP can prune the results
received fromthe DAG SAPs in such a way that the results presented
to the client better nmatches the original question

5.3 DAG SAP Basi cs
5.3.1 Functionality

Every DAG SAP nust support the full range of DAG queries, as defined
in 3.3.1. Results rmust be conpl ete DAG schenas expressed in well -
formed DAG IP result formats (see Appendix C). Each DAG SAP accepts
queries in DAGIP and converts themto the native schema and protoco
for which it is designed to proxy.

The DAG SAP is then responsible for
- converting the query into the native schema and protocol of the

WDSP to which the referral points. (If the query is not
representable in the native protocol, it nust return an error

Dai gl e & Hedberg I nf or mati onal [ Page 22]



RFC 2967 TI SDAG Oct ober 2000

nessage. If it is enulatable, the DAG SAP can attenpt emulate it
by posing a related query to the WDSP and post-pruning the results
recei ved);

- contacting that WDSP, using the host, port, and protoco
i nformati on provided in the referral

- negotiating the query with the renote WSP

- accepting results fromthe WDSP, possibly doing post-filtering on
the result set; and

- conveying the results back to the calling DAG CAP using the DAGIP
and its schema

Note that this inplicitly neans that the DAG SAP is responsible for
chai ning and pursuing any referrals it receives from WSP servi ces.
The DAG SAP returns only search results to the DAG CAP that called
it.

5.3.2 Configuration

DAG SAPs must be configurable to accept connections only from
recogni zed DAG conponents.

DAG SAPs that have service limts nust be configurable to redirect
DAG CAPs to alternate DAG SAPs of the same type when necessary.

5.3.3 Error handling

A DAG SAP nust translate error codes received froma WDSP server to
DAG error codes according to Appendi x D

5.3.4 Pruning of results
Since it mght not be possible to exactly map a DAG query into a
qguery in the access protocol supported by the a DAG SAP, the DAG SAP
should try to translate it into a nore general query (or if necessary
into a set of queries). |If so, the DAG SAP nust then prune the
result set received before furthering it to the DAG CAP

5.3.5 Constrai nt precedence

Sone constraints, search and case, can appear both as |ocal and

gl obal constraints. |If this happens in a query then the |oca
constraint specification overrides the global. For a query like the
fol | owi ng:

fn=l eslie; search=exact and org=t hi nk: sear ch=substri ng

the resulting search constraint for "fn=leslie” will be "exact" while
it for "org=think" will be "substring".
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5.4 The Referral |ndex
5.4.1 Architecture

The Referral Index contains (only) information necessary to deliver
referrals to DAG CAPs based on the query types supported by the DAG
itself. The Referral Index creates an index over these objects so
that it can respond to DAG CAP queries using the DAGIP. The
information is drawn directly frominteractions with participating
WDSPs’ software, using the Conmon I ndexing Protocol (ClIP).

5.4.2 Interactions with WDSPs (Cl P)

WDSPs that wish to participate in the DAG system nust register
thensel ves (see Section 5.4.6). Once registered, the Referral I|ndex
will interact with the WDSPs using the Common | ndexi ng Protocol as
defined in [1], using the Index Object defined in Section 5.4.3.

5.4.3 I ndex Object Fornat

The CI P index object type is based on the Tagged | ndex (Object as
defined in [12]. Appendix E details the expected content of the
i ndex objects as they are to be provided by the WDSPs.

TI SDAG The tokens in the Tagged I ndex (bject should be UTF-8
encoded conposed UNI CODE version 2 character encodi ng.

5.4.4 DAG Internal 1/0

The Referral Index interacts with the rest of the DAG interna
nodul es (DAG CAPs) by listening for queries and responding in the
DAG | P (defined in Appendix C).

5.4.5 The | ndex Server

The Referral Index nust index the necessary attributes of the CIP
i ndex object in order to respond to queries of the formdescribed in
Table 3.1.

The senmantics of the chosen CIP object (defined in Appendix E) are
such that a referral to a WOSP server is sent back if (and only if)

- the index object of the WOSP contains all the tokens of the query,
in the attributes specified, according to the logic of the DAGIP
query, and

- all of those tokens are found with a conmon tag.
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This nmeans that a query for the name "Fred Flintstone" (2 tokens)

will yield a referral to a server that has a record for "Fred Amadeus
Flintstone", but not to a WOSP with 2 differently tagged records, for

"Fred Amadeus" and "Julie Flintstone". Depending on the access
protocol being used and the original end-user query, the referral to
the WDSP with "Fred Amadeus Flintstone” nmay yield a successfu

result, or it may not. But, it is known that the other WDSP woul d

not have yiel ded successful searches. That is, the referral approach

may yield fal se-positive results, but will not niss appropriate
WDSPs.

5.4.6 Configuration

The Referral |Index nust provide the ability to register interested
WDSPs, as outlined in Appendix E

The Referral Index nust be able to configure the port for DAGIP
conmuni cations. Also, it nmust be configurable to recognize only
regi st ered DAG CAPs.

5.4.7 Security

The Referral Index will accept queries only fromrecognized
(registered) DAG CAPs. This will reduce "denial of service" attack
types, but is also a reflection on the fact that the Referral |ndex
uses the DAGIP, (i.e., internal) protocol, which should not be
exposed to non- DAG sof tware.

The Referral | ndex nmust be able to use authenticated conmunication to

receive data from WDSPs (see Appendi x E)
5.5 Mail (SMIP) DAG CAP

This is the default Miil DAG CAP. Mre sophisticated ones could
certainly be witten -- e.g., for pretty-printed output, or for
handl i ng di fferent phil osophi es of case-nmatching.

Thi s DAG CAP has been designed on the assunption that mail queries
wi Il be human-generated (i.e., using a mail progranitext editor), as
opposed to being queries fornmul ated by software agents. The input
grammar shoul d therefore be sinple and |iberal in acceptance of
vari ations of whitespace formatting.
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5.5.1 Mail DAG CAP I nput

Mai | DAG CAP input is expected to be a regular or M ME-encoded (see
[9] and [10]) SMIP mmil message, sent to an advertised mail address.
The mail DAG CAP parses the message and replies to it with a M M-
encoded nessage containing the results of the DAG search

One query is accepted per e-nail nessage -- text after a single valid
qguery has been read is sinply ignored.

The body of the query nessage nust follow the syntax defined bel ow.
Note that all input control terns ("type=", "nane=" etc) are shown in
| ower case for convenience, but could be upper case or nixed case on
i nput .

mai | query
control s

[mI] [controls] ml terms ml
[msp] "searchtype” [msp] "=" [nsp]
( matchtype /
casetype /
mat cht ype nsp casetype /
casetype msp matchtype /
<not hi ng> )
mat cht ype = "substring" / "exact”
default: substring
caset ype = "ignore" / "sensitive"
default: ignore

n/ nl / n-o/ n-o-l [/ r-ol r-o-

,_..
D
=
3
1

n-term

( n-terml-term / |I-termn-term
( n-termo-term / o-termn-term)
( n-termo-terml-term/
n-terml-termo-term/
|-termn-termo-term/
|-termo-termn-term/
o-terml-termn-term/
o-termn-terml-term)
(r-termo-term/ o-termr-term)
( r-termo-terml-term/
r-terml-termo-term/

r-o
r-o-

l-termo-termr-term/
[-termr-termo-term/
o-terml-termr-term/
o-termr-terml-term)
[mep] "nanme" [msp] "=" [mBp] string mml

[mep] "org" [nBp] "=" [nBp] string ml

n-term
o-term
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[-term = [mep] "loc" [nep] "=" [nBp] string ml
r-term = [msp] "role" [msp] "=" [mBp] string ml
string = <US-ASCI | or quoted-printable encoded

| SO 8859-1 or UTF-8 except nl and sp>
msp = 1*(sp)
sp =" "
ml = 1*(nl)
nl = <l i nebr eak>

The following are valid mail queries:
Exanmpl e 1:

searchtype = <NL>
nane = thinking cat <NL>

Exampl e 2:

searchtype = exact ignore<NL>
nanme=t hi nki ng cat <NL>

Exampl e 3:

rol e=t hi nki ng cat <NL>
org =space col oni zati on<NL>

Exampl e 4:
nane=t hi nki ng cat <NL>
<NL>

<NL>

My signature line follows here in the nost annoying
fashi on <NL>

Note that the follow ng are not acceptabl e queries:
Exanpl e 5:

sear chtype= exact substring <NL>
nanme = thinking cat <NL>

Exanpl e 6:

nane=t hi nki ng cat org= freedom fi ghters anonynmus<NL>
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In Exanple 5, two conflicting searchtypes are given. |n Exanple 6,
no |inebreak follows the n-term

5.5.2 Translation from Mail query to DAGIP
Querying the Referral I|ndex
A key elenent of translating fromthe Mail DAG CAP input into the
DAG I P query format is to "tokenize" the input ternms into single
token elements for the DAGIP query. For exanple, the n-term
nanme= t hi nki ng cat <NL>

is tokeni zed into 2 n-tokens:

t hi nki ng
cat

whi ch are then mapped into the following in the DAG | P query (dag-n-
terms):

FN=t hi nki ng and FN=cat <NL>

The sane is true for all r-terns, |-terms and o-terns. The prinmary
steps in translating the mail input into a DAGIP query are:

transl ate quoted-printable encoding, if necessary

transl ate base64 encoding, if necessary

tokeni ze the strings for each term

construct the DAGIP query fromthe resulting conponents, as
described in nore detail bel ow

DAG | P constraints are constructed fromthe searchtype information in
the query.

dag- mat chtype = "search=" <matchtype> /
"search=substring" ; if natchtype not
; specified
dag- casetype = "case=ignore" / ; 1 f casetype not

; specified or
; casetype=i gnore
"case=consi der" ; 1 f casetype=sensitive

constraints = ":" dag-matchtype ";" dag-casetype

The terms for the DAG I P query are constructed fromthe tokenized
strings fromthe mail input.
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dag-n-terns
dag-o-terns
dag-| -terns
dag-r-terns

"FN=" n-token O0*( " and FN=" n-token)
"ORG=" o-token O0*( " and ORG=" o-token)
"LOC=" |-token O*( " and LOC=" |-token)
"ROLE=" r-token O0*( " and ROLE=" r-token)

This means that the relevant DAGIP queries are formul ated as one of
two types:

dagi p- query =( ( ( n-query / nl-query / no-query /
nol -query ) [" and tenpl at e=DAGPERSON"] ": "
dag- mat chtype ";" dag-casetype) /

( ( ro-query / rol-query )
[" and tenpl at e=DAGORGROLE"]": "

dag- mat chtype ";" dag-casetype) )

n- query = dag-n-terms

nl - query = dag-n-ternms " and " dag-Il-termns

no- query = dag-n-ternms " and " dag-o-terns

nol - query = dag-n-ternms " and " dag-o-terns " and "

dag-| -terns
ro-query = dag-r-ternms " and " dag-o-terns
rol - query = dag-r-ternms " and " dag-o-terms " and "

dag-|-terns
The exanpl es given earlier are then translated as foll ows.
Exanpl e 1:
FN=t hi nki ng and FN=cat : sear ch=subst ri ng; case=i gnor e<NL>
Exampl e 2:
FN=t hi nki ng and FN=cat: sear ch=exact ; case=i gnor e<NL>
Exampl e 3:

RCOLE=t hi nki ng and ROLE=cat and ORG=space and
ORG=col oni zat i on: sear ch=subst ri ng; case=i gnor e<NL>

Queryi ng a DAG SAP

In querying a DAG SAP (irrespective of the protocol of that DAG SAP),
the DAG | P query nust include information about the target WDSP
server. This information is drawn fromthe Referral |ndex SERVER-
TO ASK referral information, and is appended to the query as
specified in Appendix C):
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":host=" quoted-hostnane ";port=" nunber ";server-info="

guot ed- serverinfo ";charset=" charset
where the response fromthe Referral |ndex included:

"# SERVER-TO- ASK " serverhandl e nl
Server-info: " serverinfo nl

" Host-Name: " hostname n
" Host-Port: " nunber nl

" Protocol: " prot nl

" Source-URI: " source n
" Charset: " charset n

"# END' nl

and the "quoted-hostnane" and "quot ed-serverinfo" are obtained from
"host nane” and "serverinfo" respectively, by quoting the DAGIP
speci al characters.

For exanple, the referra

# SERVER- TO- ASK dagsyst enD1<NL>
Server-info: o=thinkingcat, c=se<NL>
Host - Nane: thi nki ngcat. comxNL>
Host - Port: 2839<NL>
Protocol : | dapv2<NL>
Source-URI: http://ww.thinkcat.com
Charset: T.61<NL>
# END<NL>

woul d yield the addition

: host =t hi nki ngcat\ . cony port =2839; server -i nf o=0\ =t hi nki ngcat\,\
c\=se; charset=T\. 61

inits query to an LDAPv2 DAG SAP

(N.B.: See Appendix C for further definitions of the terns used in
t he SERVER- TO- ASK response).

Note that it is the DAG SAP's responsibility to extract these terns

fromthe query and use themto identify the WDSP server to be
contacted. See the individual DAG SAP definitions, bel ow
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5.5.3 Chaining queries in Mil DAG CAP

The Mail DAG CAP has to chain all referrals -- to the Wois++ DAG
SAP, LDAPv2 DAG SAP, or LDAPv3 DAG SAP as appropriate for the
referral

5.5.4 Expression of results in Miil DAG CAP

The results nmessage is sent to the "Reply-To:" address of the
originating mail, if available (see [4] for appropriate
interpretation of mail originator headers). The original query is
repeated, along with the nessage-id. The renainder of the body of
the mail nessage is the concatenation of responses fromthe DAG SAP
calls, each result having the WOSP’'s SOURCE URI (fromthe referral)
appended to it, and the system nessages al so havi ng been renoved.

At the end of the nessage, the WDSP servers that failed to respond
(i.e., the DAG SAP handling the referral returned the "% 403
I nformati on Unavail abl e" nessage) are listed with their server-info.

5.5.5 Expression of Errors in Miil DAG CAP

If the mail DAG CAP receives a nessage that is not parsable using the
query grammar descri bed above, it returns an explanatory nessage to
the query mail’s reply address saying that the query coul d not be
interpreted, and giving a description of valid queries.

If the number of referrals sent by the Referral Index is greater than
the pre-determ ned maxi mum (for detecting data-m ning efforts, or

ot herwi se refusing over-general queries, such as "FN=svensson"), the
mail DAG CAP will send an expl anatory nmessage to the query mail’s
reply address describing the "over-generalized query" problem
suggesting the user resubnit a nore precise query, and describing the
list of valid query types.

If the mail DAG CAP receives several different result codes fromthe
DAG SAPs it should represent those in an appropriate manner in the
response message.

A mai|l DAG CAP may redirect a connection to another mail DAG CAP for

reasons of |oad-balancing. This is done sinply by forwarding the
mail query to the address of the alternate mail DAG CAP
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5.6 Wb (HTTP) DAG CAP
5.6.1 Wb DAG CAP I nput

The web DAG CAP provides its interface via standard HTTP prot ocol

The general expectation is that the web DAG CAP will provide a form
page with radio buttons to select "substring or exact match" and
"consi der case or ignore case". Qher information (about name, role,

organi zation, locality) is solicited as free-formtext.

The DAG CAP receives queries via an HITP "post" nethod (the outcome
of the formaction for the page descri bed above, or generated

el sewhere). The rest of this section describes the variables that
are to be expressed in that post. The actual |ayout of the page and
nost user interface issues are left to the discretion of the builder
Note that the Web DAG CAP nay be call ed upon to provide responses in
di fferent content encoding, and rmust therefore address the "Accept-
Encodi ng: " request header in the HTTP connection

Al t hough the Web protocol, HTTP, is not itself capable of handling
referrals, through the use of two extra variables this client is

gi ven the option of requesting referral information and then pursuing
i ndi vidual referrals through the Web DAG CAP itself, as a proxy for
those referrals. This is handled through the extra "contro

vari abl es" to request referrals only, and to indicate when the
transaction is a continuation of a previous query to pursue a
referral

There has been call to have a "machi ne-readabl e" version of the
search output. As HTM. is geared towards visual |ayout, user agents
that intend to do sonething with the results other than present them
in an HTML browser have few cues to use to extract the rel evant
information fromthe HTM. page. Also, "nminor" visual changes,
acconpl i shed with extensive HTM. updates, can disrupt user agents
that were built to blindly parse the original HTM.. Therefore,
provi si on has been nade to return "raw' format results. These are
requested by specifying "Accept-Content: application/whoi spp-
response"” in the request header of the HTTP nessage to the HITP
DAG CAP
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The vari abl es that are expected are:

transaction = "new' / "chain" ; default is "new'. This
; shoul d not be user-settable. It is used
in constructed URLS

resul ttype "all" / "referrals" ; default is "all

mat cht ype = "substring" / "exact"

caset ype = "case ignore" / "case sensitive"
n-term = string

o-term = string

[-term = string

r-term = string

host-term = string

port-term = string

servinfo-term = string

prot-term = string ; the protocol of the referral
string = <UNI CODE- 2- 0- UTF- 8> / <UNI CODE- 1-1- UTF-8> /

<| SO 8859- 1>
5.6.2 Translation fromWb query to DAG | P
Querying a DAG SAP Directly
If the transaction variable is "chain", the information in the POST
is used to pursue a particular referral, not do a search of the
Referral | ndex. The appropriate DAG SAP (deduced fromthe prot-term
is contacted and issued the query directly.

Results fromthis type of query are always full results (i.e., not
referrals).

Querying the Referral I|ndex

A key element of translating fromthe Wb DAG CAP input into the
DAG | P query format is to "tokenize" the input terns into single
token elenments for the DAGIP query. For exanple, the n-term
nane= t hi nki ng cat

is tokeni zed into 2 n-tokens:

t hi nki ng
cat

whi ch are then mapped into the following in the DAG | P query (dag-n-
terns):

FN=t hi nki ng and FN=cat
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The sane is true for the r-term |-termand o-term

The primary steps in translating the HITP input into a DAG | P query
are:

transl ate encodi ngs, if necessary

tokeni ze the strings for each term

construct the DAGIP query fromthe resulting conponents, as
described in nore detail bel ow

DAG | P constraints are constructed fromthe searchtype information in
the query.

dag- mat chtype = "search=" <matchtype> /
"sear ch=substring" ; i f matchtype not
; specified
dag- casetype = "case=ignore" [/ ; 1 f casetype not

specified or
casetype="case i gnore"
i f casetype=

"case sensitive"

"case=consi der"

constraints = ":" dag-matchtype ";" dag-casetype

The terms for the DAG I P query are constructed fromthe tokenized
strings fromthe HTTP post input.

dag-n-terns
dag-o-terns
dag-| -terns
dag-r-terns

"FN=" n-token O0*( " and FN=" n-token)
"ORG=" o-token 0*( " and ORG=" o-token)
"LOC=" |-token 0*( " and LOC=" |-token)
"ROLE=" r-token O0*( " and ROLE=" r-token)

This means that the relevant DAG I P queries are formul ated as one of
two types:

dagi p- query =( ( ( n-query / nl-query / no-query / nol-query )
[" and tenpl at e=DAGPERSON'] ": " dag- mat cht ype
":;" dag-casetype) /
( ( ro-query / rol-query )
[" and tenpl at e=DAGORGROLE"] ": " dag- mat cht ype

;" dag-casetype) )

n- query = dag-n-terns
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nl - query = dag-n-ternms " and " dag-l-terns

no- query = dag-n-ternms " and " dag-o-terns

nol - query = dag-n-ternms " and " dag-o-terms " and "
dag-| -terns

ro-query = dag-r-ternms " and " dag-o-terns

rol - query = dag-r-ternms " and " dag-o-terns " and "

dag-|-terns
Querying a DAG SAP

In querying a DAG SAP (irrespective of the protocol of that DAG SAP),
the DAG I P query nust include information about the target WDSP
server. This information is drawmn fromthe Referral |ndex SERVER-
TO ASK referral information, and is appended to the query as
specified in Appendi x C

":host =" quot ed- host nane ';server-info="

guot ed-serverinfo ";charset=

; port =" numnber
" charset

where the response fromthe Referral Index included:

"# SERVER- TO- ASK " server handl e <NL>

" Server-info: " serverinfo <NL>
" Host-Name: " hostnanme <NL>

" Host-Port: " nunber <NL>

" Protocol: " prot <NL>

" Source-URlI: " source <NL>

" Charset: " charset <NL>

"# END' <NL>

and the "quoted-hostnane" and "quoted-serverinfo" are obtained from
"host nane" and "serverinfo" respectively, by quoting the DAG IP
speci al characters.

For exanple, the referra

# SERVER- TO- ASK dagsyst enD1<NL>
Server-info: o=thinkingcat, c=se<NL>
Host - Nanme: t hi nki ngcat . com<NL>
Host-Port: 2839<NL>
Prot ocol : | dapv2<NL>
Source-URI: http://ww.thinkingcat.com
Charset: T.61<NL>

# END<NL>

woul d yield the addition
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: host =t hi nki ngcat \ . com port =2839; server -i nf o=0\ =t hi nki ngcat\, \
c\=se; charset=T\. 61

inits query to an LDAPv2 DAG SAP

(N.B.: See Appendix C for further definitions of the terns used in
the SERVER- TO ASK response).

Note that it is the DAG SAP's responsibility to extract these terns
fromthe query and use themto identify the WOSP server to be
contacted. See the individual DAG SAP definitions, bel ow

5.6.3 Chaining queries in Wb DAG CAP

If the resulttype was "all", all of the referrals received fromthe
Referral | ndex are chained using the appropriate DAG SAPs. If only
referrals were requested, the Referral Index results are returned.

5.6.4 Expression of results in Wb DAG CAP
text/htm results

The default response encoding is text/html. |If the resulttype was
"all", the content of the chaining responses fromthe DAG SAPs,

wi t hout the system nessages, is collated into a single page response,
one result entry per demarcated line ( e.g., bullet item. The FN or
ROLE val ue shoul d be presented first and clearly. The SOURCE URI for
each WDSP referral should be presented as an HREF for each of the
WDSPs results.

At the end of the nessage, the WDSP servers that failed to respond
(i.e., the DAG SAP handling the referral returned the "% 403

I nformati on Unavail abl e" nmessage) are listed with their server-info.
[f, however, the resulttype was "referrals”, the results fromthe
Referral Index are returned as HREF URLs to the Wb DAG CAP itself,
with the necessary infornmation to carry out the query (including the
"HOST=", etc, for the referral).

For exanple, if the original query:

n-ternm="t hi nki ng cat"
resulttype="referral s"

drew the following referral fromthe Referral I|ndex:

# SERVER- TO- ASK DAG Ser ver handl e<NL>
Server-Info: c=se, o=tce<NL>
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Host - Nane: answers.tce. conkNL>
Host-Port: 1111<NL>

Prot ocol : | dapv3<NL>
Source-URI: http://some. service. se/
Charset: UTF- 8<NL>

# END<NL>

the response woul d be an HTM. page with an HREF HTTP "POST" URL to
the Web DAG CAP with the follow ng vari abl es set:

n-ternm="t hi nki ng cat"
transacti on="chai n"

servi nfo-ternm"c=se, o=tce"
host -t er mr" answers. tce. cont
port-term="1111"
prot-term="I| dapv3"

The Source-URI shoul d be established in the response as its own HREF
URI .

appl i cati on/ whoi spp-response Results
I f Accept-Encoding: " HITP request header had the val ue

"appl i cati on/ whoi spp-response”, the content of the HITP response wl|
be constructed in the sane syntax and attribute nmapping as for the
Whoi s++ DAG CAP.

If the resulttype was "all", all the referrals will have been chai ned
by the Wb DAG CAP, and the response will include only full data
records.

If the resulttype was "referrals”, then all referrals are passed
directly back in a single response, in correct Wois++ referra
format (conveniently, this is howthey are formulated in the DAG I P).
Note that this will include referrals to LDAP-based services as well
as Whoi s++ servers.

5.6.5 Expression of Errors in Wb DAG CAP
A Wb DAG CAP may redirect a connection to another web DAG CAP for

reasons of |oad-balancing. This is done sinply by using an HITP
redirect.
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Standard Errors

If the web DAG CAP receives a nmessage that is not parsable using the
qgquery grammar descri bed above, it sends an expl anatory HTM. page
saying that the query could not be interpreted, and giving a
description of valid queries.

If the nunmber of referrals sent by the Referral Index is greater than
the pre-determ ned maxi mum (for detecting data-m ning efforts, or

ot herwi se refusing over-general queries, such as "FN=svensson"), the
web DAG CAP will send a page with an expl anatory nmessage descri bing
the "over-generalized query" problem suggesting the user resubnit a
nore precise query, and describing the list of valid query types.

If the web DAG CAP receives nore than one result code fromthe DAG
SAPs, it nust represent themall in a appropriate manner in the
response.

appl i cati on/ whoi spp-response Errors

An invalid query is responded to with a sinple text response with the
error: "%500 Syntax Error".

If too many referrals are generated fromthe Referral |ndex, the
sinple text response will have the nessage "% 503 Query too general".

5.7 Whoi s++ DAG CAP

TI SDAG The system comuands poll ed-for/-by should elicit the enmpty
set as a return value until we better understand the inplications
of doi ng ot herwi se.

5. 7.1 VWhoi s++ DAG CAP | nput

I nput to the \Wois++ DAG CAP fol |l ows the Whoi s++ standard ([6]).
M nimally, the Wois++ DAG CAP nust support the follow ng queries:

Query Type Expression i n Whoi s++

N One or nore "nanme=" and
t enmpl at e=USER

NL One or nore "nane=" and
One or nore "address-locality=" and tenpl at e=USER

NO One or nore "nane=" and
one or nore "organi zati on-nane=" and tenpl at e=USER
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NOL One or nore "nane=" and
one or nore "organization-nanme=" and
one or nore "address-locality=" and tenpl ate=USER

RO One or nore "org-role=" and
one or nore "organi zati on-nane=" and tenpl at e=ORGRCLE

RCOL One or nore "org-role=" and
one or nore "organi zati on-nane=" and
one or nore "address-locality=" and tenpl at e=ORGROLE
Table 5.1 Al owabl e Whoi s++ Queri es

The foll owi ng constraints rmust be supported for queries:

"search=" (substring / exact)
"case=" (ignore / consider)

If no constraints are defined in a query the default is exact and
i gnore. For exanpl e,

FN=f oo and | oc=ki sta and fn=bar <NL>

is a perfectly valid Wois++ NL query for "Foo Bar" in "Kista".
5.7.2 Translation from Wois++ query to DAG I P

Querying the Referral I|ndex

The Whoi s++ DAG CAP fornul ates a DAG | P query by forwarding the
search terns received (as defined in Table 5.1).

For exanple, the above query woul d be expressed as:
FN=f oo and LOC=ki sta and FN=bar and tenpl at e=DAGPERSON<NL>
Queryi ng a DAG SAP

In querying a DAG SAP (irrespective of the protocol of that DAG SAP)
the DAG I P query must include information about the target WSP
server. This information is drawn fromthe Referral |ndex SERVER-
TO- ASK referral information, and is appended to the query as
specified in appendi x C

":host =
guot ed- serveri nfo

guot ed- host name ';server-info="

; port =" numnber
; charset =" char set
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where the response fromthe Referral |ndex included:

"# SERVER- TO- ASK " server handl e<NL>
Server-info: " serverinfo<NL>
" Host-Nane: " hostname<NL>

" Host-Port: " nunber <NL>
" Protocol: " prot<NL>

" Source-URlI: " source<NL>
" Charset: " charset <NL>
"# END'<NL>

and the "quoted-hostnane" and "quot ed-serverinfo" are obtained from
"host nane" and "serverinfo" respectively, by quoting the DAGIP
speci al characters.

For exanple, the referra

# SERVER- TO- ASK dagsyst enD1<NL>
Server-info: o=thinkingcat, c=se<NL>
Host - Nanme: t hi nki ngcat . com<NL>
Host - Port: 2839<NL>
Prot ocol : | dapv2<NL>
Source-URI: http://ww.thinkingcat.com
Charset: T.61<NL>

# END<NL>

woul d yield the addition

: host =t hi nki ngcat\. com port =2839; server -i nf o=0\ =t hi nki ngcat\, \
c\ =se; charset =T\ .61

inits query to an LDAPv2 DAG SAP

(N.B.: See Appendix C for further definitions of the terns used in
the SERVER- TO- ASK response).

Note that it is the DAG SAP' s responsibility to extract these terns
fromthe query and use themto identify the WDSP server to be
contacted. See the individual DAG SAP definitions, below

5.7.3 Chaining in Wois++ DAG CAP

The Whoi s++ DAG CAP relies on DAG SAPs to chain any non-\Woi s++
referrals (currently, the LDAPv2 and LDAPv3 DAG SAPs).
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5.7.4 Expression of results in Wois++

Results are expressed in Wois++ by collating the DAGIP results
recei ved from DAG SAPs (using the FULL response), and using the

tenpl ate and attribute mappi ngs defined in Appendi x B. For each
result froma given referral, the SOURCE attribute is added, with the
val ue of the SOURCE-URI fromthe referral.

Any referrals to other Whois++ servers provided by the Referral |ndex
are sent directly to the Wois++ client as foll ows:

server-to-ask = "# SERVER- TO- ASK " DAG Server handl e<NL>
" Server-Handl e: " SERVER-| NFO<NL>
" Host-Nanme: " HOST<NL>

" Host-Port: " PORT<NL>
" Protocol: " PROTOCOL<NL>
"# END'<NL>

wher e SERVER-| NFO, HOST, PORT, PROTOCOL are drawn fromthe referral
provided in the DAG IP, and the SOURCE-URI information is |ost.

5.7.5 Expression of Errors in \Wois++ DAG CAP

As appropriate, the Woi s++ DAG CAP will express operational errors
foll owi ng the Whoi s++ standard. There are 4 particular error

condi tions of the DAG systemthat the DAG CAP will handle as

descri bed bel ow.

VWen the Whoi s++ DAG CAP receives a query that it cannot reply to
within the (data) constraints of the DAG it sends an error nessage
and cl oses the connection. The error nessage includes

% 502 Search expression too conplicat ed<NL>

If the number of referrals sent by the Referral Index is greater than
the pre-determ ned maxi mum (for detecting data-mning efforts, or

ot herwi se refusing over-general queries, such as "FN=svensson"), the
Whoi s++ DAG CAP will send an error nessage and cl ose the connecti on.

The error message incl udes

% 503 Query too general <NL>

(N.B.: this is different fromthe "Too many hits" reply, which does
send partial results.)
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A Whoi s++ DAG CAP may redirect a connection to anot her \Wois++ DAG
CAP for reasons of |oad-balancing. This is expressed to the end-user
client software using the SERVER- TO ASK response with appropriate
information to reach the designated alternate DAG CAP.

I f a Whoi s++ DAG CAP receives several different response codes from
DAG SAPs it should try to represent themall in the response to the
end-user client.

The proposed mappi ng between DAG | P response codes and Whoi s++
response codes are given in Appendix D.

5.8 LDAPv2 DAG CAP

5.8.1 LDAPv2 DAG CAP I nput
I nput to the LDAPv2 DAG CAP follows the LDAPv2 standard ([19]).
Mnimally, the LDAPv2 DAG CAP must support the foll owi ng queries
(adapted fromthe ASN. 1 gramar of the standard):
Bi ndRequest :: =

[ APPLI CATI ON 0] SEQUENCE {
version I NTEGER (1 .. 127),

name LDAPDN,

aut henti cation CHO CE {
simpl e [0] OCTET STRI NG
kr bv42LDAP [ 1] OCTET STRI NG
kr bv42DSA [2] OCTET STRI NG

}

}
Bi ndResponse ::= [ APPLI CATI ON 1] LDAPResult

Sear chRequest :: =
[ APPLI CATI ON 3] SEQUENCE {

base(bj ect "dc=se",
scope whol eSubt r ee (2),
deref Al i ases ENUMERATED {
never Der ef Al i ases (0),
der ef I nSear chi ng (1),
der ef Fi ndi ngBasebj (2),
der ef Al ways (3)
H
sizeLimt I NTEGER (O .. maxlnt),
timeLimt I NTEGER (O .. maxint),
attrsOnly BOOLEAN,
filter Filter,
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attributes SEQUENCE OF Attri buteType

}
Filter ::=
CHO CE {
and [0] SET OF Filter,
or [1] SET OF Filter,
not [2] Filter,
equal i tyMat ch [3] AttributeVal ueAsserti on,
substrings [4] SubstringFilter
}
SubstringFilter ::=
SEQUENCE {
type AttributeType,
SEQUENCE OF CHO CE {
initial [0] LDAPStri ng,
any [1] LDAPStri ng,
final [2] LDAPString
}
}

Queries against attributes in the prescribed LDAP standard schema
(see Appendi x B) are accepted.

N.B., this is a mniml set of supported queries, to achieve the
basi ¢ DAG defined queries. An LDAP DAG CAP nay choose to support
nore conplex queries than this, if it undertakes to do the
translation fromthe DAGIP to the LDAPv2 client in a way that
responds to the senmantics of those queries.

TI SDAG  Since LDAPv2 didn't specify any characterset but relied
on X.500 to do so, in practice several different charactersets are
in use in Sweden today. That the LDAPv2 CAP has no way of know ng
whi ch characterset that are in use by a connecting client is a
probl emthat the TISDAG project can not sol ve.

Users of the DAG systemwi |l have to configure their specific
client according to information on the Tl SDAG web page. That page
provi des very specific information (including port numnber) that
can be given to LDAPv2 users. The LDAP DAG CAP listening on the
default port (389) will be the LDAPv3 one.
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5.8.2 Translation from LDAPv2 query to DAGIP
Querying the Referral I|ndex

The essential stratagem for mapping LDAP queries into DAG I P Referra
I ndex queries is to tokenize the string-oriented LDAP

AttributeVal ueAssertions or SubstringFilters and construct an
appropriate DAG | P token-oriented query in the DAGIP. This wll
generalize the LDAP query and yield fal se-positive referrals, but
shoul d not m ss any appropriate referrals.

There are 3 particular cases to be considered:

equal i tyMat ch queri es
substring queries
conbi nati on equalityMatch and substring queries

TISDAG |If the LDAP filter contains a cn-termand no objectclass
specification it is unclear if the search is for a person or a
role. \When this happens the DAG query shoul d cover all bases and
map the query into a query for both people and roles.

Equal i tyMat ch queries can be handl ed by sinply tokenizing the
AttributeVal ueAssertions, naking one DAG | P query term per token
(using the appropriate DAGSchema attribute) and carrying out an
exact match in the DAG I P.

Consi der the follow ng example, represented in the ASCl
expression of LDAP Filters as described in [13]):

(& (cn=Foo Bar) (obj ectcl ass=i net Or gPer son))

This query can be represented in the DAGIP as

FN="Foo" and FN="Bar": sear ch=exact <NL>

N. B.

The search is set up to be "case=ignore" (the DAG IP s default)
because the relevant LDAP schemm attributes are all derivatives
of the "nanme" attribute elenent, which is defined to have a case

i nsensitive nmatch.

If no objectclass were defined the query in DAG I P woul d have
been

(FN="Foo" and FN="bar") or (ROLE="Foo" and ROLE="bar"): sear ch=exact
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i netOrgPerson is used as the objectclass in this and the follow ng
exanpl es, al though person or organizati onal Person coul d al so have
been used.

This query will yield fal se-positive referrals; the origina
LDAP query should only match agai nst records for which the "cn"
attribute is exactly the phrase "Foo Bar", whereas the DAG I P
query will yield referrals any WDSP cont ai ni ng records that

i nclude the two tokens "foo" and "bar" in any order

For exanple, this DAGIP query will yield referrals to WDSPs
wi th records including:

cn: Bar Foo

cn: Le Bar Foo

cn: Foo Bar AB

LDAP substring queries nust also be tokenized in order to construct a
DAG | P query. The additional point to bear in mnd is that LDAP
substring expressions are directed at phrases, which obscure
potential token boundaries. Consequently, all points between
substring conponents rmust be considered as potential token
boundari es.

Thus, the LDAP query

(& (cn=bl ack) (o=c*t) (objectclass=i net OrgPerson))

could be expressed as a DAGIP query with 3 tokens, in a substring
search:

FN=bl ack and ORG=c and ORG=t: sear ch=substring<NL>

This query will yield fal se-positive results as the tokenized query
does not preserve the order of appearance in the LDAP substring, and
it doesn't preserve phrase-boundaries. That is,

ORG=c and ORG=t:search=substring

will match

t abacco

which is not a match by the LDAP query semantics.

Conbi ned Equal ityMatch and Substring queries need special attention

VWhen an LDAP query includes both EqualityMatch conponents and
substring filter conponents, the DAG IP query to the Referral |ndex
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can be constructed by followi ng the sane nechani sns of tokenization

but the whol e search will becone a substring search, as the DAG | P
defines only search types across the entire query for Referral |ndex
gueri es.

Thus,

(& (cn=Foo Bar) (o=c*t) (objectclass=inetO gPerson))
can be expressed as
FN=Foo and FN=Bar and ORG=c and ORG=t: search=substri ng<NL>

Al ternatively, the LDAP DAG CAP coul d conduct two separate queries
and take the intersection (the logical "AND') of the two sets of
referrals returned by the Referral |ndex.

Note that DAG | P can accept phrases for searches -- the query
FN=Foo\ bar<NL> (note the escaped space)

is perfectly valid. However, it would match only those things which
have been tokenized in a way that preserves the space, which is the
enpty set in the case of the data stored here.

Querying a DAG SAP

It is never invalid to use the sanme substantive query to a DAG SAP as
was used to obtain referral information fromthe Referral |ndex.
However, the over-generalization of these queries may yield excessive
nunbers of results, and will necessitate some pruning of results in
order to match the returned results agai nst the semantics of the
original LDAP query. It is the LDAP DAG CAP that is responsible for
this pruning, as it is the recipient of the original query, and
responsi ble for responding to its semanti cs.

In concrete ternms, when naking the DAG IP query which is to be sent
to a DAG SAP the above nentioned queries are still valid queries,
but an alternative finer-grained query is also possible, nanely:
FN=f oo and FN=bar and ORG=c; search=lstring and ORG=t; search=tstring
Particularly in the case of the LDAPv2 DAG CAP, however, there wll
be cause to use LDAP(v2/v3) DAG SAPs. Since these DAG SAPs al so dea
in phrase-oriented data, a | ess-over-generalized query can be passed
to them

FN=Foo\ Bar: search=exact <NL>
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In querying a DAG SAP (irrespective of the protocol of that DAG SAP)
the DAG I P query nust include information about the target WDSP
server. This information is drawn fromthe Referral |ndex SERVER-
TO ASK referral information, and is appended to the query as
specified in Appendix C

" host ="
guot ed- serveri nfo

guot ed- host nanme "; port=" nunber ";server-info="
";charset=" charset

where the response fromthe Referral |ndex included:

"# SERVER- TO- ASK " server handl e<NL>
Server-info: " serverinfo<NL>

" Host-Name: " hostname<NL>
" Host-Port: " nunber <NL>

" Protocol: " prot<NL>

" Source-URl: " source<NL>
" Charset: " charset <NL>

"# END<NL>

and the "quoted-hostnane" and "quot ed-serverinfo" are obtained from
"host nane" and "serverinfo" respectively, by quoting the DAGIP
speci al characters.

For exanple, the referra

# SERVER- TO- ASK dagsyst enD1<NL>
Server-info: o=thinkingcat, c=se<NL>
Host - Nane: t hi nki ngcat . com<NL>
Host - Port: 2839<NL>
Prot ocol : | dapv2<NL>
Source-URI: http://ww.thinkingcat.com <NL>
Charset: T.61<NL>

# END<NL>

woul d yield the addition

: host =t hi nki ngcat\ . com port =2839; server -i nf o=0\ =t hi nki ngcat\,\
c\ =se; charset =T\ . 61

inits query to an LDAPv2 DAG SAP

(N.B.: See Appendix C for further definitions of the terns used in
t he SERVER- TO- ASK response).

Note that it is the DAG SAP's responsibility to extract these terns

fromthe query and use themto identify the WOSP server to be
contacted. See the individual DAG SAP definitions, below
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5.8.3 Chaining queries in LDAPv2 DAG CAP
The LDAPv2 DAG CAP relies on DAG SAPs to resolve every referral.
5.8.4 Expression of results in LDAPv2

As described above, results from DAG SAPs will have to be post-
processed in cases where the original query was generalized for
expression in DAG | P.

Acceptabl e results are expressed in the LDAP search response:

Sear chResponse :: =
CHO CE {
entry [ APPLI CATI ON 4] SEQUENCE {
obj ect Name L DAPDN,
attributes SEQUENCE OF SEQUENCE

{
AttributeType,
SET OF Attri buteVal ue
} }
resul t Code' [ APPLI CATI ON 5] LDAPResul t
}
wher e

LDAPDN = DN/ "cn=" (FNROLE) [",0="ORG ", dc=se"
attributes = <all attributes mapped from DAG schema, and
"obj ect d ass i net Or gPer son",
"obj ect d ass top",
"obj ectd ass person" or
"obj ect d ass organi zati onal Rol e", as
appropriate, and "l abel edURI = <SOURCE- URI >"
for each result froma given referral >

(Where DN, FN, ORG and ROLE are the values fromthe DAG schemm).
|.e., where available, the entry’'s true DN is used; otherw se (e.g.,
for data comi ng from Wois++ servers), a reasonable facsimle is
construct ed.

5.8.5 Expression of Errors in LDAPv2 DAG CAP

As appropriate, the LDAPv2 DAG CAP will express systemresponses
foll owi ng the LDAPv2 standard.
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Appendi x D gives the proposed nmappi ng between DAG | P response codes
and LDAPv2 resultcodes.

There are 4 particular error conditions of the DAG systemthat the
DAG CAP wi || handl e as described bel ow

When the LDAPv2 DAG CAP receives a query that it cannot reply to
within the (data) constraints of the DAG queries, it sends an error
nmessage and cl oses the connection. The error message includes the
LDAPv2 resul t Code:

noSuchAttri bute (for incorrect schema attributes)

i nappropriateMatching (when a match type other than those
supported is used, e.g. approxhatch)

unwi | i ngToPerform (when the query is not one of the
defi ned types)

If the nunber of referrals sent by the Referral Index is greater than
the pre-determ ned maxi mum (for detecting data-mning efforts, or

ot herwi se refusing over-general queries, such as "FN=svensson"), the
LDAPv2 DAG CAP will send an error nessage. The error nessage

i ncl udes one of the follow ng resultCodes:

si zeLi m t Exceeded
timeLi mt Exceeded

An LDAPv2 DAG CAP may redirect a connection to another LDAPv2 DAG CAP
for reasons of |oad-balancing. This is expressed to the end-user
client software using the "um ch referral™ convention to direct the
client software to an alternate DAG CAP by passing the URL in an
error nessage.

Since a LDAPv2 DAG CAP only can send one resultcode back to a client;
If a LDAPv2 DAG CAP receives several different result codes fromthe
DAG SAPs it will have to construct a resultnmessage that to some
extent represents the conbination of those. It is proposed that in
these cases the followi ng actions are taken

- All the response codes are collected
- Each response code are translated into the correspondi ng LDAPv2
resul t code.
- Aresultcode is chosen to represent the collected response on the
fol |l owi ng grounds:
If "success" is the only resultcode represented after these
steps the return that result code.
If apart from "success" there is one other resultcode represented
return that other resultcode
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If apart from "success" there are two or nore resultcodes
represented return the resultcode "other".

5.9 LDAPv3 DAG CAP

5.9.1 LDAPv3 DAG CAP I nput

Input to the LDAPv3 DAG CAP follows the LDAPv3 definition (currently

defined in [17]). Mnimally, the LDAPv3 DAG CAP nust support the
foll owi ng queries (adapted fromthe ASN. 1 granmar of the standard):

Bi ndRequest ::= [ APPLI CATI ON 0] SEQUENCE ({
version INTEGER (1 .. 127),
name LDAPDN,
aut henti cation Aut hent i cati onChoi ce }
Aut henti cati onChoice ::= CHO CE {
sinmpl e [0] OCTET STRI NG
-- 1 and 2 reserved
sasl [3] Sasl Credentials }
Sasl Credential s ::= SEQUENCE {
mechani sm LDAPSt ri ng,
credential s OCTET STRI NG OPTI ONAL }
Bi ndResponse ::= [ APPLI CATI ON 1] SEQUENCE {

COVPONENTS OF LDAPResul t,
server Sasl Cr eds [ 7] OCTET STRI NG OPTI ONAL }

Sear chRequest ::= [ APPLI CATI ON 3] SEQUENCE {
basebj ect c=se,
scope whol eSubt r ee (2) 1},
deref Ali ases ENUMERATED {
never Der ef Al i ases (0),
der ef I nSear chi ng (1),
der ef Fi ndi ngBasebj (2),
der ef Al ways (3) 1},
sizeLimt I NTEGER (O .. maxlnt),
timeLimt I NTEGER (O .. maxint),
typesOnly BOOLEAN,
filter Filter,
attributes AttributeDescriptionList }
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Filter ::= CHO CE {
and [0] SET OF Filter,
or [1] SET OF Filter,
not [2] Filter,
equal i tyMat ch [3] AttributeVal ueAssertion
substrings [4] SubstringFilter }
SubstringFilter ::= SEQUENCE {
type AttributeDescription
-- at least one nmust be present
substrings initial [0] LDAPStri ng,
substrings any [1] LDAPStri ng,

substrings final [2] LDAPStri ng}

Queries against attributes in the proscribed LDAP standard schema
(see Appendi x B) are accepted.

N.B., this is a mniml set of supported queries, to achieve the
basi ¢ DAG defined queries. An LDAP DAG CAP nay choose to support
nore conplex queries than this, if it undertakes to do the
translation fromthe DAGIP to the LDAPv3 client in a way that
responds to the senmantics of those queries.

5.9.2 Translation from LDAPv3 query to DAGIP
Querying the Referral I|ndex

The essential stratagem for mapping LDAP queries into DAG I P Referra
I ndex queries is to tokenize the string-oriented LDAP

AttributeVal ueAssertions or SubstringFilters and construct an
appropriate DAG | P token-oriented query in the DAGschenma. This will
generalize the LDAP query and yield fal se-positive referrals, but
shoul d not m ss any appropriate referrals.

There are 3 particul ar cases to be considered:

equal i tyMat ch queri es
substring queries
conbi nati on equalityMatch and substring queries

TISDAG If the LDAP filter contains a cn-termand no objectclass
specification it is unclear if the search is for a person or a
role. When this happens the DAG query should cover all bases and
map the query into a query for both people and roles.
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Equal i tyMat ch queries can be handl ed by sinply tokenizing the
AttributeVal ueAssertions, making one DAG I P query term per token
(using the appropriate DAGSchema attribute) and carrying out an exact
match in the DAG | P.

Consi der the follow ng exanple, represented in the ASCI| expression
of LDAP Filters as described in [13]):

(& (cn=Foo Bar) (obj ectcl ass=person))
This query can be represented in the DAGIP as
FN="Foo" and FN="Bar": sear ch=exact <NL>

N. B.

The search is set up to be "case=ignore" (the DAG IP s default)
because the rel evant LDAP schema attributes are all derivatives of
the "name" attribute elenent, which is defined to have a case

i nsensitive match.

I f no objectclass where defined the query in DAG | P woul d have been
(FN="Foo" and FN="bar") or ( ROLE="Foo0" and ROLE="bar"):sear ch=exact

Al t hough person is used as objectclass in this and the follow ng
exanpl es, inetOrgPerson or organi zati onal Person could al so have been
used.

This query will yield fal se-positive referrals; the original LDAP
query should only match agai nst records for which the "cn" attribute
is exactly the phrase "Foo Bar", whereas the DAG IP query will yield
referrals any WDSP contai ning records that include the two tokens
"foo" and "bar" in any order.

For exanple, this DAGIP query will yield referrals to WOSPs with
records i ncl uding:

cn: Bar Foo
cn: Le Bar Foo
cn: Foo Bar AB

LDAP substring queries nust also be tokenized in order to construct a
DAG | P query. The additional point to bear in mnd is that LDAP
substring expressions are directed at phrases, which obscure
potential token boundaries. Consequently, all points between
substring conponents must be considered as potential token
boundari es.
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Thus, the LDAP query
(& (cn=bl ack) o=c*t) (objectclass=person))

shoul d be expressed as a DAG IP query with 3 tokens, in a substring
search:

FN=bl ack and ORG=c and ORG=t: sear ch=substring<NL>

This query will yield fal se-positive results as the tokenized query
does not preserve the order of appearance in the LDAP substring, and
it doesn't preserve phrase-boundaries. That is,

ORG=c and ORG=t:search=substring

will match

t abacco

which is not a match by the LDAP query senmantics.

Conbi ned Equal ityMatch and Substring queries need special attention
VWhen an LDAP query includes both EqualityMatch conponents and
substring filter conponents, the DAG IP query to the Referral |ndex
can be constructed by followi ng the sane nechani sns of tokenization
but the whol e search will becone a substring search, as the DAG | P
defines search types across the entire query.

Thus,

(& (cn=Foo Bar) (o=c*t) (objectclass=person))

can be expressed as

FN=Foo and FN=Bar and ORG=c and ORG=t:search=substri ng<NL>

Al ternatively, the LDAP DAG CAP coul d conduct two separate queries
and take the intersection (the logical "AND') of the two sets of
referrals returned by the Referral | ndex.

Note that DAG | P can accept phrases for searches -- the query
FN=Foo\ bar <NL> (note the escaped space)

is perfectly valid. However, it would match only those things which

have been tokenized in a way that preserves the space, which is the
enpty set in the case of the data stored here
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Queryi ng a DAG SAP

It is never invalid to use the same substantive query to a DAG SAP as
was used to obtain referral information fromthe Referral |ndex.
However, the over-generalization of these queries may yield excessive
nunbers of results, and will necessitate some pruning of results in
order to match the returned results agai nst the semantics of the
original LDAP query. It is the LDAP DAG CAP that is responsible for
this pruning, as it is the recipient of the original query, and
responsi ble for responding to its semanti cs.

In concrete ternms, when naking the DAG IP query which is to be sent
to a DAG SAP the above nentioned queries are still valid queries,
but an alternative finer-grained query is also possible, nanely:

FN=f oo and FN=bar and ORG=c; search=lstring and ORG=t; search=tstring

In querying a DAG SAP (irrespective of the protocol of that DAG SAP),
the DAG | P query nust include information about the target WDSP
server. This information is drawn fromthe Referral |ndex SERVER-
TO ASK referral information, and is appended to the query as
specified in Appendix C):

"host =' ':server-info="

guot ed- serveri nfo

guot ed- host nane
";charset=

; port=" numnber
" charset

where the response fromthe Referral Index included:
"# SERVER- TO-ASK " serverhandl e <NL>

" Server-info: " serverinfo<NL>
" Host-Name: " hostname<NL>

" Host-Port: " nunber <NL>

" Protocol: " prot<NL>

" Source-URI: " source<NL>

" Charset: " charset <NL>

"# END'<NL>

and the "quoted-hostnane" and "quoted-serverinfo" are obtained from
"host nane" and "serverinfo" respectively, by quoting the DAG IP
speci al characters.

For exanple, the referra

# SERVER- TO- ASK dagsyst enD1<NL>
Server-info: o=thinkingcat, c=se<NL>
Host - Nanme: t hi nki ngcat . com<NL>
Host-Port: 2839<NL>
Prot ocol : | dapv2<NL>
Source-URl : http://wwt hi nki ngcat. se/
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Charset: T.61<NL>
# END<NL>
woul d yield the addition

: host =t hi nki ngcat\ . conm port =2839; server -i nf o=o0\ =t hi nki ngcat\, \
c\ =se; charset =T\. 61

inits query to an LDAPv2 DAG SAP.

(N.B.: See Appendix C for further definitions of the terns used in
the SERVER- TO ASK response).

Note that it is the DAG SAP' s responsibility to extract these terns
fromthe query and use themto identify the WDSP server to be
contacted. See the individual DAG SAP definitions, bel ow

5.9.3 Chaining queries in LDAPv3 DAG CAP

The LDAPv3 DAG CAP relies on DAG SAPs to resolve all referrals except
those to LDAPv3 servers (i.e., Wois++ referrals, currently).

5.9.4 Expression of results in LDAPv3

As described above, results from DAG SAPs will have to be post-
processed in cases where the original query was generalized for
expression in DAGIP. Acceptable results are expressed in LDAPv3
nmessages contai ning search result entries (see the standard for nore
detail):

SearchResul tEntry ::= [ APPLI CATI ON 4] SEQUENCE {
obj ect Nane L DAPDN,
attributes Partial AttributelList }
Partial AttributeList ::= SEQUENCE OF SEQUENCE {

type AttributeDescription,
val s SET OF AttributeVal ue }

Sear chResul t Ref erence ::= [ APPLI CATI ON 19] SEQUENCE OF LDAPURL
-- at least one LDAPURL el ement must be present

Sear chResul t Done ::= [ APPLI CATI ON 5] LDAPResult
wher e

LDAPDN = DN / "cn=" (FN'ROLE) [",0=" ORG ", dc=se"
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attributes = <all attributes mapped fromthe DAG schemn, and
"obj ect d ass i net Or gPer son",
"obj ect d ass per son",
"obj ect C ass top" or
"obj ect C ass or gani zati onal Rol e", as
appropriate, and "l abel edURI = <SOURCE- URI >"
for each result froma given referral >
LDAPResult = success

(Where DN, FN, ROLE, and ORG are the values fromthe DAG schemm).

|.e., where available, the entry’'s true DN is used; otherw se (e.g.,
for data conming from Wois++ servers), a reasonable facsimle is
construct ed.

Referral URLs are constructed fromthe DAG | P s SERVER- TO- ASK
informati on as foll ows:

refurl = "ldap://" HOST [":" PORT] "/" (SERVER-I1NFO / "dc=se")

The intention is that WDSPs using LDAPv3 servers will provide an
appropriate LDAPDN for their server in the SERVER-INFO. Clients are
then expected to repeat their query at the server designated by this
URL (i.e., the refURL does not include the query).

5.9.5 Expression of Errors in LDAPv3 DAG CAP

As appropriate, the LDAPv3 DAG CAP wi |l express operational errors
following the LDAPv3 standard. There are 4 particular error
conditions of the DAG systemthat the DAG CAP will handle as
descri bed bel ow.

When the LDAPv3 DAG CAP receives a query that it cannot reply to
within the (data) constraints of the DAG queries, it sends an error
nmessage and cl oses the connection. The error nessage includes the
LDAPv3 resul t Code

noSuchAttri bute (for incorrect schema attributes chosen)

i nappropriateMatching (when a match type other than those
supported is used e.g., approxiatch)

unwi | I i ngToPer f orm (when the query is not one of the defined

types)

If the nunmber of referrals sent by the Referral Index is greater than
the pre-determ ned maxi mum (for detecting data-m ning efforts, or

ot herwi se refusing over-general queries, such as "FN=svensson"), the
LDAPv3 DAG CAP will send an error nessage. The error nessage

i ncludes the foll ow ng resultCode:
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adm nLi m t Exceeded

An LDAPv3 DAG CAP may redirect a connection to another LDAPv3 DAG CAP
for reasons of |oad-balancing. 1In this case, the LDAPv3 DAG CAP
sends a result message including only

Sear chResul t Ref erence ::= [ APPLI CATION 19] At URL
SearchResul t Done ::= referra

wher e

AltURL = "ldap://" <althostport> ":" <altbase>

Since a LDAPv3 DAG CAP only can send one resultcode back to a client;
If a LDAPv3 DAG CAP receives several different result codes fromthe
DAG SAPs it will have to construct a resultnmessage that to some
extent represents the conbination of those. It is proposed that in
these cases the followi ng actions are taken

- All the response codes are collected
Each response code are translated into the correspondi ng LDAPv3
resul t code.
A resultcode is chosen to represent the collected response on the
fol |l owi ng grounds:
If "success" is the only resultcode represented after these steps
the return that result code.
If apart from "success" there is one other resultcode represented
return that other resultcode
If apart from "success" there are two or nore resultcodes
represented return the resultcode "other".

5.10 Whoi s++ DAG SAP
5.10.1 I nput

The Whoi s++ DAG SAP expects valid DAG | P comuni cations. Queries
nmust include referral information (see below) and search terns that
conformto the DAG al |l owed query types (e.g., not searches for
organi zati on al one, etc).

The referral information is added to the end of the DAG SAP query, as
defined in the DAG CAP definition sections:

":host =
guot ed- serveri nfo

guot ed- host name

; port=" nunber ";server-info="
; charset =" char set
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5.10.2 Translation from DAG I P to Woi s++ query

The HOST and PORT information are used to nake a TCP/ | P-based
connection to the renote (presuned) \Wois++ server. The query
expressed to the renote Whoi s++ server is the remainder of the DAGIP
query the Whoi s++ DAG SAP received, with the following tenplate ID
transl ati ons:

t enpl at e=DAGPERSON becones t enpl at e=USER

and

t enpl at e=DAGROLE becones t enpl at e=ORGRCOLE

Addi tional mappings for attributes are defined in Appendi x B

Note that the search types used in the DAGIP are not all required by
the Whoi s++ syntax. Therefore, sone Woi s++ WDSPs nmay be using
servers that do not support searches other than "exact" and "lstring"
(the search types required by the Wois++ protocol standard). The
Whoi s++ DAG CAP nay

- send the DAG I P query as constructed (e.g., with
"search=substring"), and pass back the "% 502 Search expression too
conplicated" fromthe WDSP's server
- translate the DAGIP query into a construct using only these
search types (which will yield inconplete results, as not al
gueries are expressible with those search types),

- attenpt to ascertain what search types are supported by the
renote server and refornulate using them(e.g., regular
expressions). This would work, but would entail an excessively
conpl i cated Whoi s++ DAG SAP, and m ght not yield any better results
if the renote server doesn’t support any optional search types.

5.10.3 Transl ation of Whois++ results to DAG | P

Any referrals that the renote WDSP server returns are pursued,
foll owi ng the usual Whois++ (client) fashion, by the Wois++ DAG SAP

If it is not possible to establish a Wois++ session with the rempte
server, or if the session is interrupted, before results are
received, the DAG SAP will itself return no results and an error
nessage, i ncluding

% 403 | nformati on Unavai |l abl e<NL>
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If the renpte server issues any other Woi s++ error nessage and does

not yield any results, the renmote server’s error message will be
included in the DAG SAP's own error nessage; no results will be
ret urned.

If results are successfully received fromthe renpote server, they
will be expressed using the DAGIP -- essentially passing through
all FULL response information received fromthe renote server, mapped
into the DAGSchena using the mappi ngs defined in Appendi x A

5.11 LDAPv2 DAG SAP
5.11.1 I nput

The LDAPv2 DAG SAP expects valid DAG I P conmuni cations. Queries nust
include referral information (see bel ow) and search terns that
conformto the DAG al |l owned query types (e.g., not searches for

organi zati on al one, etc).

The referral information is added to the end of the DAG SAP query, as
defined in the DAG CAP definition sections (as additional terms in
the DAG | P query):

": host =' ':server-info="

guot ed- serveri nfo

guot ed- host nanme "; port=" nunber
";charset=" charset

5.11.2 Translation fromDAG I P to LDAPv2 query

The HOST and PORT information are used to make a TCP/ | P- based
connection to the renpote (presunmed) LDAPv2 server. The DAG SAP wil |
establish a connection with the renpote server, follow ng standard
LDAPv2 nessage exchanges.

The search request itself will be constructed fromthe DAGIP query
(wi thout the HOST, SERVER-1NFO and PORT terns) as follows:

Sear chRequest :: =
[ APPLI CATI ON 3] SEQUENCE {

base(bj ect LDAPDN, -- fromthe DAG | P query
scope base(bj ect (0) 1},
deref Al i ases ENUMERATED ({
never Der ef Al i ases (0),
der ef I nSear chi ng (1),
der ef Fi ndi ngBasebj (2),
der ef Al ways (3)
sizeLimt I NTEGER (O .. nmaxlnt),
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timeLimt I NTEGER (O .. nmaxlnt),
attrsOnly FALSE
filter Filter,
attributes SEQUENCE OF Attri buteType
-- all DAGschema attributes

}
Filter ::=
CHO CE {
and [ 0]
or [ 1]
not [ 2]
substrings [ 4]
}
SubstringFilter
SEQUENCE {
type
SEQUENCE OF CHO CE {
substrings initia
substrings any
substrings fina
}
wher e and,

of the DAG | P query.

equi valents in
standard LDAP schema

[ O]
[ 1]
[2]

t he defined

SET OF Filter,
SET OF Filter,
Filter,
SubstringFilter,

AttributeType,

LDAPSt ri ng,
LDAPSt ri ng,
LDAPSt ri ng}

2000

or and not filters are constructed to preserve the |ogic

For the purposes of matching token-based DAG | P queries to reasonable

LDAP queries, al
substring searches.
t oken boundari es,

So, for exanple,

searches should be passed to the LDAP WDSP as
The WDSP results nust then be pruned to respect
wher e necessary.

the DAG | P query

FN=Foo\ Bar and ORG=Thi nki ng\ Cat: search=substri ng<NL>

woul d be sent to the designated LDAP WDSP as

(& (fn=*Foo Bar*) (o=*Thinking Cat*) (objectclass=person))

Interestingly,

the query

FN=Foo\ Bar and ORG=Thi nki ng\ Cat: sear ch=exact <NL>

woul d al so be sent to the designated LDAP WDSP as

Dai gl e & Hedberg
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(& (fn=*Foo Bar*) (o=*Thinking Cat*) (objectclass=person))

but the WDSPs returned results would have to be pruned to renove any
results that had non-tokenizing characters on either side of "Foo
Bar" and "Thi nking Cat".

The final consideration for mapping DAG | P queries into LDAP queries
is the issue of character case. |In LDAP, individual attribute

synt axes define the consideration of case. Al of the attributes
used here are case-insensitive in their definitions. Therefore, al
LDAP WDSP queries are inherently case-insensitive; if the DAGIP
query calls for a case-sensitive natch, the LDAP DAG SAP wi |l have to
do pruning of the results fromthe DAG SAP

5.11.3 Transl ation of LDAPv2 results to DAG IP

If it is not possible to establish an LDAPv2 session with the rempte
server, or if the session is interrupted before results are received,
or if the renpte server issues any kind of error nessage and produces
no result, the DAG SAP will itself return no results and an error
nmessage, i ncluding

% 403 | nformati on Unavail abl e<NL>

If results are successfully received fromthe renpte server, the
attributes and values that are provided for each result nmessage wl |
be incorporated into the DAGIP result, according to the schemn
mappi ngs laid out in Appendix B

One particul ar adjustnent nust be done to acconmpdate differences
bet ween LDAP and the DAG IP. The attributes on which searches are
keyed ("cn", "I", and "o" in the LDAP schemas) are all defined as
bei ng case-insensitive for equality matching. Thus, if the DAGIP
qguery includes the constraint "case=consider", the results fromthe
renote server nust be post-processed to renove any w ong-cased ones.

TI SDAG The serverhandl e and | ocal handle in the DAG | P response
shoul d be constructed as foll ows:

serverhandl e is: <hostnane-w thout-peri ods><port> (because
server DN's are not enforceably unique). E. g., a
servi ces. bunyi p. com server on 7778 woul d
becone servi cesbunyi pconv778.
| ocal handl e is: the RDN (relative distinguished nane), with
spaces replaced by " _". E. g., cn=leslie_daigle
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5. 12 LDAPv3 DAG SAP
5.12. 1 | nput

The LDAPv3 DAG SAP expects valid DAG | P comuni cations. Queries mnust
include referral information (see below) and search terns that
conformto the DAG al |l oned query types (e.g., not searches for

organi zati on al one, etc).

The referral information is added to the end of the DAG SAP query, as
defined in the DAG CAP definition sections:

":host=" quoted-hostnane ";port=" nunber ";server-info="

guot ed-serverinfo ";charset=" charset

5.12.2 Translation fromDAG I P to LDAPv3 query

The HOST and PORT information are used to nake a TCP/ | P-based
connection to the renpote (presunmed) LDAPv3 server. The DAG SAP wil |
establish a connection with the renpte server, follow ng standard
LDAPv3 nessage exchanges.

The search request itself will be constructed fromthe DAGIP query
(wi thout the HOST, SERVER-1NFO and PORT terns) as follows:

Sear chRequest :: =
[ APPLI CATI ON 3] SEQUENCE ({

base(bj ect LDAPDN, -- fromthe DAG | P query

scope base(bj ect (0) 1},

deref Al i ases ENUMERATED {
never Der ef Al i ases (0),
der ef I nSear chi ng (1),
der ef Fi ndi ngBasebj (2),
der ef Al ways (3)

sizeLimt I NTEGER (O .. nmaxlnt),

timeLimt I NTEGER (O .. nmaxlnt),

attrsOnly FALSE

filter Filter,

attributes SEQUENCE OF Attri buteType
-- all DAGschema attributes equivalents in
the defined standard LDAP schema

}

Filter ::=

CHO CE {
and [0] SET OF Filter,
or [1] SET OF Filter,
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not
substrings
}
SubstringFilter
SEQUENCE {
type
SEQUENCE OF CHA CE
substrings initi
substrings any
substrings fina
}

TI SDAG

[2] Filter,
[4] SubstringFilter,

Attri buteType,

{

al [0] LDAPStri ng,
[1] LDAPStri ng,
[2] LDAPStri ng}

Cct ober

2000

where and, or and not filters are constructed to preserve the |logic

of the DAG I P query.

For the purposes of matching token-based DAG I P queries to reasonable
LDAP queries, all searches should be passed to the LDAP WDSP as

substring searches.
t oken boundaries, where

So, for exanple,

FN=Foo\ Bar and ORG=Thi nki ng\ Cat: search=substri ng<NL>
woul d be sent to the designated LDAP WDSP as

(& fn=*Foo Bar*) (0o=*Thi nki ng Cat*) (obj ect C ass=person))

Interestingly, the query

FN=Foo\ Bar and ORG=Thi nki ng\ Cat: sear ch=exact <NL>
woul d al so be sent to the designated LDAP WDSP as

(& fn=*Foo Bar*) (0o=*Thi nki ng Cat*) (obj ectd ass=person))

necessary.

the DAG | P query

The WDSP results nust then be pruned to respect

but the WOSP's returned results would have to be pruned to remove any

results that had non-tokenizing characters on either side of

Bar" and "Thi nking Cat".

The final consideration

is the issue of characte
synt axes define the cons
used here are case-insen

LDAP WDSP queries are inherently case-insensitive;
ensitive match, the LDAP DAG SAP wi ||

guery calls for a case-s
do pruning of the result
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5.12.3 Transl ati on of LDAPv3 results to DAGIP

Any referrals that the renote WDSP server returns are pursued,
foll owi ng the usual LDAPv3 (client) fashion, by the LDAPv3 DAG SAP

If it is not possible to establish an LDAPv3 session with the renpte
server, or if the session is interrupted before results are received,
or if the renpte server issues any kind of error nessage and produces
no result, the DAG SAP will itself return no results and an error
nmessage, i ncl uding

% 403 | nfornmati on Unavai |l abl e<NL>

If results are successfully received fromthe renpte server, the
attributes and values that are provided for each result message wil|l
be incorporated into the DAGIP result, which will be expressed using
the DAG I P and schema mappings as outlined in Appendix A

One particul ar adjustnment nust be done to acconmodate differences
bet ween LDAP and the DAG IP. The attributes on which searches are
keyed ("cn", "I", and "o" in the LDAP schemas) are all defined as
bei ng case-insensitive for equality matching. Thus, if the DAGIP
qguery includes the constraint "case=consider”, the results fromthe
renote server nust be post-processed to renove any w ong-cased ones.

TI SDAG The serverhandl e and | ocal handle in the DAG | P response
shoul d be constructed as foll ows:

- serverhandl e is: <hostname-w t hout-periods><port> (because
server DN's are not enforceably unique). E. g., a
servi ces. bunyi p. com server on 7778 woul d becone
servi ceshunyi pcon¥778.

- localhandle is: the RDN (relative distinguished name), with
spaces replaced by " _". E. g., cn=leslie_daigle

5.13 Exanpl e Queries
The foll owi ng sanple end-user queries illustrate some of the nore
delicate steps of query/schena senantics translations in the DAG
system
N.B.: the data presented in these exanples is often sensel ess,

provided only to serve as illustrations of matching on word-ordering,
case sensitivity, etc.
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5.13.1 A Whoi s++ Query
What the \Woi s++ DAG CAP Recei ves
In this exanple, the Wois++ DAG CAP receives the foll owi ng query:
nane=t hi nki ng and nane=cat : sear ch=exact ; case=consi der <NL>

The expected answer can be described as:

Any USER tenpl ates that contain the tokens "thinking" and "cat" in a

name attri bute.
For exanpl e:
Different records:

nane: the thinking cat
nane: sublinme cat thinking

or a single record with 2 or nore nane attributes

nane: thinking felines
name: erudite cat

but not

nane: Thinking Cat Enterprises

This last record woul d not match because the query called for case
sensitivity, and the case of the nane attribute s value does not
mat ch the query.

What the Whoi s++ DAG CAP sends to the Referral |ndex

After schema translation, this is sent to the Referral |ndex as:

f n=t hi nki ng and fn=cat: search=exact <NL>

What the Whoi s++ DAG CAP Sends to an LDAP DAG SAP

Note that the Woi s++ DAG CAP will never interact with a Wois++
DAG SAP as the Wois++ referrals returned by the Referral |ndex are
passed directly back to the Wois++ client.

The Whoi s++ DAG CAP shoul d send the sane substantive query to the

DAG SAP as it sent to the Referral Index, except that it can include
the case sensitivity constraint:
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f n=t hi nki ng and fn=cat: search=exact; case=consi der <NL>

which will be translated by the DAG SAP into an LDAP query of the
form

(& cn=*t hi nki ng*) (cn=*cat *) ( obj ect cl ass=i net Or gPer son))

which will match a record with
cn: Thi nki ng
cn: Cat

(i.e., 2 different cn attributes, with the 2 val ues; LDAP defines
case sensitivity matching by the schema attribute definition).

or a record with:
cn: | wish | had a thinking dog and a singing cat

The first record should be pruned by the LDAP DAG SAP, in order to
respect the semantics of the DAG | P query.

5.13.2 An LDAP Query
What the LDAP DAG CAP Recei ves

In this exanple, the LDAP DAG CAP receives the follow ng query
(using RFC1960 notati on):

(& (cn=th*c*t) (o=green groceries) (objectd ass=person))

What the LDAP user is looking for, with this query, is all records
within the "green groceries" organization that have a cn attribute
starting with "th", ending with "t", and having a "c" sonewhere in
the m ddl e.

cn val ues that would match this include:
cn: thinki ngcat
cn: Thi nki ng Cat

cn: The Bl ack Cat
cn: Thick Mat
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5.13.3 What the LDAP DAG CAP sends to the Referral |ndex

The LDAP DAG CAP nust formul ate a token-based query to the Referral
Index that will not inadvertently exclude records that would match.
The first challenge lies in the fact that the "*" characters in the
LDAP string-based query can cover token-boundaries.

A suitable query to the Referral Index woul d be:

FN=t h AND FN=C AND FN=T AND ORG=gr een AND
ORG=gr oceri es: sear ch=substri ng<NL>

This will generate sone false positive referrals, directing the query
to WDSPs containing records with the following attribute values (the
match letters are in capitals for ease of identification):

cn: wi TH three bl aCk poTs

0: peaCREEN and cyan GROCERI ES
0: GROCERI ES are GREENer than el ectronics

Al ternative approaches include breaking the original query into
several queries to the referral index in such a way that the DAG CAP
can use only those referrals that appear in all the Referral I|ndex
responses. However, this is

overkill -- the purpose of the Referral Index is to give direction on
where there may be nore information

difficult to code into the DAGCAP in a general way -- it has to
identify, by LDAP query type, when and how to do so

likely to generate Referral Index queries that are conmplex and time-
consum ng to process.

What the LDAP DAG CAP Sends to a Woi s++ DAG SAP

The LDAP DAG CAP may send the sane query to a Whoi s++ DAG SAP as it
sent to the Referral Index. False positives here nean results that
are not expected as a match by the LDAP client. The LDAP DAG CAP
shoul d prune these results fromthe information returned by the
Whoi s++ DAG SAP.

O it mght rewite the query into:

FN=t h; search=l stri ng AND FN=C, sear ch=substri ng AND
FN=T; search=t stri ng AND ORG=gr een AND ORG=gr oceri es: case=i gnor e<NL>
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What the LDAP DAG CAP Sends to an LDAP DAG SAP

As an architectural principle, it is never wong to send the sane
gquery to a DAG SAP as was formul ated for the Referral Index. It is
al so noteworthy to keep in nmenory that all DAG SAPs are handl ed equal
by all DAG CAPs therefore a LDAP DAG CAP will not need to send a
different query to a LDAP DAG SAP then it would to any ot her DAG SAP.

So in this case the LDAP DAP-CAP coul d either send the same query to
the LDAP DAG SAP as it sent to the Referral Index or it could send
the augnmented version that is allowed to be use with the DAG SAPs,
nanel y:

FN=t h; search=l string AND FN=C, sear ch=substri ng AND
FN=T; search=t stri ng AND ORG=gr een\ groceries: case=i gnor e<NL>

Note that this will be translated, by the LDAP DAG SAP, into a query
of the form

(&(cn=*th*) (cn=*c*)(cn=*t*) (o=*green groceries*)
(obj ect O ass=person))

which is still nore general than the original query.

Note the translation from"FN=th;search=Istring" into "cn=*th*".
This is necessary, as the DAGIP |Istring constraint is based on
tokens, whereas "cn=th*" refers to the beginning of the attribute’s
val ue (phrase, not token). The DAG SAP shoul d therefore prune out
any results that include things like "oTHer plaCes for visiTors" in
order to match the semantics of the DAG IP query it received.

The DAG CAP shoul d then prune those results to match the semantics of
the original LDAP query.

6.0 Service Specifications

6.1 Overview
To satisfy the requirenents laid out for the TISDAG project, the
software built for the DAG system nmust be able to neet the foll ow ng
service specifications:
- primary desi gnated DAG CAPs of all types (but not necessarily

secondary ones set up for |oad-bal ancing) nust be available to
provi de service or redirect queries on a 7x24 basis.
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- in general, responses to queries should be available in under 10
seconds; very generalized queries (i.e., when the user truly cannot
speci fy enough information to focus the search) can be deferred to
take much | onger (having results is nore inportant than having a
qui ck answer)

- the data provided fromeach WDSP shoul d be updated in the DAG at
| east once every 7 days

6.2 WDSP Participation

WDSPs who wi sh to participate in the DAG system do so by providing
DAG conpati bl e access to their service, where DAG conpati bl e neans:

- access in (exactly) one of LDAPv2, LDAPv3, or Whoi s++
- 7x24 service for responding to referrals generated in the DAG
core (mnimally) weekly updates of the index object describing the
information their service indexes
- use of USER and ROLE tenpl ates for Whoi s++ servers
- use of inetorgperson and organi zati onal rol e obj ectcl asses for
LDAP servers

To participate, WDSPs nust register each DAG conpliant server wth
the DAG system providing details for each data set that it covers:

- the host, port and protocol of the server
- an identifier for the dataset
- a URL for the service of preference for accessing the data
(preferred source)
- protocol -specific informtion
- adm nistrative contact information
- CI P object exchange information

Note that any WDSP w shing to make data avail abl e through the DAG
system but unabl e to support these requirements nay provide

i nformati on through an agreenent with a third-party which does neet
these requirenents. Thus, data can be replicated between cooperating
WDSPs. The DAG referral index does not clai mownership of persona
information; it directs queries to services that do, by whatever
agreenments with whichever relevant parties. Note that, in this case,
the SOURCE-URI may direct end-users to the WDSP' s exi sting services,
not the service of the third party.

6.3 Load Distribution
It is anticipated that the DAG systemw || be quite popul ar, and

nmeasures nmust be available to distribute the | oad of answering
gueri es.
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The DAG systemis presented as a conceptual whole, nade up of severa
conponent parts -- DAG CAPs, DAG SAPs and the Referral |ndex. Each
of these conmponent parts nust be replicable, and service nust be
shared between replicas.

It may be interesting to consider allow ng | arge-scal e service
providers (large conpanies, ISPs) the ability to mrror the Referra
I ndex or provide alternate DAG CAPs/ DAG SAPs for their

personnel /custoners. Policies and possibilities for doing that are
beyond the scope of this report; however, the software architecture
has been designed to support such activity.

Figure 6.1 shows that individual conmponents of the DAG system nay

each run on non-co-located server hardware, connected by TCP/IP
networks. These components can be replicated as needed.
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+====+
| | DAG CAP (dient Access Point)
I I

+====+
+----+
| | DAG SAP (Service Access Point)

+----+
+====+
HTTP <-->| |
| oo
+====+ | |<--> Whoi s++
+====+ L----L
SMIP  <--3>| |
| | +----+
+====+ | |<--> LDAPv2
+====+ !I-----!I-
Whoi s++<- - >| |
!I-::::!I- +----+
| | <--> LDAPv3
I I
+----+
| | <--> LDAPv3
I I
+----+
| | <--> LDAPv3
+====+ L---'L
LDAPV2 <-->| |
I I
+====+
+====+
LDAPV3 <-->| |
I I
+==—==+
I +
| Referral I|ndex | <--> Conmon | ndexi ng Prot ocol
I I (anp
oo oo +
e +

| Referral |ndex |

Figure 6.1 Distributable nature of DAG conponents
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Thus, the software built to this specification nmust be configurable
to permt the follow ng actions:

- DAG CAP software rmust be able to handle or redistribute the primary
| oad. Depending on the DAG CAP software, this may be handl ed by
having nmultiple processes attending to incomng queries, or the
DAG CAP at the prinary address for the protocol may be nothing nore
than a reflector that redirects incomng queries to the address of
the | east-1oaded server at the nonent.

- This is particularly necessary in synchronous connection protocols,
such as Whoi s++ and LDAP, where the goal is to mnimze the anount
of time a requesting client is connected to the well-advertised
address port.

- DAG CAP software nust be able to direct referrals to different
DAG SAPs of the sane protocol type.

- DAG CAP software nmust be able to detect overly general queries
(i.e., have sonme netric to decide that the nunber of referrals
generated by the Referral Index is too great).

- DAG SAPs nmust be able to redirect DAG CAP queries at their
di scretion, or just refuse service because of |oading (therefore
DAG CAPs must al so be able to find other DAG SAPs)

6.4 Extensibility

The DAG system has been designed to allow for extensibility in
certain key areas:

It is possible to add new DAG CAPs and DAG SAPs transparently.

Beyond replicating the software of existing DAG CAPs, new

i npl enentations for particular protocols (e.g., building a nore

el aborate mail -based query system, or inplenmentations for altogether
di fferent protocols (e.g., PH) can be added by adhering to the basic
principles of DAG CAPs and DAG SAPs defined in the software
specification. The new DAG CAP is responsible for the translation of
gueries into DAG I P (post-processing results, if necessary) and
results in the new protocol. No other part of the DAG systemis
affected

More functionality may be added to the DAG system service (e.qg.
addi ng security certificate references to the schema of returned
i nformation) by updating the DAG schema

Dependi ng on how the | oad on the service goes, it may be interesting
to consider reducing the nunber of queries that are chained for
protocol s that inherently can handl e the concept of pursuing
referrals. Specifically, LDAPv3 and Whoi s++ both handl e referrals,
but the current systemcalls for chaining LDAPv3 (and LDAPv2)
referrals for the Whois++ DAG CAP, and vice versa. Alternatively,
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"virtual" DAG CAPs coul d be established for each participating WSP
for each protocol the WSP doesn’'t support, and referrals to those
DAG CAPs could be given to the calling client. For exanple, a

VWhoi s++ client would be given a Wois++ referral to the virtua

VWhoi s++ DAG CAP for a WDSP that supports only LDAP. The inportance
of having one virtual DAG CAP per WDSP is that the point of
connection is the only way to distinguish which WOSP t he Whoi s++
client thought it was connecting to.

7.0 Security
7.1 Information credibility

Security, in the context of "read-only" directory services, is
primarily concerned with maintaining data integrity as it passes from
an originating server to the end-user making an inquiry. That is,
some server(s) hold correct user information, and a client accessing
a directory service should be certain that whichever servers that the
i nformati on has to pass through before reaching the client, it
receives a true representation of the original information

The DAG system as such MJST be conpletely invisible as the nediator
of the information fromthe WDSPs to the querying directory access
client. The only possible nodifications that can appear is

transl ations fromone characterset into another. Hopefully, this
does not alter the neaning of the information

7.2 Unaut horized access

In keeping with the public nature of the proposed Tl SDAG service, the
DAG system does not provide any access control system beyond
conponents’ configuration to accept connections fromrecogni zed ot her
conponents. For nore detailed access control, it is up to the
connected WDSPs to apply the access control

Since the DAG systemonly supports searching and retrieving
i nfornmati on, no updates can occur through the DAG client access
poi nt s.

Security in updates (CIP index objects) is provided by encryption and
signature of objects fromregi stered WSPs.
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Appendi x A - DAG Schena Definitions

The DAG nakes use of 2 information schemas -- the DAGPERSON schemm
for informati on about specific people, and the DAGORGROLE schema for
organi zational roles that may or nmay not be job positions occupied by
people at any given tinme (e.g., an organi zation's president, custoner
service desk, etc).

Thi s appendi x defines the schenmas in terns of the attributes used
within the DAG I P. Mappings to the standard LDAP and Whoi s++ obj ect
cl asses and tenplates (respectively) are described in Appendi x B

Because the role of the DAG schenas is to act as an internediary

bet ween information provided in different access protocols, with

di fferent underlying schena paradigns, the attributes in the schema
are identified as being required or optional. The required
attributes are so designated because they are involved in the DAG
search types and/or the mninmal returned response. They have defined
mappi ngs in the selected access protocols. The optional attributes
have proposed mappings in those protocols.

It is inmportant to note that the DAGIP is constructed to carry any
alternative attribute information that may be provided by a given
VDSP; i ndi vidual DAG SAPs and DAG CAPs may choose to pass al ong,
interpret, or ignore any attributes not defined in this appendi x.

Additionally, note that the order of attributes in the DAGIP is
significant, which neans that it is possible to use one attribute to
carry the information describing the type of subsequent ones (e.g.
see the "ADR-TYPE" attribute bel ow).

Finally, attributes my be repeated. For exanple, this schema

structure can carry multiple phone nunbers of different types for
one person.
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A. 1 DAG Persona

Attribute
FN

EMAI L
LOC

ORG

ADR- TYPE

ADR

ADR- STREET
ADR- ROOM
ADR-CI TY
ADR- STATE
ADR- COUNTRY
ADR- CODE
TEL- TYPE

TEL
SQURCE

Tl SDAG Cct ober

I nformati on Schena ( DAGPERSON Schenm)

Desi gnhati on
Requi r ed
Requi r ed
Requi r ed
Requi r ed
Opti ona

Opti ona
Opti ona
Opti ona
Opti ona
Opti ona
Opt i ona
Opti ona
Opti ona

Opt i ona
Opti ona

Opti ona

Specific Description

Free-text representation of full name
Internet e-mail address
Locality -- geographic region
Person’ s organi zati on

Type of address that follows
("org", "home", "org-postal",
"home- postal ", "unqualified")
Ful | address

Street address conponent

Suite or room nunmber conponent
Gty nane

Regi on of address

Country

Post al code conponent

Type of tel ephone nunber (
"work", "home", "mobile",
"fax" ,"pager", "unqualified")
inthe following attribute

A phone nunber for the person
The WDSP's preferred access to

their service -- a URL
Entry’s "distingui shed name"
(for LDAP)

Tabl e A. 1 DAGPERSON schema attri butes
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A. 2 DAG Organi zational Role Information Schema ( DAGORGROLE Schenm)

Attribute Desi gnati on Specific Description

RCOLE Requi r ed Nane of organizational role

EMAI L Requi r ed E-mai| address associated with role
ORG Requi r ed Nane of organization

LOC Requi r ed Locality -- geographic region

TEL- TYPE Opt i onal Type of tel ephone nunber

in the TEL attribute i mediately
foll owi ng("org" or "fax")

TEL Opt i onal Phone nunber

FN Opti onal Full name of current role occupant

SOURCE Opt i onal The WDSP's preferred access to their
service -- a URL

DN Opt i onal Entry’s "distingui shed name" (for LDAP)

Tabl e A. 2 DAGORGROLE schenm attri butes
Appendi x B - Schema Mappi ngs for Woi s++ and LDAP

The DAG | P makes use of two specific schemas, as defined above.
However, schenas particular to access protocols need to be handled in
order to appropriately address incom ng user queries, and chaining
gueries to WOSPs. The recogni zed standard schenas are:

- the USER templ ate for Wois++ ([8])

- the ORGROLE tenpl ate for Whois++ ([8])

- the inetOrgperson objectclass for LDAP ([16])

- the organizationalrol e objectclass for LDAP ([18])

The DAG | P schemas were devel oped based on the information that the
TI SDAG proj ect requirenents wish to return in results, in conjunction
with information about standard schemas used in the basic WDSP access
protocol s (LDAPv2/v3 and Whoi s++). However, particularly in the case
of address information, the schemas used for those protocols allow
for considerable scope of information representation. In practice,
this neans that different WOSPs nmay choose to use different sub-parts
of the schema, or even inplenent |ocal custom zations.

Therefore, Appendix A outlines a very basic schena that can carry al
the necessary infornation. The basic DAG CAPs and DAG SAPs are
designed to work to that information structure. This appendi X
outlines the expected behaviour for DAG SAPs mapping into the DAG I P
schema, and DAG CAPs extracting information to pass along to client
software after a chaining operation has returned results.
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B.1 LDAP and t he DAG Schemas

The only time information is carried in the DAG schemas is when a
DAG SAP is returning informati on (obtained from WDSPs’ servers) to a
DAG CAP using the DAG I P. The "canonical” mappi ngs between standard
LDAP obj ect classes (inetorgPerson, defined in [16] and

organi zati onal Rol e, defined in [18] and the DAGPERSON schenma and
DAGORGROLE schena are defined such that information passed from an
LDAP DAG SAP to an LDAP DAG CAP (e.g., in the case of an LDAPv3 DAG
SAP returning information chained for an LDAPv2 DAG CAP) will be
mapped into the sane attributes as it was extracted.

However, the representation of sonme attributes (such as address) is
truly widely varied between protocol paradigns. The goal with the
"reasonabl e approxi mati on" mappi ngs that are provided is to give
DAG CAPs a basi c mechani sm for comuni cating i nformati on drawn from
non- LDAP DAG SAP sources. The nmappings may not be perfect, but they
will convey the information to the end-user in sone LDAP-

under st andabl e fashi on, which is the goal of this project’s effort.

The canoni cal mappings for the LDAP inetorgPerson object class and
the DAGPERSON schema are given in Table B.1. A few reasonable
approxi mati on mappings followin Table B.2. Beyond that, DAG SAPs
may pass along any additional attributes in the DAGIP, and DAG CAPs
may elect to forward or interpret any that are recognizable (e.qg.,
the sn ("surname") attribute is not listed here, but a DAG SAP ni ght
return that in the DAGIP, and a DAG CAP, recognizing the string
representation, could elect to include it in its LDAP response to the
client).

DAGPERSON Attribute LDAP i netorgPerson attribute
FN cn

EMAI L mai |

LOC I

ORG o]

ADR- TYPE=or g

ADR- STREET street

ADR- ROOM r oomNumnber
ADR- STATE st

ADR- COUNTRY o

ADR- TYPE=0r g- post al

ADR post al Addr ess
ADR- ROOM post Of fi ceBox
ADR- CODE post al Code
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ADR- TYPE=hone- post a

ADR honmePost al Addr ess
TEL- TYPE=wor k

TEL t el ephoneNunber
TEL- TYPE=hone

TEL hormePhone

TEL- TYPE=f ax

TEL facsi m | eTel ephoneNunrber
TEL- TYPE=nobi | e

TEL nmobi | e

TEL- TYPE=pager

TEL pager

DN dn

SCURCE | abel edUR

Tabl e B.1 Canoni cal DAGPERSON scherma & LDAP inetorgPerson attributes

DAGRCLE Attribute LDAP or gani zational Rol e attribute
ADR- TYPE=unqual i fi ed

ADR street

ADR- STREET street

ADR- ROOM room

ADR- STATE st

ADR- COUNTRY o

TEL- TYPE=unqual i fi ed
TEL t el ephoneNunber

Tabl e B. 2 Reasonabl e Approxi mations for LDAP organi zati onal Rol e
attributes
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For exanple, consider the followi ng LDAP record information, in LD F
[11] format:

dn: cn=Barbara Jensen, ou=Product Devel opnent, o=Ace |ndustry,
c=US

obj ectclass: top

obj ectcl ass: person

obj ect cl ass: organi zati onal Person
obj ectcl ass: i netorgperson

cn: Barbara Jensen

cn: Barbara J Jensen

cn: Babs Jensen

sn: Jensen

ui d: bjensen

t el ephonenunber: +1 408 5551212
description: A big sailing fan

This would validly be carried in the DAGPERSON schenma as foll ows:

DN: cn=Barbara Jensen, ou=Product Devel opnent, o=Ace |ndustry,
c=US

FN. Barbara Jensen

FN. Barbara J Jensen

FN: Babs Jensen

SN:. Jensen

TEL- TYPE: wor k

TEL: +1 408 5551212

The canoni cal mappings for the LDAP organi zati onal Rol e obj ect cl ass
and the DAGORGROLE schema are given in Table B.3 .Beyond that, DAG
SAPs may el ect to send along any attributes, and DAG CAPs may
interpret any that are recogni zable. N.B., the organi zational Rol e
cl ass does not include provision for inclusion of an e-nmail address.
This mapping rather blithely assunes the availability of the nai
attribute as defined for inetorgPerson
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DAGORGROLE Attribute LDAP or gani zational Rol e attribute

ROLE cn

EMAI L mai |

ORG o]

LOC I

TEL- TYPE=o0r g

TEL t el ephoneNunber
TEL- TYPE=f ax

TEL facsi m | eNunber
FN rol eCccupant

DN dn

SOURCE | abel edURI

Tabl e B. 3 Canoni cal mappi ngs for LDAP organi zational Role attributes
B. 2 Whoi s++ and the DAG Schenas

The "canoni cal " mappi ngs between standard Whoi s++ tenpl ates as
defined in [8] and the DAGPERSON schema and DAGORGROLE schenmm are
defined in Tables B.4 and B.5. Beyond that, DAG SAPs nay pass al ong
any additional attributes in the DAGIP, and DAG CAPs nay elect to
forward or interpret any that are recogni zabl e.

DAGPERSON Attri bute Whoi s++ USER tenplate attribute

FN name

EMAI L emai |

LCC address-locality
ORG or gani zati on- nane

ADR- TYPE=unqual i fi ed

ADR addr ess

ADR- TYPE=or g

ADR or gani zati on- addr ess

ADR- STREET or gani zat i on- addr ess-str eet
ADR- ROOM or gani zat i on- addr ess-room
ADR-CI TY organi zati on-address-city
ADR- STATE organi zati on- address-state
ADR- COUNTRY organi zati on-address-country
ADR- CODE or gani zat i on- addr ess- zi p- code
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ADR- TYPE=hon®e
ADR

ADR- STREET
ADR- ROOM
ADR-CI TY

ADR- STATE
ADR- COUNTRY
ADR- CODE

TEL- TYPE=wor k
TEL

TEL- TYPE=hone
TEL

TEL- TYPE=f ax
TEL

TEL- TYPE=nobi | e
TEL

TEL- TYPE=pager
TEL

Tabl e B. 4 Canoni ca
DAGORGROLE Attri bute

RCLE
EMAI L
ORG
LOC
FN

TEL- TYPE=or g
TEL

TEL- TYPE=f ax
TEL

Tabl e B.5 Canoni ca
Appendi x C -
The DAG- | nterna

in RFC1835 ([6]).

Dai gl e & Hedberg

DAG: | nt er nal

Prot oco
derivative of the query-interaction protocol

Tl SDAG Cct ober

addr ess-type=hone
addr ess

addr ess-street
addr ess-room
address-city
address-state
address-country
addr ess- zi p- code

phone-t ype=wor k
phone

phone-type=hone
phone

f ax

cel l ul ar

pager

DAGPERSON schema & Whoi s++ USER attri butes

Whoi s++ ORGROLE attribute
org-role

enai

or gani zati on- nane

organi zati on-address-1local ity
nane

phone

f ax

mappi ngs for Woi s++ ORGROLE attri butes

Protocol (DAG I P)

(DAGIP) is currently defined as a

| nf or mat i ona

2000
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C.1 Awrd on the choice of DAGIP

The use of the DAGIP is strictly internal to the DAG system In
that regard, it is possible make use of any query | anguage, or define
a new one.

The Whoi s++ protocol was selected as the basis of the DAGIP for
several reasons:

- it has the power and flexibility to convey all necessary queries

- it is a sinple, text-based protocol; clients need not inplenent the
full functionality of the protocol in order to carry out m ninal
qgueri es

- the power of the full-fledge directory service query protocol wll
give DAG CAP witers the ability to express nore sophisticated
queries if desired (e.g., to produce nore intricate "intelligent”
mat chi ng of spellings, comobn character substitutions, etc).

- the text-based, delimted attribute results expression facilitates
optional inclusion of extra data supplied by WOSPs -- DAG CAPs can
easily ignore any unknown informati on and continue to interpret the
rest of the result information.

Al so, the use of an existing protocol |everages the experience and
time of the creators of the protocol -- hammering out such el usive
and yet necessary details as handling |ine-endings, quoting specia
characters, etc.

There is a freely-available test suite of tools for testing servers’
VWoi s++ protocol conformance (for the Referral Index, and for DAG
SAPs). Send mmil to digger-info@unyip.comfor further informtion.

C.2 DAGIP Input and Qutput -- Overview

Input interactions in DAG IP are as defined in RFC1835, "Architecture
of the WHO S++ service" ([6]), sections 2.2 and 2.3. Section C 3 of
this docunment adapts the grammar used in nore recent descriptions of
the Whoi s++ protocol to illustrate the syntax of the DAG I P.

DAG I P output will be a subset of what is defined in RFCL835, section
2.4, except that referral responses ("SERVER-TO ASK') contain nore
i nf or mati on.
C.3 BNF for DAG I P input and out put
The foll owi ng sections are adapted fromthe Wois++ grammar. For

di scussion of the semantic intent of the query protocol, and other
matters, see Wois++ RFC 1835 [6].
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C.3.1 The DAG I P I nput G anmar

2000

The foll owi ng gramar, which uses the Augnented BNF (ABNF) notation

as defined in [5], defines the set of acceptable DAG IP input.

N.B.: As outlined in the ABNF definition, rule nanmes and string

literals are in the US-ASCI| character set, and are case-insensitive

Al so, when a character is witten explicitly in the grammar, as for
exanple ";", it represents the byte value of that character in all of
the all owed character sets in their encodings used in this protocol
Specifically in UNICODE, ";" means the character U+003B, which when

encodi ng the character in UTF-8 will generate the byte val ue 0x3B

which is then used in the DAG I P protocol.

dagi p- command = ( systemcommand [":" "hol d"]
[ ri-query
/ sap-query ) nl

ri-query = ri-terms [":" gl obal cnstrnts]
sap- query = sap-terms [":" [sapcnstrnts][ ":" wdspinfo]]
system conmmand = "constraints”

/ "descri be"

[/ "commands"

/ "pol |l ed-by"

[/ "polled-for"

/[ "version"

[ "list"

/ "show' [1*sp datastring]

/ "hel p" [1*sp datastring]

[ "<NL>" [string]
ri-termns = ri-and-expr *(1*sp "or" 1*sp ri-and-expr)
ri-and-expr = ri-basic-expr *(1*sp "and" 1*sp ri-basic-
expr)

ri-basic-expr ["not" 1*sp] ri-term/ ( "(" ri-terms ")" )

ri-term = generalterm/ specificterm/ comnbi nedterm

sap-terns = sap- and-expr *(1*sp "or

sap- and- expr sap- basi c-expr *(1*sp "and" 1*sp

sap- basi c- expr)

sap- basi c-expr = ["not" 1*sp] sap-term/ ( "(

1*sp sap-and- expr)

sap-terns ")" )
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sap-term = ( generalterm/ specificterm/ conbinedterm
| ocal cnstrnts
general term = dat astring

TI SDAG Since the DAG systemonly supports certain attribute
conbinations in its queries, (Table 3.1). The use of generalterm
may | ead to unexpected behaviour and is therefore deprecated.

CAPs should therefore not use it even if it is in the protocol

specificterm = speci ficname "=" datastring

speci fi cnanme “handl e" / "val ue"

attributenane "=" datastring

conbi nedt er m

sapcnstrnts sapcnstrnt *(";" sapcnstrnt)

sapcnstrnt | ocal cnstrnt / gl obal cnstrnt

| ocal cnstrnts [";search=" sap-searchvalue] [";case="

sap- caseval ue]

| ocal cnstrnt "search=" sap-searchvalue / "case="

sap- caseval ue
;N.B.: in the case where |ocal and gl obal constraints
; conflict, local constraints take precedence
; and overrides the global constraint

"tstring" / searchval ue

sap- sear chval ue

sap- caseval ue = “consider" / "ignore"
gl obal cnstrnts = gl obal cnstrnt *(";" gl obal cnstrnt)
gl obal cnstrnt = "search" "=" searchval ue

/ opt - gl obal cnst

opt - gl obal cnst = "hol d"
/[ "case" "=" caseval ue
[ "maxful " "=" 1*digit
/[ "maxhits" "=" 1*digit
/ "language" "=" |anguage
[/ "incharset" "=" characterset
[ "ignore" "=" attributenane
[ "include" "=" attributenane
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; NNB.: If an attribute is naned both with the "include" and "ignore"
; constraints, the attribute is to be included in the result, but the
; system message must be "% 112 Requested constraint not fulfilled".

| anguage
char act er set
sear chval ue
caseval ue
wdspi nf o
attrVal Ass

TISDAG Wth

n

<The | anguage code defined in RFCL766>
" UNI CODE- 2- 0- UTF- 8"
"exact" [/ "substring" / "lstring"
"ignore" / "consider"
attrval Ass *( ";" attrVal Ass )

attributenane "=" datastring

the boundaries of the TISDAG project it has been

decided that the only permtted attributes for wdspinfo are
"host","port", "server-info" and "charset". Regarding "charset"
the values for this attribute are defined to be one of "UTF-8",
"1 SO8859-1","T\.61" or "US-ASCII".

dat astring

attri but enane

data-elt
nor mal byt e

speci al byt e

numnber

digit

tab

sp
n

Dai gl e & Hedberg

l*data-el t

1*(<%32- 126 except speci al byt e>)
; omt 127, which is DEL

"\" special byte / normal byte

<%@32- 255, except speci al byte>

ot tab /o=, ot oy o\
"nagn / n . n / n ( n / Il) n / n [ n / Il] n / nan /
"Lt <N

1*digit

“o" / "1t/ 2" | 3" [ "4" |
" 5Il / " 6Il / " 7Il / " 8Il / " 9Il

%109
%32 ; space
%113 %d10 ; CRLF
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NOTE: Spaces (sp) that are significant to a query nust be escaped.
The foll owi ng characters, when significant to the query, may be
preceded and/or followed by a single space:

. () =
C. 3.2 The DAG | P Response G anmar

The foll owi ng grammar, which uses the Augnented BNF (ABNF) notation
as defined in RFC2234 (see [5]),

N.B.: As outlined in the ABNF definition, rule names and string
literals are in the US-ASCI| character set, and are case-insensitive
Al so, when a character is witten explicitely in the gramar, as for

exanple ";", it represents the byte value of that character in all of
the all owed character sets in their encodings used in this protocol
Specifically in UNICODE, ";" means the character U+003B whi ch when

encodi ng the character in UTF-8 will generate the byte val ue 0x3B
which is then used in the DAG | P protocol

server-resp = goodnessage mml out put mml endnessage
/ badnessage nl endnessagecl ose

out put = O*(full-record / server-to-ask)
full-record = "# FULL " tenplate " " serverhandle " "
| ocal handl e systemn
1*ful | dat a

"# END' systemn
TI SDAG serverhandle is:

- Whoi s++, whatever the server-handle on the record returned by
t he WDSP.

- LDAP, <hostnane-wi thout-periods><port> (because server DN's are
not enforceably unique). E. g., a services.bunyip.comserver on
7778 woul d becone servi ceshunyi pconv778.

| ocal handl e i s:

- Whoi s++: the local handle on the record returned by the WSP

- LDAP, it is the RDN (relative distinguished nane), with spaces
replaced by " _". E. g., cn=leslie_daigle

server-to-ask = "# SERVER- TO-ASK " serverhandl e systemn
server-to-askdat a
"# END' systemn

ful | dat a = " " attributenane attri but eval ue

system nl
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server-to-ask-data =

attri but enane
attri but eval ue
templ at e
server handl e

| ocal handl e
serverinfo
host name

pr ot

char act er set
source

| ongstring
string

r-string

speci al byt e
ml
system nl

n

message

messagest art

Dai gl e & Hedberg

nmes

Tl SDAG Cct ober

Server -1 nfo:
Host - Nane: "

serverinfo systemn
host name systemn
Host-Port: " nunber systemn
Protocol: " prot systemn
Source-URI: " source systemn
Charset: " characterset systemn
r-string

| ongstring

<%@32- %0255 except speci al byt e>
<%@32- %6255 except speci al byt e>
<%32- %255 except speci al byt e>
string

string

string ; currently one of
"l dapv3" "whoi s++"

"| dapv2"

“UTF-8" [/ "T.61" / "1S08859-1" / "US-ASClI*"

string
string O*( nl ( "+" [/ "-" ) string )
0* (%32- 255)

0* (<%32- 126 except speci al byte>)
; omt 127 which is DEL

1*systemnl
nl [ 1*(nmessage nl) ]

%113 %10 ; CR and LF

[1*( nessagestart "-" string nl)]
sagestart " " string nl

"%" digit digit digit

| nf or mat i ona

2000
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goodnessage = [1*( goodnessagestart "-" string nl)]
goodnessagestart " " string n

goodnessagestart = "% 200"

badnmessage = [1*( badnessagestart "-" string nl)]
badnmessagestart " " string nl

badnmessagest art "%5" digit digit

endnessage = endnessagecl ose / endnessagecont

endnessagecl ose = [ endnessagestart " " string nl]
byenmessage

endnessagecont = endnessagestart " " string n

endnessagestart = "% 226"

byemessage = byenmessagestart " " string n

byemessagestart = "% 203"

nunber = 1*( digit )

digit = "o"/ "1"/ "2" / 3"/ "4" | "B" | “6" [/

" 7Il / " 8Il / " 9Il
C.4 DAG | P Response Messages

The following |ist and di scussion of response codes is derived from
t he Whoi s++ protocol definition, RFCL835 ([6]).

A system message begins with a %, followed by a space and a three
digit number, a space, and an optional text message. The line
nessage nust be no nore than 81 bytes long, including the term nating
CR LF pair. There is no limt to the nunber of system nessages that
may be generat ed.

A multiline system nessage have a hyphen instead of a space in colum
6, imrediately after the numeric response code in all |ines, except
the | ast one, where the space is used.

Example 1

% 200 Command okay

Exampl e 2
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% 220- Wl cone to
% 220-t he Whoi s++ server
% 220 at ACME inc.

The client is not expected to parse the text part of the response
nmessage except when receiving reply 600 or 601, in which case the
text part is in the former case the nane of a character set that will
be used by the server in the rest of the response, and in the latter
case when it specifies what |anguage the attribute value is in. The
valid values for characters sets is specified in the "characterset™
l[ist in the BNF listing in Appendi x C

The theory of reply codes is described in Appendix E in STD 10,
RFC821 ([15]).

System response code Descri ption

110 Too many hits The nunber of nmatches exceeded
the val ue specified by the
maxhits constraint. Server
will still reply with as many
records as "maxhits" all ows.

111 Requested constraint not One or nore constraints in query
support ed is not inplenented, but the
search is still done.

112 Requested constraint not One or nore constraints in query

fulfilled has unaccept abl e val ue and was
therefore not used, but the
search is still done.
200 Command Ck Conmand accepted and execut ed.

The client nust wait for a
transaction end system nessage.

201 Comand Conpl et ed Conmand accepted and execut ed.
successful ly

203 Bye Server is closing connection
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204

220

226

401

402

403

404
500

502

503

505

600

601

Dai gl e

Overgeneral i zed

Servi ce Ready
Transaction conpl ete
Servi ce not avail abl e
Sear ch expression

too conplicated

I nformati on Unavai l abl e

Ti me out
Syntax error

Search expression too
conpl i cated

Query to genera

Qperations error

<t oken>

<t oken>

& Hedberg

TI SDAG

| nf or mat i ona

Cct ober

The server could not exactly
match the DAG query into its
native access protocol. The
resulting native query was
"l ooser".
Greeting nessage. Server is
accepting commands.

End of data. Al
query are sent.

responses to

When a renpte service is not
(currently) avail able.

This message i s sent when the
server is not able to resolve a
query (i.e. when a client sent a
regul ar expression that is too
deeply nested).

This is like the "too nany hits"
situation, but the server does
not send along any results. This
nmessage is used to deflect data
m ni ng.

Per manent operations error
Subsequent attribute val ues are

encoded in the character set
speci fied by <token>.

Subsequent attribute val ues are
in the | anguage specified by
<t oken>.

2000
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601 DEF

601 ANY

Table C. 1 List of systemresponse codes

Dai gl e & Hedberg

Tl SDAG Cct ober 2000
Subsequent attribute val ues are
default values, i.e. they should
be used for all |anguages not
specified by "601 <token>" since
[ast "601 ANY" nessage.

Subsequent attribute val ues are
for all |anguages.
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Cct ober

Appendi x D - DAG | P Response Messages Mappi ng

LDAPv2/ v3

success (0) v2&v3
operati onsError (1) v2&v3
pr ot ocol Error (2) v2&v3
ti meLi m t Exceeded (3) v2&v3
si zeLi m t Exceeded (4) v2&v3
conpar eFal se (5) v2&v3
conpar eTr ue (6) v2&v3
aut hiet hodNot Support ed (7) v2&v3
st r ongAut hRequi r ed (8) v2&v3
referral (10) v3
admi nLi m t Exceeded (11) v3
unavail abl eCritical Extension (12) v3
confidentialityRequired (13) v3
sasl| Bi ndl nProgr ess (14) v3
noSuchAttri bute (16) v2&v3
undefi nedAttri but eType (17) v2&v3
i nappropri at eMat chi ng (18) v2&v3
constraintViolation (19) v2&v3
attri but eOrVal ueEkxi sts (20) v2&v3
i nval i dAttri but eSynt ax (21) v2&v3
noSuchoj ect (32) v2&v3
al i asProbl em (33) v2&v3
i nval i dDNSynt ax (34) v2&v3
i sLeaf (35) v2

al i asDer ef erenci ngProbl em (36) v2&v3
i nappropriateAut hentication (48) v2&3

i nval i dCredenti al s (49) v2&v3
i nsufficientAccessRights (50) v2&v3
busy (51) v2&v3

unavai |l abl e (52) v2&v3
unwi | I i ngToPerform (53) v2&v3
| oopDet ect (54) v2&v3
nam ngVi ol ati on (64) v2&v3
obj ectC assVi ol ati on (65) v2&v3
not Al | ownedOnNonLeaf (66) v2&v3
not Al | owedOnRDN (67) v2&v3
ent ryAl readyExi sts (68) v2&v3
obj ect Cl assModsPr ohi bi t ed (69) v2&v3
af fectsMul ti pl eDSAs (71) v3

ot her (80) v2&v3

200 Command Ck

505 Operations error
505 Operations error
404 Ti meout

110 To many hits
200 XK

200 XK

505 Operations error
505 Operations error
200 XK

110 Too many hits
505 Operations error
505 Operations error

200 &K

500 Syntax error

500 Syntax error

111 Requested constraint
not supported

200 X

500 Syntax error

200 XK

505 Operations error

500 Syntax error

N. A

505 Operations error

500 Syntax error

2000

403 I nformati on Unavail abl e
403 I nformati on Unavail abl e

403 I nformati on Unavai
401 Service not avail ab
505 Operations error
505 Operations error

pa
>

N. A
N. A
N. A
N. A
N. A
N. A
3

40

Table D.1 LDAPv2/v3 resultcodes to DAG | P response codes

mappi ng

Dai gl e & Hedberg I nf or mati ona

abl e
e

| nformati on Unavai |l abl e
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601
601
601

TI SDAG

Too many hits

Request ed constraint not supported
Requested constraint not fullfilled
Command Ok

Conmand Conpl et ed successful |y
Bye

Overgeneralized

Servi ce Ready

Transaction conpl ete

Servi ce not avail abl e

Search expression too conplicated
I nformati on Unavail abl e

Ti me out

Qperations error

Syntax error

Sear ch expression too conplicated
Query to genera

Qperations error

<t oken>

<t oken>

DEF

ANY

Cct ober

LDAP v2/v3

si zeLi m t Exceeded (4)
constraintViolation (19)
constraintViolation (19)
Success (0)

N. A

N. A

N. A

N. A

N. A

unavail abl e (52)

unwi | I i ngToPerform (53)
busy (51)
timeLi mt Exceeded (3)
operationsError (1)
prot ocol Error (2)

unwi | I i ngToPerform (53)
unwi | I i ngToPerform (53)
operationsError (1)
N. A

N. A

N. A

N. A

2000

Table D.2 Mapping from DAG | P response codes to LDAPv2/v3 resultcodes

200
201

401
403
404
405
500
502

503
505

Tabl e D. 3 Mappi ng between DAG | P and Woi s++

Dai gl e & Hedberg

Too Many hits
Request ed constraint not supported

Requested constraint not fullfilled

Conmand Ok
Conmand Conpl et ed successful |y

Service not avail able

I nformati on Unavail abl e

Ti meout

QOperations error

Syntax error

Search expression too conplicated

Query to genera
Qperations error

| nf or mat i ona

Whoi s++

Too Many hits
support ed

fullfilled
Conmand Ok
Conmand Conpl et ed
successful ly

200
201

401
403
404
405
500
502

Ti meout
Qperations error
Syntax error

conpl i cated
Query to genera
Qperations error

506
505

response codes

Servi ce not avail abl e
| nformati on not avail abl e

Search expression too

Request ed constrai nt not

Request ed constrai nt not

[ Page 94]



RFC 2967 TI SDAG Oct ober 2000

Appendi x E - DAG CI P Usage
E.1 CI P Index hject

The CI P object used by the DAG systemis based on the Tagged I ndex
bj ect as defined in [12]. The grammar, adapted fromthat Work in
Progress, for the specific object used by the DAGis as follows:

i ndex- obj ect
i 0-part
header

O*(i o-part SEP) io-part

header SEP schema-spec SEP index-info

ver si on- spec SEP update-type SEP this-update SEP
ast - updat e cont ext-si ze

"version:" *SPACE "x-tagged-index-1"

"updat etype:" *SPACE ( "total"
"incremental " [*SPACE "tagbased"|"uni quel Dbased" ])
"t hi supdate:" *SPACE TI MESTAMP

[ "lastupdate:" *SPACE Tl MESTAMP SEP]

[ "contextsize:" *SPACE 1*DIG T SEP]

"BEGA N | O Schema" SEP 1*(schenma-1ine SEP)
END | O Schema"

ver si on- spec
updat e-type

thi s-update
| ast - updat e
cont ext - si ze
schena- spec

schema-line = attribute-nane ":" token-type

t oken-type = "TOKEN'

i ndex-info = full-index | increnental-index

full -i ndex = "BEG N I ndex-1 nfo" SEP 1*(index-bl ock SEP)

"END | ndex- I nf 0"
i ncrenental -index = 1*(add-bl ock | del ete-bl ock | update-bl ock)
add- bl ock = "BEG N Add Bl ock" SEP 1* (i ndex-bl ock SEP)
"END Add Bl ock"
del et e- bl ock = "BEG N Del ete Bl ock” SEP 1*(index-bl ock SEP)
"END Del ete Bl ock"
updat e- bl ock = "BEG N Updat e Bl ock" SEP
0* (ol d-i ndex- bl ock SEP)
1*(new i ndex- bl ock SEP)
"END Updat e Bl ock"
ol d-i ndex-bl ock = "BEGA N A d* SEP 1*(index-bl ock SEP)

"END A d"

new- i ndex- bl ock = "BEG N New' SEP 1*(i ndex-bl ock SEP)
"END New'

i ndex-block = first-line 0*(SEP cont-1line)

first-line = attr-nane ":" *SPACE taglist "/" attr-value

cont-line ="-" taglist "/" attr-value

tagli st = tag O*("," tag) | "*"

tag =1*DIAT ["-" 1*DIGT]

attr-val ue = 1*(UTF8)

attr-nane = dag-searchattr / "objectcl ass"

dag-searchattr = "FN' / "LOC' / "ROLE" / "ORG'

TI MESTAMP = 1*DIA T

NAMECHAR =DA@T ]| UPPER | LONER | "-" | ";" | "."
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SPACE = <ASCl | space, %%20>;

SEP = (CRLF) | LF

CR = <ASCIl CR, carriage return, 9%0D>;

LF = <ASCI| LF, line feed, 9%0A>

DAT ="o" | "™a" | "2" | "3" | "4" | "5" | "e" | "7"
|I8|I | |I9|I

UPPER ="A"| "B" | "C | "D | "E"| "F"|] "G | "H
S T T Tt I Tt e A B
QR ST T UV W] X
IIYII | IIZII

LOVNER ="a" | "b" | "c" | "d" | "e" | "f" | "g" | "h"
Pyt otke ottt o oo [t
S A R et T IO A B S
"yl e

US- ASCl | - SAFE = %01-09 / %O0B-0C / 9%OE- 7F
7, US-ASCI 1 except CR, LF, NUL

UTF8 = US-ASCl | - SAFE / UTF8-1 / UTF8-2 / UTF8-3
[/ UTF8-4 | UTF8-5

UTF8- CONT = 9% 80- BF

UTF8- 1 = 9% C0- DF UTF8- CONT

UTF8- 2 = 9% EO- EF 2UTF8- CONT

UTF8- 3 = W FO- F7 3UTF8- CONT

UTF8- 4 = W F8- FB 4UTF8- CONT

UTF8-5 = % FC FD 5UTF8- CONT

N.B.: The only tokenization type permtted is "TOKEN'. Wile the
Tagged | ndex Cbject nmenp permits the use of "FULL" (i.e., the entire
value of the attribute is preserved as a single token), that has the
danger of yielding a unique token for every record. Studies in the
grom h of centroid sizes as a function of nunber of records (see
[14]) denpbnstrate that such unique tokens (e.g., phone nunbers) are
to be avoided. Wile storing tag information requires some nunber of
extra bytes of storage per token index entry, using unique tokens
causes the nunber of token entries in the index to continue to grow
linearly with the nunber of records, thereby affecting search

ef ficiency.

Note also that tags are to be applied to the data on a per entry

level. Thus, if two index lines in the sanme i ndex object contain the
same tag, then it is always the case that those two lines refer back
to the sane "record" in the directory. In LDAP term nology, the two

lines would refer back to the same directory object.
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Additionally if two index lines in the same i ndex object contain
different tags, then it is always the case that those two lines refer
back to different records in the directory.

The attribute "objectclass" is used to denote the record/object types
in the data sunmmarized in this index object.

Val ues for the objectclass attribute should be restricted to:
dagperson or dagrole, the two DAG schena object types.

E.2 CIP Index hject Creation

WDSPs are expected to create index objects follow ng the genera
principles outlined in the Wois++ protocol docunentation (creation
of centroids) and the Tagged | ndex Object docunmentation ([12]).
Fol | owi ng the syntax described above, the index object contains token
information for each attribute in the DAGSchema

- alist of all the unique tokens (strings delimted by the specified

characters) that appear in the WOSP dat abase for the attribute
- for each token in that list, which records the token appears in
So, for exanple,
Record #1:

FN. Foo Bar

ORG The Snack Bar

Record #2:

FN: Bar Smith
ORG Snack Shack

yi el ds (conceptually) the following information for the attribute FN
Foo (1), Bar (1,2), Smith (2)

and the following information for the attribute ORG

The (1), Snack (1, 2), Bar (1), Shack (2)

Note that the record nunbers here are used sinply as tags or virtua
record identifiers to indicate when 2 tokens appear in the sane

record. The record identifiers are not used for any part of any
query to the WDSP
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There is sone discussion as to whether the use of the sane record tag
for all attributes nakes it too easy to "deconpile" the index object;
i.e., reconstruct a WOSPs data based on re-ordering the tokens

associ ated with each attribute and tag nunber. However, we are
dealing only with the search attributes here, which is a mninal
subset of the quantity of data held by the WDSP. The conclusion is
then that the inmproved efficiency given by using the sane tag nunbers
across attributes outweighs the (renpte) possibility of information
reconstruction.

This would yield the index object:

versi on: x-tagged-index-1
update-type: total
t hi s-update: 855938804

| ast - updat e:

cont ext - si ze:

BEGA N | O Schenma

obj ectcl ass: TOKEN

FN: TOKEN
ORG TOKEN
END | O Schema
BEA N | ndex- 1 nfo
obj ectcl ass: */dagperson
FN: 1/ Foo
-1, 2/ Bar
-2/ Smth
ORG 1/ The
-1, 2/ Snack
-1/ Bar
- 2/ Shack
End | ndex-1nfo

TISDAG Wthin the project it has been decided to base consi stency
bet ween updates on consistent tags. This nmeans that if the
update-type is "increnental" the specifier nmust be "tagbased".

E.3 CI P Index hject Sharing

E. 3.1 Registration of Servers
It is beyond the scope of this docunent to define how WDSP servers
shall be registered with the DAG Referral Index. Such a procedure
must be defined, and the follow ng information established for each

WDSP dat aset (adapted fromthe Tagged | ndex Cbject specification,
[12]):
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dsi: An O D which uniquely identifies the subtree and scope of the
dat aset for which the index object is created.

base-uri: One or nmore URI’s which will formthe base of any referrals
created based upon the index object that is governed by this
agreenment. For exanple, for LDAP the base-uri would specify (anong
other itens): the LDAP host, the base object to which this index
object refers (e.g., ¢c=SE), and the scope of the index object
(e.g., single container).

supplier: The hostname and |istening port nunber of the supplier
server, as well as any alternative servers holding that sane nam ng
contexts, in case the supplier is unavail able.

source-uri: The URI of the WDSP's preferred source of directory
service information. This m ght be, for instance, an HITP-based
servi ce.

consuneraddr: This is a URI of the "mailto:" form with the RFC 822
emni | address of the consuner server.

updat ei nterval : The maxi mum duration in seconds between occurrences
of the supplier server generating an update. |If the consumer
server has not received an update fromthe supplier server after
waiting this long since the previous update, it is likely that the
i ndex information is now out of date. A typical value for a server
with frequent updates woul d be 604800 seconds, or every week.

attri but eNamespace: Every set of index servers that together wants to
support a specific usage of indices, has to agree on which
attributenanmes to use in the index objects. The participating
directory servers also has to agree on the mapping fromloca
attributenanes to the attributenanes used in the index. Since one
specific index server mght be involved in several such sets, it
has to have some way to connect a update to the proper set of
i ndexes. One possible solution to this would be to use different
DSl s.

consi stencybase: How consi stency of the index is maintai ned over

i ncrenent al updat es:

conplete - every change or del ete concerning one object has to
contain all tokens connected to that object. This nethod nust be
supported by any server who wants to conmply with this standard

tagbased - starting at a full update every increnmental update
referring back to this full updated has to naintain state-
i nformation regarding tags, such that a object within the
original database is assigned the same tagnumber every time.
This nmethod is optional
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uni quel D - every object in the Dataset has to have a uni que val ue
for a specific attribute in the index. A exanple of such a
attribute could be the distingui shedNane attribute. This method
is also optional

securityoption: Whether and how the supplier server should sign and
encrypt the update before sending it to the consumer server.
Options for this version of the DAG service are "none": the update
is sent in plaintext "PGP/ M ME": the update is digitally signed and
encrypted using PGP (see [7]). PGP/MME is reconmended.

security credentials: The long-term cryptographic credentials used
for key exchange and authentication of the consuner and supplier
servers, if a security option was selected. For "PGP/MME", this
will be the trusted public keys of both servers.

E. 3.2 Transm ssion of Objects

CIP Index Ohjects are sent to the DAG Referral |ndex by M Me-encoded
SMIP, follow ng the Cormon I ndexing Protocol specification (see [2]
and [3]).

Appendi x F - Summary of Technical Survey Results

As part of the TISDAG project, a technical survey was carried out --
announced on the tisdag@w p.net mailing list, all Swedish WOSPs (and
potential WDSPs) were encouraged to fill out and submit the WWVYbased
survey form (see http://tisdag.sunet.se/tisdag-survey.htm).

The survey was carried out in May, 1997. Response was not as good as
had been hoped -- in the end, 5 WDSPs participated. W had hoped for
nore responses than this, in order to have a concrete sense of
directory service providers’ current and planned status. However,

i nformal "hal lway" conversations with a few people at
Interoperabilitet’ 97 in Sollentuna suggest that, while people see the
TI SDAG project as an inportant and tinely step, they don’t
necessarily have an i nmedi ate understanding of howit wll inpact
them and what they can/should contribute. So, the results can be
seen as informational, though not a definitive statement of the whole
directory service picture in Sweden.

Interesting things to note fromthese results include the fact that,
al t hough there were only 5 respondents, these are clearly significant
pl ayers -- 4 expect to have nore than 100 000 records to contribute
by 12 nonths fromnow There were no real surprises in terns of the
supported protocols or search types.
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Table E. 1 summarizes information fromthe survey concerning types of
queries currently supported by WOSPs, and pl anned for the next 12
nonths. Note that, at the time of the survey, the requiremnment of
searching by ROLE had not been proposed, so the survey did not
specifically ask if WSPs supported both the DAGPERSON schema
protocol -equivalents (i.e., USER tenplate in Wois++ and

i net orgperson objectclass in LDAP). 1In the table, the colum

"Conpl ete info?" describes whether or not the WDSP currently returns
at least as much information as is required for a DAG reply.

Resp Search Types Conplete info? Access Protocols Access Protocols

(now) (12 nont hs)
1 NCL Except ROLE Whoi s++ Whoi s++
2 N, NO, NL, NOL Except ROLE LDAPv2, DAP, PH, LDAPv2, LDAPv3, DAP
HTTP, Gopher PH, HTTP, Gopher
3 N, NL, NCL Except ROLE LDAPv2, DAP, HTTP  LDAPv2, LDAPv3, DAP
HTTP
4 N, NO, NL, NOL Except ROLE Whoi s++, HTTP LDAPv3, Whoi s++
HTTP, E- mai
5 N, NO, NL, NOL Except ROLE LDAPv2, Whoi s LDAPv2, LDAPv3
Whoi s++, HTTP Whoi s, Whoi s++, PH
Fi nger, HTTP

Table F.1 Summary of TI SDAG Survey Results: Queries

Resp # of Records (now) # of Records (12 nonths) Character Sets

1 94 280 120 000 - 130 000 | SO 8859- 1

2 88 000 100 000 | SO 88509- 1

3 N A 100 000 T.61 (Tel ex)

4 150 000 250 000 | SO 8859- 1
UTF- 8 UNI CODE

5 4 300 10 000 | SO 8859- 1

Table F.2 Summary of TI SDAG Survey Results: Operational |nformation
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G - Useful References

The following is a collection of Internet standards documents
) and Internet-Drafts fromwhich the material in this report was
. Internet-Drafts are works-in-progress, and are not meant to
ted. Wiere they are used in this docunent, references are to
ext contained in the Internet-Draft; i.e., they are not neant to
standards, so nuch as useful starting points for the work of
proj ect.

roni c copies of the version of the Internet-Drafts docunents
were used in preparing this report are available fromthe
ct web page, http://tisdag.sunet. se.
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Copyright (C The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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