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The SI P | NFO Met hod
Status of this Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.
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Abst r act
Thi s docunent proposes an extension to the Session Initiation
Protocol (SIP). This extension adds the INFO nethod to the SIP
protocol. The intent of the INFO nethod is to allow for the carrying
of session related control information that is generated during a
session. One exanpl e of such session control information is |SUP and
| SDN si gnal i ng messages used to control tel ephony call services.

Thi s and ot her exanpl e uses of the I NFO nethod may be standardi zed in
the future.
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1. Introduction

The SI P protocol described in [1] defines session control nessages
used during the setup and tear down stages of a SIP controlled
sessi on.

In addition, the SIP re-1NVITE can be used during a session to change
the characteristics of the session. This is generally to change the
properties of nedia flows related to the session or to update the SIP
session tiner.

However, there is no general -purpose nechanismto carry session
control information along the SIP signaling path during the session

The purpose of the INFO nessage is to carry application |eve
i nformati on al ong the SIP signaling path.

The I NFO nethod is not used to change the state of SIP calls, or the
paranmeters of the sessions SIP initiates. It merely sends optiona
application |ayer information, generally related to the session
It is necessary that the mid-session signaling information traverse
the post session setup SIP signaling path. This is the path taken by
SIP re-1NVITEs, BYEs and other SIP requests that are tied to an
i ndi vi dual session. This allows SIP proxy servers to receive, and
potentially act on, the m d-session signaling infornmation.
Thi s docunent proposes an extension to SIP by defining the new | NFO
nmet hod. The | NFO net hod woul d be used for the carrying of md-cal
signaling information along the session signaling path.
1.1 Exanpl e Uses

The following are a few of the potential uses of the |INFO nessage:

- Carrying md-call PSTN signaling messages between PSTN
gat eways.

- Carrying DTM- digits generated during a SIP session

- Carrying wireless signal strength information in support of
wirel ess mobility applications.

- Carrying account bal ance infornmation.

Donovan St andards Track [ Page 2]



RFC 2976 SI P I NFO Met hod Oct ober 2000

2.

- Carrying inmages or other non streaning infornmation between the
partici pants of a session

These are just potential uses; this docunent does not specify such
uses nor does it necessarily recomend them

It can also be envisioned that there will be other tel ephony and
non-t el ephony uses of the | NFO nethod.

| NFO Met hod

The I NFO nethod is used for conmunicating m d-session signaling
i nfornmati on al ong the signaling path for the call

The I NFO nethod is not used to change the state of SIP calls, nor
does it change the state of sessions initiated by SIP. Rather, it
provi des additional optional information which can further enhance
the application using SIP.

The signaling path for the INFO method is the signaling path
established as a result of the call setup. This can be either direct
signaling between the calling and call ed user agents or a signaling
path involving SIP proxy servers that were involved in the call setup
and added thensel ves to the Record-Route header on the initial INVITE
nessage.

The nid-session informati on can be communicated in either an I NFO
nmessage header or as part of a nessage body. The definition of the
nmessage body and/or nessage headers used to carry the m d-session
information is outside the scope of this docunent.

There are no specific semantics associated with INFO The senantics
are derived fromthe body or new headers defined for usage in |INFO

2.1 Header Field Support for |INFO Method

Tables 1 and 2 add a colum to tables 4 and 5 in the [1]. Refer
to Section 6 of [1] for a description of the content of the
tables. Note that the rules defined in the enc. and e-e col umms
intables 4 and 5 in [1] also apply to use of the headers in the
I NFO request and responses to the I NFO request.
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2.2 Responses to the | NFO Request Met hod

If a server receives an I NFO request it MJST send a fina
response.

A 200 K response MJUST be sent by a UAS for an INFO request with
no nmessage body if the INFO request was successfully received for

an existing call. Beyond that, no additional operations are
required.
Header VWher e I NFO
Accept R o]
Accept - Encodi ng R 0
Accept - Language R o]
Al | ow 200 -
Al | ow 405 o]
Aut hori zati on R 0
Call-1D gc m
Cont act R o]
Cont act 1xx -
Cont act 2XX -
Cont act 3xX -
Cont act 485 -
Cont ent - Encodi ng e o]
Content - Lengt h e o]
Cont ent - Type e *
CSeq gc m
Dat e g o]
Encryption g o]
Expi res g o]
From gc m
Hi de R 0
Max- For war ds R o]
Organi zati on g o]

Table 1 Summary of header fields, A0

Handl i ng of | NFO nmessages that contain nessage bodies is outside
the scope of this document. The docunents defining the nessage
bodies will also need to define the SIP protocol rules associated
wi th those nessage bodi es.

A 481 Call Leg/ Transaction Does Not Exi st nessage MJUST be sent by
a UAS if the I NFO request does not match any existing call [eg.
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If a server receives an I NFO request with a body it understands,
but it has no know edge of | NFO associ ated processing rules for
the body, the body MAY be rendered and displayed to the user. The
INFO is responded to with a 200 OK.

If the I NFO request contains a body that the server does not
understand then, in the absence of | NFO associ ated processing
rules for the body, the server MJST respond with a 415 Unsupported
Medi a Type nessage.

Header VWher e I NFO
Priority R o]
Pr oxy- Aut henti cat e 407 o]
Pr oxy- Aut hori zati on R o]
Pr oxy- Require R o]
Require R o]
Retry-After R -
Retry-After 404, 480,486 o
Retry-After 503 o]
Retry-After 600, 603 o]
Response- Key R o]
Recor d- Rout e R o]
Recor d- Rout e 2XX 0
Rout e R o]
Server r o]
Subj ect R o]
Ti mest anmp g o]
To gc(1) m
Unsupport ed 420 o]
User - Agent g o]
Vi a gc(2) m
War ni ng r o]
WAV Aut hent i cat e 401 o]

Table 2 Summary of header fields, P-Z

Bodi es which inply a change in the SIP call state or the sessions
initiated by SIP MUST NOT be sent in an | NFO nmessage.

O her request failure (4xx), Server Failure (5xx) and d obal
Fail ure (6xx) responses MAY be sent for the | NFO Request.

2.3 Message Body | ncl usion

The | NFO request MAY contain a nessage body.
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2.4 Behavior of SIP User Agents

Unl ess stated otherw se, the protocol rules for the I NFO request
governi ng the usage of tags, Route and Record- Route,

retransm ssion and reliability, CSeq increnmenting and nessage
formatting follow those in [1] as defined for the BYE request.

An | NFO request MAY be cancelled. A UAS receiving a CANCEL for an
I NFO request SHOULD respond to the INFOw th a "487 Request
Cancel | ed" response if a final response has not been sent to the

I NFO and then behave as if the request were never received.

However, the | NFO nessage MUST NOT change the state of the SIP
call, or the sessions initiated by SIP

2.5 Behavior of SIP Proxy and Redirect Servers
2.5.1 Proxy Server

Unl ess stated otherw se, the protocol rules for the | NFO
request at a proxy are identical to those for a BYE request as
specified in [1].

2.5.2 Forking Proxy Server

Unl ess stated otherw se, the protocol rules for the | NFO
request at a proxy are identical to those for a BYE request as
specified in [1].

2.5.3 Redirection Server

Unl ess stated otherw se, the protocol rules for the | NFO
request at a proxy are identical to those for a BYE request as
specified in [1].

3. I NFO Message Bodi es

The purpose of the INFO nessage is to carry md-session infornmation
between SI P user agents. This information will generally be carried
i n message bodies, although it can be carried in headers in the INFO
nmessage.

The definition of the nessage bodies or any new headers created for
the I NFO nmet hod is outside the scope of this docunent. It is
expected that separate docunments will be created to address
definition of these entities.
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In addition, the I NFO met hod does not define additional mechani sns
for ensuring in-order delivery. Wile the CSeq header will be

i ncrement ed upon the transni ssion of new | NFO nessages, this should
not be used to determ ne the sequence of INFO information. This is
due to the fact that there could be gaps in the I NFO nessage CSeq
count caused by a user agent sending re-INVITES or other SIP
nessages.

4. Cuidelines for extensions making use of | NFO

The foll owi ng are considerations that should be taken into account
when defining SIP extensions that make use of the | NFO net hod.

- Consideration should be taken on the size of nessage bodies to be
carried by I NFO nessages. The nmessage bodi es shoul d be kept snal
due to the potential for the nmessage to be carried over UDP and the
potential for fragnentation of |arger nmessages.

- There is potential that | NFO nmessages could be forked by a SIP
Proxy Server. The inplications of this forking of the information
in the INFO nmessage need to be taken into account.

- The use of multi-part nmessage bodi es may be hel pful when defining
the nessage bodies to be carried by the I NFO nessage.

- The extensions that use the I NFO nessage MUST NOT rely on the
I NFO nessage to do anything that effects the SIP call state or the
state of rel ated sessions.

- The I NFO extension defined in this docunent does not depend on
the use of the Require or Proxy-Require headers. Extensions using
the I NFO nessage nmay need the use of these nmechani snms. However,
the use of Require and Proxy-Require should be avoided, if
possible, in order to inprove interoperability between SIP
entities.

5. Security Considerations
If the contents of the nmessage body are private then end-to-end
encryption of the message body can be used to prevent unauthorized
access to the content.
There are no other security issues specific to the I NFO nethod.

The security requirenments specified in the SIP specification apply
to the | NFO net hod.
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9. Full Copyright Statenent
Copyright (C The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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