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1. Introduction

Thi s docunent defines two new auxiliary object classes, pkcsEntity
and natural Person, and selected attribute types for use with these
classes. It also defines sone attribute types for use in conjunction
with PKCS #7 [14] (and SSMME CM5 [3]) digitally signed nessages,
PKCS #10 [16] certificate-signing requests, PKCS #12 [17] persona

i nformati on exchanges and PKCS #15 [ 18] cryptographic tokens.

Mat ching rules for use with these attributes are al so defi ned,
whenever necessary.

2. Definitions, notation and document conventions
2.1 Definitions
For the purposes of this docunment, the follow ng definitions apply.
ASN. 1 Abstract Syntax Notation One, as defined in [5].
Attributes An ASN. 1 type that specifies a set of attributes.
Each attribute contains an attribute type (specified
by object identifier) and one or nore attribute
val ues. Sone attribute types are restricted in their

definition to have a single value; others may have
mul tiple values. This type is defined in [7].
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CertificationRequestinfo
An ASN. 1 type that specifies a subject nanme, a public
key, and a set of attributes. This type is defined
in [16].

ContentlInfo An ASN. 1 type that specifies content exchanged
between entities. The contentType field, which has
type OBJECT | DENTI FI ER, specifies the content type,
and the content field, whose type is defined by the
content Type field, contains the content value. This
type is defined in [14] and [3].

PrivateKeylnfo A type that specifies a private key and a set of
extended attributes. This type and the associated
Encrypt edPri vat eKeyl nfo type are defined in [15].

Signerinfo A type that specifies per-signer information in the
si gned-data content type, including a set of
attributes authenticated by the signer, and a set of
attributes not authenticated by the signer. This
type is defined in [14] and [3].

DER Di stingui shed Encoding Rules for ASN. 1, as defined in
[6].

ucs Universal Miltiple-Qctet Coded Character Set, as
defined in [11].

UTF8Stri ng UCS Transformati on Format encoded string. The UTF-8
encoding is defined in [11].

2.2 Notation and docunent conventions

In this document, all attribute type and object class definitions are
witten in the ASN.1 value notation defined in [5]. Appendix B
contai ns nost of these definitions witten in the augmented BNF
notation defined in [2] as well. This has been done in an attenpt to
sinplify the task of integrating this work into LDAP [22] devel opnent
envi ronnents.

The keywords "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [1].
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3. Overview

Thi s docunent specifies two new auxiliary object classes, pkcsEntity
and natural Person, and sone new attribute types and mat chi ng rul es.
Al'l ASN. 1 object classes, attributes, matching rules and types are
exported for use in other environnents.

Attribute types defined in this docunment that are useful in
conjunction with storage of PKCS-rel ated data and the pkcsEntity
obj ect class includes PKCS #12 PFX PDUs, PKCS #15 tokens and
encrypted private keys.

Attribute types defined in this docurment that are useful in
conjunction with PKCS #10 certificate requests and the natural Person
obj ect class includes electronic-nail address, pseudonym
unstructured nane, and unstructured address.

Attribute types defined in this docurment that are useful in PKCS #7
digitally signed nessages are content type, nmessage di gest, signing
ti me, sequence nunber, random nonce and countersignature. The
attributes would be used in the authenticatedAttributes and

unaut henticatedAttri butes fields of a Signerinfo or an

Aut henti catedData ([3]) val ue.

Attribute types that are useful especially in PKCS #10 certification
requests are the chall enge password and the extension-request
attribute. The attributes would be used in the attributes field of a
Certificati onRequestlInfo val ue.

Note - The attributes types (from[8]) in Table 1, and probably

several others, mght also be helpful in PKCS #10, PKCS #12 and PKCS
#15-awar e appli cati ons.
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busi nessCat egory preferredDel i ver yMet hod
conmonNane present ati onAddr ess

count r yName regi st er edAddr ess
description r ol eCccupant

desti nati onl ndi cat or seri al Nurmber

facsi m | eTel ephoneNunber st at eOr Provi nceNane

i SDNAddr ess street Addr ess

| ocal i t yNane support edAppl i cati onCont ext
nmenber sur nane

obj ect d ass t el ephoneNunber

or gani zat i onNane tel etexTerm nal I dentifier
physi cal Del i veryOifi ceName tel exNunber

post al Addr ess title

post al Code x121Addr ess

post Of fi ceBox
Table 1: 1SOIEC 9594-6 attribute types useful in PKCS docunents
4. Auxiliary object classes

Thi s docunent defines two new auxiliary object classes: pkcsEntity
and nat ural Per son.

4.1 The pkcsEntity auxiliary object class

The pkcsEntity object class is a general -purpose auxiliary object
class that is intended to hold attributes about PKCS-rel ated
entities. It has been designed for use within directory services
based on the LDAP protocol [22] and the X 500 famly of protocols,
where support for PKCS-defined attributes is considered useful.

pkcsEntity OBJECT- CLASS :: = {
SUBCLASS OF { top }
KI ND auxiliary
MAY CONTAIN { PKCSEntityAttributeSet }
| D pkcs-9-oc-pkcsEntity

}
PKCSEntityAttributeSet ATTRIBUTE :: = {
pKCS7PDU |
user PKCS12
pKCS15Token
encrypt edPri vat eKeyl nf o,
-- For future extensions
}

Attributes in the PKCSEntityAttributeSet are defined in Section 5.
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4.2 The natural Person auxiliary object class

The natural Person object class is a general -purpose auxiliary object
class that is intended to hold attributes about human beings. It has
been designed for use within directory services based on the LDAP
protocol [22] and the X. 500 fam |y of protocols, where support for
these attributes is considered useful.

nat ur al Per son OBJECT- CLASS M {
SUBCLASS OF { top }
KIND auxi liary
MAY CONTAI N { Natural PersonAttributeSet }
| D pkcs-9-oc- nat ural Person

}

Nat ur al PersonAttri buteSet ATTRIBUTE ::= {
emai | Addr ess |
unstruct ur edNane |
unst ruct ur edAddr ess |
dateOBirth |
pl aceOBirth |
gender |
countryOrGitizenship |
count ryOF Resi dence |
pseudonym |
seri al Nunber,
-- For future extensions

}

Attributes in the Natural PersonAttributeSet are defined in Section 5.
5. Selected attribute types
5.1 Attribute types for use with the "pkcsEntity" object class
5.1.1 PKCS #7 PDU
PKCS #7 provides several formats for envel oped, signed and ot herwi se
protected data. When such information is stored in a directory
service, the pKCS7PDU attribute nmay be used.
pKCS7PDU ATTRI BUTE : : = {

W TH SYNTAX Cont ent | nfo
| D pkcs-9-at - pkcs7PDU
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5.1.2 PKCS #12 token

PKCS #12 provides a format for exchange of personal identity
i nformati on. Wen such information is stored in a directory service,
the user PKCS12 attribute should be used.

user PKCS12 ATTRI BUTE :: = {

W TH SYNTAX PFX

| D pkcs-9-at - user PKCS12
}

This type was originally defined in [20].

5.1.3 PKCS #15 token

PKCS #15 provides a format for cryptographic tokens. Wen software
variants of such tokens are stored in a directory service, the
pKCS15Token attri bute shoul d be used.

pKCS15Token ATTRI BUTE :: = {
W TH SYNTAX PKCS15Token
| D pkcs-9-at - pkcs15Token
}

5.1.4 PKCS #8 encrypted private key infornmation

PKCS #8 provides a format for encrypted private keys. Wen such
information is stored in a directory service, the
encryptedPrivateKeylnfo attribute should be used.

encrypt edPrivat eKeyl nfo ATTRI BUTE :: = {
W TH SYNTAX Encrypt edPri vat eKeyl nf o

| D pkcs-9-at-encryptedPrivat eKeyl nfo
}

5.2 Attribute types for use with the "natural Person" object class

5.2.1 Electronic-mail address

The emnmi | Address attribute type specifies the electronic-mail address
or addresses of a subject as an unstructured ASCI| string. The
interpretation of electronic-muil addresses is intended to be

specified by certificate issuers etc.; no particular interpretation
is required.
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emai | Address ATTRI BUTE :: = {
W TH SYNTAX | A5String (SIZE(1.. pkcs-9-ub-enuail Address))
EQUALI TY MATCHI NG RULE pkcs9Casel gnhoreMat ch
| D pkcs-9-at - emai | Adress

}

An el ectronic-mail address attribute can have multiple attribute
val ues. Wen conparing two enail addresses, case is irrelevant. The
pkcs9Casel gnoreMatch is defined in Section 6.

Note - It is likely that other standards bodi es overseeing

el ectronic-mail systens will, or have, registered el ectronic-nai
address attribute types specific to their system The el ectronic-
nmai |l address attribute type defined here was intended as a short-term
substitute for those specific attribute types, but is included here
for backwards-conpatibility reasons.

5.2.2 Unstructured name

The unstructuredNane attribute type specifies the name or names of a
subj ect as an unstructured ASCI| string. The interpretation of
unstructured nanes is intended to be specified by certificate issuers
etc.; no particular interpretation is required.

unstruct uredNanme ATTRI BUTE ::= {
W TH SYNTAX PKCS9String {pkcs-9-ub-unstructuredNane}
EQUALI TY MATCHI NG RULE pkcs9Casel gnhoreMat ch
| D pkcs-9-at-unstructuredNane

}

PKCS9String { I NTEGER : maxSize} ::= CHO CE {
i abString | A5String (SIZE(1..nmaxSize)),
directoryString DirectoryString {maxSi ze}

}

An unstructured-nane attribute can have nultiple attribute val ues.
When conparing two unstructured nanes, case is irrelevant.

The PKCS9String type is defined as a choice of 1A5String and
DirectoryString. Applications SHOULD use the [ A5String type when
generating attribute values in accordance with this version of this
docunent, unless internationalization issues makes this inpossible.
In that case, the UTF8String alternative of the DirectoryString
alternative is the preferred choice. PKCS #9-attribute processing
systenms MJST be able to recognize and process all string types in
PKCS9St ri ng val ues.
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Note - Version 1.1 of this docunent defined unstructuredNanme as
havi ng the syntax | A5String, but did contain a note explaining that
this m ght be changed to a CHO CE of different string types in future
versions. To better accommopdate international names, this type has
been extended to also include a directory string in this version of
this docunment. Since [21] does not support a directory string type
containing | A5Strings, a separate syntax object identifier has been
defined (see [21] and Appendi x B)

5.2.3 Unstructured address

The unstructuredAddress attribute type specifies the address or
addresses of a subject as an unstructured directory string. The
interpretation of unstructured addresses is intended to be specified
by certificate issuers etc; no particular interpretation is required.
Alikely interpretation is as an alternative to the postal Address
attribute type defined in [8].

unstruct ur edAddress ATTRI BUTE :: = {
W TH SYNTAX DirectoryString {pkcs-9-ub-unstructuredAddress}
EQUALI TY MATCHI NG RULE casel gnor eMat ch
| D pkcs-9-at -unstructuredAddr ess

}

An unstructured-address attribute can have multiple attribute val ues.
The casel gnoreMatch matching rule is defined in [8].

Note 1 - It is recommended to use the ASN.1 type TeletexString's
new-|l i ne character (hexadeci mal code 0d) as a line separator in
nmul ti-line addresses.

Note 2 - Previous versions of this docunent defined
unstruct uredAddress as having the foll owi ng syntax:

CHO CE {
teletexString Tel etexString,
printableString PrintableString,

}

But al so nmentioned the possibility of a future definition as follows:

CHO CE {
teletexString Tel etexString,
printableString PrintableString,
uni versal String Universal String
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In this version of this docurment, the X 520 type DirectoryString has
been used in order to be nore aligned with international standards
and current practice. Wen generating attribute values in accordance
with this version of this document, applications SHOULD use the
Printabl eString alternative unless internationalization i ssues nakes
this inpossible. In those cases, the UTF8String alternative SHOULD
be used. PKCS #9-attribute processing systens MJUST be able to
recogni ze and process all string types in DirectoryString val ues.

5.2.4 Date of birth

The dateOfBirth attribute specifies the date of birth for the subject
it is associated wth.

dateO'Birth ATTRIBUTE ::= {
W TH SYNTAX Ceneral i zedTi me
EQUALI TY MATCHI NG RULE general i zedTi neMat ch
SI NGLE VALUE TRUE
I D pkcs-9-at-dateOBirth

}

dateOBirth attributes nust be single-valued. The
general i zedTi meMatch matching rule is defined in [8].

5.2.5 Place of birth

The placeO'Birth attribute specifies the place of birth for the
subject it is associated wth.

placeOBirth ATTRIBUTE :: = {
W TH SYNTAX DirectoryString {pkcs-9-ub-placeOBirth}
EQUALI TY MATCHI NG RULE caseExact Mat ch
SI NGLE VALUE TRUE
| D pkcs-9-at-placeOBirth

}

placeOBirth attributes nmust be single-valued. The caseExact Match
matching rule is defined in [8].
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5.2.6 CGender

The gender attribute specifies the gender of the subject it is
associated with.

gender ATTRIBUTE ::= {
W TH SYNTAX PrintableString (SIZE(1) »
FROM ("M | "F" | "m" | "f"))

EQUALI TY MATCHI NG RULE casel gnor eMat ch
SI NGLE VALUE TRUE
| D pkcs-9- at - gender

}
The letter "M (or "m') represents "nmale" and the letter "F' (or "f")
represents "fermal e". gender attributes nmust be single-val ued.

5.2.7 Country of citizenship

The countryOFrCitizenship attribute specifies the (clainmed) countries
of citizenship for the subject it is associated with. 1t SHALL be a
2-letter acronymof a country in accordance with [4].

countryOGitizenship ATTRI BUTE :: = {
W TH SYNTAX PrintableString (Sl ZE(2) ~ CONSTRAI NED BY {

-- Must be a two-letter country acronymin accordance with
-- ISO1EC 3166 --})
EQUALI TY MATCHI NG RULE casel gnor eMat ch
| D pkcs-9-at-countryOfCitizenship
}

Attributes of this type need not be single-val ued.

5.2.8 Country of residence

The countryCOf Resi dence attribute specifies the (claimed) country of
resi dence for the subject is associated with. It SHALL be a 2-letter
acronym of a country in accordance with [4].

count ryOf Resi dence ATTRI BUTE :: = {
W TH SYNTAX Printabl eString (SIZE(2) ~ CONSTRAI NED BY {

-- Must be a two-letter country acronymin accordance with
-- SO 1 EC 3166 --})

EQUALI TY MATCHI NG RULE casel gnor eMat ch
| D pkcs-9-at-countryOf Resi dence

}

Attributes of this type need not be single-valued, since it is
possible to be a resident of several countries.
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5.2.9 Pseudonym

The pseudonym attribute type shall contain a pseudonym of a subject.
The exact interpretation of pseudonyms is intended to be specified by
certificate issuers etc.; no particular interpretation is required.

pseudonym ATTRI BUTE :: = {
W TH SYNTAX DirectoryString {pkcs-9-ub-pseudonyn}
EQUALI TY MATCHI NG RULE caseExact Mat ch
I D id-at-pseudonym

}

Note - The pseudonym attri bute has received an object identifier in
the joint-iso-itu-t object identifier tree.

The caseExact Match matching rule is defined in [8].
5.2.10 Serial nunber
The serial Nunber attribute is defined in [8].

5.3 Attribute types for use in PKCS #7 data

5.3.1 Content type

The content Type attribute type specifies the content type of the
ContentInfo val ue being signed in PKCS #7 (or SSMME CM5) digitally
signed data. In such data, the content Type attribute type is
required if there are any PKCS #7 authenticated attri butes.

content Type ATTRIBUTE ::= {
W TH SYNTAX Cont ent Type
EQUALI TY MATCHI NG RULE obj ectldentifierMtch
SI NGLE VALUE TRUE
I D pkcs-9-at - cont ent Type

}
Cont ent Type ::= OBJECT | DENTI FI ER

As indicated, content-type attributes nmust have a single attribute
value. For two content-type values to match, their octet string
representati on nust be of equal |ength and correspondi ng octets
identical. The objectldentifierMatch matching rule is defined in

[7].

Note - This attribute type is described in [3] as well.
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5. 3.2 Message di gest

The nessageDi gest attribute type specifies the nmessage digest of the
contents octets of the DER-encoding of the content field of the
Contentlnfo val ue being signed in PKCS #7 digitally signed data,
where the nmessage digest is conputed under the signer’s nessage

di gest algorithm The nessage-digest attribute type is required in
these cases if there are any PKCS #7 authenticated attributes
present.

messageDi gest ATTRI BUTE :: = {
W TH SYNTAX MessageDi gest
EQUALI TY MATCHI NG RULE octet StringMatch
SI NGLE VALUE TRUE
| D pkcs-9- at - nessageDi gest
}

MessageDi gest ::= OCTET STRI NG

As indicated, a nessage-digest attribute nust have a single attribute
val ue. For two nessageDi gest values to match, their octet string
representati on nust be of equal |ength and correspondi ng octets
identical. The octetStringMatch matching rule is defined in [8].

Note - This attribute is described in [3] as well.
5.3.3 Signing time

The signingTinme attribute type is intended for PKCS #7 digitally
signed data. It specifies the time at which the signer (purportedly)
performed the signing process.

signi ngTi ne ATTRI BUTE :: = {
W TH SYNTAX Si gni ngTi e
EQUALI TY MATCHI NG RULE si gni ngTi meat ch
SI NGLE VALUE TRUE
| D pkcs-9-at-signi ngTi nme
}

SigningTime ::= Time -- inported fromI| SO | EC 9594-8
A signing-tine attribute nust have a single attribute val ue.
The signi ngTi meMatch matching rule (defined in Section 6.1) returns

TRUE if an attribute value represents the sanme tinme as a presented
val ue.
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Quoting from[3]:

"Dates between 1 January 1950 and 31 Decenber 2049 (i nclusive) MJST
be encoded as UTCTinme. Any dates with year val ues before 1950 or
after 2049 MJST be encoded as CeneralizedTinme. [Further,] UTCTi nme
val ues MUST be expressed in Greenwi ch Mean Tine (Zulu) and MJST

i ncl ude seconds (i.e., times are YYMVDDHHWESSZ), even where the
nunber of seconds is zero. Mdnight (GMIN nust be represented as
"YYMVDDO00000Z". Century information is inplicit, and the century
shal | be determ ned as foll ows:

- Where YY is greater than or equal to 50, the year shall be
interpreted as 19YY; and
- Where YY is less than 50, the year shall be interpreted as 20YY.

General i zedTi me val ues shall be expressed in Geenwich Mean Tine
(Zul'u) and rmust include seconds (i.e., tines are YYYYMVDDHHWESZ),
even where the nunber of seconds is zero. GeneralizedTinme val ues
nmust not include fractional seconds.”

Note 1 - The definition of SigningTine natches the definition of Tine
specified in [10].

Note 2 - No requirement is inposed concerning the correctness of the
signing tinme, and acceptance of a purported signing time is a matter
of arecipient’s discretion. It is expected, however, that sone
signers, such as time-stanp servers, will be trusted inplicitly.

5. 3.4 Random nonce

The randonNonce attribute type is intended for PKCS #7 digitally
signed data. It nay be used by a signer unable (or unwilling) to
specify the tine at which the signing process was perforned. Used in
a correct manner, it will make it possible for the signer to protect
agai nst certain attacks, i.e. replay attacks.

randonNonce ATTRIBUTE ::= {
W TH SYNTAX RandonNonce
EQUALI TY MATCHI NG RULE octet Stringhatch
SI NGLE VALUE TRUE
| D pkcs-9-at -randonNonce

}

RandonNonce ::= OCTET STRING (Sl ZE(4.. MAX))
-- At least four bytes |ong

A random nonce attribute rmust have a single attribute val ue.
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5. 3.5 Sequence nunber

The sequenceNunber attribute type is intended for PKCS #7 digitally
signed data. A signer wishing to associate a sequence nunber to al
signature operations (nuch |ike a physical checkbook) may use it as
an alternative to the randomNonce attribute. Used in a correct

manner, it will make it possible for the signer to protect against
certain attacks, i.e. replay attacks.
sequenceNunber ATTRI BUTE :: = {

W TH SYNTAX SequenceNumnber

EQUALI TY MATCHI NG RULE i nt eger Mat ch
SI NGLE VALUE TRUE

I D pkcs- 9-at - sequenceNunber

}
SequenceNunber ::= I NTEGER (1..MAX)

A sequence nunber attribute nust have a single attribute val ue.
The integerMatch matching rule is defined in [8].
5.3.6 Countersignature

The counterSignature attribute type specifies one or nore signatures
on the content octets of the DER encodi ng of the encryptedD gest
field of a Signerinfo value in PKCS #7 digitally signed data. Thus,
the countersignature attribute type countersigns (signs in serial)
anot her signature. The countersignature attribute nust be an

unaut henti cated PKCS #7 attribute; it cannot be an authenticated
attribute.

counter Si gnature ATTRIBUTE :: = {
W TH SYNTAX Si gnerlnfo
| D pkcs-9-at-counterSignature

}

Count ersi gnature val ues have the sane neani ng as Signerlnfo val ues
for ordinary signatures (see Section 9 of [14] and Section 5.3 of
[3]), except that:

1. The authenticatedAttributes field nmust contain a nessageDi gest
attribute if it contains any other attributes, but need not contain a
content Type attribute, as there is no content type for
count ersi gnatures; and
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2. The input to the nessage-di gesting process is the content octets
of the DER encodi ng of the signatureValue field of the Signerinfo
value with which the attribute is associ ated.

A countersignature attribute can have multiple attribute val ues.

Note 1 - The fact that a countersignature is conputed on a signature
(encrypted digest) nmeans that the countersigning process need not
know t he original content input to the signing process. This has
advant ages both in efficiency and in confidentiality.

Note 2 - A countersignature, since it has type Signerlnfo, can itself
contain a countersignature attribute. Thus it is possible to
construct arbitrarily long series of countersignatures.

5.4 Attribute types for use with PKCS #10 certificate requests
5.4.1 Chal |l enge password

The chal | engePassword attribute type specifies a password by which an
entity may request certificate revocation. The interpretation of
chal | enge passwords is intended to be specified by certificate
issuers etc; no particular interpretation is required.

chal | engePassword ATTRIBUTE :: = {
W TH SYNTAX DirectoryString {pkcs-9-ub-chal | engePasswor d}
EQUALI TY MATCHI NG RULE caseExact Mat ch
SI NGLE VALUE TRUE
I D pkcs-9-at -chal | engePassword

}
A chal | enge- password attribute nust have a single attribute val ue.

Chal | engePassword attribute val ues generated in accordance with this
version of this document SHOULD use the PrintableString encoding
whenever possible. |If internationalization issues nmake this

i npossi ble, the UTF8String alternative SHOULD be used. PKCS #9-
attribute processing systens MJST be able to recognize and process
all string types in DirectoryString val ues.

Note - Version 1.1 of this docunent defined chall engePassword as
havi ng the syntax CHO CE {PrintableString, T61String}, but did
contain a note explaining that this m ght be changed to a CHO CE of
different string types in the future See also Note 2 in section
5.2.3.
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5. 4.2 Extension request

The extensi onRequest attribute type may be used to carry information
about certificate extensions the requester wi shes to be included in a
certificate.

ext ensi onRequest ATTRI BUTE :: = {
W TH SYNTAX Ext ensi onRequest
SI NGLE VALUE TRUE
| D pkcs- 9- at - ext ensi onRequest

}

Ext ensi onRequest ::= Extensions
The Extensions type is inported from|[10].
5.4.3 Extended-certificate attributes (deprecated)

The extendedCertificateAttributes attribute type specified a set of
attributes for a PKCS #6 [ 13] extended certificate in a PKCS #10
certification request (the value of the extended certificate-
attributes attribute would become the extension in the requested PKCS
#6 extended certificate). Since the status of PKCS #6 is historic
after the introduction of X 509 v3 certificates [10], the use of this
attribute is deprecated.

extendedCertificateAttri butes ATTRIBUTE :: = {
W TH SYNTAX SET OF Attribute
SI NGLE VALUE TRUE
| D pkcs-9-at-extendedCertificateAttributes

}
An extended certificate attributes attribute nust have a single
attribute value (that value is a set, which itself may contain
mul tiple values, but there nmust be only one set).
5.5 Attributes for use in PKCS #12 "PFX" PDUs or PKCS #15 tokens
5.5.1 Friendly nane

The friendl yNane attribute type specifies a user-friendly name of the
object it belongs to. It is referenced in [17].
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friendl yName ATTRIBUTE ::= {
W TH SYNTAX BWMPString (SIZE(1..pkcs-9-ub-friendl yNane))
EQUALI TY MATCHI NG RULE casel gnor eMat ch
SI NGLE VALUE TRUE
| D pkcs-9-at-friendl yNanme

}
As indicated, friendl yNane attributes nust have a single attribute
val ue.

5.5.2 Local key identifier

The | ocal Keyld attribute type specifies an identifier for a
particular key. It is only to be used locally in applications. This
attribute is referenced in [17].

| ocal Keyld ATTRI BUTE :: = {
W TH SYNTAX OCTET STRI NG
EQUALI TY MATCHI NG RULE octet StringMatch
SI NGLE VALUE TRUE
I D pkcs-9-at-1ocal Keyld
}

As indicated, |ocal Keyld attributes nust have a single attribute
value. For two |ocal Keyld values to match, their octet string
representati on nust be of equal |ength and corresponding octets
i denti cal

5.6 Attributes defined in S/M M

SIMME (c.f. [12]) defines sone attributes and object identifiers in
the PKCS #9 object identifier tree. For conpleteness, they are
nmenti oned here.

5.6.1 Signing description

The signingDescription attribute is intended to provide a short
synopsi s of a nessage that can be used to present a user with an
additional confirmation step before conmitting to a cryptographic
operation. In nost cases, the replication of the "Subject:" line
fromthe header of a nessage should be sufficient and is reconmended.

si gni ngDescri pti on ATTRIBUTE ::= {
W TH SYNTAX DirectoryString {pkcs-9-ub-signi ngDescription}
EQUALI TY MATCHI NG RULE casel gnor eMat ch
SI NGLE VALUE TRUE
| D pkcs-9-at -si gni ngDescription
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5.6.2 SIM ME capabilities

The syntax and semantics of the sminmeCapabilities attribute is
defined in [12]. It is included here for the sake of conpl eteness.

sm neCapabilities ATTRI BUTE ::= {
W TH SYNTAX SM MECapabilities
SI NGLE VALUE
I D pkcs-9-at-sminmeCapabilities

}
SM MECapabi lities ::= SEQUENCE OF SM MECapability
SM MECapabi lity ::= SEQUENCE {
algorithm ALGORI THM & d ({SM Mev3Al gorithns}),
par amet ers ALGORI THM &Type ({SM MeEv3Al gorithns}{ @l gorithn})
}
SM MEv3Al gorithnse ALGORITHM ::= {... -- See RFC 2633 -- }

6. Matching rules

This section defines matching rules used in the definition of
attributes in this docunent.

6.1 Case ignore match
The pkcs9Casel gnoreMatch rul e conpares for equality a presented

string with an attribute value of type PKCS9String, wi thout regard to
the case (upper or lower) of the strings (e.g. "Pkcs" and "PKCS"

mat ch) .
pkcs9Casel gnor eMat ch MATCHI NG RULE :: = {

SYNTAX PKCS9String {pkcs9-ub-nmatch}

I D i d- nT - pkcs9Casel gnor eMat ch
}

The rule returns TRUE if the strings are the sane | ength and
correspondi ng characters are identical except possibly with regard to
case.

Where the strings being natched are of different ASN. 1 syntax, the

conpari son proceeds as normal so |ong as the correspondi ng characters
are in both character sets. Oherwi se matching fails.
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6.2 Signing tinme match

The signi ngTi meMatch rul e conmpares for equality a presented val ue
with an attribute value of type SigningTi e.

si gni ngTi neMat ch MATCHI NG RULE : : = {
SYNTAX Si gni ngTi ne
| D pkcs-9-nr-signingTi meMat ch

}
The rule returns TRUE if the attribute value represents the sanme tinme
as the presented value. If atime is specified with seconds (or

fractional seconds) absent, the nunber of seconds (fractiona
seconds) is assuned to be zero.

VWere the strings being matched are of different ASN.1 syntax, the
conpari son proceeds as foll ows:

a) Convert both values to DER- encoded val ues of type CeneralizedTi ne,
coordi nated universal time. |If this is not possible the matching
fails.

b) Conpare the strings for equality. The rule returns TRUE if and
only if the strings are of the sane I ength and correspondi ng octets
are identical

7. Security Considerations

Attributes of directory entries are used to provide descriptive

i nformati on about the real-world objects they represent, which can be
peopl e, organi zations or devices. Most countries have privacy | aws
regardi ng the publication of information about people.

The chal | engePassword attribute should not be stored un-encrypted in
a directory.

Users of directory-aware applications making use of attributes
defined for use with the pkcsEntity object class should make sure
that the class’s attributes are adequately protected, since they my
potentially be read by third parties. |1f a password-protected val ue
is stored (PKCS #8, #12 or #15), the directory should authenticate
the requester before delivering the value to prevent an off-line
passwor d-search attack. Note that this potentially raises non-
repudi ati on i ssues since the directory itself can try a password
search to recover a private value, if stored this way.
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8. Aut hors’ Addresses

Magnus Nystrom
RSA Security

Box 10704

S-121 29 Stockhol m
Sweden

EMai | : magnus@ sasecurity.com

Burt Kali ski

RSA Security

20 Crosby Drive

Bedf ord, MA 01730 USA

EMai | : bkal i ski @sasecurity.com

Nystrom & Kal i ski I nf or mati onal [ Page 21]



RFC 2985 Sel ected Object O asses and Attribute Types Novenber 2000

APPENDI CES

A

ASN. 1 npdul e

Thi s appendi x includes all of the ASN.1 type and val ue definitions
contained in this document in the formof the ASN. 1 nodul e PKCS-9.

PKCS-9 {iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) nodul es(0) pkcs-9(1)}

DEFINITIONS MPLICI T TAGS :: =
BEG N

-- EXPORTS Al --
-- Al types and values defined in this nodule is exported for use
-- in other ASN. 1 nodul es.

| MPORTS

i nf or mati onFramewor k, aut henti cati onFranework,

sel ectedAttri but eTypes, upperBounds , id-at
FROM Usef ul Definitions {joint-iso-itu-t ds(5) nodul e(1)
useful Definitions(0) 3}

ub- nane
FROM Upper Bounds upper Bounds

OBJECT- CLASS, ATTRIBUTE, MATCHI NG RULE, Attribute, top,
obj ectldentifierMatch
FROM | nf or mat i onFr amewor k i nf or mat i onFr amewor k

ALGORI THM Extensions, Tine
FROM Aut henti cati onFr amewor k aut henti cat i onFr anewor k

DirectoryString, octetStringMatch, casel gnoreMatch, caseExact Match,
general i zedTi neMat ch, integerMatch, serial Nunber
FROM Sel ect edAttri but eTypes sel ectedAttri buteTypes

Contentlnfo, Signerlinfo
FROM Crypt ogr aphi cMessageSyntax {iso(1l) menber-body(2) us(840)
rsadsi (113549) pkcs(1) pkcs-9(9) smne(16) nodul es(0) cns(1)}

Encrypt edPri vat eKeyl nf o
FROM PKCS- 8 {iso(1) nenber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-8(8) nodul es(1l) pkcs-8(1)}
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PFX
FROM PKCS- 12 {iso(1l) nenber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-12(12) nodul es(0) pkcs-12(1)}

PKCS15Token

FROM PKCS- 15 {iso(1l) nenber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-15(15) nodul es(1) pkecs-15(1)};

-- Upper bounds

pkcs-9- ub- pkcs9Stri ng | NTEGER :: = 255
pkcs-9- ub- enmi | Addr ess | NTEGER : : = pkcs-9-ub-pkcs9String
pkcs- 9- ub- unst ruct ur edNane | NTEGER :: = pkcs-9-ub-pkcs9String

pkcs-9- ub-unst ruct uredAddress | NTEGER : :
pkcs-9- ub- chal | engePassword | NTEGER : :

pkcs-9- ub- pkcs9Stri ng
pkcs-9- ub- pkcs9Stri ng

pkcs-9-ub-friendl yNanme | NTEGER :: = pkcs-9-ub-pkcs9String
pkcs-9-ub-si gni ngDescription |NTEGER ::= pkcs-9-ub-pkcs9String
pkcs-9-ub-mat ch | NTEGER : : = pkcs-9-ub-pkcs9String
pkcs- 9- ub- pseudonym | NTEGER : : = ub-nane
pkcs-9-ub-placeOBirth | NTECER : : = ub-nane
-- (bject ldentifiers
pkcs-9 OBJECT I DENTIFIER ::= {iso(1l) menber-body(2) us(840)
rsadsi (113549) pkcs(1) 9}
-- Main arcs

pkcs-9-nmo OBJECT | DENTI FIER :: = {pkcs-9 0} -- Mdul es branch
pkcs-9-oc OBJECT | DENTIFIER ::= {pkcs-9 24} -- bject class branch
pkcs-9-at OBJECT | DENTIFIER ::= {pkcs-9 25} -- Attribute branch, for

-- new attributes
pkcs-9-sx OBJECT | DENTIFIER :: = {pkcs-9 26} -- For syntaxes (RFC 2252)
pkcs-9-nr OBJECT | DENTIFI ER :: = {pkcs-9 27} -- Matching rules

-- (bject classes
pkcs-9-oc- pkcsEntity OBJECT | DENTI FIER ::= {pkcs-9-oc 1}
pkcs-9- oc- nat ural Person OBJECT | DENTI FI ER :: = {pkcs-9-oc 2}

-- Attributes
pkcs-9- at - ermai | Addr ess OBJECT | DENTI FI ER :: = {pkcs-9 1}
pkcs-9- at - unst r uct ur edName OBJECT | DENTI FI ER :: = {pkcs-9 2}
pkcs-9-at - cont ent Type OBJECT | DENTI FIER :: = {pkcs-9 3}
pkcs- 9- at - nessageDi gest OBJECT | DENTI FI ER :: = {pkcs-9 4}
pkcs-9-at - si gni ngTi ne OBJECT | DENTI FIER :: = {pkcs-9 5}
pkcs-9-at - count er Si ghat ure OBJECT | DENTI FI ER :: = {pkcs-9 6}
pkcs-9- at - chal | engePassword OBJECT | DENTI FI ER :: = {pkcs-9 7}
pkcs-9-at - unst ruct ur edAddr ess OBJECT | DENTI FI ER :: = {pkcs-9 8}
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pkcs-9-at - extendedCertificateAttributes

OBJECT IDENTIFIER :: =

November 2000

{pkcs-9 9}

-- (bsolete (?) attribute identifiers, purportedly from"tentative

-- PKCS #9 draft™”

9}

|es)

-- pkcs-9-at-issuer AndSeri al Nunber OBJECT | DENTI FI ER : :
-- pkcs-9-at - passwor dCheck OBJECT | DENTI FI ER :
-- pkcs-9-at - publ i cKey OBJECT | DENTI FI ER :
pkcs-9-at - si gni ngDescri ption OBJECT | DENTI FI ER :
pkcs- 9- at - ext ensi onRequest OBJECT | DENTI FI ER :
pkcs-9-at-sm neCapabilities OBJECT | DENTI FI ER ::
-- Unused (?)
-- pkcs-9-at-? OBJECT | DENTI FI ER :
-- pkcs-9-at-? OBJECT | DENTI FI ER : :
-- pkcs-9-at-? OBJECT | DENTI FI ER :
pkcs-9-at-friendl yNane OBJECT | DENTI FI ER :
pkcs-9-at-| ocal Keyl d OBJECT | DENTI FI ER :
pkcs-9- at - user PKCS12 OBJECT | DENTI FI ER :
{2 16 840 1 113730
pkcs- 9- at - pkcs15Token OBJECT | DENTI FI ER :
pkcs-9-at -encrypt edPrivat eKeylnfo OBJECT | DENTIFIER ::
pkcs- 9-at - randoniNonce OBJECT | DENTI FI ER ::
pkcs- 9- at - sequenceNunber OBJECT | DENTI FI ER ::
pkcs-9-at - pkcs7PDU OBJECT | DENTI FI ER :
-- 1ETF PKI X Attribute branch
ietf-at OBJECT | DENTI FI ER : :
{1361557
pkcs-9-at-dateOBirth OBJECT | DENTI FI ER :
pkcs-9-at-placeOBirth OBJECT | DENTI FI ER :
pkcs- 9- at - gender OBJECT | DENTI FI ER :
pkcs-9-at-countryOfCitizenship OBJECT | DENTI FI ER :
pkcs-9-at - countr yOf Resi dence OBJECT | DENTI FI ER :
-- Syntaxes (for use with LDAP accessible director
pkcs-9-sx- pkcs9Stri ng OBJECT | DENTI FI ER :
pkcs-9-sx-si gni ngTi me OBJECT | DENTI FI ER ::
-- Matching rules
pkcs-9- nr - casel gnor eMat ch OBJECT | DENTI FI ER :
pkcs-9-nr-signi ngTi neMat ch OBJECT | DENTI FI ER : :
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{pkcs-9 10}
{pkcs-9 11}
{pkcs-9 12}

{pkcs-9 13}
{pkcs-9 14}
{pkcs-9 15}

{pkcs-9 17}
{pkcs-9 18}
{pkcs-9 19}

{pkcs-9 20}
{pkcs-9 21}

3 1 216}

{pkcs-9-at 1}
{pkcs-9-at 2}
{pkcs-9-at 3}
{pkcs-9-at 4}
{pkcs-9-at 5}

{ietf-at 1}
{ietf-at 2}
{ietf-at 3}
{ietf-at 4}
{ietf-at 5}

{pkcs-9-sx 1}
{pkcs-9-sx 2}

{pkcs-9-nr 1}
{pkcs-9-nr 2}

[ Page 24]



RFC 2985 Sel ected Object O asses and Attribute Types Novenber 2000

-- Arcs with attributes defined el sewhere

sm me OBJECT | DENTI FI ER :: = {pkcs-9 16}
-- Main arc for SIM M (RFC 2633)

cert Types OBJECT | DENTI FI ER :: = {pkcs-9 22}
-- Main arc for certificate types defined in PKCS #12

crl Types OBJECT | DENTI FI ER :: = {pkcs-9 23}
-- Main arc for crl types defined in PKCS #12
-- Oher object identifiers

i d-at - pseudonym OBJECT IDENTIFIER ::= {id-at 65}

-- Useful types

PKCSOString {I NTEGER : nmaxSize} ::= CHO CE {

iabString I A5String (SIZE(1. . maxSi ze)),
directoryString DirectoryString {naxSi ze}

}
-- (bject classes
pkcsEntity OBJECT-CLASS ::= {
SUBCLASS OF { top }
KI ND auxiliary
MAY CONTAI N { PKCSEntityAttributeSet }
I D pkcs-9-oc- pkcsEntity
}
nat ur al Person OBJECT- CLASS ::= {
SUBCLASS OF { top }
KI ND auxiliary
MAY CONTAI N { Natural PersonAttributeSet }
I D pkcs-9- oc- nat ur al Per son
}
-- Attribute sets
PKCSEntityAttri buteSet ATTRI BUTE ::= {
pKCS7PDU |
user PKCS12 |
pKCS15Token |
encrypt edPri vat eKeyl nf o,
-- For future extensions
}

Nystrom & Kal i ski I nf or mati onal [ Page 25]



RFC 2985 Sel ected Object O asses and Attribute Types Novenber 2000

Nat ur al PersonAttri buteSet ATTRIBUTE ::= {
emai | Addr ess |
unst ruct ur edNane |
unst ruct ur edAddr ess |

dateOBirth |
pl aceOBirth |
gender |

countryOrGiti zenship |
count ryOF Resi dence |
pseudonym |
seri al Nunber,
-- For future extensions

}
-- Attributes
pKCS7PDU ATTRI BUTE :: = {
W TH SYNTAX Content | nfo
| D pkcs-9-at - pkcs7PDU
}
user PKCS12 ATTRI BUTE :: = {
W TH SYNTAX PFX
| D pkcs-9-at - user PKCS12
}
pKCS15Token ATTRI BUTE :: = {
W TH SYNTAX PKCS15Token
| D pkcs-9-at - pkcs15Token
}
encrypt edPri vat eKeyl nfo ATTRI BUTE :: = {
W TH SYNTAX Encrypt edPri vat eKeyl nf o
| D pkcs-9-at-encryptedPrivat eKeyl nfo
}
emai | Address ATTRI BUTE :: = {
W TH SYNTAX | A5String (SIZE(1.. pkcs-9-ub-enuail Address))
EQUALI TY MATCHI NG RULE pkcs9Casel gnhoreMat ch
| D pkcs-9-at - emai | Addr ess
}
unstruct uredNanme ATTRI BUTE ::= {
W TH SYNTAX PKCS9String {pkcs-9-ub-unstructuredNane}
EQUALI TY MATCHI NG RULE pkcs9Casel gnoreMat ch
| D pkcs-9-at-unstruct uredNane
}
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unst ruct ur edAddress ATTRI BUTE :: = {
W TH SYNTAX DirectoryString {pkcs-9-ub-unstructuredAddress}
EQUALI TY MATCHI NG RULE casel gnor eMat ch
| D pkcs-9-at -unstructuredAddr ess

}
dateOrBirth ATTRIBUTE :: = {
W TH SYNTAX Ceneral i zedTi ne
EQUALI TY MATCHI NG RULE general i zedTi meMat ch
SI NGLE VALUE TRUE
I D pkcs-9-at-dateOBirth
}
pl aceOBirth ATTRI BUTE :: = {
W TH SYNTAX DirectoryString {pkcs-9-ub-placeOBirth}
EQUALI TY MATCHI NG RULE caseExact Mat ch
SI NGLE VALUE TRUE
| D pkcs-9-at-placeOBirth
}
gender ATTRIBUTE ::= {
W TH SYNTAX PrintableString (SIZE(1) »
FROM ("M | "F" | "m | "f"))
EQUALI TY MATCHI NG RULE casel gnor eMat ch
SI NGLE VALUE TRUE
| D pkcs-9-at - gender
}
countryOrGitizenship ATTRI BUTE :: = {
W TH SYNTAX Printabl eString (Sl ZE(2)) ( CONSTRAI NED BY ({
-- Must be a two-letter country acronymin accordance with
-- ISO1EC 3166 --})
EQUALI TY MATCHI NG RULE casel gnor eMat ch
| D pkcs-9-at-countryOfCitizenship
}
countryOrf Resi dence ATTRIBUTE :: = {
W TH SYNTAX Printabl eString (Sl ZE(2)) ( CONSTRAI NED BY ({
-- Must be a two-letter country acronymin accordance with
-- 1SO1EC 3166 --})
EQUALI TY MATCHI NG RULE casel gnor eMat ch
| D pkcs-9-at-countryOf Resi dence
}
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pseudonym ATTRI BUTE :: = {
W TH SYNTAX DirectoryString {pkcs-9-ub-pseudonyn}
EQUALI TY MATCHI NG RULE caseExact Mat ch
I D id-at-pseudonym

}
content Type ATTRIBUTE ::= {
W TH SYNTAX Cont ent Type
EQUALI TY MATCHI NG RULE obj ect |l dentifierMatch
SI NGLE VALUE TRUE
| D pkcs-9-at - cont ent Type
}
Cont ent Type ::= OBJECT | DENTI FI ER
nmessageDi gest ATTRI BUTE :: = {
W TH SYNTAX MessageDi gest
EQUALI TY MATCHI NG RULE octet Stri ngMat ch
SI NGLE VALUE TRUE
| D pkcs-9- at - nessageDi gest
}
MessageDi gest ::= OCTET STRI NG
si gni ngTi ne ATTRIBUTE :: = {
W TH SYNTAX Si gni ngTi ne
EQUALI TY MATCHI NG RULE si gni ngTi neMat ch
SI NGLE VALUE TRUE
I D pkcs-9-at-signi ngTi me
}
SigningTine ::= Time -- inported from| SO |EC 9594-8
randonNonce ATTRI BUTE ::= {
W TH SYNTAX RandomNonce
EQUALI TY MATCH NG RULE octet Stri ngMat ch
SI NGLE VALUE TRUE
| D pkcs-9-at-randomNonce
}
RandomNonce ::= OCTET STRI NG (S| ZE(4.. MAX))

-- At least four bytes |ong
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sequenceNunber ATTRI BUTE ::= {
W TH SYNTAX SequenceNunber
EQUALI TY MATCHI NG RULE i nt eger Mat ch
SI NGLE VALUE TRUE
| D pkcs-9- at - sequenceNumnber

}
SequenceNumber ::= | NTEGER (1..MAX)
counter Si gnature ATTRI BUTE :: = {
W TH SYNTAX Si gnerlnfo
| D pkcs-9-at-counterSignature
}
chal | engePassword ATTRI BUTE :: = {
W TH SYNTAX DirectoryString {pkcs-9-ub-chal | engePasswor d}
EQUALI TY MATCHI NG RULE caseExact Mat ch
SI NGLE VALUE TRUE
| D pkcs-9-at-chal | engePassword
}
ext ensi onRequest ATTRI BUTE :: = {
W TH SYNTAX Ext ensi onRequest
SI NGLE VALUE TRUE
I D pkcs- 9-at - ext ensi onRequest
}
Ext ensi onRequest ::= Extensions
ext endedCertificateAttri butes ATTRI BUTE ::= {
W TH SYNTAX SET OF Attribute
SI NGLE VALUE TRUE
I D pkcs-9-at-extendedCertificateAttributes
}
friendl yName ATTRIBUTE ::= {
W TH SYNTAX BMPString (SIZE(1.. pkcs-9-ub-friendl yNane))
EQUALI TY MATCHI NG RULE casel gnor eMat ch
SI NGLE VALUE TRUE
| D pkcs-9-at-friendl yName
}
| ocal Keyld ATTRI BUTE :: = {
W TH SYNTAX OCTET STRI NG
EQUALI TY MATCHI NG RULE oct et Stri ngiat ch
SI NGLE VALUE TRUE
| D pkcs-9-at -1 ocal Keyld
}
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si gni ngDescri pti on ATTRIBUTE ::= {
W TH SYNTAX DirectoryString {pkcs-9-ub-signi ngDescription}
EQUALI TY MATCHI NG RULE casel gnor eMat ch
SI NGLE VALUE TRUE
| D pkcs-9-at -si gni ngDescription

}
sm meCapabilities ATTRI BUTE :: = {
W TH SYNTAX SM MECapabilities
SI NGLE VALUE TRUE
| D pkcs-9-at-sm neCapabilities
}
SM MECapabi lities ::= SEQUENCE OF SM MECapabi lity
SM MECapabi lity ::= SEQUENCE {
algorithm ALGORI THM & d ({SM MEV3Al gorithns}),
par anmet ers ALGORI THM &Type ({SM Mev3Al gorithns}{@l gorithn})
}
SM MEv3Al gorithnms ALGORITHM ::= {...-- See RFC 2633 --}
-- Matching rul es
pkcs9Casel gnor eMat ch MATCHI NG RULE : : = {
SYNTAX PKCS9String {pkcs-9-ub-nmatch}
| D pkcs-9-nr-casel gnoreMat ch
}
si gni ngTi neMat ch MATCHI NG RULE : : = {
SYNTAX Si gni ngTi ne
| D pkcs-9-nr-si gningTi meMat ch
}
END

B. BNF schema summary Thi s appendi x provi des augnented BNF [ 2]
definitions of the object class and nobst attribute types specified in
this docunent along with their associated syntaxes and mat ching
rules. The ABNF definitions have been done in accordance with [21],
in an attenpt to ease integration with LDAP-accessible Directory
systens. Lines have been folded in some cases to inprove
readability.

B.1 Synt axes

This section defines all syntaxes that are used in this docunent.
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B.1.1 PKCSOString

(
1.2.840.113549.1.9.26.1

DESC ’ PKCS9St ri ng’
)

The encoding of a value in this syntax is the string value itself.
B. 1.2 SigningTinme

(
1.2.840.113549. 1. 9. 26. 2

DESC ' Si gni ngTi ne
)

Values in this syntax are encoded as printable strings, represented
as specified in [5]. Note that the tine zone nust be specified. For
exanpl e, "1994121610322".

B.2 bject classes

B.2.1 pkcsEntity

(
1.2.840.113549.1.9.24.1

NAME ' pkcsEntity’
SUP top
AUXI LI ARY
MAY (
pKCS7PDU $ user PKCS12 $ pKCS15Token $ encryptedPrivat eKeyl nfo
)
)

B. 2. 2 natural Person

(
1.2.840.113549.1.9.24.2

NAME ' nat ur al Per son

SUP top

AUXI LI ARY

MAY (

emai | Address $ unstructuredName $ unstructuredAddress $
dateOBirth & placeOBirth & gender & countryOfCitizenship &
count ryOf Resi dence & pseudonym & seri al Nunber

)
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B.3 Attribute types
B. 3.1 pKCS7PDU
This attribute is to be stored and requested in binary form as

pKCS7PDU; bi nary. The attribute values are BER- or DER-encoded
Content I nfo val ues.

(
1.2.840.113549.1.9.25.5
NAME ' pKCS7PDU
DESC ' PKCS #7 Contentl|nfo PDU
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
)

B. 3. 2 user PKCS12

This attribute is to be stored and requested in binary form as
user PKCS12; binary. The attribute values are PFX PDUs stored as
bi nary (BER- or DER-encoded) data.

(
2.16.840.1.113730. 3. 1. 216
NAME '’ user PKCS12
DESC ' PKCS #12 PFX PDU for exchange of personal information’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
)

B. 3. 3 pKCS15Token

This attribute is to be stored and requested in binary form as
pKCS15Token; bi nary. The attribute val ues are PKCS15Token PDUs stored
as binary (BER or DER-encoded) data.

(
1.2.840.113549.1.9.25.1

NAME ' pKCS15Token
DESC ' PKCS #15 t oken PDU
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5

)
B. 3.4 encryptedPrivat eKeyl nfo

This attribute is to be stored and requested in binary form as
encrypt edPrivat eKeyl nfo; binary. The attribute values are
Encrypt edPri vat eKeyl nfo PDUs stored as binary (BER- or DER-encoded)
dat a.
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1.2.840.113549.1.9.25.2

NAME ' encrypt edPri vat eKeyl nf o

DESC ' PKCS #8 encrypted private key info
SYNTAX 1.3.6.1.4.1.1466. 115.121.1.5

B. 3.5 enni | Address

(

)

1.2.840.113549.1.9.1

NAME '’ enmi | Addr ess’

DESC ' Enmi | address’

EQUALI TY pkcs9Casel gnor eMat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.26

B. 3. 6 unstruct ur edName

(

)

1.2.840.113549.1.9.2

NAME ' unst r uct ur edNane’

DESC ' PKCS #9 unstructured nane’
EQUALI TY pkcs9Casel gnor eMat ch
SYNTAX 1.2.840.113549.1.9.26.1

B. 3. 7 unstruct ur edAddr ess

(

)

1.2.840.113549.1.9.8

NAME ' unstruct ur edAddr ess’

DESC ' PKCS #9 unstructured address’
EQUALI TY casel gnhoreMat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1. 15

B.3.8 dateOBirth

(

1.3.6.1.5.5.7.9.1

NAME ' dateOFBirth’

DESC ' Date of birth’

EQUALI TY general i zedTi meMat ch

SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 24
S| NGLE- VALUE
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B.3.9 placeO'Birth

(
1.3.6.1.5.5.7.9.2

NAME ' pl aceOBirth’

DESC ' Pl ace of birth’

EQUALI TY caseExact Mat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1. 15
SI NGLE- VALUE

)
B. 3. 10 gender

(
1.3.6.1.5.5.7.9. 3

NAME ' gender’

DESC ' Gender’

EQUALI TY casel gnoreMat ch

SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 44
S| NGLE- VALUE

)
B.3.11 countryOrCitizenship

(
1.3.6.1.5.5.7.9.4

NAME ' countryOF Giti zenshi p’

DESC ' Country of citizenship’

EQUALI TY casel gnoreMat ch

SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 44

)
B. 3. 12 countryOf Resi dence

(
1.3.6.1.5.5.7.9.5

NAME ' count r yOFf Resi dence’

DESC ' Country of residence’

EQUALI TY casel gnhoreMat ch

SYNTAX 1.3.6.1.4.1.1466. 115.121.1.44
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B. 3. 13 pseudonym

(

2.5.4.65

NAME ' pseudonymi

DESC ' Pseudonymi

EQUALI TY caseExact Mat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1. 15
)

B. 3. 14 content Type

In the (highly unlikely) event of this attribute being stored in a
Directory it is to be stored and requested in binary form as
content Type; binary. Attribute values shall be OCTET STRI NGs stored
as binary (BER- or DER-encoded) data.

(
1.2.840.113549.1.9.3
NAME * cont ent Type’
DESC ' PKCS #7 content type attribute’
EQUALI TY obj ectldentifierMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 38
S| NGLE- VALUE

)

B. 3. 15 nessageDi gest

In the (highly unlikely) event of this attribute being stored in a
Directory it is to be stored and requested in binary form as
nessageDi gest; binary. Attribute values shall be OCTET STRI NGs stored
as binary (BER or DER-encoded) data.

(
1.2.840.113549.1.9.4
NAME ' nessageDi gest’
DESC ' PKCS #7 nesage digest attribute’
EQUALI TY octet StringMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
S| NGLE- VALUE
)
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B. 3. 16 si gni ngTi ne

(
1.2.840.113549.1.9.5

NAME ’ si gni ngTi ne’

DESC ' PKCS #7 signing tine’
EQUALI TY si gni ngTi neMat ch
SYNTAX 1.2.840.113549.1.9.26.2
S| NGLE- VALUE

)
B. 3. 17 counterSi gnature

In the (highly unlikely) event that this attribute is to be stored in
a directory, it is to be stored and requested in binary form as
counter Si gnature; binary. Attribute values shall be stored as binary
(BER- or DER-encoded) dat a.

(
1.2.840.113549.1.9.6

NAME ' count er Si gnat ure
DESC ' PKCS #7 count ersignature’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5

)

B. 3. 18 chal | engePassword

(
1.2.840.113549.1.9.7

NAME ' chal | engePassword

DESC ' Chal | enge password for certificate revocations’
EQUALI TY caseExact Mat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1. 15

S| NGLE- VALUE

)

Note - It is not reconmended to store unprotected values of this
attribute in a directory.

B.4 Matching rul es

B. 4.1 pkcs9Casel gnor eMat ch

(
1.2.840.113549.1.9.27.1
NAME ' pkcs9Casel gnor eMvat ch’
SYNTAX 1.2.840.113549.1.9.26.1
)
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C

B. 4.2 signingTi neMat ch

(

1.2.840.113549.1.9.27.3

NAME ' si gni ngTi meMat ch

SYNTAX 1.2.840.113549.1.9.26.2
)

Intellectual property considerations

RSA Security makes no patent clainms on the general constructions
described in this docunent, although specific underlying techniques
may be covered

Li cense to copy this docunment is granted provided that it is
identified as "RSA Security Inc. Public-Key Cryptography Standards
(PKCS)" in all material nmentioning or referencing this docunent.

RSA Security nakes no representations regarding intellectual property
claims by other parties. Such determination is the responsibility of
t he user.

Revi si on history
Version 1.0

Version 1.0 was part of the June 3, 1991 initial public rel ease of
PKCS. Version 1.0 was al so published as N ST/ OSl | npl enentors’
Wor kshop docunent SEC SI G 91-24.

Version 1.1

Version 1.1 incorporated several editorial changes, including
updates to the references and the addition of a revision history.
The foll owi ng substantive changes were nade:

- Section 6: chall engePassword, unstructuredAddress, and
ext endedCertificateAttributes attribute types were added
- Section 7: chall engePassword, unstructuredAddress, and
ext endedCertificateAttri butes object identifiers were added

Nystrom & Kal i ski I nf or mati onal [ Page 37]



RFC 2985 Sel ected Object O asses and Attribute Types Novenber 2000

Version 2.0

Version 2.0 incorporates several editorial changes as well. In
addition, the follow ng substantive changes have been nade:

- Addition of a Section defining two new auxiliary object classes,
pkcsEntity and natural Person

- Addition of several new attribute types and matching rules for
use in conjunction with these object classes and el sewhere

- Update of all ASN.1 to be in line with the 1997 version of this
synt ax

- Addition a "conpilable" ASN. 1 nodul e

- Addition, in accordance with [21], an ABNF description of al
attributes and object classes

- Addition of an intellectual property considerations section
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F. Contact information & About PKCS

The Public-Key Cryptography Standards are specifications produced by
RSA Laboratories in cooperation with secure systens devel opers

wor | dwi de for the purpose of accelerating the deploynment of public-
key cryptography. First published in 1991 as a result of neetings
with a small group of early adopters of public-key technol ogy, the
PKCS documents have becone widely referenced and i npl ement ed.
Contributions fromthe PKCS series have become part of nany fornal
and de facto standards, including ANSI X9 docunents, PKIX, SET,

S/'M ME, and SSL.

Further devel opnent of PKCS occurs through mailing |ist discussions
and occasi onal workshops, and suggestions for inprovenent are
wel cone. For nore information, contact:

PKCS Edi t or

RSA Laboratories

20 Crosby Drive

Bedf ord, MA 01730 USA

pkcs-editor @sasecurity.com

http://ww. rsasecurity. com rsal abs/ PKCS
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