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Abstract

This meno represents a republication of PKCS #10 v1.7 from RSA
Laboratories’ Public-Key Cryptography Standards (PKCS) series, and
change control is retained within the PKCS process. The body of this
docunent, except for the security considerations section, is taken
directly fromthe PKCS #9 v2.0 or the PKCS #10 v1.7 docunent.

This menpo describes a syntax for certification requests.
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1. Introduction

Thi s docunent describes syntax for certification requests. A
certification request consists of a distinguished name, a public key,
and optionally a set of attributes, collectively signed by the entity
requesting certification. Certification requests are sent to a
certification authority, which transforns the request into an X 509
[9] public-key certificate. (In what formthe certification
authority returns the newy signed certificate is outside the scope
of this docunent. A PKCS #7 [2] nessage is one possibility.)

The intention of including a set of attributes is twofold: to provide
other information about a given entity , or a "chall enge password" by
which the entity may | ater request certificate revocation; and to
provide attributes for inclusion in X. 509 certificates. A non-
exhaustive list of attributes is given in PKCS #9 [3].

Certification authorities may al so require non-electronic fornms of

request and may return non-electronic replies. It is expected that
descriptions of such forms, which are outside the scope of this
docunent, will be available fromcertification authorities.

The prelimnary intended application of this docunment is to support
PKCS #7 cryptographi c nmessages, but it is expected that other
applications will be devel oped (see e.g. [4]).

2. Definitions and notation
2.1 Definitions
For the purposes of this docunment, the follow ng definitions apply.

ALGORI THM An information object class defined in X. 509 to
descri be objects conmposed of an al gorithm (a uni que
object identifier) and its parameters (any ASN. 1
type). The values of objects in this class can be
represented by the ASN. 1 type Algorithmdentifier{}.
ALGORI THM i s defined as the "useful" information
obj ect class TYPE-IDENTI FI ER, specified in [11],
Annex A

Al gorithmdentifier{}
A useful paraneterized version of X 509 type
Algorithm dentifier is defined in this document.
This type tightly binds pairs of algorithm object
identifiers to their associated paraneter types.
VWen referenced, the single paraneter of
Al gorithmdentifier{} specifies a constraint on the
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ASN. 1

ATTRI BUTE

Attribute{}

BER

Certificate

DER

Nystrom & Kal i sk

pairs of values that nay appear in that instance of
the type. The encoded val ues of

Al gorithm dentifier{} are equivalent to those of type
Al gorithm dentifier.

Abstract Syntax Notation One, as defined in the ASN. 1
standards ([10], [11], [12], and [13]).

This cl ass descri bes objects conposed of an attribute
(a uni que object identifier) and an associ ated set of
attribute values (any ASN.1 type). The val ues of
objects in this class can be represented by type
Attribute{}.

A useful paraneterized version of X 501 [8] type
Attribute is defined in this document. This type
tightly binds pairs of attribute type object
identifiers to one or nore attribute val ues types.

In the ASN. 1 open type notation, an attribute type is
defined as ATTRIBUTE. & d and an attribute val ue as
ATTRI BUTE. &Type. When referenced, the single
parameter of Attribute{} specifies a constraint on
the pairs of values that may appear in an instance of
the type. The encoded val ues of Attribute{} are

equi val ent to those of type Attribute.

Basi ¢ Encoding Rules for ASN. 1, as defined in X 690
([14]).

A type that binds a subject entity’'s distinguished
nane to a public key with a digital signature. This
type is defined in X.509. This type also contains

t he distingui shed nane of the certificate issuer (the
signer), an issuer-specific serial nunber, the

i ssuer’s signature algorithmidentifier, a validity
peri od, and an optional set of certificate

ext ensi ons.

Di stingui shed Encoding Rules for ASN. 1, as defined in
X.690. DER is a subset of BER

A type that uniquely identifies or "distinguishes"
objects in an X.500 [7] directory. This type is
defined in X.501. In an X. 509 certificate, the type
identifies the certificate issuer and the certificate
subject, the entity whose public key is certified.
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2.2 Notation
No special notation is used in this docunent.
3. Overview

A certification request consists of three parts: "certification
request information," a signature algorithmidentifier, and a digita
signature on the certification request information. The
certification request information consists of the entity’s

di stingui shed name, the entity’s public key, and a set of attributes
provi di ng other information about the entity.

The process by which a certification request is constructed involves
the follow ng steps:

1. A CertificationRequestlnfo value containing a subject
di stingui shed nane, a subject public key, and optionally a
set of attributes is constructed by an entity requesting
certification.

2. The CertificationRequestinfo value is signed with the subject
entity’'s private key. (See Section 4.2.)

3. The CertificationRequestinfo value, a signature al gorithm
identifier, and the entity’'s signature are collected together
into a CertificationRequest val ue, defined bel ow

A certification authority fulfills the request by authenticating the
requesting entity and verifying the entity's signature, and, if the
request is valid, constructing an X 509 certificate fromthe

di stingui shed nane and public key, the issuer name, and the
certification authority’s choice of serial nunmber, validity period,
and signature algorithm |If the certification request contains any
PKCS #9 attributes, the certification authority may al so use the
values in these attributes as well as other information known to the
certification authority to construct X 509 certificate extensions.

In what formthe certification authority returns the new certificate
is outside the scope of this docunment. One possibility is a PKCS #7
cryptographi c message with content type signedData, follow ng the
degenerate case where there are no signers. The return nessage nmay
include a certification path fromthe new certificate to the
certification authority. It may also include other certificates such
as cross-certificates that the certification authority considers

hel pful, and it may include certificate-revocation lists (CRLS).

Anot her possibility is that the certification authority inserts the
new certificate into a central database
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Note 1 - An entity would typically send a certification request after
generating a public-key/private-key pair, but nay also do so after a
change in the entity’'s distingui shed name.

Note 2 - The signature on the certification request prevents an
entity fromrequesting a certificate with another party’s public key.
Such an attack would give the entity the mnor ability to pretend to
be the originator of any nmessage signed by the other party. This
attack is significant only if the entity does not know the nessage
bei ng signed and the signed part of the message does not identify the
signer. The entity would still not be able to decrypt nessages

i ntended for the other party, of course.

Note 3 - How the entity sends the certification request to a
certification authority is outside the scope of this docunent. Both
paper and el ectronic forms are possible.

Note 4 - This docunent is not conpatible with the certification
request syntax for Privacy-Enhanced Mail, as described in RFC 1424
[5]. The syntax here differs in three respects: It allows a set of
attributes; it does not include issuer nanme, serial nunber, or
validity period; and it does not require an "innocuous" nessage to be
signed. This docunment is designed to mnimze request size, an
important feature for certification authorities accepting requests on
paper.

4. Certification request syntax
This section is divided into two parts. The first part describes the
certification-request-information type CertificationRequestlnfo, and
the second part describes the top-level type CertificationRequest.

4.1 CertificationRequestlinfo

Certification request information shall have ASN. 1 type
CertificationRequestlInfo:

CertificationRequestinfo ::= SEQUENCE {
ver sion I NTEGER { v1(0) } (vi,...),
subj ect Nane,

subj ect PKI nf o Subj ect Publ i cKeyl nf o{{ PKI nf oAl gorithnms }},
attributes [0] Attributes{{ CRIAttributes }}

}

Subj ect Publ i cKeylnfo { ALGORITHM : [10Set} ::= SEQUENCE {
al gorithm Al gorithm dentifier {{1CSet}},
subj ect Publ i cKey BI T STRI NG

}
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PKI nf oAl gorithnms ALGORI THM :: = {

-- add any locally defined algorithms here -- }
Attributes { ATTRIBUTE: I CSet } ::= SET OF Attribute{{ |1CSet }}
CRIAttributes ATTRIBUTE ::= {

... -- add any locally defined attributes here -- }
Attribute { ATTRIBUTE: | OSet } ::= SEQUENCE ({

type  ATTRI BUTE. & d({I CSet}),
val ues SET SIZE(1..MAX) OF ATTRI BUTE. &Type({| OSet}{@ype})

}
The conponents of type Certificati onRequestinfo have the follow ng
nmeani ngs:

version is the version nunber, for conpatibility with future
revisions of this docunent. It shall be O for this version of
t he standard.

subj ect is the distinguished name of the certificate subject
(the entity whose public key is to be certified).

subj ect Publ i cKeyl nfo contains infornation about the public key
being certified. The information identifies the entity’'s
public-key algorithm (and any associ ated paraneters); exanples
of public-key algorithnms include the rsaEncryption object
identifier fromPKCS #1 [1]. The information also includes a
bit-string representation of the entity's public key. For the
public-key algorithmjust nentioned, the bit string contains
the DER encodi ng of a value of PKCS #1 type RSAPublicKey. The
val ues of type Subject PublicKeylnfo{} allowed for
subj ect PKInfo are constrained to the val ues specified by the
i nformati on object set PKInfoAl gorithms, which includes the
extension marker (...). Definitions of specific algorithm
objects are left to specifications that reference this
docunent. Such specifications will be interoperable with
their future versions if any additional algorithmobjects are
added after the extension marker

attributes is a collection of attributes providing additiona
i nformati on about the subject of the certificate. Sone
attribute types that m ght be useful here are defined in PKCS
#9. An exanple is the chall enge-password attribute, which
specifies a password by which the entity may request
certificate revocation. Another exanple is information to
appear in X. 509 certificate extensions (e.g. the
ext ensi onRequest attribute from PKCS #9). The val ues of type
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Attributes{} allowed for attributes are constrained to the
val ues specified by the information object set CRIAttributes.
Definitions of specific attribute objects are left to
specifications that reference this docunment. Such
specifications will be interoperable with their future
versions if any additional attribute objects are added after
t he extension marker.

4.2 CertificationRequest
A certification request shall have ASN. 1 type Certificati onRequest:
Certificati onRequest ::= SEQUENCE {

certificationRequestinfo CertificationRequestlnfo,
signatureAl gorithm Al gorithm dentifier{{ SignatureAl gorithns }},

si gnature BI T STRI NG
}
Al gorithmdentifier {ALGORI THM | CSet } ::= SEQUENCE {

al gorithm ALGORI THM & d({I Cset}),

par aneters ALGORI THM &Type({1 CSet }{ @l gorithnm}) OPTI ONAL
}
Si gnatureAl gorithns ALGORI THM :: = {

-- add any locally defined algorithms here -- }

The conponents of type Certificati onRequest have the foll ow ng
nmeani ngs:

certificateRequestinfo is the "certification request
information." It is the value being signed.

signatureAlgorithmidentifies the signature algorithm (and any
associ ated paraneters) under which the certification-request
information is signed. For exanple, a specification mght
i ncl ude an ALGORI THM obj ect for PKCS #1's
nd5W t hRSAEncryption in the information object set
Si gnat ur eAl gorit hns:

Si gnatureAl gorithns ALGORI THM :: = {

{ NULL | DENTI FI ED BY nd5W t hRSAEncr yption }
}

signature is the result of signing the certification request
information with the certification request subject’s private
key.

Nystrom & Kal i ski I nf or mati onal [ Page 7]



RFC 2986 Certification Request Syntax Specification Novenmber 2000

The signature process consists of two steps:

1. The value of the certificationRequestlnfo conponent is DER
encoded, yielding an octet string.

2. The result of step 1 is signed with the certification request
subj ect’s private key under the specified signature
algorithm vyielding a bit string, the signature.

Note - An equival ent syntax for Certificati onRequest could be
witten:

CertificationRequest ::= SIGNED { EncodedCertificati onRequestinfo }
(CONSTRAINED BY { -- Verify or sign encoded
-- CertificationRequestinfo -- })

EncodedCertificati onRequestinfo ::=
TYPE- | DENTI FI ER. &Type(Certifi cati onRequest | nf o)

SI GNED { ToBeSigned } ::= SEQUENCE ({
t oBeSi gned ToBeSi gned,
algorithm Al gorithmdentifier { {SignatureA gorithns} },
signature BIT STRI NG

}
5. Security Considerations

Security issues are discussed throughout this neno.
6. Authors’ Addresses

Magnus Nystrom

RSA Security

Box 10704

S-121 29 Stockhol m

Sweden

EMai | : magnus@ sasecurity.com

Burt Kal i ski

RSA Security

20 Crosby Drive

Bedf ord, MA 01730 USA

EMai | : bkal i ski @sasecurity.com
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APPENDI CES
A. ASN. 1 Mbdul e

Thi s appendi x includes all of the ASN.1 type and val ue definitions
contained in this docunent in the formof the ASN. 1 nodul e PKCS-10.

PKCS- 10 {iso(1l) nmenber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-10(10) nodul es(1) pkcs-10(1)}

DEFINITIONS MPLICI T TAGS :: =
BEG N
-- EXPORTS Al --

-- Al types and values defined in this nodul e are exported for use
-- in other ASN. 1 nodul es.

| MPORTS

i nf or mat i onFr amewor k, aut henti cati onFr anewor k
FROM Usef ul Definitions {joint-iso-itu-t(2) ds(5) nodul e(1)
useful Definitions(0) 3}

ATTRI BUTE, Nane
FROM | nf or mat i onFr anmewor k i nf or mat i onFr anewor k

ALGORI THM
FROM Aut henti cati onFramewor k aut henti cati onFr amewor k;

-- Certificate requests

Certificati onRequestinfo ::= SEQUENCE {
version I NTEGER { v1(0) } (v1,...),
subj ect Nane,

subj ect PKI nf o Subj ect Publ i cKeyl nfo{{ PKInfoAl gorithns }},
attributes [0] Attributes{{ CRIAttributes }}

}
Subj ect Publ i cKeyl nfo {ALGORI THM | GOSet} ::= SEQUENCE {
al gorithm Al gorithm dentifier {{1CSet}},
subj ect Publ i cKey BI T STRI NG
}
PKI nf oAl gorithnms ALGORI THM :: = {
. -- add any locally defined algorithms here -- }
Attributes { ATTRIBUTE: | OSet } ::= SET OF Attribute{{ |1CSet }}
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CRIAttributes ATTRIBUTE ::={
... -- add any locally defined attributes here -- }
Attribute { ATTRIBUTE: |1 OSet } ::= SEQUENCE ({

type ATTRI BUTE. & d({1CSet}),
val ues SET SIZE(1..MAX) OF ATTRI BUTE. &Type({! CSet}{@ype})

}
Certificati onRequest ::= SEQUENCE {
certificati onRequestinfo Certificati onRequestlnfo,
signatureAl gorithm Al gorithm dentifier{{ SignatureAl gorithns }},
signature BI T STRI NG
}
Al gorithm dentifier {ALGORI THM | CSet } ::= SEQUENCE {
algorithm ALGORI THM & d({1CSet}),
par anmeters ALGORI THM &Type({I CSet }{ @l gorithn}) OPTI ONAL
}
Si gnatureAl gorithns ALGORI THM :: = {
-- add any locally defined algorithns here -- }
END

B. Intellectual property considerations
RSA Security nakes no patent clains on the general constructions
described in this docunent, although specific underlying techniques
may be covered
Li cense to copy this docunment is granted provided that it is
identified as "RSA Security Inc. Public-Key Cryptography Standards
(PKCS)" in all material mentioning or referencing this docunent.
RSA Security nmakes no representations regarding intellectual property
clains by other parties. Such determnation is the responsibility of
t he user.

C. Revision history
Version 1.0

Version 1.0 was the previous version of this docunment (also
publ i shed as "version 1.5" in [6]).
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Version 1.7

Thi s version incorporates several editorial changes, including
updates to the references, and changes to ASN. 1 type
definitions. The follow ng substantive changes have been made:

- This version refers to X. 680-X. 690, the current internationa
standards for ASN.1 and its encoding rules. All references
to X. 208 and X. 209 have been eli m nated.

- The X. 690 standard requires that the encoded val ues of SET OF
conponents be sorted in ascendi ng order under DER
Regardl ess of this, applications should not rely on the
ordering of attribute conponents.

- Al references to PKCS #6 Extended-Certificate Syntax
St andard have been renpbved. Wth the addition of extensions
to X. 509 version 3 certificates, RSA Laboratories is
wi t hdrawi ng support for PKCS #6.

Note - The reason for using version 1.7 for this docunment is to avoid
confusion with [6], which is named version 1.5, and an unsupported
PKCS #10 version named Version 1.6.
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E. Contact Informati on & About PKCS

The Public-Key Cryptography Standards are specifications produced by
RSA Laboratories in cooperation with secure systens devel opers

wor | dwi de for the purpose of accelerating the deploynent of public-
key cryptography. First published in 1991 as a result of neetings
with a small group of early adopters of public-key technol ogy, the
PKCS docunents have become w dely referenced and i npl enent ed.
Contributions fromthe PKCS series have become part of many fornal
and de facto standards, including ANSI X9 docunents, PKIX, SET,

S/'M ME, and SSL.
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Further devel opnent of PKCS occurs through mailing |ist discussions
and occasi onal workshops, and suggestions for inprovenent are
wel cone. For nore information, contact:

PKCS Edi t or

RSA Laboratories

20 Crosby Drive

Bedf ord, MA 01730 USA

pkcs-editor @sasecurity.com

http://ww. rsasecurity. com rsal abs/ pkcs
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Ful | Copyright Statenent
Copyright (C The Internet Society 2000. Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers provided that the above copyright notice and this paragraph
are included on all such copies. However, this docunent itself nay
not be nodified in any way, such as by renoving the copyright notice
or references to the Internet Society or other |nternet

organi zati ons, except as required to translate it into |anguages

ot her than Engli sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIMTED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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