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The User Class Option for DHCP

Status of this Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenmo is unlimted.
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Abst ract

This option is used by a Dynam ¢ Host Configuration Protocol (DHCP)
client to optionally identify the type or category of user or
applications it represents. The information contained in this option
is an opaque field that represents the user class of which the client
is a menber. Based on this class, a DHCP server selects the
appropriate address pool to assign an address to the client and the
appropriate configuration paranmeters. This option should be
configurable by a user.

1. Introduction

DHCP admi ni strators may define specific user class identifiers to
convey information about a client’s software configuration or about
its user’s preferences. For exanple, the User C ass option can be
used to configure all clients of people in the accounting depart nent
with a different printer than clients of people in the nmarketing
depart ment .
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2. Requirenments Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY" and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [3].

3. DHCP Ter m nol ogy

o "DHCP client”
A DHCP client or "client" is an Internet host using DHCP to obtain
configuration parameters such as a network address.

o "DHCP server"
A DHCP server or "server" is an Internet host that returns
configuration parameters to DHCP clients.

o "bindi ng"
A binding is a collection of configuration paraneters, including at
| east an | P address, associated with or "bound to" a DHCP client.
Bi ndi ngs are nanaged by DHCP servers.

4. User C ass option

This option is used by a DHCP client to optionally identify the type
or category of user or applications it represents. A DHCP server
uses the User Class option to choose the address pool it allocates an
address fromand/or to select any other configuration option

This option is a DHCP option [1, 2].

This option MAY carry nultiple User Casses. Servers nmay interpret
the nmeanings of nultiple class specifications in an inplenentation
dependent or configuration dependent manner, and so the use of
multiple classes by a DHCP client should be based on the specific
server inplenmentation and configuration which will be used to process
that User class option.

The format of this option is as foll ows:
+--m - - +--m - - T .. --+
| 77 | N | User Cass Data (’Len’ octets)

T T oo ee e S

where Val ue consists of one or nore instances of User C ass Data.
Each i nstance of User Class Data is formatted as fol |l ows:
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Fomee - e e
| L_i | Opaque-Data (' UC Len_i’ octets) |
Fomm e m oo - o e e e a oo L. --+

Each User C ass value (User_Class Data i) is indicated as an opaque
field. The value in UC Len_i does not include the length field
itself and MUST be non-zero. Let mbe the number of User O asses
carried in the option. The Iength of the option as specified in Len
must be the sum of the | engths of each of the class names plus m
Len= UC Len_1 + UC Len_ 2 + ... + UC Len_.m+ m |If any instances of
User Class Data are present, the mninmumvalue of Len is two (Len =
UClen 1 +1=1+1=2).

The Code for this option is 77.

A server that is not equipped to interpret any given user class
specified by a client MUST ignore it (although it may be reported).
If a server recognizes one or nore user classes specified by the
client, but does not recognize one or nore other user classes
specified by the client, the server MAY use the user classes it
recogni zes.

DHCP clients inplenenting this option SHOULD all ow users to enter one
or nore user class val ues.

5. I ANA Consi der ati ons

Option 77, which I ANA has al ready assigned for this purpose, should
be used as the User O ass Option for DHCP

6. Security Considerations

DHCP currently provi des no authentication or security mechani sms.
Potential exposures to attack are discussed is section 7 of the
protocol specification [1].

This |l ack of authentication nmechani sm neans that a DHCP server cannot
check if a client or user is authorized to use a given User C ass.
Thi s introduces an obvious vul nerability when using the User C ass
option. For exanple, if the User Class is used to give out a specia
paranmeter (e.g., a particular database server), there is no way to
authenticate a client and it is therefore inpossible to check if a
client is authorized to use this paraneter.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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