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Status of this Meno

Thi s docunent specifies an Internet Best Current Practices for the
Internet Conmunity, and requests discussion and suggestions for
i mprovenents. Distribution of this nenmo is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2000). Al Rights Reserved.
Abst r act
The purpose of this docunent is to express what the engi neering
conmunity as represented by the | ETF expects of Internet Service
Providers (1SPs) with respect to security.
It is not the intent of this docunment to define a set of requirements
that woul d be appropriate for all ISPs, but rather to rai se awareness
among | SPs of the conmunity’s expectations, and to provide the

conmunity with a franework for discussion of security expectations
with current and prospective service providers.
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In this docunent we define ISPs to include organisations in the

busi ness of providing Internet connectivity or other |nternet
services including but not restricted to web hosting services,
content providers and e-mail services. W do not include in our
definition of an ISP organi sations providing those services for their
OWn pur poses.

This docunent is offered as a set of recommendations to | SPs
regardi ng what security and attack managenent arrangenments shoul d be
supported, and as advice to users regarding what they shoul d expect
froma high quality service provider. It is in no sense normative in
its own right. Intinm it is likely to becone dated, and ot her
expectations may arise. However, it does represent a snapshot of the
reconmendati ons of a set of professionals in the field at a given
point in the devel opnent of the Internet and its technol ogy.

1.1 Conventions Used in this Docunent

The key words "REQUI RED', "MJST", "MJST NOT", "SHOULD', "SHOULD NOT",
and "MAY" in this docunent are to be interpreted as described in "Key
words for use in RFCs to Indicate Requirenent Levels" [RFC2119].

2 Conmuni cati on

The community’s nost significant security-rel ated expectations of
ISPs relate to the availability of conmunication channels for dealing
with security incidents.

2.1 Contact Information

| SPs SHOULD adhere to [ RFC2142], which defines the nmil box SECURI TY
for network security issues, ABUSE for issues relating to

i nappropriate public behaviour and NOC for issues relating to network
infrastructure. It also lists additional mail boxes that are defined
for receiving queries and reports relating to specific services.

| SPs may consi der using comobn URLs for expanded details on the above
(e.g., http://ww.| SP-nane-here. net/security/).

In addition, |ISPs have a duty to make sure that their contact

information, in Wwois, inrouting registries [RFCL786] or in any
other repository, is conplete, accurate and reachabl e.
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2.2 Information Sharing
| SPs SHOULD have cl ear policies and procedures on the sharing of
i nformati on about a security incident with their custoners, wth
other ISPs, with Incident Response Teans, with | aw enforcenent or
with the press and general public.

| SPs shoul d have processes in place to deal with security incidents
that traverse the boundaries between them and ot her | SPs.

2.3 Secure Channel s
| SPs SHOULD be able to conduct such conmmuni cati on over a secure
channel . Note, however, that in sone jurisdictions secure channels
m ght not be permtted.

2.4 Notification of Vulnerabilities and Reporting of I|Incidents
| SPs SHOULD be proactive in notifying custonmers of security
vul nerabilities in the services they provide. In addition, as new
vul nerabilities in systens and software are discovered they shoul d
i ndi cate whether their services are threatened by these risks.

When security incidents occur that affect conponents of an ISP s
infrastructure the ISP should pronptly report to their custoners

- who is coordinating response to the incident

- the vulnerability

-  how service was affected

- what is being done to respond to the incident

- whether customer data nmay have been conprom sed

- what is being done to elimnate the vulnerability

- the expected schedule for response, assuming it can be

predi ct ed
Many | SPs have established procedures for notifying custoners of
out ages and service degradation. It is reasonable for the ISP to use
these channels for reporting security-related incidents. 1n such
cases, the custonmer’s security point of contact m ght not be the
person notified. Rather, the normal point of contact will receive

the report. Custoners should be aware of this and make sure to route
such notifications appropriately.

Killal ea Best Current Practice [ Page 4]



RFC 3013 Recommended | SP Security Noverber 2000

2.5 Incident Response and Conputer Security Incident Response Teans
(CSI RTs)

A Computer Security Incident Response Team (CSIRT) is a teamthat
performs, coordinates, and supports the response to security
incidents that involve sites within a defined constituency. The
Internet conmunity’s expectations of CSIRTs are described in
"Expectations for Conputer Security Incident Response" [RFC2350].

VWhet her or not an ISP has a CSIRT, they should have a well-advertised
way to receive and handl e reported incidents fromtheir customers.

In addition, they should clearly docunent their capability to respond
to reported incidents, and should indicate if there is any CSIRT
whose constituency woul d i nclude the custoner and to whom i nci dents
coul d be reported.

Sone | SPs have CSIRTs. However it should not be assuned that either
the ISP's connectivity customers or a site being attacked by a
custonmer of that ISP can automatically avail thenselves of the
services of the ISP"s CSIRT. |SP CSIRTs are frequently provided as
an added-cost service, with the teamdefining as their constituency
only those who specifically subscribe to (and perhaps pay for)

I nci dent Response servi ces.

Thus it's inportant for ISPs to publish what incident response and
security resources they nake avail able to custonmers, so that the
customers can define their incident response escal ati on chai n BEFORE
an incident occurs.

Custonmers should find out whether their ISP has a CSIRT, and if so
what the charter, policies and services of that teamare. This
information is best expressed using the CSIRT tenplate as shown in
Appendi x D of "Expectations for Conputer Security Incident Response"
[ RFC2350] .

3 Appropriate Use Policy
Every | SP SHOULD have an Appropriate Use Policy (AUP)
VWhenever an | SP contracts with a customer to provide connectivity to
the Internet that contract should be governed by an AUP. The AUP
shoul d be reviewed each tinme the contract is up for renewal, and in
addition the | SP should proactively notify custoners as policies are
updat ed.

An AUP should clearly identify what customers shall and shall not do
on the various conponents of a system or network, including the type
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of traffic allowed on the networks. The AUP should be as explicit as
possi ble to avoid anmbiguity or m sunderstanding. For exanple, an AUP
m ght prohibit IP spoofing.

3.1 Announcenent of Policy

In addition to communicating their AUP to their customers |SPs should
publish their policy in a public place such as their web site so that
the comunity can be aware of what the | SP considers appropriate and
can know what action to expect in the event of inappropriate

behavi our.

3.2 Sanctions

An AUP shoul d be clear in stating what sanctions will be enforced in
the event of inappropriate behaviour

3.3 Data Protection

Many jurisdictions have Data Protection Legislation. Were such

| egi sl ation applies, |1SPs should consider the personal data they hold
and, if necessary, register thenselves as Data Controllers and be
prepared to only use the data in accordance with the ternms of the

| egislation. Gven the global nature of the Internet ISPs that are

| ocated where no such legislation exists should at least famliarise
thenselves with the idea of Data Protection by reading a typical Data
Protection Act (e.g., [DPR1998]).

4 Network Infrastructure

| SPs are responsible for managi ng the network infrastructure of the
Internet in such a way that it is

- reasonably resistant to known security vulnerabilities
- not easily hijacked by attackers for use in subsequent attacks
4.1 Regi stry Data Mintenance

| SPs are conmonly responsible for nmaintaining the data that is stored
in global repositories such as the Internet Routing Registry (IRR)
and the APNIC, ARIN and RI PE dat abases. Updates to this data should
only be possible using strong authentication
| SPs shoul d publicly register the address space that they assign to

their custoners so that there is nore specific contact informtion
for the del egated space.
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4.2 Routing Infrastructure

An |SP's ability to route traffic to the correct destination nay
depend on routing policy as configured in routing registries
[RFC1786]. If so, and if the registry supports it, they should
ensure that the registry information that they nmamintain can only be
updat ed using strong authentication, and that the authority to nmake
updates is appropriately restricted.

Due care should also be taken in determning in whose routing
announcements you pl ace greater trust when a choice of routes are
available to a destination. |In the past bogus announcenents have
resulted in traffic being 'black holed’, or worse, hijacked.

BGP aut henticati on [ RFC2385] SHOULD be used with routing peers.
4.3 Ingress Filtering on Source Address

The direction of such filtering is fromthe edge site (custoner) to
the Internet.

Attackers frequently cover their tracks by using forged source
addresses. To divert attention fromtheir own site the source
address they choose will generally be froman innocent renpte site or
i ndeed fromthose addresses that are allocated for private Internets
[ RFC1918]. In addition, forged source addresses are frequently used
i n spoof-based attacks in order to exploit a trust relationship

bet ween hosts.

To reduce the incidence of attacks that rely on forged source
addresses | SPs should do the following. At the boundary router with
each of their customers they should proactively filter all traffic
coming fromthe custonmer that has a source address of sonething other
than the addresses that have been assigned to that customer. For a
nore detail ed discussion of this topic see [ RFC2827].

There are (rare) circunstances where ingress filtering is not
currently possible, for exanple on | arge aggregation routers that
cannot take the additional |oad of applying packet filters. In
addition, such filtering can cause difficulty for nobile users.
Hence, while the use of this technique to prevent spoofing is
strongly encouraged, it may not always be feasible.

In these rare cases where ingress filtering at the interface between
the customer and the ISP is not possible, the customer should be

encouraged to inplement ingress filtering within their networks. In
general filtering should be done as close to the actual hosts as
possi bl e.
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4.4 Egress Filtering on Source Address

The direction of such filtering is fromthe Internet to the edge site
(customer).

There are many applications in w despread use on the Internet today
that grant trust to other hosts based only on ip address (e.g., the
Berkeley '"r’ comrmands). These are susceptible to I P spoofing, as
described in [CA-95.01.1P.spoofing]. In addition, there are

vul nerabilities that depend on the m suse of supposedly |oca
addresses, such as 'land as described in [CA-97.28. Teardrop_Land].

To reduce the exposure of their custoners to attacks that rely on
forged source addresses | SPs should do the following. At the
boundary router with each of their custoners they shoul d proactively
filter all traffic going to the custoner that has a source address of
any of the addresses that have been assigned to that customer.

The circunstances described in 4.3 in which ingress filtering isn't
feasible apply simlarly to egress filtering.

4.5 Route Filtering

Excessive routing updates can be | everaged by an attacker as a base
| oad on which to build a Denial of Service attack. At the very |east
they will result in perfornmance degradation

| SPs should filter the routing announcenents they hear, for exanple
to ignore routes to addresses allocated for private Internets, to
avoi d bogus routes and to inplenment "BGP Route Flap Danpeni ng"

[ RFC2439] and aggregation policy.

| SPs shoul d inpl enent techniques that reduce the risk of putting
excessive load on routing in other parts of the network. These
include "nailed up’ routes, aggressive aggregation and route
danpening, all of which |lower the inpact on others when your interna
routing changes in a way that isn't relevant to them

4.6 Directed Broadcast

The I P protocol allows for directed broadcast, the sending of a
packet across the network to be broadcast on to a specific subnet.
Very few practical uses for this feature exist, but several different
security attacks (primarily Denial of Service attacks maki ng use of
the packet nultiplication effect of the broadcast) use it.

Therefore, routers connected to a broadcast medi um MJST NOT be
configured to allow directed broadcasts onto that medi um [ RFC2644].
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5 Systens Infrastructure

The way an | SP manages their systems is crucial to the security and
reliability of their network. A breach of their systens nay

mnimally | ead to degraded performance or functionality, but could
lead to loss of data or the risk of traffic being eavesdropped (thus
| eading to 'man-in-the-m ddl e’ attacks).

It’s widely accepted that it's easier to build secure systens if
di fferent services (such as mail, news and web-hosting) are kept on
separate systens.

5.1 System Managenent

Al systenms that performcritical ISP functions such as mail, news
and web-hosting, should be restricted such that access to themis
only available to the adm nistrators of those services. That access
shoul d be granted only follow ng strong authentication, and should
take place over an encrypted link. Only the ports on which those
services |listen should be reachable fromoutside of the | SP's systens
net wor ks.

| SPs should stay up to date for nore secure nmethods of providing

services as they becone available (e.g., | MAP/ POP AUTHori ze Extension

for Sinple Challenge/ Response, [RFC2195]).

5.2 No Systems on Transit Networks
Systens should not be attached to transit network segnents.

5.3 Open Mail Rel ay
| SPs shoul d take active steps to prevent their mail infrastructure
frombeing used by 'spammers’ to inject Unsolicited Bulk E-mail (UBE)
while hiding the sender’s identity [RFC2505]. \While not al
preventive steps are appropriate for every site, the nost effective
site-appropriate nethods shoul d be used.

| SPs shoul d al so strongly encourage their custoners to take the
necessary steps to prevent this activity on their own systemns.

5.4 Message Subni ssion
Message submi ssions should be authenticated using the AUTH SMIP

servi ce extension as described in the "SMIP Servi ce Extension for
Aut henti cati on" [ RFC2554].
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SMIP AUTH is preferred over | P address-based subm ssion restrictions
inthat it gives the ISP's custonmers the flexibility of being able to
submit mail even when not connected through the I SP's network (for
exanple, while at work), is nore resistant to spoofing, and can be
upgraded to newer authentication mechanisns as they becone avail abl e.

In addition, to facilitate the enforcenent of security policy, it is
strongly recommended that nessages be submitted using the MAIL SUBM T
port (587) as discussed in "Message Subm ssion" [RFC2476], rather
than through the SMIP port (25). In this way the SMIP port (25) can
be restricted to local delivery only.

The reason for this is to be able to differentiate between i nbound

| ocal delivery and relay (i.e., allow custonmers to send enail via the
| SP"s SMIP service to arbitrary receivers on the Internet). Non-

aut henti cated SMIP should only be allowed for |ocal delivery.

As nore and nore mail clients support both SMIP AUTH and t he nessage
submi ssion port (either explicitly or by configuring the SMIP port),
ISPs may find it useful to require that custoners subnit nessages
usi ng both the subnission port and SMIP AUTH, permitting only inbound
mai | on port 25.

These neasures (SMIP AUTH and t he subm ssion port) not only protect
the ISP fromserving as a UBE injection point via third-party rel ay,
but also help in tracking accountability for nmessage submission in
the case where a customer sends UBE
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Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
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the copyright notice or references to the Internet Society or other
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copyrights defined in the Internet Standards process nust be
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Engl i sh.
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TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
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HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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