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Abst ract

Thi s docunent describes a general Data Validation and Certification
Server (DVCS) and the protocols to be used when comunicating with
it. The Data Validation and Certification Server is a Trusted Third
Party (TTP) that can be used as one conponent in building reliable
non-repudi ati on servi ces.

Useful Data Validation and Certification Server responsibilities in a
PKI are to assert the validity of signed docunments, public key
certificates, and the possession or existence of data.

Assertions created by this protocol are called Data Validation
Certificates (DVQ).

We give exanpl es of how to use the Data Validation and Certification
Server to extend the lifetime of a signature beyond key expiry or
revocation and to query the Data Validation and Certification Server
regarding the status of a public key certificate. The documnent

i ncludes a conplete exanple of a time stanping transaction
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1. Introduction

This docunent is the result of work that has been proposed and

di scussed within the | ETF PKI X worki ng group. The authors and sone
menbers of the group felt that pronoting the rather new concepts into
the standards process seemed premature. The concepts presented have
been stable for sone tine and partially inplemented. It was agreed
that a publication as experinmental RFC was an appropriate neans to
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get a stable reference docunment to permt other inplenentations to
occur.

The key words "MJST", "MJST NOT", "REQUI RED', "SHOULD', "SHOULD NOT",
"RECOMMVENDED', "MAY", and "OPTIONAL" in this document (in uppercase
as shown) are to be interpreted as described in [ RFC2119].

A Data Validation and Certification Server (DVCS) is a Trusted Third
Party (TTP) providing data validation services, asserting correctness
of digitally signed docunments, validity of public key certificates,
and possession or existence of data.

As a result of the validation, a DVCS generates a Data Validation
Certificate (DVC). The data validation certificate can be used for
constructing evidence of non-repudiation relating to the validity and
correctness of an entity’s claimto possess data, the validity and
revocation status of an entity’ s public key certificate and the
validity and correctness of a digitally signed docunent.

Services provided by a DVCS do not replace the usage of CRLs and OCSP
for public key certificate revocation checking in |arge open
environnents, due to concerns about the scalability of the protocol

It should be rather used to support non-repudiation or to suppl enent
nore traditional services concerning paperless docurment environnents.
The presence of a data validation certificate supports
non-repudi ati on by providing evidence that a digitally signed
docunent or public key certificate was valid at the tine indicated in
t he DVC.

A DVC validating a public key certificate can for exanple be used
even after the public key certificate expires and its revocation
information is no longer or not easily available. Determning the
validity of a DVC is assunmed to be a sinpler task, for exanple, if
the popul ation of DVCS is significantly smaller than the popul ation
of public key certificate owners.

An inportant feature of the protocol is that DVCs can be validated by
using the same protocol (not necessarily using the same service), and
the validity of a signed docunent, in particular a DVC, can al so be
det erm ned by means other than by verifying its signature(s), e.g.

by conparing agai nst an archive

The production of a data validation certificate in response to a
signed request for validation of a signed docunent or public key
certificate al so provides evidence that due diligence was perforned
by the requester in validating a digital signature or public key
certificate.
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Thi s docunent defines the use of digital signatures to insure the
authenticity of documents and DVCs, and uses a correspondi ng
term nol ogy; the use of other methods to provide evidence for
authenticity is not excluded, in particular it is possible to replace
a SignedData security envel ope by anot her one.

2. Services provided by DVCS

The current specification defines 4 types of validation and
certification services:

- Certification of Possession of Data (cpd),

- Certification of Caimof Possession of Data (ccpd),
- Validation of Digitally Signed Docurment (vsd), and

- Validation of Public Key Certificates (vpkc).

A DVCS MJST support at |east a subset of these services. A DVCS may
support a restricted vsd service allowing to validate data validation
certificates.

On compl etion of each service, the DVCS produces a data validation
certificate - a signed docurment containing the validation results and
trustworthy tinme information.

2.1 Certification of Possession of Data

The Certification of Possession of Data service provides evidence
that the requester possessed data at the time indicated and that the
actual data were presented to the Data Validation Server.

2.2 Certification of Cl aimof Possession of Data

The Certification of Caimof Possession of Data service is sinilar
to the previous one, except that the requester does not present the
data itself but a nessage digest.

2.3 Validation of Digitally Signed Docunents

The Validation of Digitally Signed Docunment service is used when
validity of a signed document is to be asserted.

The DVCS verifies all signatures attached to the signed docunent
using all appropriate status infornmation and public key certificates.
The DVCS verifies the nathematical correctness of all signatures
attached to the docunent and al so checks whether the signing entities
can be trusted, for exanple by validating the full certification path
fromthe signing entities to a trusted point (e.g., the DVCS s CA, or
the root CAin a hierarchy).
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The DVCS nay be able to rely on relevant CRLs or nmay nheed to

suppl enent this with access to nore current status information from
the CAs for exanple by accessing an OCSP service, a trusted directory
service, or other DVCS services.

The DVCS will performverification of all signatures attached to the
si gned docunent. A failure of the verification of one of the
signatures does not necessarily result in the failure of the entire
val idation, and vice versa, a global failure may occur if the
docunent has an insufficient nunber of signatures.

2.4 Validation of Public Key Certificates

The Validation of Public Key Certificates service is used to verify
and assert the validity (according to [ RFC2459]) of one or nore
public key certificates at the specified tinme.

When verifying a public key certificate, the DVCS verifies that the
certificate included in the request is a valid certificate and
determnes its revocation status at a specified tinme. DVS checks the
full certification path fromthe certificate's issuer to a trusted
point. Again, the DVCS MAY be able to rely on external information
(CRL, OCsP, DVCS).

3. Data Certification Server Usage and Scenari i

It is outside the scope of this docunment to conpletely describe
di fferent operational scenarii or usages for DVCS

See Appendix B and C for a set of some basic exanples and use cases.

The Val i date Signed Docunent service can be used to support non-
repudi ati on services, to allow use of the signed docunent beyond
public key certificate revocation or expiry, or sinmply to del egate
signature validation to a trusted central (conpany w de) service.

The Validate Public Key Certificate service can be used when tinely
information regarding a certificate's revocation status is required
(e.g., high value funds transfer or the conprom se of a highly
sensitive key) or when evidence supporting non-repudiation is
required.

A data validation certificate may be used to sinplify the validation
of a signature beyond the expiry or subsequent revocation of the
signing certificate: a Data validation certificate used as an
authenticated attribute in a signature includes an additiona
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assertion about the usability of a certificate that was used for
signing. In order to validate such a signature it may be sufficient
to only validate the data validation certificate.

A DVCS may include additional key exchange certificates in a data
validation certificate to validate a key exchange certificate in
order to provide to an application a set of additional authorised
reci pi ents for which a session key should al so be encrypted. This
can be used for exanple to provide central nanagenent of a conpany

wi de recovery schene. Note, that the additional certificates my not
only depend on the requested certificate, but also on the requester’s
identity.

The Certification of C aimof Possession of Data service is al so
known as time stanping.

The Certification of Possession of Data service can be used to assert
| egal deposit of docunents, or to inplenent archival services as a
trusted third party service.

The Data Validation and Certification Server Protocols can be used in
di fferent service contexts. Exanples include conmpany-w de
centralised services (verification of signatures, certification of
conpany certificates), services to cooperate in a multi-organization
conmunity, or general third party services for tine stanping or data
ar chi val

An inmportant application of DVCS is an enterprise environment where
all security decisions are based on conpany w de rules. A conpany
wi de DVCS service can be used to delegate all technical decisions
(e.g., path validation, trust configuration) to a centrally nanaged
servi ce.

In all cases, the trust that PKlI entities have in the Data Validation
and Certification Server is transferred to the contents of the Data
Validation Certificate (just as trust in a CAis transferred to the
public key certificates that it issues).

A DVCS service may be conbined with or use archiving and | oggi ng
systens, in order to serve as a strong building block in non-
repudi ati on services. In this sense it can be regarded as an
Evi dence Recording Authority [ISO NR].
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4. Functional Requirenments for DVCS
The DVCS MUST

1. provide a signed response in the formof a data validation
certificate to the requester, as defined by policy, or an error
response. The DVCS service definition and the policy define how
much information that has been used by the DVCS to generate the
response will be included in a data validation certificate, e.g.
public key certificates, CRLs, and responses from ot her OCSP
servers, DVCS, or others.

2. indicate in the data validation certificate whether or not the
si gned docunent, the public key certificate(s), or the data were
val idated, and, if not, the reason why the verification fail ed.

3. include a strictly nonotonically increasing serial nunber in each
data validation certificate

4. include a tinme of day value or a tinme stanp token into each data
validation certificate.

5. sign each data certification token using a key that has been
certified with a dvcs signing extended key purpose, and include a
reference to this certificate as a signed attribute in the
si gnat ure.

6. check the validity of its own signing key and certificate before
delivering data validation certificates and MJST not deliver data
validation certificate in case of failure.

A DVCS SHOULD include within each data validation certificate a
policy identifier to deternine the trust and validation policy used
for DVC s signature.

5. Data Certification Server Transactions

A DVCS transaction begins with a client preparing a Data Validation
and Certification Request. The request always contains data for
which validity, correctness or possession is to be certified.

The request MAY be encapsul ated using a security envel ope to provide
for authentication of both requester and server. Requester

aut hentication can be achieved by several of the formats described in
CMB, in particular, signedData.
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The DVCS client chooses an appropriate transport nmechanismto convey
the requests to a DVCS. It may al so be necessary to choose a
transport mechani sm providing confidentiality and, in particular

al l owi ng aut hentication of the DVCS by the requestor, e.g., TLS or
CVMB or S/M ME encryption.

If the request is valid, the DVCS perforns all necessary
verifications steps, and generates a Data Validation Certificate
(DVC), and sends a response nessage containing the DVC back to the
requestor.

The Data Validation Certificate is formed as a signed docunent (CMS
Si gnedDat a) .

As with the request, it may be necessary to choose a transport
mechani smthat provides for confidentiality to carry the DVC. DVCs
are not necessarily transported the sane way as requests, e.g., they
can be returned using e-mail after an online request received via
HTTPS.

If the request was invalid, the DVCS generates a response nessage
contai ning an appropriate error notification.

Upon receiving the response, the requesting entity SHOULD verify its
validity, i.e., whether it contains an acceptable tinme, the correct
nane for the DVCS, the correct request information and nessage
imprint, a valid signature, and satisfactory status, service and
policy fields.

When verifying the validity of a DVC, it is up to the requestor’s
application to check whether a DVCS's signing certificate is valid.
Dependi ng on the usage environnment, different methods, online or out
of band, e.g., CRLs, DVCS, or OCSP, may have to be used.

After all checks have passed, the data validation certificate can be
used to authenticate the correctness or possession of the
correspondi ng dat a.

A DVCS may return nore than one DVC corresponding to one request. In
this case, all but one request have a gl obal status of 'WAITING .

6. ldentification of the DVCS

In order to be able to inport elenments fromdvcs the foll owi ng object
identifier is used as a ASN. 1 nodul e identifier

i d- mod-dves OBJECT IDENTIFIER ::= {iso(l) identified-organization(3)
dod(6) internet(1) security(5) mechani sns(5) pkix(7) id-nmod(0) 15}
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The DVCS that use SignedData to provide authentication for DVCs MJST
sign all data certification nmessages with a key whose correspondi ng
certificate MJUST contain the extended key usage field extension as
defined in [ RFC2459] Section 4.2.1.14 with KeyPurposel D havi ng val ue
i d-kp-dvcs. This extension MIST be marked as critical

The Data Validation Certificate MJUST contain an ESSCertl| D
authenticated attribute for the certificate used by the DVCS for
si gni ng.

i d-kp-dvcs OBJECT IDENTIFIER ::= {iso(l) identified-organization(3)
dod(6) internet(1) security(5) mechani sns(5) pkix(7) kp(3) 10}

Consi stent KeyUsage bits:
di gi tal Si gnature, nonRepudi ation, keyCertSign, cRLSign

A DVCS' s certificate MAY contain an Authority Information Access

ext ensi on [ RFC2459] in order to convey the nethod of contacting the
DVCS. The accessMethod field in this extension MJST contain the QD
i d-ad-dvcs:

i d-ad-dvcs OBJECT IDENTIFIER ::= {iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechani sns(5) pkix(7) ad(48) 4}

The val ue of the 'accessLocation field defines the transport (e.g.
an URlI) used to access the DVCS

7. Common Data Types

There are several commpn data types that occur in the request and the
response data structures. These data types are either defined by
this docunment or inported fromother sources. This chapter defines
and describes these types and lists their usages.

7.1 Version:
The request and the response include an optional integer field
speci fying the version of the data structure. For both fields the

value is 1, or the field is not present at all in this version of the
pr ot ocol
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7.2 Digestlnfo:

This element is defined in [ RFC2315]. Since the status of that
docunent is informational, the definition is repeated here:

Di gestlnfo ::= SEQUENCE ({
digestAlgorithm DigestA gorithmdentifier
di gest Di gest }

Di gest ::= OCTET STRI NG

The fields of type Digestlnfo have the foll ow ng neanings:

- The field "digestAlgorithm identifies the nmessage-digest algorithm
(and any associ ated paraneters) under which data are digested.

- The field "digest’ is the result of the nessage-digesting process.

A Digestinfo is used in two pl aces:

- as a data portion for the ccpd service, and

- in all a data validation certificates to hold a digest of the data
portion of the correspondi ng request or a copy of the data field
for a ccpd service

7.3. Tinme Val ues
Indicators of tine can be present in requests and responses. |In the
nost sinple form the time is represented as GeneralizedTi ne where

fractions of seconds are all owed.

An alternate formis a tinmeStanpToken froma TSA, or as a DVC (or
some ot her token) from another third party service.

It is a matter of policy whether a DVCS tries to interpret or
validate a Tine Value in a request.

DVCSTinme ::= CHO CE {
genTi me Gener al i zedTi e,
ti meSt anpToken Contentinfo }

Future versions of the protocol MAY include additional tine formats.

Ti me val ues generated by the DVCS are increasing but not necessarily
uni que, an order anong DVCs is defined by serial nunbers.
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7.4. PKlIStatuslnfo

This structure is defined in [RFC2510]. It is used as component of
the "chain’ field of a TargetEtcChain structure, and as a gl obal
status indicator in the DVCSResponse structure. Every occurrence of
PKI Statuslinfo is generated by the responding DVCS to reflect the
result of sone |ocal verification.

7.5. Target Et cChain

A Target EtcChain structure contains certificates and other indicators
to describe either (in a request for a cpkc service) infornation to
be validated, or the result of the verifications. The structure nay
al so contain informati on about policies and policy nappings.

The details about howto fill in and to interpret the structure are
defined | ater for each service.

The ' pathProclnput’ field contains information about policies and
policy mapping to be used or used during a validation.

In a response, the ’'pkistatus’ and ‘certstatus’ choices can only
occur in the 'chain” sequence. |If present, they contain the result
of a local verification of the i mediately preceding el enent, or of
the target value, if it is the first elenent in the 'chain’ sequence.
If no 'pkistatus’ or ’'certstatus’ is present, the DVCS considers all
elements in the 'chain’ as trustworthy. Note, that there may be a
valid OCSP response or DVC indicating an invalid certificate.

Target Et cChai n :: = SEQUENCE ({
tar get Cert Et cToken,
chai n SEQUENCE S| ZE (1..MAX) OF
Cert Et cToken OPTI ONAL,
pat hPr ocl nput [0] PathProcl nput OPTI ONAL }
Pat hProcl nput ::= SEQUENCE {
accept abl ePol i cySet SEQUENCE SI ZE (1..MAX) OF
Pol i cyl nf ormati on,
i nhi bi t Pol i cyMappi ng BOOLEAN DEFAULT FALSE,
explicitPolicyReqd BOOLEAN DEFAULT FALSE }
Cert Et cToken ::= CHO CE {
certificate [0] IMPLICIT Certificate ,
esscertid [1] ESSCertld |,
pki st at us [2] IMPLICIT PKI Statuslnfo ,
assertion [3] Contentlnfo ,
crl [4] IMPLICIT Certificatelist,
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ocspcertstatus [5] IMPLICIT Cert Status,
oscpcertid [6] IMPLICIT Certld
oscpresponse [7] IMPLICI T OCSPResponse,
capabilities [8] SM MECapabilities,

ext ensi on Ext ensi on }

Certificate, Policylnformation and CertificateList are defined in

[ RFC2459]. ESSCertld is defined in [ RFC2634]. Certld, OCSPResponse
and CertStatus are defined in [ RFC2560]. PKIStatusField is defined
in [ RFC2510] .

The choice "assertion’ can contain a data validation certificate, or
a tineStanp, or other assertions.

The choi ces 'assertion’, 'ocspresponse’ and 'crl’' are provided by
services external to the responding DVCS. The choices ’certStatus’
and ' pkistatus’ reflect decisions made directly by the responding
DVCS

As a replacenment for certificates, certification identifiers
(ESSCertld, Certld) MAY be used in requests and responses, if this
is sufficient to performthe service, e.g., when the correspondi ng
certificates are provided el sewhere in a request or response (as part
of the SignedData type).

Certificate or certification identifiers of certification authorities
MAY occur in any order and MAY represent several certification
chai ns.

The choice 'capabilities’ can be used to indicate SM MECapabilities.
It applies to the certificate identified by the preceding el enent in
t he sequence.

7.6. DVCSRequest | nformation

A DVCSRequestInformation data structure contains general infornmation
about the Data Validation and Certification Request. This structure
occurs in a request, and is also included in a correspondi ng Data
Validation Certificate.

DVCSRequest I nformati on ::= SEQUENCE ({
version | NTEGER DEFAULT 1
service Servi ceType
nonce | NTEGER OPTI ONAL
request Ti me DVCSTi me OPTI ONAL
requester [ 0] Ceneral Nanes OPTI ONAL
request Pol i cy [1] Policylnformation OPTI ONAL
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dvcs [2] General Nanes OPTI ONAL
dat aLocati ons [ 3] Ceneral Nanes OPTI ONAL
ext ensi ons [4] IMPLICIT Extensions OPTI ONAL

}

The ServiceType type enunerates the DVCS service type of a request.
See chapter 2 for the description of the services.

Servi ceType ::= ENUMVERATED { cpd(1l), vsd(2), cpkc(3), ccpd(4) }
7.7. Ceneral Nane and Gener al Nanes

There are several occurrences of SEQUENCES of GCeneral Nane and
Gener al Names. These structures are inported from [ RFC2459].

8. Data Validation and Certification Requests

A Data Validation and Certification request is a Contentlnfo defined
in [ RFC2630] .

It may consist of a [RFC2630] content with a contenttype id-ct-
DVCSRequest Dat a signal ling a DVCSRequest Dat a,

i d-ct - DVCSRequest Data OBJECT I DENTIFIER ::= {iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) snmine(16) ct(1l) 7}

These data are optionally encapsul ated by contenttypes that provide
for authentication and/or confidentiality.

Thi s docunent describes the usage of a SignedData construct of

[ RFC2630] where the contenttype indicated in the eContent Type of the
encapContentinfo is id-ct-DVCSRequest Data and the eContent of the
encapContentlnfo, carried as an octet string, contains a
DVCSRequest Dat a structure.

When using a SignedData structure, a Data Validation and
Certification Request MAY contain several Signerlinfo structures, and
countersignature attributes dependi ng on operational environnents.
When an end user client creates the request, there is one or zero
Signerinfo. A relaying DVCS MAY add an additional signature or a
countersignature attribute, or MAY use another encapsul ation from

[ RFC2630] that provides for authentication and/or confidentiality.

The content of a request consists of a description of the desired

service and additional paraneters, the data to be validated, and an
optional identifier of the request.
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DVCSRequest ::= SEQUENCE ({
request | nformation DVCSRequest | nf or mat i on
dat a Dat a
transactionldentifier Cener al Nanme OPTI ONAL
}
The ' DVCSRequest.requestinformation’ el enent contains genera
i nformati on about the request. It is filled in by the requester as
fol | ows:

- The "version’ fieldis set to 1 or the field is absent in this
versi on of the protocol

The field 'service' contains the requested service.

- The "nonce’ field MAY be used to provide additional protection
agai nst replay or content guessing attacks.

- The 'requestTine’ field MAY be used to indicate the tine for which
the requested service should be perfornmed. For a vsd and cpkc
service, it specifies the time for which the validity of a signed
docurent or certicates is to be asserted. For the other service,
the field is ignored by the DVCS. If the field is absent, the
current tine is assumed.

The value of the 'requester’ field indicates the requesting entity.

The interpretati on and usage of this field MJUST be defined by the
DVCS pol i cy.

Some usage exanpl es are:

If the field is present, and the request is signed, a DVCS MAY
require that the field MIUST match the identity (subjectNane or
subj ect Al t Name ext ensi on) of the correspondi ng signature
certificate.

A request MAY be signed by a DVCS when relaying it to another DVCS.

VWhen acting as a relay, a DVCS MAY add its own identity in the
request relayed to another service provider, and it MAY renove the
initial value.

- The 'requestPolicy’ field SHOULD indicate the policy under which
the validation is requested. This field MJST be checked by the
DVCS to verify agreement with its own policy. The absence of this
field indicates that any policy is acceptable.

Adans, et al. Experi ment al [ Page 14]



RFC 3029 DVCS Protocol s February 2001

The "dvcs’ field MAY be used to indicate a |ist of DVCS which can
be contacted to provide (additional) information or to perform
addi ti onal operations necessary to produce the response.

It is up to the DVCS policy whether to honor this field or not, and
to define which choice of a general nane is acceptable (e.g., an
URL or a DN).

The ' datalocations’ field MAY be used to indicate where a copy of
the "data’ field of the request or supplenmentary information can be
obt ai ned. The DVCS does not use this field for its own operation
the exact interpretation of this field is defined by applications.

The 'requestTine’ field MAY be used to indicate the time for which
the requested service should be performed. For a vsd and cpkc
service, it specifies the time for which the validity of a signed
docunent or certicates is to be asserted. For the other service,
the field is ignored by the DVCS. If the field is absent, the
current time is assuned. The DVCS service may have a tinme limt or
a deltatinme linmt regarding current time which are specified in
the I ocal policy of the DVCS service.

The ’'extensions’ field MAY be used to include additiona
informati on. Extensions may be marked critical or not in order to
i ndi cate whether the DVCS is supposed to understand them This
docunent does not define extensions.

The DVCSRequest. data contains service-specific content, defined by
each particul ar service provided by the DVCS

Dependi ng on the requested service type, the field may contain a
si gned docunent, a list of certificates, a nessage digest or
arbitrary data.

The foll owi ng type is used:

Data ::= CHO CE {
message OCTET STRI NG
nmessagel npri nt Di gest I nfo,
certs SEQUENCE SI ZE (1..MAX) OF
Tar get Et cChai n
}

The requester fills the 'data’ elenment as foll ows:

For a vsd service request, the requestor encapsul ates a CV5
Si gnedDat a object in the value octets of the 'nessage’ choice.
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It is up to the requester to decide whether and how to provide any
certificate that may be needed to verify the signature(s) in the
signedData object. A requester MAY add certificates to the
encapsul at ed signedbData object or in the certificate list of the
request.

- For a cpkc service request the 'certs’ choice is used.

Each certificate to be verified MJST be included in a separate

i nstance of TargetEtcChain. The 'TargetEtcChain.chain’ field, if
present, indicates one or nore chains of trust that can be used to
validate the certificate. The DVCS MAY choose to sel ect a subset
of certificates as certification path, or to ignore this field.

The ' Tar get Et cChai n. pat hProcl nput’ field, if present, indicates the
acceptable policy set and initial settings for explicit-policy-

i ndi cator and inhibit-policy-mpping indicators to be used in X 509
public key certificate path validation (see [ RFC2459]).

Only the Certificate, ESSCertld, Certld or Extension choices of the
Target Et cChain can be used in the request.

The requester is responsible for providing sufficient information
to the DVCS to identify the corresponding certificates.

- For a ccpd service the 'nmessagel nprint’ choice is used.

The hash algorithmindicated in the hashAl gorithmfield SHOULD be a
"strong" hash algorithm (that is, it SHOULD be one-way and
collision resistant). It is up to the Data Certification Server to
deci de whether or not the given hash algorithmis sufficiently
"strong" (based on the current state of know edge in cryptanal ysis
and the current state of the art in conputational resources, for
exanpl e) .

- For a cpd service the 'nessage’ choice is used.

The field contains requester-specific data with any type of
content. The DVCS does not inspect, nodify, or take any particul ar
action based on the particular content of the ’nessage’ field.

The field ' DVCSRequest.transactionldentifier’ MAY be used in order to
associ at e DVCS responses containing error nessages, to requests. For
exanple, in a mai|l based environment, the paraneter could be a copy
of a messageid. Note, that the transactionldentifier is not
necessary for associating a request with a valid data validation
certificate.
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9. DVCS Responses

This chapters describes the data structures that are created by a
DVCS to indicate the results of validation and certification
requests.

A DVCS Response structure is generated by the DVCS as a result of
processing of the data validation and certification request.

A Data Validation response contains an [ RFC2630] Contentlnfo with a
type of id-ct-DVCSResponseData signalling a DVCSResponse structure.

i d-ct-DVCSResponseData OBJECT | DENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(1l6) ct(1l) 8 }

The data MAY be encapsul ated by constructs of [RFC2630] in order to
provi de authentication of the DVCS, and or integrity and
confidentiality of the request. This docunent specifies the usage of
a SignedData construct of [RFC2630].

The contenttype indicated in the eContent Type of the encapContentlnfo
is of type id-ct-DVCSResponseData, signalling a DVCSResponse as
eContent of the encapContentinfo (carried as an octet string). The
DVCS SHOULD use a key for which a corresponding certificate indicates
i n an extendedKeyUsage the purpose of DVCS signing.

In a critical situation when a DVCS cannot produce a valid signature
(if the DVCS' s signing key is known to be conmprom sed, for exanple),
the DVCSResponse, containing the error notification, MJST be
generated as a signedData with no signerlinfo attached. Receiving
unsi gned DVCSResponse MJST be treated by the clients as a critica
and fatal error, and the content of the nessage shoul d not be
implicitly trusted.

A valid response can contain one of the follow ng:

1. A Data Validation Certificate (DVC), delivering the results of
data val i dation operations, perfornmed by the DVCS

2. An error notification. This may happen when a request fails due

to a parsing error, requester authentication failure, or anything
el se that prevented the DVCS from executing the request.
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The foll owi ng type is used:

DVCSResponse ::= CHA CE {
dvCertlinfo DVCSCertlInfo ,
dvError Not e [0] DVCSErrorNotice }

9.1. Data Validation Certificate

A Data Validation Certificate is a signedData object containing a
DVCSResponse with a ’dvCertlnfo’ choice.

DVCSCert I nfo: : = SEQUENCE {

version I nteger DEFAULT 1 ,

dvReql nfo DVCSRequest | nf or mati on

nmessagel npri nt Di gest I nfo,

seri al Nurmber I nt eger,

responseTi ne DVCSTi e,

dvSt at us [0] PKIStatuslnfo OPTI ONAL

policy [1] Policylnformtion OPTI ONAL

reqSi gnat ure [2] Signerinfos OPTI ONAL,

certs [3] SEQUENCE SIZE (1..MAX) OF
Tar get Et cChai n OPTI ONAL

ext ensi ons Ext ensi ons OPTI ONAL }

The DVCSCertlnfo structure is returned as a result of successfu
execution of data validation service. It contains the results of the
data validation, a reference to the original request, and other
paranmeters. Please note that ’'successful execution” does not
necessarily mean that the validation itself was successful - a
DVCSCertInfo nay contain both the "valid and "invalid results.

The DVCS creates a DVCSCertlnfo as foll ows:

- The "version’ field is never present in this version of the
pr ot ocol

The 'dvReqglnfo’ is essentially a copy of the 'requestlnformtion
field of the corresponding request. The DVCS MAY nodify the fields
"dves', 'requester’, 'datalLocations’, and 'nonce’ of the Reqglnfo
structure, e.g., if the request was processed by a chain of DVCS

if the request needs to indicate DVCS, or to indicate where to find
a copy of the data froma 'vpd request. The only nodification
allowed to a "nonce’ is the inclusion of a new field if it was not
present, or to concatenate other data to the end (right) of an

exi sting val ue.
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- The 'DVCSCert I nfo.nessagelnprint’ field is conmputed fromthe 'data’
field of the correspondi ng request as follows:

For the 'certs’ choice (the ’'vpkc' service), the digest is conmputed
over the DER encoded data value. For a ’'nessage’ choice (the ’vsd
and the "vpd' services) the digest is conputed over the val ue
octets (not including tag and | ength octets) of the OCTET STRI NG

It is up to the DVCS to choose an appropriate digest algorithm

For a ’'nessagelnprint’ choice (the 'vcpd service), the
"messagel nprint’ of the DVCSRequest is copied as is.

- The 'DVCSCertlnfo.serial Nunber’ field contains a unique identifier
of the request.

- The field "responseTine’ indicates a tine value associated with the
response. The value MAY be a locally generated one, or a signed
Ti meSt anpToken (TST) or DVC obtained froman external service
Bef ore using a val ue obtained froman external service, the DVCS
nmust validate it according the rules of the external service

- The field 'DVCSCertl|nfo.dvStatus' reflects a collective result of
the validation.

If the field is mssing, it is an equival ent of the SUCCESS
st at us.

For a vkpc, if the status field is present and set to SUCCESS, it
indicates that all certificates were successfully validated. |If it
is present and set to FAILED, it indicates that all or sone of the
certificates failed validation, and the specific status of the
"certs’ should be investigated, at |east one of the elenments of the
"certs’ TargetEtcChain structures MJUST have a failure status.

If the field *dvStatus’ does not indicate success (' granted or
"granted with nods’) the elenent "faillnfo’ MAY indicate the reason
for the failure. Note that the field 'certs’ MAY contain
additional information about verification failures.

A failure of the verification of one of the signatures does not
necessarily result in failing to validate a signed docunent. For
exanpl e, as long as a sufficient nunber of signature was
successfully verified, a DVC with status 'grantedWthMds nmay be
produced. A DVC with status 'granted’ MJST only be produced if al
signatures verified successfully.
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The field MJUST be present, and the status nust be set to WAI TI NG

if no final response can be imedi ately available. It is assuned
that the DVCS provides an additional final status sone tine |ater.
The details of the necessary procedures are part of the DVCS

pol i cy.

In case of failure, the requester can further investigate the cause
of the failure, by looking into the Target EtcChain fields.

"Cert Et ct oken. pkistatus’ fields will indicate which iten(s) has
failed or succeeded the validation and for what reason.

- The 'DVCSCertlInfo.policy field indicates the policy under which
the DVCS oper at es.

- If present, 'DVCSCertlnfo.reqSignature’ MJST be the sane val ue as
the signerinfos field of the corresponding request. It is a policy
deci si on whether to include this field.

- The 'DVCSCertlInfo.certs’ field contains the results of the
verifications made by the DVCS. For the cpkc service, each el ement
contains a copy of a corresponding field of the request with the
sel ected subset in the target AndChain subfield and the results of
the verifications, and additional certificates or certificate
references, e.g., fromcertification authorities or as described in
appendi x C. 3. For a vsd service, each elenent contains the result
of the validation of one signature of the signed docunment to be
val i dat ed

In case of a global status of WAITING the DVCS MAY choose to
return an individual status of waiting in sone of the 'certs’
field, or not to return such a TargetEtcChain at all

The 'acceptabl ePolicySet’ sequence indicates the policies and
mappi ngs that were processed during X 509 public key certificate
path validation. PolicyMappingsSyntax is defined in [ RFC2459].

- The "extensions’ field MAY be used to return additional information
to the client. Extensions MAY be narked critical or not in order
to indicate whether the client MJUST understand them This docunent
does not define extensions.
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9.2. DVCS Error Notification

A DVCS Error Notification is a CV5 signedData object containing a
DVCSResponse with a ' dvErrorNote’ choi ce.

DVCSError Notice ::= SEQUENCE ({
transacti onSt at us PKI St at usl nfo
transactionldentifier Gener al Name OPTI ONAL }

The PKI Statusinfo is defined in [ RFC2511]. For the purposes of
conmuni cati ng the DVCSErrorNotice, the foll owi ng subset of
PKI Fai | urel nfo val ues is used:

PKI Fai lurelnfo ::= BITSTRING {
badRequest (2),
-- transaction not permtted or supported
badTi ne (3),

-- messageTine was not sufficiently close to the systemtine,
-- as defined by local policy

badDat aFor mat (95),

-- the data subnitted has the wong format

wr ongAut hority (6),

-- the DVCS indicated in the request is different fromthe
-- one creating the response token

i ncorrectData (7)

--the requester’s data (i.e., signhature) is incorrect )

In the DVCSErrorNotice, the PKIStatus field of the PKIStatuslnfo nust
be set to REJECTED.

The "statusString’ field of PKIStatuslnfo can be used to accomuvdat e
extra text, such as a reason for the failure, for exanple "I have
gone out of service". The DVCS initializes the

" DVCSErrorNotice.transactionldentifier’ with a copy of the

' DVCSRequest . transactionldentifier’ field of the correspondi ng
request.

In certain circunstances, a DVCS may not be able to produce a valid
response to a request (for exanple, if it is unable to conpute
signatures for a period of tinme). |In these situations the DVCS MAY
create a response with an DVCSErrorNotice but no signature.

DVCS clients SHOULD NOT trust unsigned responses. A DVCS client MAY

trust unsigned responses, if the comruni cati on channel provides for
server authentication (e.g., by services defined by TLS [ RFC2246]).
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10. Transports

There is no mandatory transport nechanismin this docunment. Al
nmechani sns are optional. Two exanples of transport protocols are
gi ven whi ch allow online exchange of request and a response, and
asynchronous conmuni cati on between a client and a DVCS

A DVCS MAY use a conbination of protocols, for exanple in order to
return additional DVCs.

10.1 DVCS Protocol via HTTP or HITPS

Thi s subsection specifies a neans for conveying ASN. 1- encoded
nessages for the DVCS protocol exchanges via the HyperText Transfer
Pr ot ocol

The DER encoded DVCS requests and responses are encapsul ated using a
sinmple M ME object with Content-Type application/dvcs (and with the
default binary encoding).

This M ME object can be sent and received using cormon HTTP or HTTPS
processi ng engi nes over WAV I inks and provides a sinmple client-server
transport for DVCS nessages.

10. 2 DVCS Protocol Using Enail

This section specifies a nmeans for conveyi ng ASN. 1- encoded nessages
for the protocol exchanges described in Section 8 via Internet mail

The DER encoded DVCS requests and responses are encapsul ated using a
sinmple M ME object with Content-Type application/dvcs with an
appropriate Content-Transfer-Encodi ng.

This M ME object can be sent and received using M ME processing
engi nes and provides a sinple Internet mail transport for DVCS
nmessages.

In order to be able to associate a possible error response with a
request, the requester SHOULD use the field 'transactionldentifier’
The requester SHOULD not make any assunption about the usage of
nmessage header fields by the responding service, in particular the
usage of fields |ike Subject, Message-ID or References.
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11. Security Considerations
This entire chapter discusses security considerations.

VWhen designing a data validation and certification service, the
foll owi ng consi derations have been identified that have an inpact
upon the validity or "trust"” in the data validation certificate.

It is inperative that keys used to sign DVCs are guarded with proper
security and controls in order to mninize the possibility of
conprom se. Nevertheless, in case the private key does becomne
conprom sed, an audit trail of all the DVC generated by the DVCS
SHOULD be kept as a neans to hel p discrimnate between genui ne and
fal se DVCs. A DVCS MAY provide for a vsd service to validate DVCs
created by this DVCS or another one solely based on the audit trail

VWhen confidentiality and server authentication is required, requests
and responses MAY be protected using appropriate nechanisns (e.g.
CVB encapsul ation [ RFC 2630] or TLS [ RFC2246]).

Server authentication is highly reconmended for the vsd and cpd
servi ce.

Client identification and authentication MAY use services defined by
TLS [ RFC2246]) instead of, or in addition to, using a CV5 fornat
provi di ng authentication

12. Patent Information

The following United States Patents related to data validation and
certification services, listed in chronol ogical order, are known by
the authors to exist at this tinme. This nay not be an exhaustive
list. Oher patents nmay exi st or be issued at any tinmne.

| mpl ementers of the DVCS protocol and applications using the protoco
SHOULD performtheir own patent search and determ ne whether or not
any encunberences exist on their inplenentation

# 4,309, 569 Met hod of Providing Digital Signatures

(i ssued) January 5, 1982

(inventor) Ralph C.  Merkle

(assignee) The Board of Trustees of the Leland Stanford Junior
Uni versity

# 5,001, 752 Public/Key Date-Tine Notary Facility

(issued) March 19, 1991
(inventor) Addison M Fischer
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# 5,022,080 El ectronic Notary
(issued) June 4, 1991
(inventors) Robert T. Durst, Kevin D. Hunter

# 5,136, 643 Public/Key Date-Tine Notary Facility
(i ssued) August 4, 1992

(inventor) Addison M Fischer

(Note: This is a continuation of patent # 5,001, 752.)

# 5,136, 646 Di gital Docurment Time-Stanmping with Catenate Certificate
(issued) August 4, 1992

(inventors) Stuart A Haber, Wakefield S. Stornetta Jr.

(assi gnee) Bell Communications Research, Inc.

# 5,136, 647 Met hod for Secure Tinme-Stanping of Digital Docunents
(issued) August 4, 1992

(inventors) Stuart A Haber, Wakefield S. Stornetta Jr.

(assi gnee) Bell Communications Research, Inc.

# 5,373,561 Met hod of Extending the Validity of a Cryptographic
Certificate

(i ssued) December 13, 1994

(inventors) Stuart A Haber, Wakefield S. Stornetta Jr.

(assi gnee) Bell Communications Research, Inc.

# 5,422,95 Personal Date/ Tine Notary Device
(issued) June 6, 1995
(inventor) Addison M Fischer

# 5,781, 629 Di gital Docunent Authentication System
(issued) July 14, 1998

(inventor) Stuart A Haber, Wakefield S. Stornetta Jr.
(assignee) Surety Technol ogi es, Inc.
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APPENDI X A - PKCS #9 Attribute

We define a PKCS #9 [PKCS9] attribute type. The attribute type has
ASN. 1 type SignedData and contains a data validation certificate.

The object identifier id-aa-dvcs-dvc identifies the data validation
certificate attribute type.

i d-aa-dvcs-dvc OBJECT IDENTIFIER ::= {iso(1l) memrber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) aa(2) 29}

The attribute nay be used as an authenticated or unauthenticated
attribute in CVMB SignedData docunents.

APPENDI X B - Si gned docunent validation

We present sone exanples of a possible use of DVCS in the context of
val i dation of signed docunents.

B.1 Signed docunent validation

The exampl e covers the case where a DVCS is used by a signer to
obtain a proof that a document’s structure, including one or nore
attached signatures, is/was correct, after the docunent was signed.

The DVC can be produced either by a DVCS that is trusted by the
signer, or by a DVCS that is trusted by an intended verifier of the
docunent .

The signer uses the obtained DVC as an evidence that its intentions
were good and it produced a signed docunent using the
envi ronnent (keys, algorithns, etc) that was known to be OK

It produces a stand-al one docunment that can be used to extend the
life of a signature. This exanple assunes that we have total trust
in the Data Validation and Certification Server.

Signature algorithns and keys have a finite lifetine. Therefore,
signatures have a finite lifetime. The Data Certification Server can
be used to extend the lifetine of a signature.

In order to extend the lifetine of a signature in this way, the
foll owi ng techni que can be used:

1) The signature needs to be certified:

The signed nessage is presented to the Data Validation and
Certification Server in a 'vsd service request.
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The DVCS verifies that the signature and certificates are valid at
that time by checking expiry dates, status information, or DVCs,
and returns a DVC.

2) The DVC SHOULD be verifi ed.

The signature of the Data Validation and Certification Server in
data certification token SHALL be verified using the Data
Certification Server’'s valid verification key.

A signer’s signing key (and therefore, its signature) is only valid
until sonme specified tine Tl. The DVCS s signing key (and therefore,
its signature) is valid until some specified tine T2 that is
(usually) after time T1. Wthout certification, the signer’s
signature would only be valid until time T1. Wth certification, the
signer’s signature remains valid until time T2, regardl ess of
subsequent revocation or expiry at tine T1.

If the signature of the DVCS is valid, the trust we have in the DVCS
allows us to conclude that the original signhature on the data was
valid at the time included in the DVC

The DVCS signing key MIST be of a sufficient length to allow for a
sufficiently long lifetinme. Even if this is done, the key will have
afinite lifetine. Since data validation certificates are just

anot her type of signed docunents, they can be validated using

(anot her) DVCS.

APPENDI X C - Verifying the Status of a Public Key Certificate
We now present three exanples of how to produce a data validation
certificate that can be used to assert that a public key certificate
is valid, trusted, and can be used for a particul ar purpose.
A client wants to use a given public key certificate either to use it
to verify a signature on a docunment or to use it for docunent
encryption.
A DVCS MUST have access to current information regarding public
certificate status, it can therefore be used to verify the revocation
status of a certificate at the current tinme.
The foll owi ng technique can be used:
A) The public key certificate needs to be validated.

The certificate is presented to the Data Certification Server
using a 'vpkc’ service.
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B)

©)

The Data Validation and Certification Server verifies that the
public key certificate is valid and that it hasn't been revoked
and then returns a data validation certificate.

The data validation certificate MJUST be verified.

The signature of the Data Certification Server in the data
certification token SHALL be verified using the Data Validation
and Certification Server’s valid certificate.

The public key certificate is used:

C.1) Aclients’s own public key certificate (i.e., the corresponding

private key) can be used to add a signature to a document. The
signing certificate and the data validation certificate can be
added as signed attributes to the signature.

A data validation certificate can now be used during the
val i dation signatures using the key contained in the public key
certificate. This service provided by the DVCS can be thought
of as a supplenent to the usual method of checking revocation
st at us.

In other words, signature validation at a later tine does not
necessarily require access to the revocation status of the
user’s signing certificate, access to a DVCS service and
validation of the DVC is sufficient to verify a signature. Note
that the DVC does not tell when the signature had been created,
it only indicates when the signing certificate was valid.

C.2) Apublic key certificate for key exchange can be used after

havi ng obtai ned a data validation certification certificate to
encrypt data. The DVC can be stored with the data and/or stored
by the creator of the encrypted docunent.

If an intended recipient of the docunent clains that the creator
did not use an appropriate encrypti on key, the DVC (obtai ned by
a recipient’s DVCS) can be used as evidence that the recipient’s
DVCS has aut horized the usage of the public key.

C.3) The procedure described in the previous paragraph can be

Adars,

enhanced to provide domain encryption in several ways.

Organi zations require that encrypted docunents need to be
recoverable. One sinple way is to always encrypt docunents with
additional recipients that act as 'domain encryption centers’ or
"recovery centers’. This is not a technically difficult
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problem but nay require conplicated and difficult interactions
with the end user, in particular when the docunent’s recipients
are in several different organizations.

One possi ble solution consists of adding additional certificates
to the dvc that validates the usage of a particular public key
certificate used for encryption. |In an environnment of severa
organi zati ons, one of the possible procedures may be:

The client asks its local dvcs to validate the public key
certificate. The dvcs forwards the request to a dvcs of a
renote organi zation. The renoptes organization's dvcs verifies
the certificate and provides a dvc assertion validating the
certificate. It adds additional certificates usable for key
exchange to the certEtcChain structure indicating additiona
required recipients. The local dvc creates a dvc containing the
dvc of the rempte dvcs. It may add additional certificates or
references to the dvc. The clients use all validated
certificates to be usable for key exchange to enhance its |ist
of recipients.

In the local dvcs may as well use |ocal information about the
renote organi zation’s need for additional recipients.

Appendi x D - M ME Registration

To: ietf-types@ana.org Subject: Registration of MM nmedia type
application/tinmestanp

M ME nedia type nane: application

M ME subtype nane: dvcs

Requi red paraneters: None

Optional paraneters: None

Encodi ng consi derations: binary or Base64

Security considerations: Carries a request for a data validation and
certification service and the response. A request nmay be
cryptographically signed. The response will be cryptographically

si gned.

Interoperability considerations: None

Publ i shed specification:
RFC 3029 on Data Validation and Certification Server Protocols
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Applications which use this nmedia type: Data Validation and
Certification Servers and Clients

Additional information

Magi ¢ nunber(s): None
File extension(s): .dvc
Maci ntosh File Type Code(s): none

Person & email address to contact for further infornation: Peter
Syl vester <peter. syl vester @del web. fr>

I nt ended usage: COVMON

Aut hor/ Change controller: Peter Sylvester
<pet er. syl vest er @del web. fr>

Appendi x E - ASN. 1 Modul e usi ng 1988 Synt ax

PKI XDVCS {iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechani sms(5) pkix(7) id-nmd(0) id-nod-dvcs(15)}

DEFINITIONS MPLICI T TAGS :: =
BEG N
-- EXPORTS ALL --

| MPORTS
Ext ensi ons, Al gorithmdentifier
FROM PKI X1Explicit88 {iso(l) identified-organization(3)
dod(6) internet(1l) security(5) nmechanisns(5) pkix(7)
i d-nmod(0) id-pkixl-explicit-88(1)}

Gener al Nane, Policylnformation

FROM PKI X1l nplicit88 {iso(l) identified-organization(3)
dod(6) internet(1) security(5) mechani sns(5) pkix(7)

i d-mod(0) id-pkixl-inmplicit-88(2)}

PKI St at usl nfo, PKI StatusFi eld FROM PKI XCWP {i so(1)

i dentified-organi zation(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)

i d-mod-cnmp(9)}

Content I nfo FROM Crypt ogr aphi cMessageSyntax {iso(1)

menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm me(16) nodul es(0) cns(1)}
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ESSCert | D FROM Ext endedSecurityServi ces

{ iso(1l) menber-body(2) us(840) rsadsi (113549)

pkcs(1l) pkcs-9(9) smine(16) nodul es(0) ess(2) }

Certld, OCSPResponse, Cert Status

FROM OCSP

{iso(1) identified-organization(3)

dod(6) internet(1) security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- mod- ocsp(14)}

SM MECapabi lities FROM Secur eM meMessageV3

{ iso(1) nmenber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) smine(16) nodul es(0) sminme(4) }

-- Authority Information Access for DVCS

i d-ad-dvcs OBJECT IDENTIFIER ::= {id-pkix id-ad(48) 4}
-- Key Purpose for DVCS

i d-kp-dvcs OBJECT IDENTIFIER ::= {id-pkix id-kp(3) 10}
-- eContent Type for a dvcs requests and responses

i d-ct-DVCSRequest Data OBJECT | DENTI FI ER : :
i d- ct - DVCSResponseDat a OBJECT | DENTI FI ER : :

{ id-smne ct(l) 7}
{ id-smne ct(l) 8}

-- Data validation certificate attribute

i d-aa-dvcs-dvc OBJECT IDENTIFIER ::= { id-smime aa(2) 29 }
-- using the foll owi ng bases :

i d- pki x OBJECT | DENTIFIER ::= {iso(1)

i dentified-organi zati on(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7)}

i d-sm me OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) 16 }
Version ::= |nteger
Di gestlnfo ::= SEQUENCE {
di gestAlgorithm DigestAl gorithmdentifier,
di gest Di gest
}
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Di gest ::= OCTET STRI NG

Nonce ::= | nteger

DVCSTinme ::= CHO CE {
genTi ne

ti meSt anpToken

}
Target Et cChai n :

: = SEQUENCE {
tar get Cert Et cToken,
chain SEQUENCE SI ZE (1..MAX) OF
Cert Et cToken OPTI ONAL,
pat hPr ocl nput [0] PathProclnput OPTI ONAL
}
Pat hProcl nput ::= SEQUENCE {
accept abl ePol i cySet SEQUENCE SI ZE (1..MAX) OF
Pol i cyl nformati on,
i nhi bi t Pol i cyMappi ng BOOLEAN DEFAULT FALSE,
explicitPolicyReqd BOOLEAN DEFAULT FALSE
}
Cert Et cToken ::= CHO CE {
certificate [0] IMPLICIT Certificate ,
esscertid [1] ESSCertld ,
pki st at us [2] IMPLICIT PKI Statuslnfo ,
assertion [3] ContentInfo ,
crl [4] IMPLICIT Certificatelist,
ocspcertstatus [5] IMPLICIT Cert St at us,
oscpcertid [6] IMPLICIT Certld ,
oscpresponse [7] IMPLICI T OCSPResponse,
capabilities [8] SM MECapabilities,
ext ensi on Ext ensi on
}
DVCSRequest I nformati on :: = SEQUENCE ({
version | NTEGER DEFAULT 1 ,
service Servi ceType,
nonce Nonce OPTI ONAL,
request Ti me DVCSTi me OPTI ONAL,
requester [ 0] Ceneral Nanes OPTI ONAL,
request Pol i cy [1] Policylnformation OPTI ONAL,
dvcs [ 2] General Nanes OPTI ONAL,
dat aLocati ons [ 3] Ceneral Nanes OPTI ONAL,
ext ensi ons [4] IMPLICIT Extensions OPTI ONAL
}
Servi ceType ::= ENUVMERATED { cpd(1), vsd(2), cpkc(3), ccpd(4) }

Adans, et al.
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DVCSRequest ::= SEQUENCE ({
request | nformation DVCSRequest | nf or mat i on
dat a Dat a
transactionldentifier Gener al Name OPTI ONAL
}
Data ::= CHO CE {
message OCTET STRI NG
nmessagel npri nt Di gest I nfo,
certs SEQUENCE SI ZE (1..MAX) OF
Tar get Et cChai n
}
DVCSResponse ::= CHO CE
dvCertlinfo DVCSCertlInfo ,
dvError Not e [0] DVCSErrorNotice
}
DVCSCert I nfo:: = SEQUENCE ({
version I nt eger DEFAULT 1 ,
dvReql nfo DVCSRequest | nf or mat i on,
nmessagel npri nt Di gest I nfo,
seri al Nurber I nt eger,
responseTi ne DVCSTi ne,
dvSt at us [0] PKIStatuslnfo OPTI ONAL
pol i cy [1] Policylnformation OPTI ONAL
reqSi gnat ure [2] Signerinfos OPTI ONAL
certs [ 3] SEQUENCE SI ZE (1..MAX) OF
Tar get Et cChai n OPTI ONAL
ext ensi ons Ext ensi ons OPTI ONAL
}
DVCSEr ror Noti ce ::= SEQUENCE ({
transacti onSt at us PKI St at usl nfo
transactionldentifier Gener al Name OPTI ONAL
}
END

Appendi x F - Exanpl es
Thi s chapter contains an exanple of a request and a response of a
"Certify O aimof Possession of Data’ transaction of the C epsydre
Denonstration Project sponsored by La Poste, France.

The informati on has been formatted with a slightly nodified version
of Peter Qutnmann’s dunpasnl program
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The response Data Validation Certificate contains the signing

certificate.

The data that are time stanped is the binary of the client program
used to make the request.

Request :
0 30
406 O
15 A0 567:
19 30 563:
23 02 1:
26 31  11:
28 30 O
30 06 5
37 05 0
39 30 153:
42 06 11:
55 A0 137:
58 04 134:
61 30 131:
64 30 96
66 0A  1:
69 A0 77:
71 A 75:
73 30  73:
75 31 11:
77 30 O
79 06 3:
84 13 2
88 31 14
90 30 12
92 06  3:
97 13 5:
Adans, et al.

582: SEQUENCE {
OBJECT | DENTI FI ER si gnedData (1 2 840 113549 1 7 2)
(PKCS #7)

[o] {

SEQUENCE {

| NTEGER 3
SET {
SEQUENCE {

OBJECT | DENTI FIER shal (1 3 14 3 2 26)

NULL

}

}
SEQUENCE {

OBJECT | DENTI FI ER
i d- ct - DVCSRequest Data (1 2 840 113549 1 9 16 1 7)
(SIMME Content Types (1 2 840 113549 1 9 16 1))

[0] {

OCTET STRING encapsul ates {
SEQUENCE {
SEQUENCE {
ENUMERATED CCPD ( 4)

[0] {
- [4]

{

SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER

)

countryNane (2 5 4 6)
(X.520 id-at (2 5 4))

PrintableString 'FR

}

SET {
SEQUENCE {
OBJECT | DENTI FI ER

)

localityNane (2 5 4 7)
(X.520 id-at (2 5 4))

PrintableString 'Paris’

}

Experi ment al
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104 31 16: . . . . . . SET{
106 30 14: . . . . . . SEQUENCE {

108 06 3: . . . . . . . OBJECT |IDENTIFIER
: organi zati onName (2 5 4 10)
(X.520 id-at (2 5 4))

113 13 7: . . . . . . . PrintableString ' Edel Wb
. . }
.. . oo}

122 31 24: . . . . . . SET{

124 30 22: . . . . . . SEQUENCE {

126 06 3: . . . . . . . OBIECT IDENTIFIER
: conmonNane (2 5 4 3)
(X.520 id-at (2 5 4))

131 13 15:. . . . . . . . PrintableString 'Peter Sylvester
: .}
}
-}
}
.. .o )
148 A1 12: . . . . [1] {
150 06 10 . . . . . OBJECT IDENTIFIER "1 36 14 153091227
' }
.o oo}
162 30 31: . . . . SEQUENCE {
164 30 7: . . . . SEQUENCE {
166 06 5. . . . . . OBJECT IDENTIFIER shal (1 3 14 3 2 26)
' }(OV\)
173 04 20: . . . . CCTET STRING
: 75 B6 85 AF 6F 89 46 7D E8 07 15 25 1E 45 97 8F
CD 1F A5 66
}
-}
-}
}
.}
195 31 387: . SET {
199 30 383: . . SEQUENCE {
203 02 1. . . INTEGER 1
206 30 124: . . SEQUENCE {
208 30 112: . . . SEQUENCE {
210 31 11: . . . SET {
212 30 9: . . . . SEQUENCE {
214 06 3: . . . . OBJECT IDENTIFIER countryNane (2 5 4 6)
L. . (X.520 id-at (2 5 4))
219 13 2. . . . . PrintableString 'FR
' }
}
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223 31 21: . . . SET {

225 30 19: . . . . SEQUENCE {

227 06 3: . . . . OBJECT |DENTIFIER organi zati onNane (2 5 4 10)
S . . . . . (X5b20id-at (2 5 4))

232 13 12: . . . . PrintableString ' Edel Wb S. A
' }
oo}

246 31 40: . . . SET {

248 30 38: . . . . SEQUENCE {

250 06 3: . . . . OBJECT |DENTIFIER
: organi zati onal UnitNane (2 5 4 11)
(X.520 id-at (2 5 4))

255 13 31: : : : : .P}intabIeString " Cl epsydre Denpnstration Service
' }
T

288 31 32: . . . SET {

290 30 30: . . . . SEQUENCE {

292 06 3: . . . . OBJECT IDENTIFIER commonNane (2 5 4 3)
S . . . . . (Xb20id-at (2 5 4))

297 13 23: . . . . PrintableString 'Time Stanping Authority’
1 }

}

..o}

322 02 8: . . . INTEGER
: 00 94 88 17 21 34 37 76
S

332 30 9: . . SEQUENCE {

334 06 5: . . . OBJECT IDENTIFIER shal (1 3 14 3 2 26)
.. . (aw

341 05 0: . . . NULL
S

343 A0 95: . . [0]

345 30 26: . . . SEQUENCE {

347 06 9: . . . OBJECT |DENTIFIER
: content Type (1 2 840 113549 1 9 3)
oL (PKCS #9 (1 2 840 113549 1 9))
358 31 13: . . . SET {
360 06 11: . . . . OBJECT | DENTIFI ER
: i d-ct-dvcsrequest (1 2 840 113549 1 9 16 1 7)
(S/M ME Content Types (1 2 840 113549 1 9 16 1))

-}
.. )
373 30 28: . . . SEQUENCE {

375 06 9: . . . OBJECT |DENTIFIER
: signingTime (1 2 840 113549 1 9 5)
o (PKCS #9 (1 2 840 113549 1 9))

386 31 15: . . . SET {

388 17 13: . . . . UTCTine ' 000417171457z
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-}
.. )
403 30 35: . . . SEQUENCE {

405 06 9: . . . OBJECT |DENTIFIER
: messageDi gest (1 2 840 113549 1 9 4)
. . . . (PKCS #9 (1 2 840 113549 1 9))

416 31 22: . . . SET {

418 04 20: . . . . COCTET STRI NG
: 4D A8 C2 D2 CE 7C OD 04 41 2F 44 13 33 75 DB 2F
5B 2D F9 DC
-}
-}
S
440 30 13: . . SEQUENCE {
442 06 9: . . . OBJECT |DENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)
: . . . (PKCs #1)
453 05 0: . . . NULL
S
455 04 128: . . OCTET STRING

6E 7B OE 36 F5 08 5F 16 3C 31 7B 28 BB 0B C2 C6
17 67 A6 B5 54 F1 98 E2 6F 89 96 OE O0C 99 E6 CB
40 C1 9B 8D D8 D7 8E D3 2B 41 F7 16 26 5B B7 08
BF E6 95 B2 D9 01 6C FE B1 2C 52 C1 5A D2 31 F3
8E CA DD 11 A1 72 05 29 41 6A DD 28 40 AA 5C 77
C6 9D 1D 80 53 DB 6F 9C 4C A5 A3 8F 92 8B 18 3F
D5 3A AD 01 87 69 C3 FD D3 D8 C3 DO CA 6B E6 0D
4E 53 6E 50 20 99 7C 94 C2 44 25 1B 06 CO 99 96

The corresponding data in PEM format are:

----- BEG N PKCS7-----

M | CRgYJKoZI hveNAQc Col | CNz CCAj MCAQWK Cz AJBgUr DgMCGgUAM ZBgsghki G
9WOBCRABB6CBi QSBhj CBgz BgCgEE0E2k Sz BJ MQs wCQYDVQQGEWI GUj EOMAWGAL UE
Bx MFUGFy aXvk EDAOBg NVBAO TBO VK ZWk XZW x GDAVBgNVBAMTD1 Bl dGvy | FN5bHZI

c3R cqEMBgor BgEEAak 9AQ BMB8WBWYFKwADAhoEFHW2ha9vi UZ96AcVIRS5FI 4/ N
H6 VmvlYl Bgz CCAX8 CAQEW DBWVQs wCQYDVQQGEWI GUj EVIVBMGALUEChMVRWRI bFdI

Yi BTLKEuMsgwd g YDVQQLEX9DbGVwe 31 kemJgRGVt b25zdHIhdQ vhi BTZXJ2aVWNI

MBAWHg YDVQQDEXdUaWL] | FNOYWLwaWbnl EF1dGhven 0eQ | AJSI Fy EON3YWCQYF
Kw4 DAho FAKBf MBoGCSqGSI h3DQEJ Az ENBgs ghki GOwWOBCRABBz AcBgk ghki G9w0B
CQUX Dx c NMDAWNDE3MTcx NDU3W Aj Bgkghki GOw0OBCQQxFgQUTaj C0s58 DQRBLOQT
M3XbL1st +dwwDQYJKoZI hvc NAQEBBQAEQ YBuew429Chf Fj wxeyi 7C8LGF2ent VTx
mJvi ZYODInnyODBmA3Y147TKOH3Fi Zbt wi / 5pW2QFs/ r EsUsFa0j Hzj sr dEaFy
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BS| Bat 00@Kpcd8adHYBT22+cTKW j 5KLGED VOg0Bh2nD/ dPYWODKa+YNTI NuUCCZ
f JTCRCUbBsCZI g==

END PKCS7-----

Response:

0
4

15
19
23
26
28
30

37

39
43

56
60
64
68
71
74
76
78
80
82
84

89

93
95
97

102

109

30 2039: SEQUENCE {

06 9:  OBJECT | DENTI FI ER signedData (1 2 840 113549 1 7 2)
. . (PKCS #7)

A0 2024: [0] {

30 2020: . SEQUENCE {

02 1. . |INTEGER 3
31 11: . SET {
30 9: . . SEQUENCE {
06 5: . . OBJECT IDENTIFIER shal (1 3 14 3 2 26)
DL L (aw
05 0: . . NULL
' }
.}
30 301: . SEQUENCE {
06 11: . . OBJECT | DENTI FI ER
: i d-ct-DVCSResponseData (1 2 840 113549 1 9 16 1 8)
: . . (SIMME Content Types (1 2 840 113549 1 9 16 1))
A0 284: . . [0] {

04 280: . . COCTET STRING encapsul ates {
30 276: . . . SEQUENCE {
30 214: . . . . SEQUENCE {
0A 1. . . . . ENUMERATED CCPD (4)
A0 77 . . . . [0] {
AL 75 0 . 0oL 4] A
30 73: . . . . . SEQUENCE {
31 11: . . . . . . SET{
30 9: . . . . . . SEQUENCE {
06 3: . . . . . . . OBJECT |IDENTIFIER
: countryNanme (2 5 4 6)
S . . . . . . . (X520 id-at (25 4))
13 2. . . . . . . . PrintableString 'FR
' }
.. .o o}
31 14: . . . . . . SET {
30 12: . . . . . . SEQUENCE {
06 3: . . . . . . . OBJECT |IDENTIFIER
: localityNane (2 5 4 7)
S . . . . . . . (X5b20id-at (25 4))
13 5. . . . . . . . PrintableString 'Paris’
' }
.. . o o o}
31 16: . . . . . . SET {
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111 30 14: . . . . . . SEQUENCE {
113 06 3. . . . . . . . OBJECT I DENTIFI ER
: organi zati onNanme (2 5 4 10)
(X.520 id-at (2 5 4))

118 13 7. . . . . . . . PrintableString ' Edel b
' }
.. . o o)

127 31 24: . . . . . . SET {

129 30 22: . . . . . . SEQUENCE {

131 06 3: . . . . . . . OBIECT |IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

136 13 15;. . . . . . . . PrintableString 'Peter Sylvester
: .}
}
-}
}
.. .o )
153 Al 12: . . . . [1] {
155 06 10 . . . . . OBIJECT IDENTIFIER "1 3 6 1 4 15309121
.. .o )
167 A2 116: . . . . [2] {
169 A4 114: . . . . . [4] {
171 30 112: . . . . . SEQUENCE {
173 31 11: . . . . . . SET{
175 30 9: . . . . . . SEQUENCE {

177 06 3: . . . . . . . OBJECT |IDENTIFI ER
: countryNane (2 5 4 6)
(X.520 id-at (2 5 4))

182 13 2. . . . . . . . PrintableString 'FR
' }
.. . oo}

186 31 21: . . . . . . SET{

188 30 19: . . . . . . SEQUENCE {

190 06 3: . . . . . . . OBIECT I|IDENTIFIER
: organi zationNanme (2 5 4 10)
(X.520 id-at (2 5 4))

195 13 12: . . . . . . . PrintableString ' Edel Wb S. A"’
.. oo . o}

209 31  40: . . . . . . SET {

211 30 38 . . . . . . SEQUENCE {

213 06 3: . . . . . . . OBJECT |IDENTIFIER
: organi zati onal Unit Name (2 5 4 11)
oo (X.520 id-at (2 5 4))
218 13 31: . . . . . PrintableString ' C epsydre Denonstration Service
Do .}
}
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251 31 32
253 30  30:
255 06 3
260 13 23:
285 30 31
287 30 7
289 06 b5
296 04  20:
318 02 7
327 18  15:
344 A0 992
348 30 988:
352 30 708:
356 AO 3
358 02  1:
361 02 8
371 30 13
373 06 O
384 05 O
386 30 112
388 31 11
390 30 O
392 06 3
397 13 2

Adans, et al.
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SET {
SEQUENCE {
OBJECT | DENTI FI ER
conmmonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ' Tinme Stanmping Authority’

SEQUENCE {
SEQUENCE {
OBJECT | DENTI FIER shal (1 3 14 3 2 26)

-}

OCTET STRI NG

75 B6 85 AF 6F 89 46 7D E8 07 15 25 1E 45 97 8F
CD 1F A5 66

}
| NTEGER
01 78 OA 1E CA 88 23
General i zedTi me ' 20000417171617Z2

.}
.}
}
}
SEQUENCE {
SEQUENCE {

[0] {
| NTEGER 2

}
| NTEGER
00 94 88 17 17 64 37 32
SEQUENCE {
OBJECT | DENTI FI ER
md5wi t hRSAEncryption (1 2 840 113549 1 1 4)
(PKCS #1)
NULL

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER countryNane (2 5 4 6)
. (X520 id-at (2 5 4))
PrintableString ' FR

}
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S
401 31 21: . . . SET{
403 30 19: . . . . SEQUENCE {
405 06 3: . . . . OBJECT |IDENTIFIER organi zati onNane (2 5 4 10)
D . . . . . (X520 id-at (2 5 4))
410 13 12: . . . . PrintableString 'Edel Wb S. A’
: }
T
424 31 40: . . . SET {
426 30 38: . . . . SEQUENCE {

428 06 3: . . . . OBJECT |DENTIFIER
: organi zational UnitNane (2 5 4 11)
(X.520 id-at (2 5 4))

433 13 31: . . . . PrintableString ' depsydre Denpnstration Service
' }
T

466 31 32: . . . SET {

468 30 30: . . . . SEQUENCE {

470 06 3: . . . . OBJECT | DENTIFIER commDpnNane (2 5 4 3)
oL . (X.520 id-at (2 5 4))

475 13 23: . . . . PrintableString 'Time Stanping Authority’
2 }

.}}

500 30 30: . . . SEQUENCE {

502 17 13: . . . UTCTine '000125161938Z2

517 17 13: . . . UTCTine '200120161938Z
..o}

532 30 112: . . . SEQUENCE {

534 31 11: . . . SET {

536 30 9: . . . . SEQUENCE {

538 06 3: . . . . OBJECT IDENTIFIER countryNane (2 5 4 6)
D . . . . . (Xb20id-at (2 5 4))

543 13 2. . . . . PrintableString 'FR
' }
S

547 31 21: . . . SET {

549 30 19: . . . . SEQUENCE {

551 06 3: . . . . OBJECT |IDENTIFIER organi zati onName (2 5 4 10)
oL . (X.520 id-at (2 5 4))

556 13 12: . . . . PrintableString ' Edel Wb S. A
' }
oo}

570 31 40: . . . SET {

572 30 38: . . . . SEQUENCE {

574 06 3: . . . . OBJECT |DENTIFIER
: organi zati onal UnitNane (2 5 4 11)
(X.520 id-at (2 5 4))
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579 13 31: . . . . PrintableString 'Cd epsydre Denonstration Service’
o }
T
612 31 32: . . . SET {
614 30 30: . . . . SEQUENCE {
616 06 3: . . . . OBJECT | DENTIFIER compnNarme (2 5 4 3)
oL (X.520 id-at (2 5 4))
621 13 23: . . . . PrintableString 'Time Stanping Authority’
1 }
}}
646 30 290: . . . SEQUENCE {
650 30 13: . . . SEQUENCE {
652 06 9: . . . . OBJECT |DENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)
© . . . . (PKCs #1)
663 05 0: . . . . NULL
S
665 03 271: . . . BIT STRING O unused bits

30 82 01 OA 02 82 01 01 00 FA C3 17 AE EB B7 9D
EB AB BD 05 7E 39 43 6D 04 45 58 74 05 A5 CC F3
6C 2F 8C 8E 77 7E C2 9F 12 11 5C 7D DB BE 23 28
9A 90 D2 AB C6 A2 BA BD A3 7E 99 A6 99 21 A5 D8
90 B9 CF A7 23 4E A0 56 A0 Cl1 OA 46 89 8E 3C 91
67 37 FD 9B AB 49 17 FC 4A A5 F2 E4 4C 6E E3 6A
1C 92 97 04 6F 7F 0C 5C FB 74 CB 95 7E 4C C3 58
12 E8 A9 D6 FO DD 12 44 15 E7 8B 2E AF 51 CO OC
[ Anot her 142 bytes skipped ]

..o}
940 A3 122: . . . [3] {
942 30 120: . . . SEQUENCE {
944 30 15: . . . . SEQUENCE {
946 06 3: . . . . OBJECT I|IDENTIFIER basicConstraints (2 5 29 19)

(X.509 id-ce (2 5 29))

951 04 8: OCTET STRING encapsul ates {
953 30 6: SEQUENCE {
955 01 1 BOOLEAN TRUE
958 02 1: | NTEGER 0O
} }
961 30 22: . . . . SEQUENCE {
963 06 3: . . . . OBJECT I|IDENTIFIER ext KeyUsage (2 5 29 37)
© . . . . . (X509 id-ce (2 5 29))
968 01 1. . . . . BOOLEAN TRUE
971 04 12: . . . . OCTET STRING encapsul ates {
973 30 10: . . . . . SEQUENCE {
975 06 8 . . . . . . OBIECT IDENTIFIER'1 36 1 55 7 3 10
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.}
. } }
985 30 77: . . . . SEQUENCE {

987 06 8: . . . . OBJECT IDENTIFIER
: authoritylnfoAccess (1 36 1557 11)
. . . . . (PKIX private extension)

997 01 1: . . . . BOOLEAN TRUE

1000 04 62: . . . . COCTET STRING encapsul ates {
1002 30 60: . . . . . SEQUENCE {
1004 30 58: . . . . . . SEQUENCE {
1006 06 8 . . . . . . OBIECTIDENTIFIER'1 3 6 155 7 48 4
1016 86 46: . . . . . . [6]
: "https://clepsydre. edel web. fr/dvcs/ servi ce-ccpd
}
-}
.}
}
.}
}}
1064 30 13: . . SEQUENCE {
1066 06 9: . . . OBJECT |DENTIFIER
: nd5w t hRSAEncryption (1 2 840 113549 1 1 4)
Do (PKCS #1)
1077 05 0: . . . NULL
S
1079 03 257: . . BIT STRING 0 unused bits

08 DA AF 5B 09 39 66 D3 BE 80 1D D7 72 B5 2C A3
04 FB 46 F8 05 F5 BF 83 F3 6D 6D 32 28 1C 46 EE
OF EA 30 61 8A 1E 8A 03 4E 98 81 60 1F 97 17 53
D1 54 73 3F 72 98 45 D3 10 9A D3 77 B8 74 OE 9A
90 29 8E AC A4 EB D2 24 6D F6 21 1D 3F 52 8B 2C
E6 92 E7 52 C6 54 93 91 BC 57 74 21 38 39 75 CD
30 49 54 13 94 6C FE F1 64 38 1F 5F 7D BB EO 3E
A8 F1 28 1C F1 D9 28 FA 32 1E 3B 48 BF 5C 70 21
[ Anot her 128 bytes skipped ]

}

Do}
1340 31 699: . SET {
1344 30 695: . . SEQUENCE {
1348 02 1: . . INTEGER 1
1351 30 124: . . SEQUENCE {
1353 30 112: . . . SEQUENCE {
1355 31 11: . . . SET {
1357 30 9: . . . . SEQUENCE {
1359 06 3: . . . . OBJECT |DENTIFIER countryNane (2 5 4 6)

(X.520 id-at (2 5 4))

Adans, et al. Experi ment al [ Page 44]



REC 3029
1364 13 2:
1368 31  21:
1370 30  10:
1372 06 3:
1377 13 12:
1391 31  40:
1393 30  38:
1395 06  3:
1400 13 31:

1433 31 32:
1435 30  30:
1437 06 3:
1442 13 23:
1467 02 8
1477 30 O
1479 06  5:
1486 05 O
1488 A0 276
1492 30  26:
1494 06 O
1505 31  13:
1507 06  11:
1520 30  28:
1522 06 O
Adans, et al.
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PrintableString ' FR
}
-3
SET {
SEQUENCE {
OBJECT | DENTI FI ER organi zati onNanme (2 5 4 10)
(X.520 id-at (2 5 4))
Printabl eString ' Edel Web S. A’
}
-}
SET {
SEQUENCE {
OBJECT | DENTI FI ER
organi zational UnitName (2 5 4 11)
(X.520 id-at (2 5 4))
Printabl eString ' Cl epsydre Denpnstration Service

}
-}
SET {
SEQUENCE {
OBJECT | DENTI FI ER conmonNanme (2 5 4 3)
. (X520 id-at (2 5 4))
PrintableString ' Time Stanping Authority’

}
}

}
| NTEGER
00 94 88 25 72 35 27 50

.}
SEQUENCE {

OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
(aw
NULL
}
[ 0]
SEQUENCE {
OBJECT | DENTI FI ER
content Type (1 2 840 113549 1 9 3)
(PKCS #9 (1 2 840 113549 1 9))
SET {
OBJECT | DENTI FI ER
i d-ct-dvcsresponse (1 2 840 113549 1 9 16 1 8)
(SIM M Content Types (1 2 840 113549 1 9 16 1))
-}
}
SEQUENCE {
OBJECT | DENTI FI ER
signingTine (1 2 840 113549 1 9 5)
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. . . . (PKCs #9 (1 2 840 113549 1 9))
1533 31 15: . . . SET {
1535 17 13: . . . . UTCTine 0004171716192
1550 30 35: . . . SEQUENCE {
1552 06 9: . . . OBJECT |DENTIFIER
: nessageDi gest (1 2 840 113549 1 9 4)
L. (PKCS #9 (1 2 840 113549 1 9))
1563 31 22: . . . SET {
1565 04 20: . . . . COCTET STRING
: 68 50 DC 90 20 2E C2 FO 55 15 7F 77 A9 A6 OC 34
CC 13 06 FA
}}
1587 30 178: . . . SEQUENCE {
1590 06 11: . . . OBJECT | DENTIFI ER
: . . id-aa-signingCertificate (1 2 840 113549 1 9 16 2 12)
oL (S/NINE Aut henticated Attributes (1 2 840 113549 1 9 16 2))
1603 31 162: . . . SET {
1606 30 159: . . . . SEQUENCE {
1609 30 156: . . . . SEQUENCE {
1612 30 153: . . . . . SEQUENCE {
1615 04 20: . . . . . OCTET STRING
: 5C F1 18 F3 4A CA B4 67 D6 D8 E7 F8 3B 4A D9 7A
. . . . 32 A5 43 A5
1637 30 128: . . . . . SEQUENCE {
1640 30 116: . . . . . . SEQUENCE {
1642 A 114: . . . . . . [4] {
1644 30 112: . . . . . . . SEQUENCE {
1646 31 1 . . . . . . . SET{
1648 30 9: . . . . . . . . SEQUENCE {
1650 06 3: . . . . . . . . OBJECT | DENTIFI ER
: countryNanme (2 5 4 6)
S . . . . . . . . . (Xb20id-at (2 5 4))
1655 13 2. . . . . . . . . PrintableString 'FR
' }
T
1659 31 21: . . . . . . . SET{
1661 30 19: . . . . . . . . SEQUENCE {
1663 06 3: . . . . . . . . OBIJECT |IDENTIFIER
: organi zationNanme (2 5 4 10)
o (X.520 id-at (2 5 4))
1668 13 12: . . . . . . . . PrintableString 'Edel Wb S. A"
2 }
T
1682 31 40: . . . . . . . SET {
1684 30 38: . . . . . . . . SEQUENCE {
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1686 06 3: . . . . . . . . OBJECT | DENTI FI ER
: organi zati onal Unit Name (2 5 4 11)
(X. 520 id-at (2 5 4))

1691 13 31: : : : : :P}ihtébieétring " Cl epsydre Denpnstration Service
T

1724 31 32: . . . . . . . SET{

1726 30 30: . . . . . . . . SEQUENCE {

1728 06 3: . . . . . . . . OBJECT |IDENTIFIER
: conmmonName (2 5 4 3)
(X.520 id-at (2 5 4))

1733 13 23: . . . . . . . . PrintableString 'Tinme Stanmping Authority’
' }
-}
}
}
.. . o o o}
1758 02 8 . . . . . . INTEGER
: 00 94 88 25 72 35 27 50
-}
}
-}
}
-}
}}
1768 30 13: . . SEQUENCE ({
1770 06 9: . . . OBJECT |DENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)
© . . . (PKCs #1)
1781 05 0: . . . NULL
S
1783 04 256: . . OCTET STRI NG

2E 70 9F 56 5E 01 56 A9 E1 47 81 12 35 21 29 09
16 7A ED 45 F9 5A A2 ED E4 FE 9D 2C E4 DA 12 66
62 14 59 61 8B 50 7B 01 82 3D BD 7E E6 38 DO A8
A0 37 98 79 13 26 39 29 C6 72 20 A9 95 71 E7 53
7F 79 77 98 EF 23 02 4E B9 BD 90 9B AC 05 A2 70
8F 3A 42 36 9C 2C B0 94 B1 2B 0B 36 94 OE 78 OE
BO D1 09 20 63 BC FF CD 32 F1 5A D3 AB 9F 93 9C
5A A3 58 99 A0 28 11 EO 80 4D 4D 1E 77 04 F4 50
[ Anot her 128 bytes skipped ]
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The corresponding data in PEM format (together with a technical textua
description) are:

Data Validation Certificate:
Request I nformation
Service: Certify Caimof Possession of Data - ccpd(4)
Pol i cy: Edel Wb Custoner Policy O epsydre
Requester:
Di r Nane: / C=FR/ L=Par i s/ O=Edel Wb/ CN=Pet er Syl vester
DVCS:
Di r Name: / C=FR/ O=Edel Wb S. A./
OU=C epsydre Denonstration Service/ CN=Ti me Stanping Authority
Seri al Nunmber: 01780aleca8823
MessageDi gest :
Al gorithm shal
Dat a . 75B685AF6F89467DE8S80715251E45978FCD1FAS566
Asserted Tine:
Generalized Tinme: 17-Apr-2000 19:16:17 (Apr 17 17:16:17 2000 QM)
Certificate:
Dat a:
Version: 3 (0x2)
Seri al Nunber:
94:88:17:17:64:37: 32
Signature Al gorithm nd5WthRSAEncryption
| ssuer: C=FR, O=Edel Wb S. A.,
OU=0 epsydre Denpnstration Service, CN=Tine Stanping Authority
Validity
Not Before: Jan 25 16:19: 38 2000 GMI
Not After : Jan 20 16:19:38 2020 GVII
Subj ect: C=FR, O=Edel Wb S. A,
OU=C epsydre Denonstration Service, CN=Tine Stanping Authority
Subj ect Public Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: (2048 bit)

Modul us (2048 bit):
00:fa:c3:17: ae: eb: b7: 9d: eb: ab: bd: 05: 7e: 39: 43:
6d: 04: 45: 58: 74: 05: ab5: cc: f3: 6¢: 2f: 8c: 8e: 77: 7e:
c2:9f:12:11: 5c: 7d: db: be: 23: 28: 9a: 90: d2: ab: c6:
a2: ba: bd: a3: 7e: 99: a6: 99: 21: a5: d8: 90: b9: cf: a7:
23:4e: a0: 56: a0: cl1: 0a: 46: 89: 8e: 3c: 91: 67: 37: fd:
9b: ab: 49: 17: fc: 4a: ab: f2: e4: 4c: 6e: e3: 6a: 1c: 92:
97:04: 6f: 7f: Oc: 5¢c: fb: 74: cb: 95: 7e: 4c: ¢3: 58: 12:
e8:a9: d6: f0: dd: 12: 44: 15: e7: 8b: 2e: af : 51: c0: Oc:
5f:a8:65:fc:47:al:c9:98: 1f : d4: el: ea: bc: 1c: 1a:
27: bb: 8b:56:f1:12:55:10:f4: 8e:d8: 9f: 19: 9c: le:
81:f7:db: 63:dd: 88: 37: 3f: 71: 79: 5b: 96: e2: 5f : 82:
d5:12: 19: 05: 0d: el: 3d: a5: 6d: 66: e4: 2c: le: ed: c7:
4c: b8: df: aa: 38: ¢c8: 15: 6a: ae: 25: 7d: 46: 2a: 07: f 9:
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83: 77:c4:51: ee: 90: dc: 05: d0: c3: f0: f 1: 5f: e8: d4:
ed: 5d: 34: 70: 91: 9d: 9f : 08: 55: 7d: 5b: e5: 8d: 5f : 35:
59: 83: 4e: 72: 19: bb: 9c: 88: d1: 7a: fc: 23: a5: 84: 99:
b4: 17: 8a: 4d: 6¢: 9d: dO: a6: 35: 80: 5f: ca: fb: 24: 8b
54: 1d
Exponent: 65537 (0x10001)
X509v3 ext ensi ons:
X509v3 Basic Constraints:
CA: TRUE, pathlen:0
X509v3 Extended Key Usage: critica
DVCS Si gni ng
Authority Information Access: critica
DVCS - URI: https://clepsydre. edel web. fr/dvcs/ service-ccpd

Signature Al gorithm nmd5W t hRSAEncryptio

08: da: af : 5b: 09: 39: 66: d3: be: 80: 1d: d7: 72: b5: 2c: a3: 04: f b:
46:f8: 05:f5: bf:83:f3:6d: 6d: 32: 28: 1c: 46: ee: Of : ea: 30: 61
8a: le: 8a: 03: 4e: 98: 81: 60: 1f: 97: 17: 53: d1: 54: 73: 3f: 72: 98:
45:d3:10: 9a: d3: 77: b8: 74: Oe: 9a: 90: 29: 8e: ac: a4: eb: d2: 24:
6d: f6:21: 1d: 3f: 52: 8b: 2c: e6: 92: e7: 52: c6: 54: 93: 91: bc: 57:
74:21:38:39: 75: cd: 30: 49: 54: 13: 94: 6¢c: fe: f1: 64: 38: 1f : 5f:
7d: bb: e0: 3e: a8: f1:28: 1c: f1:d9:28:fa: 32: 1e: 3b: 48: bf: 5c:
70:21: 29: ef : be: 72: 24: da: 0d: f9: 51: 7a: fe: d7: f5:ff:e8:c2:
ea: c6: 4c: 45: 14: 51: 53: fd: 00: d5: 5b: cc: 67: 2a: 23: 94: 31: 9e:
€c2:90: 38: 9b: b0: df : f9: de: 67: 0c: 57: 5¢c: d7: b0: fc: f2:72: 96:
c4:dl: 7a: 9d: a0: e6: 51: 24: 99: 9e:89: ¢6:39:f9: 72: 7a: 44: fd:
2d: 3f : bc: df : ¢7: 25: 27: 94: al: b5: 7d: ba: 06: 75: 67: 1c: 95: 6¢:
bd: 2c: 74: 41: 3e: cd: cd: 39: 5¢: 2e: 9¢:¢c3:¢3:09: e3: 79: d5: eb
85:e8:f1:72:29:80:f6:c6: 6e:61: 1b: 58:fc: 87: 3e: d9: el: 53:
10: e0: b1: 05

----- BEG N PKCS7-- - - -

M | HOwYJKoZl hveNAQe Col | HE DCCB+QCAQVK Cz AJBgUr DgMCGgUAM | BLQYLKoZI
hvcNAQKQAQ gggEcBI | BGDCCARQWgd YKAQSg TaRLMEK x Cz AJBgNVBAYTAK ZSMYW
DAYDVQRHEWQYXJ pcz EQVAA GALUEChMVHRWR bFdl Yj EYMBYGALUEAXMPUGVOZXI g
U3l sdnmvzdGvyoQMGCi s GAQRBTOBAgG dKRy MHAX Cz AJBgNVBAYTAk ZSVRUWEWYD
VQKEWXFZGVsV2Vi | FMuQS4x KDAMBgNVBAS THONs ZXBz eVRy ZSBEZWLv bnNOc n0
aV@ul FNI cnZpY2Ux| DAe BgNVBAMT F1RpbWJg U3 RhbXBpbnt gQxXv0a &y aXR5MB8w
BwYFKw4DAhoEFHW2ha9vi UZ96 AcVIRSFI 4/ NH6VmAgc BeAoeyogj GA8Y MDAWMVDQX
Nz EBMTYxN1ggggPgM | D3DCCAs SgAWM BAg! | AJSI FxdkNz | wDQYJKoZI hvc NAQEE
BQAWc DEL MAK GATUEBhMCRI | x FTATBgNVBAO TDEVK ZWk XZW gUy 5BLj EOMCYGA1UE
OxM @xI| cHN5ZHII | ERI bWouc 3Ry YXRpb24gU2Vydm j ZTEgMBAGATUEAXMXVA t
ZSBTdGFt cd uzZyBBdXRob3JpdHkwHhc NVDAWMMTT 1MTYx OTMAWAC NV AWMT T WMITYX
OTMAW BWVIQs wCQYDVQQGEWI GUj EVIVBMGALUEChMVRWRI bFd! Yi BTLkEuMSgwd gYD
VQQLEX9DbGvwe 31 kemUgRGVt b25zdHIhdd vbi BTZXJ2aVWNl MSAwHg YDVQQDEXdU
aWLl | FNOYWLwaWsn! EF1dGhvem 0e TCCASI wDQYJKoZl hvc NAQEBBQADg gEPADCC
AQ0CggEBAPY DF67r t 53r q70Ff j | DbQRFWHQFpczzbC+M nd+wp8SEVx 9274 KJgQ
0qvGor q9036Zppkhpdi Quc+nl 06gVqDBCkaldj j yRzzf 96t JF/ xKpf LKkTG7j ahyS
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| wRvf wxc+3TLI X5MvLgSE6KNWBNOSRBXNi y6vUcAMX6h! / EehyZgf 10HqvBwaJ 7ul
WESVRDOj t i f GZwegf f bY92] Nz9xeVuWll +C1RI ZB@BhPaVt Zu@HU3HTLj fqj j |

FWjuJ X1CGKgf 5g3f EUe6@BAXQW DxX+j U7V00cJGdnwhVf Wi j VBIWYNCchnvnl j R
evwj pYSZt BeKTWdOKY1gF/ K+y SLVBOCAWEAAaNG MHgwDWYDVROTBAgWBgEB/ wi B
ADAVBgNVHSUBAf 8EDDAKBggr Bg EFBQec DCj BNBggr Bg EFBQC BAQEB/ wQ+NMDwwOg 'Yl

KwYBBQUHMASGLmhOdHBz O 8vY2x| cHNSZHII LnvkZW3ZW uzZnl vZHZj cy9z7XJ2
aWNl LVWNj ¢ GOMDQYJKoZI hve NAQEEBQADggEBAA] ar 1sJOMTvoAd13K1LKME+Ob4
Bf W g/ Nt bTI oHEbuD+owYYoei gNOM FgH5¢c XU9FUcz 9y nEXTEJr Td7h0DpgQKY6s
pOvSJIG321 RO/ Uoss5pLnUsZUk5GBV3ChODl 1z TBJVBOUbP7xZDgf X3274D608Sgc
8dko+j | eQ0i / XHAhKe++ci TaDf | Rev7X9f / owur GTEUUUVP9ANVbz Geqgl 5QxnsKQ
Qluw3/ neZwx XXNew/ PJyl sTRep2g5! Eknz6Jxj n5cnpE/ SO/ vN HI SeUobV9ugZz1
ZxyVbLOsdEE+zc05XC6cw8MI43nV64X08XI pgPbGhmEbWPy HPt nhUx Dgs QUxggK7
M | Ct Wi BATB8MHAX Cz AJ BgNVBAYTAK ZSVRUMEWY DVQRKEWX FZGVsV2Vi | FMuQS4x
KDAMBgNVBAs THONs ZXBz eWRy ZSBEZWLvbnNOcnFO0aWdul FNI cnZpY2Ux| DAeBgNV
BAMTF1RpbWJgU3RhbXBpbnt gQXV0a@&@yaxXR5AggAl | gl ¢j UnUDAJBgUr DgMCGgUA
ol | BFDAaBgkghki GOwOBCQVKk DQYLKoZI hvc NAQK QAQWHAYJ KoZI hvc NAQk FMQBX
DTAMVDQX Nz E3MT'Yx OVowl wYJKoZI hvc NAQKEMRYEFGh(BJAgLs LWRV/ d6nmDDTM
Ewb6M GyBgsghki GOwOBCRACDDGBoj CBnz CBnDCBMQQUXPEY80r Kt Gf W2 Of 4Q0r Z
ej KI Q6Uwg YAWd KRy MHAX Cz AJ BgNVBAYTAk ZSMRUWEWYDVQRKEWX FZGVs V2Vi | FMu
Q@S4Ax KDANBgNVBAS THONs ZXBz e WRy ZSBEZWLVbnNOc mF0aV@ul FNI cnZpY2Ux| DAe
BgNVBAMIF1 RpbWUgU3Rhb XBpbntc gQXV0aGyaXR5AggAl | gl ¢j UnUDANBgkghki G
9WOBAQEFAASCAQAUCJIIVKgFWjeFHgRI 11 SkJFnrt Rf | aou3k/ pOs5NoSZm UWAGL
UHsBgj 29f uY40Ki gN5h5Ey Y5KcZyl KmVcedTf 31 3n08j Ak65vZChr AW cl 86Q ac
LLCUs SsLNpQOeA6WOKgY72z/ zTLXW Or n5CcWINYnaAoEe CATUOedwTOUAf Vi 1Sg
| zL/ ppzi urj bVUf JyLoH75AUSKiI 2xXzVqSBOHFbvj xuz/ | dt gf HUbxqHMJ JHaeB5
ALWQTCONNKW2ALFy OVurH 2GBRBK6L/ r OPnOGuyw 1GUKj t GhLON J/ uH+/ FNaN

Vj j AABWEXr j POxgQ Nu7T3j 2++Qcj dT4++t Q
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Ful | Copyright Statenent
Copyright (C The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
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MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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