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Abst r act

Thi s docunent defines a new Dynam ¢ Host Configuration Protoco
(DHCP) option through which authorization tickets can be easily
generated and newWy attached hosts with proper authorization can be
automatically configured froman authenticated DHCP server. DHCP
provides a framework for passing configuration information to hosts
on a TCP/IP network. In sone situations, network adm nistrators may
wi sh to constrain the allocation of addresses to authorized hosts.
Additionally, sone network administrators nay wish to provide for
aut hentication of the source and contents of DHCP messages.

1. Introduction

DHCP [1] transports protocol stack configuration parameters from
centrally administered servers to TCP/IP hosts. Anpbng those
paranmeters are an | P address. DHCP servers can be configured to
dynam cal ly all ocate addresses from a pool of addresses, elimnating
a manual step in configuration of TCP/IP hosts.

Sone network administrators nay wish to provide authentication of the
source and contents of DHCP messages. For exanple, clients may be
subj ect to denial of service attacks through the use of bogus DHCP
servers, or may sinply be msconfigured due to unintentionally
instanti ated DHCP servers. Network administrators may wi sh to
constrain the allocation of addresses to authorized hosts to avoid
deni al of service attacks in "hostile" environnents where the network
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medi umis not physically secured, such as wirel ess networks or
col | ege residence halls.

Thi s docunent defines a technique that can provide both entity

aut henti cati on and nmessage authentication. The current protoco
conbines the original Schiller-Huitema-Drons authentication nmechani sm
defined in a previous work in progress with the "del ayed

aut henti cati on" proposal devel oped by Bill Arbaugh

1.1 DHCP t hreat nodel

The threat to DHCP is inherently an insider threat (assunmng a
properly configured network where BOOTP ports are bl ocked on the
enterprise’'s perineter gateways.) Regardless of the gateway
configuration, however, the potential attacks by insiders and
outsiders are the sane.

The attack specific to a DHCP client is the possibility of the
establ i shnent of a "rogue" server with the intent of providing
incorrect configuration information to the client. The notivation
for doing so may be to establish a "man in the mddle" attack or it
may be for a "denial of service" attack

There is another threat to DHCP clients from m stakenly or
accidentally configured DHCP servers that answer DHCP client requests
with unintentionally incorrect configuration paraneters.

The threat specific to a DHCP server is an invalid client
masquerading as a valid client. The motivation for this may be for
"theft of service", or to circunmvent auditing for any nunber of

nef ari ous purposes.

The threat comon to both the client and the server is the resource
"deni al of service" (DoS) attack. These attacks typically involve
the exhaustion of valid addresses, or the exhaustion of CPU or
networ k bandwi dth, and are present anytine there is a shared
resource. |In current practice, redundancy mtigates DoS attacks the
best.

1.2 Design goals

These are the goals that were used in the devel opnent of the
aut hentication protocol, listed in order of inmportance:

1. Address the threats presented in Section 1.1.
2. Avoid changing the current protocol
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3. Limt state required by the server.
4. Limt conplexity (conplexity breeds design and inplenmentation
errors).
1.3 Requi rements Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY" and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [5].
1.4 DHCP Ter m nol ogy
Thi s docunent uses the follow ng terns:
o "DHCP client"

A DHCP client or "client" is an Internet host using DHCP to
obtain configuration paraneters such as a network address.

o "DHCP server"

A DHCP server or "server" is an Internet host that returns
configuration parameters to DHCP clients.

2. Format of the authentication option

The foll owi ng di agram defines the format of the DHCP authentication

option:

0 1 2 3
01234567890123456789012345678901
T S T s i S i i S S S S ok
| Code | Length | Protocol | Al gorithm |
R R i ik It I R R T T I i R R R S e ol o o i i i i R
| RDM | Replay Detection (64 bits)

R it e i T e S R el ot (I I S R S R R S R
| Replay cont. |
I I i i T Sl N SR S SR S S R St R S
| Replay cont. | |
s ik T TR B B R |
I Aut hentication Information

L T S s i S s i SR S s ok L

The code for the authentication option is 90, and the length field
contains the length of the protocol, RDM algorithm Replay Detection
fields and authentication information fields in octets.
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The protocol field defines the particular technique for
aut hentication used in the option. New protocols are defined as
described in Section 6.

The algorithmfield defines the specific algorithmw thin the
technique identified by the protocol field.

The Replay Detection field is per the ROM and the authentication
information field is per the protocol in use.

The Repl ay Detection Method (RDM field determ nes the type of replay
detection used in the Replay Detection field.

If the RDMfield contains 0x00, the replay detection field MJST be
set to the value of a nonotonically increasing counter. Using a
counter value such as the current tinme of day (e.g., an NTP-format
timestanp [4]) can reduce the danger of replay attacks. This method
MUST be supported by all protocols.

3. Interaction with Relay Agents

Because a DHCP rel ay agent may alter the values of the ’'giaddr’ and
"hops’ fields in the DHCP nessage, the contents of those two fields
MUST be set to zero for the conmputation of any hash function over the
nessage header. Additionally, a relay agent may append the DHCP
relay agent information option 82 [7] as the last option in a nessage
to servers. |If a server finds option 82 included in a received
nmessage, the server MJIST conmpute any hash function as if the option
were NOT included in the message w t hout changi ng the order of
options. Wenever the server sends back option 82 to a relay agent,
the server MJST not include the option in the conputation of any hash
function over the nessage.

4. Configuration token

If the protocol field is 0, the authentication information field
hol ds a sinple configuration token
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0 1 2 3
01234567890123456789012345678901
T S S +-+-+-+-+-+-+-+-+-+-+-+-+ + +
| Code | Lengt h |lO0O000000O/0O0OO0O0OO0O

B o S T e e e i i TE I TR T S S S S A e i i el it S B R
|0 O 0 00O O Replay Detection (64 bits)

+- +- + i i S T T it SR SR S
| Replay cont. |
T S S i i el S M SR S
| Replay cont. | |
| - +-+-+- +- +-+-+- + |
| |
| Aut hentication Information

L i I i N i I S S S S e e L

The configuration token is an opaque, unencoded val ue known to both
the sender and receiver. The sender inserts the configuration token
in the DHCP nessage and the receiver matches the token fromthe
nmessage to the shared token. |f the configuration option is present
and the token fromthe nessage does not match the shared token, the
recei ver MJST di scard the nessage.

Configuration token nay be used to pass a plain-text configuration
token and provides only weak entity authentication and no nessage
aut hentication. This protocol is only useful for rudinentary
protection agai nst inadvertently instantiated DHCP servers.

DI SCUSSI ON

The intent here is to pass a constant, non-conputed token such as
a plain-text password. Qher types of entity authentication using
conput ed tokens such as Kerberos tickets or one-tinme passwords
wi Il be defined as separate protocols.

5. Del ayed authentication

If the protocol field is 1, the nessage is using the "del ayed

aut henti cation" mechanism In del ayed authentication, the client
requests authentication in its DHCPDI SCOVER nessage and the server
replies with a DHCPOFFER nmessage that includes authentication
information. This authentication information contains a nonce val ue
generated by the source as a nessage authentication code (MAC) to
provi de nessage authentication and entity authentication

Thi s docunent defines the use of a particul ar technique based on the
HVAC protocol [3] using the MD5 hash [2].
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5.1 Managenent |ssues

The "del ayed aut hentication" protocol does not attenpt to address
situations where a client may roam from one adninistrative domain to
another, i.e., interdomain roamng. This protocol is focused on
sol ving the intradomai n probl em where the out-of-band exchange of a
shared secret is feasible.

5.2 Format

The format of the authentication request in a DHCPDI SCOVER or a
DHCPI NFORM nessage for del ayed authentication is:

0 1 2 3
01234567890123456789012345678901
B ik T T e S S i i L S S e s ik I NI R _H S R R S I R i S
| Code | Length |O0OO0OO0O0OO0O0 1] Al gorithm |
T R i i o SEIE HIE S RIS R S I R S R R e e R R I i I i e e i i
| RDM | Replay Detection (64 bits) |
e i I R R i T R it i S S e e e i I T R T e e i
| Replay cont. |
B ik T T e S S i i L S S e s ik I NI R _H S R R S I R i S
| Replay cont. |

R o o S S S R

The format of the authentication information in a DHCPOFFER,
DHCPREQUEST or DHCPACK nessage for del ayed authentication is:

0 1 2 3
01234567890123456789012345678901
s S S o s ok o R N e + + i i S e
| Code | Length | O 00O0O0O0 17 Al gorithm |
+-+-+-+-+-+-+-+-+++++++++++++++++++++++-+-+
| RDM | Replay Detection (64 bits) |
B o S T e e e i i TE I TR T S S S S A e i i el it S B R
| Replay cont. |
T e L i i e e sk it NS R SR S
| Replay cont. | Secret ID (32 bhits) |
T ok R o T S s b i i o I N
| secret id cont| HVAC-MD5 (128 bits)

B s i S i I i S S S i i
The followi ng definitions will be used in the description of the

aut hentication information for delayed authentication, algorithm1:
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Repl ay Detection - as defined by the RDOMfield

K - a secret value shared between the source and
destination of the nmessage; each secret has a
uni que identifier (secret ID)

secret 1D - the unique identifier for the secret val ue
used to generate the MAC for this nessage
HVAC- MD5 - the MAC generating function [3, 2].

The sender computes the MAC using the HVAC generation al gorithm[3]
and the MD5 hash function [2]. The entire DHCP nessage (except as
not ed bel ow), including the DHCP nessage header and the options
field, is used as input to the HVAC-MD5 conputation function. The
"secret ID field MUST be set to the identifier of the secret used to
generate the MAC.

DI SCUSSI ON:

Al gorithm 1 specifies the use of HVAC-MD5. Use of a different
techni que, such as HVAC-SHA, will be specified as a separate
pr ot ocol .

Del ayed aut hentication requires a shared secret key for each
client on each DHCP server with which that client may w sh to use
the DHCP protocol. Each secret key has a unique identifier that
can be used by a receiver to determ ne which secret was used to
generate the MAC in the DHCP nessage. Therefore, del ayed

aut hentication nay not scale well in an architecture in which a
DHCP client connects to multiple admnistrative domains.

5.3 Message validation

To validate an incom ng nessage, the receiver first checks that the
value in the replay detection field is acceptable according to the
repl ay detection method specified by the ROMfield. Next, the

recei ver computes the MAC as described in [3]. The receiver MJST set
the "MAC field of the authentication option to all 0Os for

conputati on of the MAC, and because a DHCP rel ay agent nmay alter the
val ues of the ’'giaddr’ and 'hops’ fields in the DHCP nessage, the
contents of those two fields MJST al so be set to zero for the
conputati on of the MAC. If the MAC conputed by the receiver does not
match the MAC contained in the authentication option, the receiver
MUST di scard t he DHCP nessage.

Section 3 provides additional information on handling messages that
i nclude option 82 (Relay Agents).
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5.4 Key utilization

Each DHCP client has a key, K The client uses its key to encode any
nmessages it sends to the server and to authenticate and verify any
nmessages it receives fromthe server. The client’s key SHOULD be
initially distributed to the client through sone out-of - band
nmechani sm and SHOULD be stored locally on the client for use in al
aut henti cat ed DHCP nessages. Once the client has been given its key,
it SHOULD use that key for all transactions even if the client’s
configuration changes; e.g., if the client is assignhed a new network
addr ess.

Each DHCP server MJST know, or be able to obtain in a secure manner,
the keys for all authorized clients. |If all clients use the sane
key, clients can performboth entity and message authentication for
all nessages received fromservers. However, the sharing of keys is
strongly discouraged as it allows for unauthorized clients to

masquer ade as authorized clients by obtaining a copy of the shared
key. To authenticate the identity of individual clients, each client
MJUST be configured with a unique key. Appendix A describes a

techni que for key managenent.

5.5 Cient considerations

This section describes the behavior of a DHCP client using del ayed
aut henti cati on.

5,51 INT state

Wien in INIT state, the client uses delayed authentication as
fol |l ows:

1. The client MJST include the authentication request option inits
DHCPDI SCOVER nessage along with a client identifier option [6] to
identify itself uniquely to the server.

2. The client MJUST performthe validation test described in section
5.3 on any DHCPOFFER nessages that include authentication
information. |f one or nmore DHCPOFFER nessages pass the
validation test, the client chooses one of the offered
confi gurations.

Client behavior if no DHCPOFFER nmessages i nclude authentication
information or pass the validation test is controlled by |oca
policy in the client. According to client policy, the client MAY
choose to respond to a DHCPOFFER nessage that has not been

aut henti cat ed.
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The decision to set local policy to accept unauthenticated
nessages should be nade with care. Accepting an unauthenti cated
DHCPOFFER nessage can nmaeke the client vulnerable to spoofing and
other attacks. |If local users are not explicitly informed that
the client has accepted an unauthenticated DHCPOFFER nmessage, the
users mmy incorrectly assune that the client has received an

aut henti cated address and is not subject to DHCP attacks through
unaut henti cat ed nessages.

A client MJST be configurable to decline unauthenticated nmessages,
and SHOULD be configured by default to decline unauthenticated
nessages. A client MAY choose to differentiate between DHCPOFFER
nessages with no authentication informati on and DHCPOFFER nessages
that do not pass the validation test; for exanple, a client mght
accept the former and discard the latter. |If a client does accept
an unaut henti cated nmessage, the client SHOULD i nform any | oca
users and SHOULD | og the event.

3. The client replies with a DHCPREQUEST nessage that MJUST incl ude
aut hentication informati on encoded with the sane secret used by
the server in the sel ected DHCPOFFER nessage.

4. If the client authenticated the DHCPOFFER it accepted, the client
MUST val i date the DHCPACK nessage fromthe server. The client
MUST di scard the DHCPACK i f the nessage fails to pass validation
and MAY | og the validation failure. |f the DHCPACK fails to pass
validation, the client MJST revert to INIT state and returns to
step 1. The client MAY choose to remenber which server replied
wi th a DHCPACK nmessage that failed to pass validation and discard
subsequent nessages fromthat server.

If the client accepted a DHCPOFFER nessage that did not include
aut hentication information or did not pass the validation test,
the client MAY accept an unaut henticated DHCPACK nmessage fromthe
server.

5.5.2 INIT-REBOOT state

When in INIT-REBOOT state, the client MJUST use the secret it used in
its DHCPREQUEST nmessage to obtain its current configuration to
generate authentication information for the DHCPREQUEST nessage. The
client MAY choose to accept unaut henticated DHCPACK/ DHCPNAK nmessages
if no authenticated nessages were received. The client MJST treat
the receipt (or lack thereof) of any DHCPACK/ DHCPNAK nessages as
specified in section 3.2 of [1].
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5.5.3 RENEW NG st ate

When in RENEW NG state, the client uses the secret it used inits
initial DHCPREQUEST nessage to obtain its current configuration to
generate authentication information for the DHCPREQUEST nessage. |If
client receives no DHCPACK nessages or none of the DHCPACK nessages
pass validation, the client behaves as if it had not received a
DHCPACK nessage in section 4.4.5 of the DHCP specification [1].

5.5.4 REBINDI NG state

When in REBINDI NG state, the client uses the secret it used inits
initial DHCPREQUEST nessage to obtain its current configuration to
generate authentication information for the DHCPREQUEST nessage. |f
client receives no DHCPACK nessages or none of the DHCPACK nessages
pass validation, the client behaves as if it had not received a
DHCPACK nessage in section 4.4.5 of the DHCP specification [1].

5. 5.5 DHCPI NFORM nessage

Since the client already has sone configuration information, the
client may al so have established a shared secret value, K wth a
server. Therefore, the client SHOULD use the authentication request
as in a DHCPDI SCOVER nessage when a shared secret value exists. The
client MUST treat any recei ved DHCPACK nmessages as it does DHCPOFFER
nmessages, see section 5.5.1.

5. 5. 6 DHCPRELEASE nessage
Since the client is already in the BOUND state, the client will have
a security association already established with the server.
Therefore, the client MJST include authentication information with
t he DHCPRELEASE nessage.

5.6 Server considerations

Thi s section describes the behavior of a server in response to client
nessages usi ng del ayed authentication

5.6.1 Ceneral considerations
Each server naintains a list of secrets and identifiers for those
secrets that it shares with clients and potential clients. This
i nformati on nmust be nmaintained in such a way that the server can
* |dentify an appropriate secret and the identifier for that secret

for use with a client that the server may not have previously
comuni cated with
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* Retrieve the secret and identifier used by a client to which the
server has provided previous configuration infornmation

Each server MJST save the counter fromthe previous authenticated
message. A server MJST discard any incom ng nmessage which fails the
repl ay detection check as defined by the RDOM avoid replay attacks.

DI SCUSSI ON

The aut henti cat ed DHCPREQUEST nessage froma client in | N T- REBOOT
state can only be validated by servers that used the sanme secret
in their DHCPOFFER nessages. Qher servers will discard the
DHCPREQUEST nessages. Thus, only servers that used the secret
selected by the client will be able to deternmine that their

of fered configuration informati on was not sel ected and the offered
networ k address can be returned to the server’s pool of avail able
addresses. The servers that cannot validate the DHCPREQUEST
nmessage will eventually return their offered network addresses to
their pool of avail able addresses as described in section 3.1 of
the DHCP specification [1].

5.6.2 After receiving a DHCPD SCOVER nessage

The server selects a secret for the client and incl udes

aut hentication information in the DHCPOFFER nessage as specified in
section 5, above. The server MJST record the identifier of the
secret selected for the client and use that sanme secret for

val i dati ng subsequent messages with the client.

5.6.3 After receiving a DHCPREQUEST nessage

The server uses the secret identified in the nessage and vali dates
the nmessage as specified in section 5.3. |If the nessage fails to
pass validation or the server does not know the secret identified by
the "secret ID field, the server MJIST discard the nmessage and MAY
choose to log the validation failure.

If the nmessage passes the validation procedure, the server responds

as described in the DHCP specification. The server MJST include

aut hentication information generated as specified in section 5. 2.
5.6.4 After receiving a DHCPI NFORM nessage

The server MAY choose to accept unauthenticated DHCPI NFORM nessages,
or only accept authenticated DHCPI NFORM nmessages based on a site

pol i cy.
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When a client includes the authentication request in a DHCPI NFORM
nessage, the server MJIST respond with an aut henticated DHCPACK
nmessage. |If the server does not have a shared secret val ue
established with the sender of the DHCPI NFORM nessage, then the
server MAY respond with an unaut henti cated DHCPACK nessage, or a
DHCPNAK i f the server does not accept unauthenticated clients based
on the site policy, or the server MAY choose not to respond to the
DHCPI NFORM nessage.

6. | ANA Consi derati ons

Section 2 defines a new DHCP option called the Authentication Option,
whose option code is 90.

Thi s docunent specifies three new nane spaces associated with the
Aut henti cation Option, which are to be created and mai ntai ned by
| ANA:  Protocol, Algorithmand RDM

Initial values assigned fromthe Protocol nanme space are 0 (for the
configuration token Protocol in section 4) and 1 (for the del ayed
aut hentication Protocol in section 5). Additional values fromthe
Prot ocol name space will be assigned through | ETF Consensus, as
defined in RFC 2434 [8].

The Al gorithm nane space is specific to individual Protocols. That
is, each Protocol has its own Al gorithm name space. The guidelines
for assigning Al gorithm name space values for a particular protoco
shoul d be specified along with the definition of a new Protocol

For the configuration token Protocol, the Algorithmfield MJST be 0.
For the del ayed authentication Protocol, the Algorithmvalue 1 is
assigned to the HVAC-MD5 generating function as defined in section 5.
Addi tional values fromthe Al gorithm nanme space for Algorithm11 will
be assigned through | ETF Consensus, as defined in RFC 2434.

The initial value of 0 fromthe RDM name space is assigned to the use
of a nmonotonically increasing value as defined in section 2.
Addi tional values fromthe RDM nane space will be assigned through
| ETF Consensus, as defined in RFC 2434.
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9. Security Considerations

Thi s docunent descri bes authentication and verification nechanisms
f or DHCP

9.1 Protocol vulnerabilities

The configuration token authentication mechanismis vulnerable to
i nterception and provides only the nost rudinentary protection
agai nst inadvertently instantiated DHCP servers.

The del ayed aut henticati on nechani smdescribed in this docunent is
vul nerable to a denial of service attack through flooding with

DHCPDI SCOVER nessages, which are not authenticated by this protocol
Such an attack nmay overwhel mthe conputer on which the DHCP server is
runni ng and may exhaust the addresses avail abl e for assignment by the
DHCP server.

Del ayed aut hentication nay al so be vulnerable to a denial of service
attack through flooding with authenticated nessages, which nmay
overwhel mthe computer on which the DHCP server is running as the
aut hentication keys for the incom ng nmessages are conput ed.

9.2 Protocol limtations
Del ayed aut henticati on does not support interdonmain authentication

A real digital signature mechani smsuch as RSA, while currently
conput ati onal ly infeasible, would provide better security.
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Appendi x A - Key Managenent Techni que

To avoid centralized managenment of a list of random keys, suppose K
for each client is generated fromthe pair (client identifier [6],
subnet address, e.g., 192.168.1.0), which nmust be unique to that
client. That is, K= MAC(MK wunique-id), where MK is a secret master
key and MAC is a keyed one-way function such as HVAC MD5.

W thout know edge of the naster key MK an unauthorized client cannot
generate its own key K. The server can quickly validate an i ncom ng
nmessage froma new client by regenerating K fromthe client-id. For
known clients, the server can choose to recover the client’s K
dynamcally fromthe client-id in the DHCP nessage, or can choose to
preconpute and cache all of the Ks a priori.

By deriving all keys froma single master key, the DHCP server does
not need access to clear text passwords, and can conmpute and verify
the keyed MACs without requiring help froma centralized

aut hentication server.

To avoid conprom se of this key managenent system the master key,
MK, MJUST NOT be stored by any clients. The client SHOULD only be
given its key, K If MK is conprom sed, a new MK SHOULD be chosen
and all clients given new individual keys.
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The Iimted perm ssions granted above are perpetual and will not be
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Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Droms & Arbaugh St andards Track [ Page 17]






