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A DNS RR Type for Lists of Address Prefixes (APL RR)
Status of this Meno

This meno defines an Experinental Protocol for the Internet
conmunity. It does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenment are requested.
Distribution of this nmenop is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2001). Al Rights Reserved.
Abst r act

The Domain Nanme System (DNS) is primarily used to translate domain
nanes into | Pv4d addresses using A RRs (Resource Records). Severa
approaches exist to describe networks or address ranges. This
docunent specifies a new DNS RR type "APL" for address prefix lists.

1. Conventions used in this document

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

Domai n names herein are for explanatory purposes only and shoul d not
be expected to lead to useful information in real life [ RFC2606].

2. Background

The Domai n Name System [ RFC1034], [RFC1035] provides a mechanismto
associ ate addresses and other Internet infrastructure elements with
hierarchically built domain names. Various types of resource records
have been defined, especially those for IPv4 and | Pv6 [ RFC2874]
addresses. In [RFC1101] a nmethod is described to publish infornmation
about the address space allocated to an organisation. |n older BIND
versions, a weak formof controlling access to zone data was

i mpl enented using TXT RRs describi ng address ranges.

Thi s docunent specifies a new RR type for address prefix lists.
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3. APL RR Type

An APL record has the DNS type of "APL" and a numeric val ue of 42
[ITANA]. The APL RRis defined in the IN class only. APL RRs cause
no additional section processing.

4. APL RDATA for mat

The RDATA section consists of zero or nore itens (<apitenp) of the
form

S S S
| ADDRESSFAM LY
e S
| PREFI X | N | AFDLENGTH
S S S S A g Mg SR S

/ AFDPART /
| |

S g S S

ADDRESSFAM LY 16 bit unsigned value as assigned by | ANA
(see | ANA Consi der ati ons)
PREFI X 8 bit unsigned binary coded prefix |ength.

Upper and | ower bounds and interpretation of
this value are address fanmily specific.

N negation flag, indicates the presence of the
"I" character in the textual format. It has
the value "1" if the "!'" was given, "0" else.

AFDLENGTH length in octets of the foll owi ng address
fam |y dependent part (7 bit unsigned).

AFDPART address fam |y dependent part. See bel ow

Thi s docunent defines the AFDPARTs for address families 1 (1Pv4) and
2 (IPv6). Future revisions may deal with additional address
famlies.

4.1. AFDPART for |Pv4

The encodi ng of an | Pv4 address (address family 1) follows the
encodi ng specified for the A RR by [ RFC1035], section 3.4.1

PREFI X specifies the nunber of bits of the |IPv4 address starting at
the nost significant bit. Legal values range fromO to 32.

Trailing zero octets do not bear any information (e.g., there is no
semantic di fference between 10.0.0.0/16 and 10/16) in an address

prefix, so the shortest possible AFDLENGTH can be used to encode it.
However, for DNSSEC [ RFC2535] a single wire encoding nust be used by
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all. Therefore the sender MJUST NOT include trailing zero octets in
t he AFDPART regardl ess of the value of PREFIX. This includes cases
in which AFDLENGTH tines 8 results in a value | ess than PREFI X. The
AFDPART is padded with zero bits to match a full octet boundary.

An | Pv4 AFDPART has a variable length of 0 to 4 octets.
4.2. AFDPART for |Pv6

The 128 bit |1 Pv6 address (address famly 2) is encoded in network
byte order (high-order byte first).

PREFI X specifies the nunber of bits of the | Pv6 address starting at
the nost significant bit. Legal values range fromO to 128.

Wth the sane reasoning as in 4.1 above, the sender MJST NOT i ncl ude
trailing zero octets in the AFDPART regardl ess of the val ue of
PREFI X.  This includes cases in which AFDLENGTH tines 8 results in a
val ue | ess than PREFI X. The AFDPART is padded with zero bits to
match a full octet boundary.

An | Pv6 AFDPART has a variable length of O to 16 octets.
5. Zone File Syntax

The textual representation of an APL RRin a DNS zone file is as
fol | ows:

<owner > IN <TTL> APL {[!]afi:address/prefix}*

The data consists of zero or nore strings of the address famly

i ndicator <afi>, inmmediately followed by a colon ":", an address,

i mediately followed by the "/" character, imrediately foll owed by a
deci mal nuneric value for the prefix length. Any such string may be
preceded by a "!" character. The strings are separated by

whi t espace. The <afi> is the decimal nuneric val ue of that
particul ar address fam|ly.

5.1. Textual Representation of |Pv4 Addresses
An | Pv4 address in the <address> part of an <apitenr is in dotted

guad notation, just as in an A RR The <prefix> has values fromthe
interval 0..32 (decinal).
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5.2. Textual Representation of |Pv6 Addresses
The representation of an IPv6 address in the <address> part of an
<apitermr foll ows [ RFC2373], section 2.2. Legal values for <prefix>
are fromthe interval 0..128 (decimal).

6. APL RR usage
An APL RR with enpty RDATA is valid and inplenents an enpty |ist.
Mul tiple occurrences of the sanme <apitenr in a single APL RR are
al  owed and MUST NOT be nerged by a DNS server or resol ver.
<api tems> MJST be kept in order and MUST NOT be rearranged or
aggr egat ed.
A single APL RR may contain <apitenms> belonging to different address
famlies. The maxi mum nunber of <apitens> is upper bounded by the
avai | abl e RDATA space.

RRSet s consisting of nore than one APL RR are | egal but the
interpretation is left to the particular application

7. Applicability Statenent
The APL RR defines a framework w thout specifying any particul ar
neaning for the list of prefixes. It is expected that APL RRs wil |
be used in different application scenarios which have to be
docunent ed separately. Those scenarios may be di stingui shed by
characteristic prefixes placed in front of the DNS owner nane.
An APL application specification MJST include information on
0o the characteristic prefix, if any
o howto interpret APL RRSets consisting of nore than one RR

o howto interpret an enpty APL RR

o which address famlies are expected to appear in the APL RRs for
that application

o howto deal with APL RR list el enents which belong to other
address famlies, including those not yet defined

o the exact semantics of |list elenments negated by the "!" character
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Possi bl e applications include the publication of address ranges
simlar to [ RFC1101], description of zones built follow ng [ RFC2317]
and in-band access control to limt general access or zone transfer
(AXFR) availability for zone data held in DNS servers.

The specification of particular application scenarios is out of the
scope of this docunent.

8. Exanpl es

The foll owi ng exanples only illustrate some of the possible usages
outlined in the previous section. None of those applications are
hereby specified nor is it inplied that any particular APL RR based
application does exist now or will exist in the future.

; RFC 1101-1i ke announcenent of address ranges for foo.exanple
f 0o. exanpl e. IN APL 1:192.168.32.0/21 !1:192.168. 38.0/28

; CI DR bl ocks covered by cl assl ess del egati on
42.168.192. | N- ADDR ARPA. I N APL ( 1:192.168.42.0/26 1:192.168.42.64/ 26
1:192. 168. 42. 128/ 25 )

; Zone transfer restriction
_axfr.sbo. exanpl e. IN APL 1:127.0.0.1/32 1:172.16.64.0/ 22

; List of address ranges for nulticast
mul ti cast. exanpl e. IN APL 1:224.0.0.0/4 2:FF00:0:0:0:0:0:0:0/8

Note that since trailing zeroes are ignored in the first APL RR the
AFDLENGTH of both <apitens> is three.

9. Security Considerations

Any information obtained fromthe DNS shoul d be regarded as unsafe
unl ess techni ques specified in [ RFC2535] or [ RFC2845] were used. The
definition of a new RR type does not introduce security problens into
the DNS, but usage of information nade avail able by APL RRs nay
conprom se security. This includes disclosure of network topol ogy
information and in particular the use of APL RRs to construct access
control lists.
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10.

11.

12.

| ANA Consi derati ons
This section is to be interpreted as foll owi ng [ RFC2434] .
Thi s docunent does not define any new nanespaces. It uses the 16 bit
identifiers for address fanilies maintained by 1ANA in
http://ww. i ana. org/ nunbers. htm .
The | ANA assigned nuneric RR type value 42 for APL [l ANA].
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14. Full Copyright Statenent
Copyright (C The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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