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Status of this Meno
Thi s document specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for
i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmenmo is unlimted.
Copyri ght Notice
Copyright (C) The Internet Society (2001). Al Rights Reserved.
Abst r act
Thi s docunent defines a 16 bit encodi ng nechani smfor the
identification of differentiated services Per Hop Behaviors in
protocol messages. It replaces RFC 2836.
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1

1

| ntroducti on

Differentiated Services [RFC 2474, RFC 2475] introduces the notion of
Per Hop Behaviors (PHBs) that define how traffic belonging to a
particul ar behavi or aggregate is treated at an individual network
node. In |IP packet headers, PHBs are not indicated as such; instead
Differentiated Servi ces Codepoint (DSCP) values are used. There are
only 64 possible DSCP val ues, but there is no such Iinmt on the
nunber of PHBs. 1In a given network domain, there is a locally

defi ned mappi ng between DSCP val ues and PHBs. Standardi zed PHBs
recommend a DSCP mappi ng, but network operators may choose

al ternative nappings.

In sonme cases it is necessary or desirable to identify a particular
PHB in a protocol nessage, such as a message negoti ating bandw dth
management or path selection, especially when such messages pass

bet ween managenent domains. Exanples where work is in progress

i ncl ude communi cati on between bandw dth brokers, and MPLS support of
di ffserv.

In certain cases, what needs to be identified is not an individua
PHB, but a set of PHBs. One example is a set of PHBs that rnust
foll ow the sane physical path to prevent re-ordering. An instance of
this is the set of three PHBs belonging to a single Assured
Forwar di ng cl ass, such as the PHBs AF1l, AF12 and AF13 [ RFC 2597].

Thi s docunent defines a binary encoding to uniquely identify PHBs
and/ or sets of PHBs in protocol messages. This encodi ng MJUST be used
when such identification is required.

Thi s docunent replaces RFC 2836, which onmtted considerations for the
Cl ass Sel ector codepoints.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

1. Usage Scenari os

Diffserv services are expected to be supported over various
under | yi ng technol ogi es which we broadly refer to as "link |ayers”
for the purpose of this discussion. For the transport of |IP packets,
sone of these link | ayers make use of connections or |ogica
connections where the forwardi ng behavi or supported by each |ink

| ayer device is a property of the connection. In particular, within
the link | ayer dommin, each link layer node will schedule traffic
dependi ng on which connection the traffic is transported in.

Exampl es of such "link | ayers"” include ATM and MPLS.
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For efficient support of diffserv over these link |ayers, one nodel
is for different Behavior Aggregates (BAs) (or sets of Behavior
Aggregates) to be transported over different connections so that they
are granted different (and appropriate) forwardi ng behaviors inside
the link |ayer cloud. When those connections are dynamcally
established for the transport of diffserv traffic, it is very usefu
to communi cate at connection establishnment tinme what forwarding
behavior(s) is (are) to be granted to each connection by the |ink

| ayer device so that the BAs transported experience consistent
forwardi ng behavior inside the link layer cloud. This can be

achi eved by including in the connection establishnent signaling
nessages the encoding of the corresponding PHB, or set of PHBs, as
defined in this docunent. Details on proposed usage of PHB encodi ngs
by sone MPLS | abel distribution protocols (RSVP and LDP) for support
of Diff-Serv over MPLS, can be found in [ MPLS-DS] .

I n anot her approach, the ATM Forum has a requirement to indicate
desired IP QOS treatnents in ATM signaling, so that ATM swi tches can
be just as supportive of the desired service as are | P forwarders.
To do so the Forumis defining a new VC call setup information
elenment is which will carry PHB identification codes (although wll
be generalized to do nore if needed).

2. Encoding
PHBs and sets of PHBs are encoded in an unsigned 16 bit binary field.
The 16 bit field is arranged as foll ows:
Case 1: PHBs defined by standards action, as per [RFC 2474].

The encoding for a single PHB is the recommended DSCP val ue for that
PHB, left-justified in the 16 bit field, with bits 6 through 15 set

to zero. Note that the recommended DSCP val ue MUST be used, even if
the network in question has chosen a different mapping.

The encoding for a set of PHBs is the nunerically snallest of the set
of encodings for the various PHBs in the set, with bit 14 set to 1
(Thus for the AFlx PHBs, the encoding is that of the AF1l PHB, with
bit 14 set to 1.)

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
S T g S S
| DSCP | O 0 0 0 0 0 0 0 X 0
S
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Case 2: PHBs not defined by standards action, i.e., experinental or

| ocal use PHBs as allowed by [RFC 2474]. 1In this case an arbitrary
12 bit PHB identification code, assigned by the I ANA, is placed
left-justified in the 16 bit field. Bit 15 is set to 1, and bit 14
is zero for a single PHB or 1 for a set of PHBs. Bits 12 and 13 are
zero.

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
L s S e e S  Eh i IR S S
| PHB id code | O 0 X 1
B T S T T o S S T g

Bits 12 and 13 are reserved either for expansion of the PHB
identification code, or for other use, at sone point in the future.

In both cases, when a single PHBID is used to identify a set of PHBs
(i.e., bit 14 is set to 1), that set of PHBs MJST constitute a PHB
Scheduling Class (i.e., use of PHBs fromthe set MUST NOT cause
intra-mcroflow traffic reordering when different PHBs fromthe set
are applied to traffic in the same microflow). The set of AFlx PHBs
[ RFC 2597] is an exanple of a PHB Scheduling Cass. Sets of PHBs
that do not constitute a PHB Scheduling Cl ass can be identified by
usi ng nmore than one PHBI D

3. Signalling the C ass Sel ector Codepoints

[ RFC 2474] defines the eight DS codepoint values of the form’ xxx000’
(where x may be "0’ or '1') as the O ass Sel ector Codepoints.
Codepoi nt 000000 is the reconmended DSCP val ue for the Default PHB
and hence the Case 1 PHBID constructed fromthat codepoint is used to
signal the Default PHB (see Section 2 above).

For conveni ence and consi stent operation with networks that enploy IP
Precedence [RFC 1812], the Case 1 format PHBIDs constructed fromthe
ot her seven C ass Sel ector Codepoints may al so be used to signa

PHBs. In each case, the PHB signaled by such a PHBID is the PHB to
whi ch the enbedded cl ass sel ector codepoint (or |IP Precedence val ue
that corresponds to it in non-diffserv donmains) is mapped in the

reci pient’s network. Note that different networks will enpl oy

di fferent mappi ngs; see Section 4 of [RFC 2474] for further

di scussi on.

Any specified use of PHBI Ds SHOULD al |l ow the use of the eight Case 1
PHBI Ds constructed fromthe O ass Sel ect or Codepoints.
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4. | ANA Consi derations

I ANA is requested to create a new assignnent registry for "Per-Hop
Behavi or ldentification Codes", initially allow ng values in the
range 0 to 4095 deci nal

Assi gnnment of values in this field require:

- the identity of the assignee

- a brief description of the new PHB, with enough detail to
di stinguish it from existing standardi zed and non-standardi zed
PHBs. In the case of a set of PHBs, this description should
cover all PHBs in the set.

- areference to a stable docunment describing the PHB in detail

During the first year of existence of this registry, 1ANA s
requested to refer all requests to the IETF diffserv WG for review
Subsequently, requests should be reviewed by the | ETF Transport Area
Directors or by an expert that they designate.

I f the number of assignments begins to approach 4096, the Transport
Area Directors should be alerted.

5. Security Considerations

This encoding in itself raises no security issues. However, users of
thi s encodi ng shoul d consider that nodifying a PHB identification
code may constitute theft or denial of service, so protocols using
this encodi ng must be adequately protected.

Just signalling a PHBID SHOULD NOT be sufficient to grant the sender
access to a PHB that it would otherwi se not be able to use. |In cases
where this is an issue, receivers SHOULD treat received PHBI Ds as
requests for service, and use local policy to determ ne whether to
grant or deny such requests.

Changes from RFC 2836
[ RFC 2836] did not consider the C ass Selector code points, which are
covered by section 3 of the present docunment. A clarification has

been added at the end of section 2 for the case of PHB Scheduling
Cl asses. The second paragraph of section 5 has been added.
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Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
thi s docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade avail able for publication and any assurances of
licenses to be nade avail able, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplementors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary

ri ghts which may cover technol ogy that nmay be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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